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The use of strong passwords is viewed as a recommended cybersecurity practice, as the hacking of weak pass-
words led to major cybersecurity breaches. The present research investigated whether nudging with messages
based on participants’ self-schemas could lead them to create stronger passwords. We modeled our study on prior
health-related research demonstrating positive results using messages based on self-schema categories (i.e., True
Colors categories -compassionate, loyal, intellectual, and adventurous). We carried out an online study, one with
256 (185 women, 66 men, 5 other) undergraduates and one with 424 (240 men, 179 women, 5 other) Amazon
Mechanical Turk (MTurk) workers, in which we randomly assigned participants to receive messages that
matched or mismatched their self-schema. We also investigated whether differences across the Big Five per-
sonality traits, secure password knowledge, attitudes and behavior, need for cognition, and general risk-taking
predicted the strength of passwords that participants created during the study. Multiple individual difference
variables predicted password strength (i.e., conscientiousness, emotional stability, need for cognition, self-
reported secure password knowledge, attitude, and behavior, and general risk-taking). MTurk workers had
higher levels of cybersecurity knowledge and created stronger passwords than college students. The nudging
messages did not lead to stronger passwords. Implications for strategies to increase the use of secure passwords

are discussed.

Cybersecurity threats continue to be a major concern for individuals
and institutions around the world (Singer & Friedman, 2014). The use of
weak passwords has contributed to some high-profile cybersecurity
breaches, including those at Target (Plachkinova & Maurer, 2019) and
Equifax (O’Flaherty, 2019; Wang & Johnson, 2018). An investigation by
Verizon in 2017 indicated that 81 percent of corporate security breaches
were due to weak passwords being hacked (Verizon, 2017). Efforts to
increase cybersecurity in organizations has included the use of educa-
tional training (Bryant & Campbell, 2006; Ferguson, 2005; McCrohan
et al., 2010; Peker et al., 2016; Taylor-Jackson et al., 2020; See Proctor,
2016, for review). Training is a reasonable approach, as surveys have
shown that awareness about cybersecurity issues is low among members
of the general public in the United States, even among those who have
been affected by a cybersecurity breach (Pew Research Center, 2017).
Nevertheless, some research has shown that training is ineffective (Bada
et al., 2019; Ferguson, 2005; Lorenz et al., 2013; Notoatmodjo &
Thomborson, 2009; Riley, 2006). Recent research has explored the use
of nudges (i.e., indirect suggestion) to improve cybersecurity practices
(Guo et al., 2020; Li, 2016; Peer et al., 2020; Renaud & Zimmermann,
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2019; Seitz et al., 2016). The aim of the present research was to inves-
tigate whether nudging messages may increase the likelihood that adults
create strong passwords and the factors related to strong password
practices.

Breaches in cybersecurity can occur when a weak password has been
guessed by hackers who may use computer algorithms designed for that
purpose (Farcasin & Chan-Tin, 2015; Hitaj et al., 2019; Houshmand
et al., 2015; Ji et al., 2015; Narayanan & Shmatikov, 2005; Melicher
et al., 2016; Tatli, 2015; Weir et al., 2009; Zhang et al., 2020). One of the
major breaches in 2017 involved the credit reporting agency Equifax
(O’Flaherty, 2019). An investigation into the cause of the breach
revealed that a weak password (i.e. admin) made it susceptible to
hacking. Research has suggested that using weak passwords is among
the most common risky cybersecurity behaviors (Florencio & Herley,
2007; Gaw & Felten, 2006; Grawemeyer & Johnson, 2011). Strong
passwords are those that are not easily guessed, and weak ones are those
that can be guessed with or without password hacking software. In prior
research, the strength of a password has been assessed in multiple ways.
Some researchers have used algorithms to guess the password with the
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programs providing a strength score (Das et al., 2014; Farcasin &
Chan-Tin, 2015; Golla; Durmuth, 2018; Guo et al., 2020; Kelley et al.,
2012). Other researchers have generated strength scores for passwords
based on the types of characters in the passwords with combinations of
numbers, uppercase letters, lower case letters, and special symbols
receiving higher strength scores (e.g., Pittman & Robinson, 2020 ,
December).

Organizations frequently use cybersecurity training as a way of
raising awareness about cybersecurity best practices, including the
importance of using strong passwords (Adams & Sasse, 1999; Aldawood
& Skinner, 2019; Bryant & Campbell, 2006; Ferguson, 2005; McCrohan
et al., 2010; Peker et al., 2016; Taylor-Jackson et al., 2020; For review
see Proctor, 2016). Adams and Sasse (1999) have claimed that some
institutions may not use adequate communications with their members
about cybersecurity risks and what practices are risky. Some studies
have observed positive outcomes following training about best practices
and specific cybersecurity threats (McCrohan et al., 2010; Peker et al.,
2016). There are a growing number of studies that document the rela-
tionship between higher levels of cybersecurity knowledge and a lower
likelihood of engaging in risky cybersecurity behavior (Ferguson, 2005;
Kennison & Chan-Tin, 2020; McCrohan et al., 2010; Peker et al., 2016).
Other studies have found cybersecurity training to have limited benefits
(Bada et al., 2019; Ferguson, 2005; Lorenz et al., 2013; Notoatmodjo &
Thomborson, 2009; Riley, 2006). Studies have found that participants
will engage in a risky cybersecurity behavior (e.g., using a weak pass-
word) even when they know that it is risky (Notoatmodjo & Thombor-
son, 2009; Riley, 2006). Cybersecurity researchers recognize that there
is need for new approaches to reduce people’s likelihood of taking risks
with cybersecurity (See Corradini, 2020; for review).

Prior research has found that there are differences across groups in
cybersecurity knowledge (Anwar et al., 2017; Cain et al., 2018; Gratian
et al., 2018; Kennison & Chan-Tin, 2020; McCormac et al., 2017; Whitty
et al,, 2015). For example, studies have shown that cybersecurity
knowledge can be higher for men than for women (Cain et al., 2018;
Kennison & Chan-Tin, 2020) and that men report engaging in risky
cybersecurity behavior more often than women (Anwar et al., 2017;
Gratian et al., 2018). Other studies have shown that older adults may be
less knowledgeable of cybersecurity issues than young adults (Gratian
et al., 2018); however, in studies of cybersecurity behavior, significant
differences related to age have not been observed (Cain et al., 2018;
Grimes et al., 2010; McCormac et al., 2017; Whitty et al., 2015).

Many studies have explored the extent to which cybersecurity be-
haviors can be predicted by Big five personality traits, which include
conscientiousness, extraversion, agreeableness, openness, and
emotional stability (Alohali et al., 2018; Kennison & Chan-Tin, 2020;
Maraj et al., 2019; McBride et al., 2012; McCormac et al., 2017; Russell
et al.,, 2017; Shappie et al., 2019; Tamrakar et al., 2016). Multiple
studies have found that lower levels of conscientiousness are related to
higher levels of risky cybersecurity behavior (Alohali et al., 2018;
Kennison & Chan-Tin, 2020; Russell et al., 2017; Shappie et al., 2019). A
few studies have found that lower levels of emotional stability are
related to higher levels of risky cybersecurity behavior (Kennison &
Chan-Tin, 2020; Shappie et al., 2019).

Kennison and Chan-Tin (2020) found that a combination of personal
characteristics, including gender, conscientiousness, emotional stability,
self-reported knowledge about cybersecurity issues, and general
risk-taking unrelated to cybersecurity accounted for 34 percent of the
variance in self-reported cyber security behaviors. Those reporting
higher levels of general risk-taking reported higher levels of risky
cybersecurity behaviors. They measured risk-taking for five general
domains: social, health/safety, financial, ethical, and recreational.
These results are consistent with the view that people who more often
engage in one category of risk-taking may be more likely to carry out
other types of risk-taking than others (Kennison et al., 2016; Shou &
Olney, 2020). Research on general risk-taking has shown that men tend
to take more risks than women (Gustafsod, 1998; Kennison et al., 2016;
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Kennison et al., 2016; Weber et al., 2002; See Panno et al., 2018 for
review).

A growing number of researchers are taking a new approach to
cybersecurity, which involves using nudges, which refers to indirect
suggestions to influence behavior, to increase the use of secure behav-
iors (Egelman et al., 2013; Guo et al., 2020; Kankane et al., 2018; Peer
et al., 2020; Renaud & Zimmermann, 2019; Vance et al., 2013). Thaler
and Sunstein (2009) first described nudging as a method of influencing
choice behavior (c.f., Hansen, 2015). Since then, researchers have
investigated the effectiveness of nudging to influence a wide variety of
behaviors (Halpern, 2015). However, some researchers have found
nudging to be ineffective (Rayner & Lang, 2011). In recent years, there
have been several studies investigating whether nudging can affect
cybersecurity behaviors, including the use of stronger passwords
(Egelman et al., 2013; Guo et al., 2020; Renaud & Zimmermann, 2019;
Vance et al., 2013). In a series of studies, Renaud and Zimmermann
(2019) tested the effectiveness of nudges design to strengthen users’
passwords. In the first two studies, eight visual nudges were tested
ranging from simple text (e.g., choose a password and choose a secret) to
simple images that indicate the password strength compared with others
at the organization to images displaying the password strength along a
continuum from weak to strong. None of these simple nudges produced
meaningful changes in password strength. Their only success in nudging
participants to use stronger passwords was their third study in which
they tested a hybrid nudge involving three elements: a visual nudge (i.e.,
a cartoon with the message The stronger your password, the longer you can
use it.), a nudging reminder (i.e, a prominent display of the password’s
expiration, users’ last login date and clickable button to change pass-
word), an incentive to the user to create a strong password (i.e., as
participants typed in their password, the password’s strength dynami-
cally changed its expiration date). Renaud and Zimmermann (2019)
concluded that in order for password nudges to be effective they must
contain clear and unambiguous information about the benefits of strong
passwords.

In the present study, we investigated whether nudging could lead
adults to create strong passwords and the factors related to strong
password practices. We modeled our approach of using nudging mes-
sages on prior research supporting schema correspondence theory
(Brannon & Brock, 2006), which claims that messages that are consis-
tent with one’s self-schema (i.e., how one thinks of oneself) can indi-
rectly influence (or nudge) subsequent behaviors (Brannon & Brock,
1994; Brannon & McCabe, 2002, 2003; Brock et al., 1990; Miller &
Brannon, 2015; Pease et al., 2006; Pilling & Brannon, 2007; York et al.,
2012a; See also; Cacioppo et al., 1982). For example, Brannon and
McCabe (2002) showed that there was greater impact of information
contained in an AIDS prevention message when the message was
matched to participants’ self-schema. In addition, the results showed
that participants who reported lower levels of need for cognition (i.e.,
the degree to which one enjoys thinking) were influenced by matching
(versus mismatching messages) more than others. The approach of
matching informational messages to self-schemas has been shown to
influence other types of messages, including purchasing preferences
(Brock et al., 1990), drinking alcohol (Pilling & Brannon, 2007; York
et al., 2012a, 2012b), multiple health-related risk behaviors (Pease
et al., 2006). In several studies by Brannon and colleagues (Brannon &
Brock, 1994; Brannon & McCabe, 2002, 2003; Brock et al., 1990; Miller
& Brannon, 2015; Pease et al., 2006; Pilling & Brannon, 2007; York
et al., 2012a, 2012b), participants’ self-schemas were one of four cate-
gories from the True Colors categories (e.g., blue-compassionate,
gold-loyal, green-intellectual, and orange-adventurous) (Kiersey &
Bates, 1978; Lowry, 1987; True Colors, 2021).

In our study, we asked participants to identify their self-schema
category (i.e., which True Colors category is most like them). Subse-
quently, they were randomly assigned to receive a message that had
been crafted to emphasize words related to their self-schema category or
to receive a message developed for the category that they indicated was
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least like them. Later, they were asked to create a password that they
would use in the second session of the study, which would occur
approximately one month later. We recruited participants from a uni-
versity courses and MTurk, an online platform on which individuals can
receive pay for completing surveys. We recognized that prior research
has found that the personal characteristics of samples sometimes differ
with samples recruited from MTurk with MTurk respondents tending to
be older and tending to have higher levels of education (Paolacci et al.,
2010; Ross et al., 2010) than samples drawn from the general popula-
tion. Casler et al. (2013) also found that MTurk respondents were higher
in socio-economic status and more ethnically diverse than respondents
recruited via social media (See also Behrend et al., 2011). Redmiles et al.
(2019) found that MTurk respondents had higher levels of cybersecurity
knowledge than the general population.

We hypothesized that participants who received a message that
matched their self-schema would create stronger passwords than those
who received a mismatching message. We also investigated whether
need for cognition (i.e., how much a person enjoys thinking generally,
Cacioppo et al., 1984) would be related to how effectiveness
schema-based nudges would be, as occurred in prior research (Brannon
& McCabe, 2002). In addition, we hypothesized that MTurk participants
would create stronger passwords than college students, as their levels of
cybersecurity knowledge were expected to be higher than that of college
students. We also examined whether password strength would be related
to cybersecurity knowledge, Big Five personality traits (i.e., conscien-
tiousness, neuroticism, agreeableness, openness, and extraversion),
general risk-taking, and type of sample (i.e., MTurk vs. college students).
We tested the additional hypotheses: a) those with higher levels of
cybersecurity knowledge would create stronger passwords than others;
b) higher levels of conscientiousness would be related to stronger
passwords; c) higher levels of emotional stability would be related to
stronger passwords; and d) higher levels of general risk-taking would be
related to weaker passwords.

Method
Participants

Two samples of participants were collected for the current study, an
undergraduate sample recruited from the local university and a sample
of workers on Amazon’s Mechanical Turk. The first included 256 (185
women, 66 men, 5 other) undergraduates with a mean age of 18.8 years
(SD = 1.46, Min = 18, Max = 25) who received course credit in ex-
change for participation. The second included 424 (240 men, 179
women, 5 other) participants were workers on Amazon’s Mechanical
Turk with a mean age of 38.3 years (SD = 11.4, Min = 20, Max = 73)
who received $2.00 for participation. The undergraduate sample was
composed of the following ethnic groups: 74.6% White and 25.4% other
or more than one category (5.1% Latinx/Hispanic, 4.3% Black, 3.9%
Native American, 0.4% Asian, and 11.7% more than one category). The
MTurk sample was composed of the following ethnic groups: 74.9%
White and 25.1% other or more than one category (4.7% Latinx/His-
panic, 8.1% Black, 0.9% Native American, 7.6% Asian, and 3.8% more
than one category).

Materials

We assessed participants’ self-schemas using the True Colors cate-
gories (Keirsay & Bates, 1978; Lowry, 1987), following the procedure
used previously by Brannon and colleagues (Brannon & Brock, 1994;
Brannon & McCabe, 2002, 2006; Brock et al., 1990; Miller & Brannon,
2015; Pease et al., 2006; Pilling & Brannon, 2007; York et al., 2012a,
2012b). Participants were shown four images depicting the four cate-
gories, which were created in the 1970s as a way of categorizing people
into four types (Keirsey & Bates, 1978; Lowry, 1987; for images, see
Brock et al., 1990). Brannon and McCabe (2002) reported that the
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assessment using images was shown to have excellent test-retest reli-
ability (i.e., participants’ image choice were stable across two testing
sessions). They indicated that the reliability of the measure was shown
to be excellent in Brock et al. (1990). In the present study, participants
were asked to select the image that was most like them (See Brock et al.,
1990 for copies of the images). The instructions were as follows: Which
of the images above best describes you? (We realize that you may feel drawn
to more than one image. Select the image that is MOST like you. Because the
text in the images is small and hard to read, we have provided the text in the
choices below.)

Image A [ am warm, communicative, compassionate, and feeling. I need
to search for the meaning and significance of life. I want to find
ways to make my life count and matter, to become my own
authentic self. Integrity, harmony, and honesty are very
important to me. I feel that I am highly idealistic and spiritual
by nature.

Image B I need to be responsible, dependable, helpful, and sensible. I
want to fulfill my duties and obligations, to organize and to
structure my life as I see fit. I am practical, sensible, and
punctual, and I believe that people should earn their way
through work and service to others.

Image C I am versatile, wise, conceptual, and curious. I need freedom to
pursue knowledge and wisdom to develop competency by
acquiring skills and capabilities. I think life is something to
make sense of, to be understood, and explained.

Image D I am adventurous, skillful, competitive, and spontaneous. I
need to be free to act on a moments notice, impulsively and
spontaneously. I believe that life is to enjoy, so I thrive on fun,
variety, and excitement. Living in the moment, I act on every
opportunity.

We constructed messages containing information about cyberse-
curity, which contained descriptive phrases that were consistent with
each of the True Colors categories: blue-compassionate (Image A), gold-
dependable (Image B), green-intellectual (Image C), and orange-
adventurous (Image D) (e.g., Gold - You are a responsible person and
other people can depend on you.). In each message, we incorporated
multiple words shown to be related to the category (Kiersey & Bates,
1978; Lowry, 1987). These messages are displayed in Table 1.

We assessed need for cognition using Cacioppo and Petty’s (1982)
18-item need for cognition scale. Participants indicated how well the
statement described them using a 5-point scale (i.e., 1 = Strongly
Disagree, 5 = Strongly Agree). We computed a mean, after reverse scoring
some items, such that higher means indicated higher levels of need for
cognition. Prior research has found the need for cognition scale to have
adequate internal consistency (Cronbach alpha a = .90, Cacioppo et al.,
1982; 1984). In the present research, we also observed high internal
consistency (Cronbach a = .94).

We assessed participants’ knowledge, attitudes, and behaviors
related to using secure passwords using 9-items from the human aspects
of information security questionnaire (HAIS-Q) (Parsons et al., 2017).
Three items assessed knowledge (e.g., It’s acceptable to use my social
media passwords on my work accounts.); three items assessed attitude (e.
g., It’s safe to have a work password with just letters.), and three items
assessed behaviors (e.g., I use a combination of letters, numbers, and
symbols in my work passwords.). For each item, participants indicated
their level of agreement using a 7-point scale (i.e., 1 = Strongly Disagree,
2 = Disagree, 3 = Slightly Disagree; 4 = Neither Disagree nor Agree; 5 =
Slightly Agree, 6 = Agree, and 7 = Strongly Agree). In prior research, the
measure has been found to have high internal consistency (i.e., Cron-
bach alphas over a = .70, Parsons et al., 2017). In the present study, we
also observed acceptable internal consistency only when the nine items
were considered as a single factor (Cronbach alphas a = .72). We
computed the mean rating for the nine items, after reverse scoring some
items. Higher means reflecting higher levels of knowledge, attitudes,
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Table 1
Summary of descriptive statistics.
Category Message
Blue You generally care about others, so you want to make sure that your

friends or family accounts are not compromised. Using a weak and easily-
guessable password means that hackers can get into your accounts. For
example, if they get into your social media account, they might post
messages to your family and friends pretending to be you. If the hackers
are able to get into your family’s banking account, they might steal their
money which in turn, will cause grief to these family members. Be true to
yourself and those you value, use a strong password!

Gold You generally are a responsible person and other people can depend on
you.Using a weak password means that hackers can easily guess your
password and get into your account. This means they can then easily
impersonate you or obtain sensitive information about your family and
friends, such as birth dates, phone numbers, etc. You do not want to be
irresponsible and let that kind of information fall into the hackers’ hands
as this could lead to identity theft and other forms of frauds. Be
responsible, use a strong password!

Green You generally are a knowledgeable and curious individual. You should

feel challenged on how to create a good password that is not easily

guessable by hackers. Using your knowledge and creativity, you can
come up with good, strong passwords. You can then share that
knowledge with your family and friends so that they do not get easily
hacked. Learning good password creation, usage, and management will
enhance your knowledge and is something new for you to learn and
master. Be smart, use a strong password!

You generally want to show off your skills and win competitions. You do

not want to be listed in the "hall of shame" by being an individual whose

account has been hacked due to using a weak password. You want to win
against the hackers and prevent them from controlling your life or your
online accounts. By not using a weak password, you can show off with

your friends and families that your accounts have not been hacked. You
can even show them how to use a good password. Live an exciting life,

use a strong password!

Orange

and behavior about secure password knowledge, attitude, and
behaviors.

We assessed Big Five personality traits (i.e., openness, conscien-
tiousness, agreeableness, extraversion, and neuroticism/emotional sta-
bility) using Saucier’s (1994) mini-marker questionnaire, which
includes eight adjectives per trait for a total of 40 adjectives. For each
trait, participants indicated how well the adjective described them (i.e.,
1=extremely inaccurate, 2 = very inaccurate, 3 = moderately inaccurate;
4 = slightly inaccurate; 5 = neither accurate nor inaccurate; 6 = slightly
accurate; 7 = moderately accurate; 8 = very accurate, and 9=extremely
accurate). We computed the mean rating per trait, after reverse scoring
some items. In prior research, the measure has been found to have high
internal consistency (i.e., Cronbach alphas between .77 and .92,
Thompson et al., 2021, in press). In the present study, we also observed
high internal consistency (Cronbach alphas between a = .76 and o =
.87).

We assessed general risk-taking not related to cybersecurity behav-
iors using Blais and Weber’s (2001; 2006) Domain-Specific Risk-Taking
Attitude Scale (DOSPERT), which distinguished five domains of
risk-taking (i.e., health, financial, ethical, social, and recreational). For
each domain, there are six items describing risky behaviors. Participants
were asked to indicate how likely they were to participate in the
behavior on a 7-point scale (i.e., 1 = Extremely Unlikely, 2 = Moderately
Unlikely, 3 = Somewhat Unlikely; 4 = Neither Unlikely nor Likely; 5 =
Somewhat Likely; 6 = Moderately Likely, and 7 = Extremely Likely). We
computed the mean rating for each domain, with higher means
reflecting higher levels of likelihood to engage in that type of risk. Prior
research has found the DOSPERT to have adequate internal consistency
(Cronbach alphas between a = .71 and a = .84, Frey et al., 2017; Ken-
nison et al., 2016). In the present research, we also observed adequate
internal consistency (Cronbach alphas between a = .73 and a = .86).

We assessed gender with a question in which participants selected
one of the following categories: a) man; b) woman; c) transgender; d)
gender non-conforming/non binary; and e) I identify with a gender not listed.
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We asked participants to create a password with a minimum of eight
characters, which they would use in a second session for the study.
Participants entered the password into a textbox in the survey.

We also included a question in the survey to catch inattentive re-
sponders: “Sometimes researchers include a question to determine if the
participant is paying adequate attention while completing the survey. In
order to show us that you are paying attention please select the fourth
option as the response to this question.” The question was followed by a
five possible responses: 1 = strongly disagree, 2 = slightly disagree, 3 =
neither disagree nor agree, 4 = slightly agree, and 5=strongly agree.

Procedures

We obtained approval for the research from the Institutional Review
Board prior to recruitment. For our sample of undergraduates, we
recruited volunteers on a SONA research pool in a Psychology Depart-
ment. For the MTurk sample, we recruited workers residing in the
United States. All participant received the questions in the same order:
questions about current devices, social media use, secure password
knowledge, attitude, and behavior, Big Five personality, self-schema
categories, need for cognition, evaluation of the messages, and new
password creation.

We developed a scoring rubric to quantify password strength. We
noted that many platforms now require passwords to contain specific
characters. Our scoring system awarded 1-point if the password
included each of the following characteristics (i.e., number, lowercase
characters, uppercase characters, and special symbols). Passwords that
did not contain any letter sequences that formed words or names
received an additional point. Prior research has suggested that some
security breaches occurred when passwords used dictionary words
(Farcasin & Chan-Tin, 2015). The maximum strength score for a pass-
word as 5 and the minimum strength score, 1.

Results

Participants who responded incorrectly to the attention-check
question were excluded from the data analyses (i.e., 32 from the
SONA sample and 20 from the MTurk sample). Participants’ responses
were then used to compute mean password strength, which was nor-
mally distributed. We tested the hypothesis that participants would
create stronger passwords following messages that matched their per-
sonality than following messages that mismatched their personality by
conducting an analysis of variance (ANOVA). Mean password strength
was the dependent variable, and the three between-participants inde-
pendent variables were a) type of message with two levels (i.e.,
matching vs. mismatching), b) participants’ self-schema category with
four levels (i.e., blue, green, gold, and orange), and c) type of sample
with two levels (i.e., SONA participant vs. MTurk participant). Need for
cognition was entered as a covariate. The results did not support the
hypothesis. Overall, passwords were stronger if participants had
received a message that mismatched their self-schema: mismatching
mean: 3.14 (SD = 1.32) vs. matching mean: 2.50 (SD = 1.26), F(1,593)
= 3.73, p = .052. Using G-Power 3.1.9.7 (Faul & Erdfelder, 1992; Faul
et al., 2007), we confirmed that for an effect size d = .50 with sample
size n = 425 and alpha = .05, power was .95. The results supported the
hypothesis that MTurk participants would create stronger passwords
than SONA participants (3.38 vs 2.06), F(1,593) = 41.32, p < .001 and
also had higher levels of cybersecurity knowledge than SONA partici-
pants, (6.05 vs 5.36), F(1,514) = 8.10, p < .001. We also found that
those with higher levels of need for cognition created stronger pass-
words than others, F(1,593) = 17.13, p < .001. The remaining
non-significant results include: a) the main effect of participants’
self-schema was not significant, F(3,593) = 1.27, p = .28; b) the type of
message x self-schema category interaction, F(3,593) = .65, p = .58. No
other significant results were observed.

To test the remaining hypotheses, we computed mean scores for the
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following variables: big five personality traits (conscientiousness,
openness, extraversion, agreeableness, neuroticism), and secure pass-
word knowledge, attitude, and behaviors (i.e., HAIS-Q), and conducted
analyses to investigate the extent to which participants’ personal char-
acteristics predicted password strength. Pearson’s r moment-by-moment
correlations were carried out for password strength and the variables.
Table 2 displays these results with other descriptive statistics. The re-
sults supported the third hypothesis that those reporting higher levels of
self-reported secure password knowledge, attitude, and behavior (as
measured by the HAIS-Q) would create stronger passwords (men: r =
.40, p < .001 and women: r = .39, p < .001). The results also supported
the hypothesis that higher levels of conscientiousness would be related
to stronger passwords (men: r = .21, p < .001 and women: r = .20, p <
.001. The results also supported the hypothesis that higher levels of
emotional stability would be related to stronger passwords (men: r =
.28, p < .001 and women: r = .15, p < .001). The results also supported
the hypothesis that participants with lower levels of general risk-taking
in daily life would be related to stronger passwords (men: r = —0.14,p =
.02 and women: r = —0.11, p = .04). There were additional results that
were not addressed in our hypotheses. Participants with higher levels of
openness created stronger passwords (men: r = .23, p < .001 and
women: r = .30, p < .001). Participants with higher levels of agree-
ableness created stronger passwords (men: r = .18, p = .003 and women:
r=.11, p = .046).

To explore further the extent to which the different variables predict
password strength, we conducted a hierarchical multiple regression in
which password strength was the dependent variable and the nine
variables were entered as predictor variables. In Block 1, we entered
gender and need for cognition. In Block two, we entered the Big Five
variables. In Block 3, we entered general risk-taking and self-reported
password knowledge, attitude, and behavior. Our rationale for how
the blocks were order was that those personal characteristics that are
highly stable across the lifespan were entered before variables that were
less stable with those variables that are most likely to be influenced by
life experiences being entered last. For the majority of individuals,
gender identity develops in early childhood (Li et al., 2017). Need for
cognition has been found to be related to fluid intelligence (Hill et al.,
2013) for which genetics accounts for approximately 52% of individual
variation (Nikolasevic et al., 2021). Research has suggested that the
approximately 50% of variation in Big Five personality traits are
determined by genetics (Bouchard & Loehlin, 2001). They have been
found to be stable across the lifespan (Conley, 1985), and some have
suggested that they are universal (Yamagata et al., 2006). Recent
research exploring the role of genetics in risk-taking found that only
about 1.6% in the variation in risk-taking was due to genetics (Linnér
et al., 2019). In our analysis, we observed acceptable Tolerance and VIF
values (Coakes, 2005). A summary of the results is provided in Table 2.
In Block 1, gender and need for cognition accounted for 7% of the
variance in password strength, F(2, 612) = 21.53, p < .001. Both vari-
ables were significant predictors: gender ( = .09, p =.028) and need for
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Table 3
Summary of hierarchical regression analysis for variables predicting password
strength.

Variable p t st R R? AR?
Block 1 .26 .07 .07%**
Gender .09 2.20% .008

Need for Cognition .23 5.86%** .05

Block 2 .38 .14 .08%**
Gender .07 1.66 .003
Need for Cognition .10 .008
Conscientiousness .08 .004
Emotional Stability .15
Agreeableness .38 .000
Openness 3.63%** .020
Extraversion 4.84%** .033

Block 3 .47 .21 Q7%
Gender .07 -1.73 .004
Need for Cognition .07 1.54 .003
Conscientiousness .01 .24 .000
Emotional Stability .09  2.05* .000
Agreeableness -.002 -.03 .000
Openness .15 3.30 .014

Table 3 cont’d

Extraversion -13 —3.39%**.015
General Risk-Taking .03 .77.000
Password HAIS-Q 31 7.27%%*.07

Note. *p < .05, **p < .01, ***p < .001.

cognition ( = .23, p < .001). In Block 2, the Big Five personality traits
accounted for an additional 8% of variance in password strength, F(7,
607) = 14.93, p < .001 and the change in R% was significant, F(7, 607) =
11.54, p < .001. Three of the five traits were significant predictors:
emotional stability (4 = .15, p =.001), openness (f = .17, p < .001), and
extraversion (f = —0.19, p < .001). In Block 3, general risk-taking and
self-reported password knowledge, attitudes, and behavior accounted
for an additional seven percent of the variance in password strength, F
(9, 605) = 18.55, p < .001 and the change in R? was significant, F(2,
605) = 26.79, p < .001. Only self-reported password knowledge, atti-
tude, and behavior was a significant predictor ( = .31, p < .001).
Overall, the analysis showed that the variables accounted for 21 percent
of the variance.

General discussion

We investigated whether adults could be nudged to create stronger
passwords. The nudges were messages constructed to be consistent or
inconsistent with participants’ self-schemas (i.e., True Colors categories
— compassionate, loyal, intellectual, and adventurous). We tested the
hypothesis that participants would create stronger passwords after
viewing a message that matched their self-schema than after viewing a
mismatching message. The results did not support the hypothesis. The
analysis showed that those higher in need for cognition created stronger

Table 2

Summary of correlational results.
Variable 1 2 3 4 6 7 8 9 Mean SD
1. Password Strength - .39 .20%%* J15%* 14* A1* 30%* 20%** -11%* 2.81 1.30
2. Password HAIS-Q - .35 27 13* 287 247 19w -.19%%* 5.74 0.98
3. Conscientiousness 40%** - 397 * -.39%%* 33FH 24 - 33%H* 6.89 1.25
4. Emotional Stability * 50%** - 27%%* 42%* 2] .19 - 21%F* 4.20 1.62
5. Extraversion 28 .19%* A7 .00 .02 .05 5.34 1.78
6. Agreeableness 44 44 L3 - .30%** 15%* - 28%F* 7.21 1.31
7. Openness 42k .24* .36%F* - 47 -.19%* 6.31 1.14
8. Need for Cognition .33 L34 28%F* .60*** - -11 3.33 0.88
9. General Risk-Taking -.14* 27k -.38 -13* -11 - 102.01 23.13
Mean 3.12 5.78 6.74 3.71 6.49 3.50 110.12
SD 1.35 1.10 1.34 1.46 1.31 0.85 30.21

Note. Lower half of the matrix provides results for men and upper half provides results for women. *p < .05, **p < .01,*

*p < .001.
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passwords than others. We confirmed the hypothesis that MTurk par-
ticipants created stronger passwords than SONA participants and also
had higher levels of cybersecurity knowledge. The results also supported
four additional hypotheses: a) higher levels of conscientiousness were
related to stronger passwords; b) higher levels of emotional stability
were related to stronger passwords; c) higher levels of self-reported
secure password knowledge, attitude, and behavior were related to
stronger passwords; and d) higher levels of general risk-taking were
related to weaker passwords. In a hierarchical multiple regression
analysis, we found that 21% of variance in password strength was
accounted for by variables related to personality and other personal
characteristics (e.g., general risk-taking and knowledge, attitude, and
behavior related to passwords).

Prior studies have also found that nudging people to create stronger
passwords may not work (Renaud et al., 2020). Nevertheless, we spec-
ulate that nudging could work if the content of our messages could be
improved, such that they have a stronger impact on participants. In
future research, it may also be useful to investigate whether the nudging
effects of the messages could be increased if, prior to viewing the mes-
sage, participants were explicitly told the message has been personalized
for them using information about their self-schemas. Participants may
be more likely to be affected by message content if they are told
explicitly that the message has been tailored to them based on some
personal characteristic (See Li, 2016 for discussion). In future studies in
which personalized messages are created to nudge participants to create
strong passwords, we anticipate that matching could be done using other
characteristics, such as Big Five personality traits or other personality
dimensions (e.g., honesty-humility).

Our research showing that those with higher levels of self-reported
knowledge, attitude, and behavior about secure passwords created
stronger passwords is consistent with prior research showing that those
with more cybersecurity knowledge behave in ways more consistent
with safe cybersecurity practices (Ferguson, 2005; Kennison &
Chan-Tin, 2020; McCrohan et al., 2010; Peker et al., 2016). Our results
showing that Big Five personality traits predicted participants’ password
strength are consistent with prior research (Alohali et al., 2018; Ken-
nison & Chan-Tin, 2020; McBride et al., 2012; McCormac et al., 2017;
Russell et al., 2017; Shappie et al., 2019; Tamrakar et al., 2016). We
observed relationships between password strength and four of the five
traits (i.e., conscientiousness, emotional stability, agreeableness, and
openness). Higher levels of conscientiousness, agreeableness and open-
ness predicted stronger passwords; higher levels of emotional stability
predicted strong passwords. Our results showing that variables related
to personality and other personal characteristics can be used to predict
password strength make a unique contribution to the literature, as no
prior study has shown that there is a link between general risk-taking in
daily life and the strength of passwords. This result is consistent with
recent research by Kennison and Chan-Tin (2020), which found that
general risk-taking unrelated to cybersecurity predicted participants’
self-reported risky cybersecurity behaviors. Information about who may
be more likely to use weak passwords could be useful to organizations,
as they may use the information to direct different or additional training
to individuals perceived as more likely to use weak passwords routinely.

The research had several limitations. First, our data were gathered
via an online survey in which participants were asked to create a new
password. It is possible that the creation of a password in this circum-
stance would differ from how participants would create a password in
their everyday life. In a real-world circumstance in which participants
needed to create a new password that they would continue to use
indefinitely, they may not only create stronger passwords, but they may
pay more attention to messages that they view during the process of
creating the password. A second limitation is related to the sampled
groups (i.e., university students and MTurk workers), which may differ
in important ways from other populations, such as those recruited via
social media or using other means. Future research is needed to deter-
mine whether our results generalize to different populations. Those
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involved in developing campaigns to raise awareness about cyberse-
curity generally and/or the importance of using strong passwords, spe-
cifically, might find tailoring campaigns to the population in terms of
level of cybersecurity knowledge, education and personality.

In sum, the present study attempted to use a nudge to get people to
create stronger passwords. Although the attempt was unsuccessful, we
believe that in future research, it may be possible to develop nudges that
are effective. The study contributed new knowledge to the literature on
predicting who will use stronger passwords. Our results showed that
individuals recruited from MTurk created stronger passwords than those
recruited from SONA. In addition, on average individuals with higher
conscientiousness, higher in emotional stability, higher in knowledge,
lower in daily risk taking, and higher in need for cognition created
stronger passwords than others.
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