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ABSTRACT
Phishing is a common vector for cybercrime and hacking. This
research examines participants’ personality styles (e.g. decision-
making styles, self-control) and the likelihood of falling victim to
phishing attacks. Over 300 participants completed an online survey
assessing protective and vulnerable strategies, personality styles,
trust in people, prior victimization from catphishing or identity
theft, and demographics information. Unbeknownst to the partic-
ipants, 2 to 4 weeks after completing the survey they received a
phishing e-mail asking them to click on a link. Individuals with a
stronger systematic decision-making style were more likely to have
a greater number of protective strategies, and those with greater
protective strategies were less likely to be a victim of catphishing
and identity theft. Individuals with low avoidant decision-making
styles and prior vulnerable strategies weremore likely to be phished.
These �ndings suggest that learning protective strategies and not
using vulnerable strategies are insu�cient to lower substantially
the risk of being phished. Training might be improved through
considering the match between decision-making styles and the
content of the training.

CCS CONCEPTS
• Security and privacy ! Social aspects of security and pri-
vacy; • Social and professional topics! User characteristics.

KEYWORDS
Phishing, Victimization, strategies, Decision-making Styles

ACM Reference Format:
Eric Chan-Tin, Loretta Stalans, Spencer Johnston, Daisy Reyes, and Shelia
Kennison. 2022. Predicting Phishing Victimization: Roles of Protective and
Vulnerable Strategies and Decision-Making Styles. In Proceedings of the Fifth
International Workshop on Systems and Network Telemetry and Analytics
(SNTA ’22), June 30, 2022, Minneapolis, MN, USA. ACM, New York, NY, USA,
8 pages. https://doi.org/10.1145/3526064.3534107

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for pro�t or commercial advantage and that copies bear this notice and the full citation
on the �rst page. Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, or republish,
to post on servers or to redistribute to lists, requires prior speci�c permission and/or a
fee. Request permissions from permissions@acm.org.
SNTA ’22, June 30, 2022, Minneapolis, MN, USA
© 2022 Association for Computing Machinery.
ACM ISBN 978-1-4503-9315-7/22/06. . . $15.00
https://doi.org/10.1145/3526064.3534107

1 INTRODUCTION
Phishing is an attempt to obtain private information from people by
masquerading a message as legitimate. An example of a phishing
attack is an e-mail appearing to be from a victim’s bank asking
victims to click on a link to con�rm their identity. The linkedwebsite
would ask victims to enter their bank login credentials, which the
phisher would then be able to steal. In 2021, The FBI Internet Crime
Complaint Center [12] reported that there were over 300,000 victims
related to phishing with over $44 million in losses. This is likely an
underestimate as many do not know they fell victim to a phishing
attack. Moreover, phishing could be used for other crimes, such as
identity theft and business e-mail compromise. Another variant of
phishing is catphishing where individuals fake their identity on
datingwebsites to obtain personal information andmoney. Phishing
clearly is a prevalent and costly societal problem.

How can people lower their vulnerability to phishing victim-
ization? In general, people are advised to guard against phishing
attacks by using protective strategies such as checking for gram-
mar, checking the “from” address, checking the URL of a link before
clicking, refraining from opening or clicking on attachments or
links, and deleting e-mails from unknown senders. People also are
told to reduce falling victims through refraining from using vul-
nerable strategies such as regularly clicking on links in emails or
replying to an email to determine whether it is legitimate.

In addition to these strategies, habitual ways of perceiving and
problem solving, called decision-making styles, also might lower or
increase vulnerability to becoming a victim of phishing. Decision-
making styles include systematic, avoidant, and intuitive [29]. A
systematic style involves careful examination of all information
whereas intuitive style is faster decision-making based on lim-
ited cues and a feeling that the email is trustworthy. Those using
avoidant styles delay making a decision for as long as possible,
and often have higher anxiety about making decisions. Individuals
with avoidant styles, thus, might feel more pressure when phishing
emails threaten a negative consequence or might lower victimiza-
tion through procrastination and forgetting about the email.

Prior studies have surveyed individuals after they clicked on
the link in a phishing email and have found that those who click
report more vulnerable than protective strategies and report less
careful decision-making [36]. In this retrospective design, these
�ndings might simply be justi�cations for participants’ prior phish-
ing victimization rather than contributors to increase vulnerability
to phishing attacks. Empirical studies, moreover, have not examined
decision-making styles or trust in people as predictors of phishing
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victimization. Our research addressed these shortcomings in prior
research. We used a prospective design, one where strategies and
personality were assessed in an online survey 2 to 4 weeks before
phishing emails were sent to those who completed the survey. Re-
spondents were unaware that they would receive a phishing email,
and the survey did not mention phishing. Each participant was also
asked to provide an e-mail address to obtain credit for completing
the survey. The e-mail included a tracking pixel which could be
used to determine whether or not a participant opened the e-mail.
Many e-mail clients disable remote loading of images, thus the
number of participants who opened the e-mail is an undercount.
The phishing e-mail asked participants to click on a link for a fake
company “JT Morgan” to donate to a �ctitious cancer charity. We
tracked the number of participants who clicked on the link as well
as who submitted their private information on the website. IRB
approval from our university was obtained.

The contributions of this research are as follows.
• Determine which protective or vulnerable strategies predict
actually being phished in the future.

• Determine the decision-making styles, and personality styles,
such as low or high self-control, of people who are more (or
less) likely to fall victims to phishing attacks.

• Provide suggestions on how to improve training to prevent
phishing attacks.

2 BACKGROUND
2.1 Phishing
Phishing is a malicious attempt to obtain victim’s con�dential in-
formation such as passwords, social security numbers, and credit
card numbers. Phishing attacks have occurred for over two decades.
They have historically been sent over e-mail, although phishing
attacks now have been conducted over SMS (smishing), voice (vish-
ing), and social media (e.g. Twitter). Usually, phishing attacks are
sent en masse to a high number of targets. Even if only 0.01% of all
recipients respond, if one billion e-mails were sent, that still trans-
lates to about 100,000 victims. Phishing e-mails can also include
tracking code to indicate if a recipient has opened the e-mail.

Although stealing login credentials or �nancial information are
the most common reasons for phishing, identity thefts and cat-
phishing are also popular. Identity theft involves using private
information such as credit cards, SSN, name, address, date of birth,
medical records, for unlawful �nancial gain. Catphishing involves
impersonating someone else (usually in a romantic setting) to ask
victims to send money. Phishing, in general, is broad. The success
of phishing attacks relies on sending masses of phishing e-mails.

To prevent phishing attacks, both technical approaches and user
training methods have been used. Technical methods involve au-
tomatic phishing detection using machine learning and keyword
detection to analyze the e-mail header, body, and links/attachments.
These approaches also take user input as each user can tell the
system that certain e-mails are “spam”. Di�erent types of warnings
are used in e-mail clients to protect users from unsafe e-mails, such
as a red “potential phishing e-mail” warning or moving phishing
e-mails to a “spam” folder. Phishing attacks are now using real
e-mail addresses that pass the DMARC veri�cation. They are also
more targeted and better written. Moreover, the automatic phishing

detection usually requires some time to detect new phishing cam-
paigns. However, technical approaches will not prevent all phishing
emails from being received, and thus we need to understand what
type of user is more likely to be phished.

Users are trained and educated on ways to detect phishing e-
mails as well as on how not to become victims of a phishing attack.
Some common advice is to check for spelling errors, not to click
on links or attachments, type the URL manually, and to check the
sender. Yet, phishing is becoming more sly with improvements such
as fewer spelling errors, using URL link shorteners, and sending
e-mails from real accounts (sometimes after an account takeover).
Moreover, phishing attacks are now varied: e-mail, SMS, social
media, and phone calls. Plus, human errors will always occur, and
phishing as a result remains successful.

Decision-making styles are ways that people habitually make
decisions across context and time and are part of each person’s per-
sonality. In this study, we examine whether decision-making styles
are associated with opening a phishing e-mail, deciding whether to
read the e-mail, and to click on the phishing link.

2.2 Related Work
2.2.1 Phishing. There have been many studies on anti-phishing
training and their e�ectiveness. In general and as expected, phish-
ing training is not e�ective, especially in the long run. Younger
age groups and women tend to be more likely to fall victims to
phishing [30]. Although training focused on phishing links tend
to reduce the number of clicks on phishing links, it also reduced
the number of clicks on legitimate links. Since the web is the main
avenue of phishing attacks due to phishing links, many browsers
implement phishing warning and/or detection. However, those
warnings and detection do not work – 79% of participants ignore
the warnings [7]. Due to the ine�ectiveness of training, new phish-
ing training is proposed [1, 14–16, 31]. The results are that 1) the
retention length could be higher than a month, 2) more training
messages might help reinforce anti-phishing, 3) rate of clicking
on legitimate links is not reduced, and 4) some anti-phishing tips
are more e�ective than others. Phishing attacks are sent to the
masses. Spear phishing is more targeted. A study on a spear phish-
ing campaign [3] found that although overall phishing awareness
is increased after training, targeted spear phishing attacks are still a
problem. A survey of phishing literature was performed [28] – the
survey found that there is still much work to be done in phishing
research, anti-phishing training, and automated phishing detection.

Victimization on the internet has been previously explored [17],
suggesting that there is no clearly de�ned group indicating whether
an individual becomes a victim. However, [11] showed that an
information-rich social presence condition leads to victimization.
Moreover, digital literacy and social position impacts the e�ect of
becoming a phishing victim. As expected, individual with higher
digital literacy and social position tend to receive more phishing
e-mails, but are less likely to respond to them [8]. Phishing on social
media sites has also been studied [2]. It found that users on social
media can also be victims. Some factors such as the # of friends, # of
strangers, and # of close friends, a�ect how likely an individual is to
fall victim. A “routine activity" approach and protective strategies
have been studied in [13]. The results were similar to ours as they



found that even individuals with high protective strategies can fall
victim to phishing attacks. However, we further quantify our results
with decision-making styles and vulnerable strategies as well as dif-
ferentiate the di�erent types of victimization. The routine activities
theory is further explored [23], showing that fear of victimization,
social demographics, fear of identity theft victimization, education
level, routine online activities are all related to phishing and iden-
tity theft victimization. A theoretical model of victimization due
to phishing, using the Heuristic-Systematic model, was proposed
in [20], but has not been adequately explored further.

2.2.2 Protective and Vulnerable Strategies. Strategies about engag-
ing with communication in emails and social media also inform
people’s decisions about which emails to read and respond to
through replying or clicking on links. Strategies have been de-
�ned as “learned sequences of acts that have become automatic
responses to speci�c cues and are functional in obtaining certain
goals or end-states." [33]. Some studies have found that habitual
email use, frequent and automatic checking and responding to
email, is related to clicking on a phishing email [34–36]. Mobile
phones increase the strength of habitual checking and responding
to emails, which in turn leads to a higher rate of being phished [35].
These studies, however, measured strategies as well as explanations
of heuristic and systematic processing after students clicked on the
phishing email or one week later if they did not click. Thus, it is
unclear whether strategies and beliefs about how they processed
the information were merely justi�cations for being phished or not
phished rather than increased the chance of being phished.

Moreover, the aforementioned research has focused on habit-
ual strength of opening and responding to email rather than the
nature of mental habitual rules. Some strategies might be protec-
tive and result in a decrease chance of being phished whereas
other strategies might increase vulnerability to victimization. One
study assessed whether after being phished or not, respondents
reported attention to potential cues of phishing emails: urgency to
respond, the subject line, the URL (source), and grammar mistakes.
Respondents reporting attention to the subject line or urgency cue
were more likely to be phished whereas respondents who focused
on the URL source or grammar mistakes were less likely to be
phished [37]. Respondents can develop strategies about procedures
for handling unknown emails or emails of urgency that can increase
or decrease vulnerability to phishing. One other study found that
respondents having stronger protective strategies also had more
con�dence as well as greater accuracy in di�erentiating phishing
from legitimate emails [6]. Both of these studies, however, have
not assessed protective and vulnerable strategies in a survey weeks
before respondents are sent a phishing email. Strategies are di�cult
to change as research has shown that training e�ects often wear
o�, and individuals can be phished within four hours of training
as they revert back to vulnerable strategies in reading emails and
low involvement in decision-making. The current research focuses
on two strategies that will increase vulnerability to phishing: regu-
larly clicking on links in emails and replying to authenticate the
legitimacy of the email. We also examine three protective habit-
ual mental rules: deleting emails from unknown sources, checking
URLs, and only visiting reputable websites.

2.2.3 Decision-making Styles. Whereas strategies allow automatic
responding from mental rules, decision-making styles focus on
the habitual and dispositional ways people make decisions across
contexts (e.g., [10, 29]). A two-component factor structure suggests
that individuals vary on how well they consider available infor-
mation in the context compared to their internal feelings and the
extent to which they make decisions easily or have anxiety about
making choices [4]. Much research has focused on whether people
generally rely more on a systematic, rational decision-making style
that focuses on careful consideration of the available information
or an intuitive decision-making style that focuses more on feelings
and instinct as well as faster decision-making rather than careful
re�ection about the information (see [24]). A recent meta-analysis
of 89 samples and a pooled sample of 17,704 participants found
that systematic thinking style had small but signi�cant e�ects on
increased decision accuracy and con�dence whereas intuitive think-
ing had small signi�cant e�ects on lowering accuracy but increasing
con�dence. A match between decision-making style and decision
task produced the strongest e�ects for thinking styles on decision
performance [24]. Both students and employees with higher scores
on preferences for rational thinking were less likely to be victims
of computer-based cybercrimes such as malware and phishing [19].

Avoidant styles and its associated anxiety have received little at-
tention in cybercrime victimization, including phishing and identity
theft. Anxiety, like fear, will increase resistance to making a deci-
sion in order to delay increasing anxiety and lack of control. Thus,
anxious individuals often avoid and delay decision-making [5]. How
people make decisions about threats to human health was exam-
ined using the context of consumption of raw eggs and contracting
Salmonellosis. [32] analyzed data from 2,960 respondents who com-
pleted an online survey on food safety. They found that those who
preferred to delay decisions were more likely to seek information,
but anxiety lowered the likelihood of information seeking.

3 HYPOTHESES
Our research provides one of the few studies that have examined
how well di�erent decision-making styles, protective and vulner-
able strategies, and beliefs about trusting others predict being
phished 2-4 weeks after these traits were assessed. Based on prior
research with retrospective designs, we hypothesized that system-
atic decision-making style and protective strategies would reduce
the likelihood of being phished. We also hypothesized that indi-
viduals with vulnerable strategies such as clicking on links, and
those with greater general trust would have a higher likelihood
of being phished. We also hypothesized that those with avoidant
decision styles, which were often associated with anxiety, would be
more likely to have vulnerable strategies, as they sought additional
information to make decisions (e.g., [32]). We examine whether
vulnerable strategies predict being phished di�erently for those
with low and high avoidant decision-making styles.

4 METHODS
4.1 Sample and Sampling
Undergraduate students in introductory psychology classes re-
ceived one research credit hour to participate in this study. Re-
spondents signed up through the psychology research pool. Of the



354 respondents who started the Qualtrics online survey, 329 pro-
vided completed data and took at least �ve minutes to complete the
survey. The quali�ed sample consisted primarily of self-identi�ed
women (84%), and cisgender/heterosexual persons (84%). Most re-
spondents were freshmen (62.5%) or sophomores (24.5%), with a
mean age of 18.87 (sd = 1.17). Racial identi�cation was more diverse
with 60.8% identifying as only White, and 38.9% identifying with at
least one racial or ethnic minority group (3.9% Black; 0.6% Native
American; 0.9% Paci�c Islander; 14.5% Latinx; and 19.9% Asian).

4.2 Research Design and Procedures
The research design had two phases. In Phase one, respondents com-
pleted an online Qualtrics survey, which assessed strategies that
either increased or reduced vulnerability to phishing (protective
strategies), their decision-making styles, self-control, and demo-
graphics. Respondents were unaware of the second phase, which
occurred after a completed survey was submitted. The online sur-
vey examined the participants’ protective strategies, vulnerable
strategies, victimization, and decision-making styles.

In the second phase, respondents were randomly assigned to
receive an email consisting of one of three phishing appeals: a)
normative – social justice focus; b) normative – group appeal; and
c) pragmatic, cost-e�ectiveness appeal. The �rst line of the email
contained the manipulation, and all other information in the email
was constant across conditions, including the subject heading of
“Click to Support Reducing Deaths from Cancer" and the greeting,
“Hello There!", and the signature of “International Cancer Founda-
tion". For example, the social justice appeal condition email read:
“As a <University> student, are you concerned about social justice
enough to take a second to help? If you click HERE, JT Morgan
Inc. will donate $10 to the International Cancer Foundation (or an-
other charity of your choice). Death from cancer has declined 26%
since 1991, but the economically disadvantaged have much higher
death rates. Thank you for your support of reducing cancer death
rates for the disadvantaged or your preferred charity. Every click
matters." The �rst line of the normative group appeal email was
“As a <University> student, will you take a second to help reduce
cancer – and be in the 90% who care enough to click for JT Morgan
Inc. to donate to the International Cancer Foundation?" The �rst
line of the pragmatic cost-e�ective appeal was: “As a <University>
student, will you take a second to help lower the taxpayers’ burden
to reduce deaths from cancer?" The actual e-mail included the name
of the university.

To prevent the phishing email being blocked by our university’s
spam �lters, the information technology department placed the
email on a white list. We assessed whether participants opened the
email, clicked on the link, and added their name to receive recogni-
tion for their e�ort. For this email, the URL was unique for each par-
ticipant’s e-mail. For example, ⌘0B⌘(4G0<?;4@2><?0=~ .2><) =
")#⌘",.2#⇡;:", �1"⇡"G"<#:"⇡&I"I#
:/)⌫;$⌧�3# 9*= in base64 encoding. The hash algorithm is a one-
way function. Moreover, this e-mail included a tracking 1x1 remote
image to assess if participants opened the e-mail and their e-mail
client/browser allowed remote image loading.

Data were collected over the Fall 2019 and Spring 2020 semester.
In the Fall 2019 semester, respondents were randomly assigned to

receive the email either two or four weeks after submitting the
completed survey. As the time gap did not have an appreciable
di�erence and to increase sample size within each appeal, during
Spring 2020, we sent the email out after an average of three weeks
after submitting the completed survey. Respondents were fully
debriefed about the study three weeks after all data were collected.

We obtained IRB approval to recruit participants, distribute the
survey, and collect the e-mail addresses. Since our survey required
some deception, we had to undergo a full IRB board approval. All
participants were debriefed whether they clicked on the link or
not. We received no response from the debrie�ng e-mail. Any data
that participants entered were removed. We only recorded whether
they entered data or not (not the actual data). The phishing e-mail
is similar to other phishing e-mails the participants might receive,
thus it does not increase the anxiety level of the participants.

5 MEASUREMENT
5.1 Use of Email and Dating Apps
Individuals were asked how many minutes they spent on various
tasks using a seven point scale: “No Time; 5minutes; 6 to 15minutes;
16 to 30 minutes; 31 to 60 minutes; One to two hours and over two
hours. Based on the skewness of the data and su�cient time to
create more demand, a dichotomous measure was created for time
spent reading email with 0 = to 15 minutes or less, 64.5%; and 1 =
16 minutes to 2 hours, 35.5%. Based on the skewness of the data,
use of dating apps was coded as 0 for did not use (79.2%) and 1 =
some time (20.8%).

5.2 Behavioral Strategies
Respondents were asked: “How well each of these statements char-
acterizes your behavior in operating your computer or web-based
technology." Respondents indicated their agreement on a 1 to 5
scale where 1 = ‘strongly disagree’ and 5 ‘strongly agree’. These
strategies were generated based o� best practices.
Protective Strategies Scale. Protective strategy scale comprised a
count of the number of agreement or strong agreement with these
three strategies that might lower the risk of phishing victimization:
a) “I immediately delete emails from senders I do not know," b)
“I check the URL of a link in an email before clicking on it," c) “I
only conduct online transactions with reputable sites," mean = 1.87,
Median = 2.00, sd = .92. Each item also was treated as a dependent
variable to assess whether signi�cant predictors were consistent
across all items.
Vulnerable Strategies Scale. This scale was comprised of a count
of whether individuals agreed or strongly agreed to two items: a)
regularly click on links in emails; and b) regularly reply to determine
whether an email is legitimate, mean = .31, median = 0, sd = .53.
Most individuals did not hold these strategies (72.9%, n = 239) while
23.5% had one strategy, and 3.7% had two of these strategies.

5.3 Decision-making Thinking Styles
The decision-making thinking scale developed by Scott & Bruce [29]
was used to assess stable thinking styles. The scale has been used
in a variety of di�erent decision-making settings. Participants rated
their agreement on a �ve point scale with 1 = strongly disagree; 3
= neither agree or disagree; 5 = strongly agree.



Systematic Style. Systematic style wasmeasured using eight items
such as “I make decisions in a logical and systematic way," “my
decisionmaking requires careful thought," and “I double check my
information sources to be sure I have the right facts before making
a decision." The eight items were averaged (Mean = 3.83; Median =
3.87; sd = .61) and had good inter-item reliability (Cronbach alpha =
.85). Cronbach alpha provides the consistency of items measuring
a concept, and a coe�cient of .70 or higher indicates that the items
are measuring the same concept.
Intuitive Style. Intuitive style was an average of four questions
where individuals assessed how they made decisions: “I tend to rely
on my intuition," “it is more important for me to feel the decision is
right than to have a rational reason for it," “I trust my inner feelings
and reactions," and “I do what feels natural" (Mean = 3.36; Median
= 3.5; sd = .72, Cronbach alpha = .74).
AvoidantDecision-making. Two items from theDecision-making
Styles Scale assessed avoidant decision-making: a) “I put o� decision-
making because thinking about them makes me uneasy", and b) “I
postpone decision-making whenever possible." The scale had good
reliability (Cronbach Alpha = .74), and a mean of 2.97, Median =
3.0, sd = .99).

5.4 Self-Control Scale
A standardized 11 item scale [9] comprised the self-control scale;
it has been widely used in the criminology �eld, and has been
shown to conform to a one-factor solution for both men and women
(see [25]). Items on the scale assess risk-taking, focusing on short-
term compared to long-term consequences, self-interest, preference
for simple tasks, and low tolerance for frustration, and had a Cron-
bach Alpha of .80. Respondents indicated their agreement to each of
the eleven items using a �ve-point scale from 1 = strongly disagree
and 5 = strongly agree. The eleven items were averaged (Mean =
2.52; Median = 2.45; sd = .62).

5.5 Trust in People Scale
Three questions focusing on an individuals’ trust in people generally
were averaged to form a reliable scale (Cronbach alpha = .83) and
had a mean of 3.68, median=4.0, sd=.89. Respondents indicated on a
�ve-point scale their agreement with each item. One example is “I
usually trust people until they give me a reason not to trust them.”

5.6 Victimization of Catphishing/Identity
Theft

Respondents were asked several questions about their victimiza-
tion from cybercrimes in the past year and responded using the
categories, ‘never’, ‘once’, ‘sometimes’, ‘often’, and ‘very often’.
Respondents answered three questions about ‘catphishing’ victim-
ization where the perpetrator pretends to be someone they know
to obtain information or imitates them online to obtain informa-
tion, and three questions about unauthorized used of computers or
credit cards, which is often part of identity theft cybercrimes. As
the responses were skewed, dichotomous measures were created
with 0 = never and 1 = one or more times for (catphishing 34.4% =
1) and identity theft (52.6% = 1). To assess whether individuals with
both types of victimization had di�erent predictors, we created a
nominal variable where 0 = neither catphishing or identity theft

victimization (36.7%), 1 = having either catphishing or identity theft
(42.1%), and 2 = having both types of victimization (21.2%).

6 RESULTS
We �rst conduct ordinary least squares (OLS) regressions to test
the hypotheses about decision-making styles, and cognitive load
on the vulnerable and protective strategy scales. We then examine
how protective and vulnerable strategies, decision-making styles,
and personal orientations are related to reported victimization from
catphishing or identity theft and to con�dence of detecting phishing
emails. Finally, we examine how protective, vulnerable strategies,
personal orientations and decision-making styles predict actual
decisions about clicking on the phishing email that was sent and
how these relationships di�er for those who have decision anxiety
and have an avoidant decision-making style.

6.1 Predicting Number of Protective and
Vulnerable strategy Scales

We conducted ordinary least squares (OLS) regression to assess the
hypotheses about decision-making styles and cognitive load. The
second column of Table 1 presents the �ndings for predicting total
number of protective strategies, and the third column shows the
�ndings for predicting total number of vulnerable strategies. As ex-
pected, individuals with stronger systematic decision-making style
were more likely to have a greater number of protective strategies,
but this style was unrelated to vulnerable strategies. Consistent
with prior research suggesting that avoidant decision styles seek
information (e.g., [32]), individuals with avoidant decision style
were more likely to have vulnerable strategies. Individuals who
used dating apps had a greater number of vulnerable strategies
than those who did not use dating apps, suggesting that such use
might lower suspicion of requests or increase con�dence to detect
scammers. Finally, consistent with prior research on habitual email
use [34–36], individuals who spent over sixteen minutes a day read-
ing emails had a greater number of vulnerable strategies than those
who spent less time.

6.2 Predicting Victimization from Catphishing
and Identity Theft

Individuals who fall victim to phishing scams often might have
others imitate them on social media accounts to gain additional
information or can be victims of unauthorized use of credit cards
or accounts). Table 2 presents the results of a multinominal logistic
regression to assess the predictors of those who were victims of
either catphishing or identity theft as well as those who were vic-
tims of both catphishing and identity theft compared to those who
were victims of neither cybercrime. The group of neither a victim
of catphishing or identity theft served as the reference group. Time
spent on emails or dating apps were not entered into the models as
they were not signi�cantly related to victimization.

As shown in Table 2, those with greater protective strategies
were less likely to be a victim or repeat victim. However, vulner-
able strategy scale was unrelated to victimization. Those high in
avoidant decision-making style were 1.41 times more likely to be
a victim of either catphishing or identity theft than those low in
avoidant decision-making style. It is unclear why those with more



Predictors Total # of Protective Strategies Total # of Vulnerable Strategies
b Beta (SE) b Beta (SE)

Systematic Decision-making Style .29⇡ .19 .086 .02 .02 .05
Avoidant Decision-making Style �.06 �.07 .050 .08⇡ .15 .03
Used dating app �.20 �.09 .124 .17⇠ .13 .07
Greater amount of time reading emails �.01 �.00 .105 .11� .10 .06
Low Trust in People .02 .10 .01 �.12� �.09 .07
Constant .43 .32 �.038 .208
F-value (1, 286) 3.37⇠ 3.76⇠

'2 .05 .055
Standard Error of the Estimate .90 .52
N 325 326

Note. One-Tailed p-values are: �? < .05;⌫ ? < .025;⇠ ? < .01;⇡ ? < .001;⇢ ? < .0001
Table 1: OLS Regression Predicting Total Number of Protective and Vulnerable Strategies.

Predictors Either Catphishing OR Identity Theft Victim Both Catphishing and Identity Theft Victim
Odds Ratio SE Odds Ratio SE

Protective strategy Scale .70⇠ .15 .70⌫ .18
Vulnerable strategy Scale 1.12 .25 .99 .32
Avoidant Style 1.41⇡ .14 .96 .18
Systematic Style 1.30 .24 1.37 .29
Low Self Control 1.43 .25 1.98⇠ .30
Higher Trust in People .52⌫ .34 1.45 .30
Constant b = -1.52 1.23 b = -3.07 1.56
-2 Likelihood 33.22⇡

Nagelkerke '2 .11
Note. Superscripts indicate the one-tailed p-values: �? < .05;⌫ ? < .025;⇠ ? < .01;⇡ ? < .005.

Table 2: Multinominal Logistic Regression Predicting Whether Victim of Catphishing or Identity Theft or Both.

trust in people were less likely to be victims of catphishing or iden-
tity theft. Consistent with research on cybercrime victimization
(see [26]), individuals with lower levels of self-control were more
likely to be victims of both identity theft and catphishing than those
with higher levels of self-control.

6.3 Examining Actual Behavior: Did Strategies
and Decision-Making Styles Predict Being
Phished

Of our sample of 327 respondents, only 128 viewed the phishing
email that we sent two to four weeks later. None of the demograph-
ics, victimization experiences, strategies, beliefs, or decision-making
styles predicted who viewed the email and who did not. Some indi-
viduals may rarely check their school emails or open emails that
do not seem directly relevant to school. To examine who clicked on
the link in the phishing email, we conducted analyses on only the
128 individuals who viewed the email. As individuals with avoidant
styles might have less consistent strategies or processing styles, we
separated the sample from those who had a high avoidant style
(agreed to both statements) and those who had a less avoidant
style. Table 3 presents the Point-biserial correlations for those with
Low Avoidant Style, High Avoidant Style, and the entire sample.

The superscripts on the correlations indicate whether the corre-
lations are statistically signi�cant, and the size of the correlation
can be converted to percentage of variance explained (R-square)
by multiplying the correlation with itself. First, there are only two
relationships that are in the same direction for the samples of low
avoidant and high avoidant styles: Individuals with the strategy
of deleting unknown emails were signi�cantly less likely to click
on the link, r = -.23, p <.01. Thus, deleting unknown email ex-
plains 5.29% of the variance in clicking or not clicking on the link,
which is moderate, especially when there is a gap of 2-4 weeks
between completing the survey and receiving the phishing email,
viewing it, and deciding whether to click on the link. Research
that measured both being phished and protective strategies such as
checking for grammar mistakes have generally found similar size
correlations [37].

For those with low avoidant styles who do not delay decision-
making, we shows that individuals who reported more agreement
with vulnerable strategies of regularly clicking on links, replying to
suspicious emails to assess authenticity, and using the same pass-
word for multiple sites were signi�cantly more likely to click on
the links. Conversely, these associations were not signi�cant and
in the opposite direction for those with high avoidant decision-
making style; the anxiety associated with real world decisions for



Decision-making Style
Correlates Low Avoidant High Avoidant (Delays Decision Entire Sample that Viewed Email

N = 104 N = 26 N = 130
Strategies: 15.4% clicked 26.9% clicked 17.7% clicked
Deletes Unknown emails �.23** �.22 �.24**
Clicks on links .20* �.23 .09
Replies to determine authenticity of message .27** �.17 .15*
Uses same password for multiple sites .17* �.14 .15

Protective Strategy Scale �.14 �.13 �.15*
Vulnerable Strategy Scale .21* �.23 .10
Systematic Decision-making Style .05 �.35* .04
Higher Trust in People Scale �.05 .31 �.02
Low Self-Control �.05 �.34* �.10

Note: Point-Biserial Correlations are appropriate for the continuous measures and the dichotomous outcome of clicked or did not click on
phishing link. Coe�cients with superscripts indicate signi�cant beyond chance at one-tailed p-values: ) ? < .06;⇤ ? < .05;⇤⇤ ? < .01.

Table 3: Point-Biserial Correlations between strategies andWhether Clicked on Link in Phishing Email After ViewingWithin
High and Low Avoidant Decision-making Style.

this group might reduce information seeking and lower the rela-
tionship between self-reported strategies and real behavior. Those
with high avoidant style, however, were less likely to click on the
link if they had a systematic decision-making style or if they had
lower general trust in people, with these relationships explaining
over 9% of the variance. A prior meta-analysis of thinking styles
on decisions found signi�cant, but small e�ects (r = .11), but these
e�ects were stronger when the style matched the decision task [24].

In the last analysis, we conducted a logistic regression predicting
clicking on the phishing link for only those who viewed the email.
We created an interaction term to assess whether individuals with
a low avoidant style were more likely to click on the link when
they previously reported using vulnerable strategies in the survey.
Those with high avoidant decision-making style might be very
inconsistent in their use of strategies, as their primary objective is
to delay decision-making.

Individuals with high avoidant strategies overall were 4.57 times
more likely to click on the link (Wald = 5.11, p < .05). Moreover,
those with low avoidant style and vulnerable strategies were 11.6
times more likely to click on the link than those without this combi-
nation (Wald = 4.88, p < .05). Vulnerable strategies did not predict
clicking on the link for those with high avoidant styles (Odds ratio
= .33, Wald = 1.41, p > .05.). In the previous analysis, individuals
with high avoidant styles were more likely to be victims of either
catphishing or identity theft, and some might have learned to re-
frain from vulnerable strategies of clicking on links or replying to
unknown persons. These �ndings suggest that training to reduce
vulnerability to phishing attacks need to consider the decision-
making style of individuals. Future research needs to explore the
conditions under which victimization reduces or exacerbates the
chances of further victimization. Future research, moreover, with a
larger sample will need to examine the potential moderating role
of anxiety and orientations of general trust or suspicion of people.

7 DISCUSSION
Our research has some limitations. First, the participants were all
college students aged 18-21. This could mean they are technolog-
ically more savvy than the average user. This could mean that
phishing might be more prevalent for older people. We plan to
perform a larger scale study with a more diverse group on a crowd-
sourcing platform in the future. Not many participants clicked on
the link, although many viewed the e-mail (remotely loaded the
tracking image). This could be because they knew it was a phishing
e-mail or were not interested in either cancer or donating to charity.
At debrie�ng, we did not ask the participants to explain whether
they read the e-mail, why they clicked or did not click on the link,
or whether the phishing e-mail was realistic or persuasive.

The reliability of self-reported strategies and self-reported be-
haviors have been previously studied. For example, [22] found
that self-reported practice behaviors and actual practice behaviors
among music players were similar, [27] found that self-reported
and device-measured sedentary behaviors were similar, and [18]
found that habits have a role in predicting learning technologies.
Moreover, [21] found that information security habits were good
predictors of security behaviors.

Based on our �ndings, it is not clear whether exhibiting pro-
tective strategies or vulnerable strategies can accurately predict
whether an individual will fall victim to phishing. Since phishing
(and its variants) are still a popular avenue of attacks, better anti-
phishing training is needed. Phishing training could include more
personalization based on the individual’s decision-making style.

8 CONCLUSION
Our prospective design where individuals completed the survey be-
fore the phishing email was sent improved the design of prior phish-
ing research. This design increases the con�dence that avoidant
decision-making styles and vulnerable behaviors contributed to
being phished and were not ad-hoc justi�cations for being a victim



of phishing. Furthermore, the survey results provide further cor-
relational support, showing that those with high avoidant styles
were more likely to report using vulnerable strategies, and these
vulnerable strategies were related to prior catphishing or identity
theft victimization. The survey results also show that those with
systematic decision-making styles reported more protective strate-
gies, and those with a greater number of protective strategies were
less likely to report catphishing or identity theft victimization.

Looking ahead, the research showed that teaching rules, such
as check the URL, is not enough to prevent victimization due to
avoidant decision-making styles. This research suggests that cur-
rent anti-phishing training can be improved by paying more at-
tention to decision-making styles of the individuals in addition to
teaching protective and vulnerable strategies. Our future research
examines how decision-making styles, protective and vulnerable
strategies and prior victimization intersect with generalized trait
anxiety as phishers often attempt to manipulate people through
increasing their anxiety.
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