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This paper examines the challenges faced by the Received 18 May 2020
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to the elements inherent in asymmetric competition with China. Accepted 9 November 2021
We offer that cultural and procedural impediments are nega- KEYWORDS

tively impacting the community’s capabilities and argue that Asymmetric competition;
reliance on outdated methodologies and ad hoc technology Data analytics; irreqular

acquisition to detect activities specific to asymmetric competi- warfare; national security;
tion has allowed adversaries to exploit three types of interstitial strategic intelligence
gray areas (IGA) — operational, organizational, and informa- framework

tional. We argue that an updated framework to combat emer-
ging threats from asymmetric competition and commensurate
IGAs that has been proven in field settings to enhance detec-
tion, deterrence, denial, diplomacy, and defense against adver-
sarial actions is needed. We demonstrate how the framework
improves security resilience by focusing more on the human as
a driver and user throughout the system, enabled by technolo-
gical tools that start with the development of more diverse rules
for data analytics through inputs from of federal, state, local,
territorial, tribal, provincial, and private sector operators.

1. Introduction

Over the years the term “Great Power Competition” (GPC) has come and gone
and means many things to different people. We use the term “asymmetric
competition,, instead and define this as the tension between the specific will of
a given nation state exerted on the international system structure through
activities, both licit and illicit, which in aggregate, are incompatible with the
desires of another nation state. It may be further defined as involving two or
more nation states strong enough to change the system of world order through
an aggregate of activities imposed both within and outside their borders.
Ultimately, no matter what it is called the elements within asymmetric com-
petition will remain a significant challenge to the US Intelligence Community

(IC), both domestically and globally.
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The U.S. IC has a lengthy history of failing to identify or predict significant
events, resulting in the United States being strategically surprised. Between
1950 and 2020 there were at least 28 large-scale events that the IC failed to
recognize or forecast, ranging from the invasion of South Korea by North
Korea to the Arab Spring and the recent Russian hacking of U.S. government
agencies (Figure 1). As recently as August, 2021, the IC was surprised when
China demonstrated an advanced space-capable hypersonic missile. While
hypersonic weapons development was already a topic of interest to the IC, it
missed the advanced state of development and that China’s weapon was
orbital-capable (Shoaib, 2021). Even though the IC may have detected and
prevented other events, this average failure rate of once every 2.5 years, and the
scale of the events missed, is significant. And it has occurred even while the
United States has made enormous investments in intelligence technologies,
personnel, and strategies (Table 1). Just between 2001 and 2012, intelligence
appropriations roughly doubled, to at least $78 billion, a figure almost twice as
large as during the Cold War (Erwin & Belasco, 2013). The IC has also been
reformed multiple times over the course of its history, often as a result of
significant failures and in an attempt to prevent future deficiencies (Federation
of American Scientists, 2021; ODNI, 2021)

Recently, the domestic elemnts of the U.S. IC, particularly its Law
Enforcement components, failed once again when on January 6, 2021, an
armed insurrection took place in the U.S. Capital Building. Thousands
stormed the joint session of Congress in a deadly effort to disrupt counting

Count of Strategic Surprises for the United States: 1950-2020
30

Russia Hacks Several USG Agencies, 2020 ®
Russian Election Interference, 2016 @
® Russia Invades Crimea, 2014

25 @ Chinese Hack of OPM, 2013
@ Arab Spring, 2011
® 9/11 Attacks, 2001
® Pakistan Underground Nuclear Test, 1998
@ India Underground Nuclear Tests, 1998
20 ® Nodong-1 Missile Test (North Korea), 1993
® Irag’s Invasion of Kuwait, 1991
@ Fall of USSR (Constested as a failure), 1991
® Fall of Berlin Wall, 1989
® Polish Crisis, 1981
15 ® Nicaragua - Sandanista Takeover, 1979
® USSR Invasion of Afghanistan, 1979
@ [ranian Revolution, 1978
® Ethiopia - Socialist Takeover, 1974
® OPEC Price Increase, 1973
10 ® Yom Kippur War, 1973
® Soviet ALFA Class Submarine (date of first commission used), 1971
® Libya - Socialist Takeover, 1969
@ Soviet Intervention in Czechoslovakia. 1968
® Likelihood of North Vietnamese Intervention in South Vietnam, 1965
5 ® First Chinese Nuclear Test, 1964
® Consequences of Regime Change in South Vietnam, 1963
@ Sino Soviet Split, 1962
® Cuban Missile Crisis, 1962
@ North Korea's Invasion of South Korea, 1950
[}
1940 1950 1960 1970 1980 1990 2000 2010 2020 2030

Figure 1. Strategic surprises experienced by the United States and the U.S. Intelligence
Community, 1950 to 2020 (Aid, 2011; Dilinian, 2012; Everett & Gerstein, 2014; Fruhlinger, 2020;
Glasser, 2017Hedley, 2005; Krepon, 2008; Ochiai, 2011; The 9/11 Commission, 2004).
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of Electoral College votes and certification of the new President-elect (Barrett
& Zapotosky, 2021). Analysis of the incident indicates that the Departments of
Homeland Security and Justice were unable to provide adequate intelligence
and threat assessments to law enforcement partners, despite significant pre-
existing intelligence collections that were available for analysis and might have
provided alerts and warnings (Margolin & Bruggeman, 2021). The Federal
Bureau of Investigation (FBI) had adequate warning from its Norfolk Field
Office, which was transmitted to FBI Headquarters, but it was not considered
“finally evaluated intelligence,” and any agencies receiving it were requested
not to act without prior coordination with the Bureau (Barrett & Zapotosky,
2021). Given this history of failure, the choice before us is adapt to reality or
fail.

1.1 Methodology

In response to repeated calls from across the U.S. Government (USG) we spent
the past four years using the Quadrant Enabled Delphi (QED) method (Alessa,
Moon, Grifhith, & Kliskey, 2018a) to work with a coalition of the willing within
law enforcement, policy, intelligence, and defense community practitioners to
assess risk environments, potential mitigation actions, and impediments to
effective security for the United States and Canada.

The original Delphi method was developed in the early 1950s by Olaf
Helmer and Norman Dalkey to systematically solicit the view of experts
related to national defense and later adapted for use in other areas of socio-
political discourse. The term originates from Greek mythology: Delphi was the
site of the Delphic oracle, the most important oracle in the classical Greek
world. Thus, the Delphi method may be thought of as expert brainstorming
(Adomavicius & Tuzhilin, 2005).

QED is a rapid, in-person method of eliciting, discussing, organizing, and
prioritizing information directly from operators, unit level personnel, or any
group of subject matter experts. Based on cognitive science and human
organization principles, the method values each individual as a database of
tacit and implicit knowledge based on real-world experience and proficiency
(Custer, Scarcella, & Stewart, 1999; Scheele, 1975). The outcomes of the
method are a) a concise set of priorities for any given issue such as threats,
b) capability or functional gaps that need to be addressed and c) possible
means to address them. QED workshops are typically 1 to 2 days in duration,
depending on the topic, and can involve up to 100 participants (though 25 to
40 are ideal) and meta-analysis is performed across different QEDs.

QED enhances the precision and effectiveness of decision-making in larger
groups across a range of topic areas utilizing Delphi Method concepts in
combination with the Nominal Group Technique/Pareto N3 Dot Exercise
(Alessa et al., 2018a; Paul, 2008; Schmidt, Lyytinen, Keil, & Cule, 2001).
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QED replaces traditional Delphi pre-workshop surveys with recursive, in-
person social processes: experts are brought together, and elicitation of expert
knowledge and consensus-building occurs through facilitated group sessions
with iteration and refinement occurring through a series of structured
sessions.

In QED, facilitators initially present a series of carefully crafted challenge
questions to a diverse group (the Delphi group) to initiate discussion. These
questions are specific to the topic at hand but crafted so as not to introduce
bias. Facilitators then oversee responses of the panel of experts, helping them
express their opinions concisely and accurately while recording the points
raised. The meeting venue is divided into quadrants based on broad topic
areas (e.g., ‘maritime’ or ‘cyber’) related to the overall workshop topic.
Participants are not seated by quadrant, but rather interact with all quad-
rants. Additionally, during many exercises (i.e., the Pareto Dot exercise),
participants move amongst the quadrants, interactively. A facilitator (or
“quadrant manager”) familiar with the quadrant topic is assigned for each
quadrant. The central facilitator (or “room manager”) coordinates the overall
discussion and roams among the different quadrants. Each quadrant facil-
itator engages the participants in their quadrant through verbal, visual, and
physical cues. Quadrant facilitators also liaise with the central facilitator to
adjust information elicitation based on the agent types in their quadrant
(Alessa & Kliskey, 2012).

QED also recognizes the communications styles of differing personality
types. For instance, more introverted people may tend to prefer written
communications. To ensure that input from all participants is elicited impar-
tially, participants are also encouraged to offer written observations by way of
an anonymous drop box. Written observations are collated by facilitators and
presented to the Delphi group as part of the overall facilitator interaction
process, in order to foster cognitive cascades. Maps, charts, and other visual
aids are also used to gather and disseminate data.

In a series of QED workshops on topics ranging from data integration and
information sharing to all domain intelligence requirements, 474 Federal,
State, Local, Tribal, Territorial, Provincial, and Private Sector (FSLTTPP)
law enforcement, policy, intelligence, and defense community practitioners
provided insights that led us to identify three types of Interstitial Gray Areas
(IGAs); Operational, Organizational, and Information (Data and Analytics)
(Votel et al., 2016). In order to address those IGAs, and based upon insights
garnered from the workshops, our studies resulted in the creation of
a mission-agnostic, USG-substantiated and operator-driven Strategic
Intelligence Framework (SIF) as a guiding set of activities adapted to better
detect asymmetric competition activity patterns hidden within noise.
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The SIF utilizes the end-to-end assets of human knowledge, diverse data
ecosystems and mathematical/computational tools, such as artificial intelli-
gence and machine learning to accelerate all-domain awareness and identify
collection gaps. This framework overcomes the dangers associated with
attempts to establish a standardized digital foundation which could put our
intelligence enterprise at risk due to losing the very data which reflect asym-
metric competition activities.

The outputs of the SIF are visualized through the Mesoscale Operational
Situational Awareness Intelligence Composite (MOSAIC) which allows operators
to readily make sense of signals hidden in the noise for actionable intelligence
that is both timely and credible (Figure 3). The SIF accommodates the complex-
ity of the new and ever-changing asymmetric competition threat landscape by
enabling a science of security (Alessa, Moon, & Valentine, Forthcoming), with
humans as rule managers at the core, using robust social-ecological, complex
adaptive systems principles and artificial intelligence/machine learning (AI/ML)
as augmentation to accelerate analysis. This end-to-end integration of human
cognitive strengths with artificial intelligence and machine learning enables us
to get precise answers to difficult questions necessary to acquire and excel in
maintaining strategic advantages across the IC and Law Enforcement (LE)
continuum.

As a proof of concept, the SIF was applied toward asymmetric competition
activities in the U.S. Arctic using open-source information (Alessa et al,
Forthcoming). For the purposes of this exercise, QED workshop participants
were treated as Rule Managers. Application revealed a pattern of activities that
most closely resemble irregular warfare and operational preparation of the
environment (IW/OPE).! Here, IW refers to adversarial activity, both overt
and covert, which is not conventional or regular, that is, ‘war by any means’ to
include information campaigns, collections efforts whether organized or oppor-
tunistic. Such activities are targeted at general interruptions, interference and
immersion in all aspects of the functioning of a society, it’s patterns of life (POL)
and capabilities for security and defense. OPE refers to activities that prepare the
way for overt military action, including softening a populace, preparing them
for nonstandard social norms, and can turn previously loyal citizens against
their own governing bodies. Based on our on-going analysis this pattern has
been in place for at least two decades and was missed in aggregate by the IC. We
note that this failing is repeated across the world and has been exacerbated by
the COVID-19 pandemic, which has denied a significant proportion of the IC
access to their classified systems, though the duration of the crisis has allowed
elements of the IC to adapt (USGIF, 2020). Due to a historic reliance on over-
classification and ingests via these systems, the pace of potential adaptation by
the IC has been slowed even further, placing the United States on an even more
unstable footing going into an uncertain future (Young, 2019). This at a time
when China has presented a stronger stance, including exerting influence within
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academia, conducting cyber activities such as hacking and social media influ-
ence campaigns, as well as more traditional espionage activities, for an extended
period of time (Mattis, 2015; Tatlow, 2020; USCC, 2016, 2020).

1.2 QED workshops - Selected overviews

February 1-2, 2017 - Emerging Arctic Security Threats Matrix (EARTh-X) for
Improved Canada-United States (CANUS) Arctic Security (Alessa, Moon,
Griffith, Kliskey, & Bielby, 2017a)

EARTh-X was the first foundational study of the Arctic Homeland Security
(vice National Defense) risk environment. Participants enumerated 198
threats in the Arctic Security sector. Fourteen threats were ranked as highest
in severity using the Nominal Group/Pareto Dot method. After narrowing the
list to the “most serious” threats from the Maritime, Air, Cyber, Land, or
Other/All security domains, participants ranked them in terms of overall
Priority (the order in which threats should be addressed given limited available
resources, from highest to lowest). The participants also assigned estimates of
Time Scale (immediacy of threat) and Spatial Scale (local, national, or inter-
national scope) to each threat.

February 23, 2017 - Northern Border Security Review (NBSRA) (Alessa,
Moon, Griffith, Kliskey, & Bielby, 2017b)

Participants enumerated 89 Northern Border threats across five categories —
maritime, air, land, cyber, and “other” (encompassing threats not readily
categorized). Additional written input, voluntarily submitted via an anon-
ymous comment box, added significant details about specific threats. The
threat list was narrowed to the “most serious” threats from each security
domain and the lists were ranked by participants in terms of overall priority
(the order in which threats should be addressed given limited available
resources, from highest to lowest). The participants also ranked the priorities
based on immediacy of threat (time scale) and whether they were local,
regional, or national in scope. The greatest eight threats were identified
using the Nominal Group/Pareto Dot method.

June 13-14, 2017 - Port of San Diego Vulnerability Assessment (PVA)
(Alessa, Moon, Griffith, & Kliskey, 2017¢)

The Port of San Diego (POSD) hosted a Port Vulnerability Assessment
(PVA) to better understand threats and vulnerabilities associated with critical
infrastructure in the Port. Security experts with domain and local expertise
attended and were representative of private and public concerns in the POSD.
Threats were discussed as Critical Cascade Points (C2P) to highlight areas and
equipment where a failure or attack would cause cascading negative effects in
other Port components or the larger transportation system. The assembled
port security domain experts collectively enumerated 88 threats in or around
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the POSD during QED sessions, and participants provided additional written
comments on specific threats. To produce an initial Threats Matrix, the
enumerated threats were ranked based on severity and time scale.

November 9, 2017 - Central America Pacific Rim Risk Intersections
(CAPRRI) (Alessa, Moon, & Bielby, 2017d)

CAPRRI was originally focused on better understanding the risk intersec-
tions inherent in Central America and the Pacific Rim (including Alaska and
the Arctic). Shortly into the workshop it became obvious that there exist key
impediments preventing our ability, as a whole of government effort, to do
such an assessment: A lack of data diversity, poor information sharing across
agencies focused on shared/resonant missions sets (e.g., Countering
Transnational Organized Crime), and poor coordination and information/
data sharing across FSLTTPP partnerships, in part due to over-classification of
data but also due to a growing “silo-syndrome” of decreasing communication
outside cliques. While CAPRRI was able to identify risk intersections,
a significant portion of the exercise was re-focused on exploring these
impediments.

March 10, 2018 - Data Integration and Information Sharing (DIIS) (Alessa,
Moon, Griffith, Kliskey, & Bielby, 2018b)

DIIS followed on to CAPRRI, focusing on expanding understanding of the
impediments to using data, information, and intelligence and potential miti-
gations to those barriers. Initial group elicitation identified the status quo and
capability gaps. The Pareto Dot exercise refined and prioritized the identified
status quo and capability gaps. Data analysis was conducted using weighted
linear regression through the modified Pareto process. 1,367 data points were
collected over two days, and 181 narratives were collected from participants to
expand on the data points.

April 10, 2018Improved Data Access/Fusion/Sharing for Joint Task Forces
(JTF-RAPID) (Alessa & Moon, 2018c)

JTE-RAPID focused on impediments to success within the DHS JTF con-
struction, addressing disconnects between the DHS Joint Analysis Group
(DJAG), establishing the DHS Data Framework, the Joint Task Forces (JTF),
and the broader synergies across the federal inter-agency.

August 15-17, 2018 Coastal Observing and Data/Information Sharing for
Security (CODISS) (Alessa, Moon, Grifhith, & Kliskey, 2018d)

CODISS addressed rapidly changing maritime environments and the adver-
saries that operate within them affecting several aspects of nearshore littoral
and landward systems that: a) alter ecologies which destabilize local commu-
nities, b) allow the intrusion of threat actors ranging from Nation State actors
to transnational criminal organizations, and c) challenge our abilities to adapt
quickly enough to mount effective responses that ensure the security and
safety of the Homeland. CODISS was held to survey the assets and capabilities
in maritime surveillance and determine critical gaps and potential means of
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closing them. It focused on observing networks and the sensors therein
(ranging from satellite to radars to humans) used for a range of purposes:
e.g., to help guide economic development (e.g., aquaculture, fisheries, and
tourism), law enforcement, community resilience and infrastructure integrity
(Alessa et al., 2016).

April/May 2020 - COVID-19 Agricultural Economic Security Response,
Prevention, Mitigation Scenarios

Shortly after COVID-19 pandemic began, the DHS Cyber and
Infrastructure Security Agency (CISA) identified a need for a forecasting
tool to support their then-new Futures Look cell. A suite of algorithms was
developed to ingest data from a wide swatch of sources, identify current
trends, and establish impacts on those trends based on future forecast condi-
tions (e.g., active Hurricane season, extensive wildfires/droughts, etc.). The
analytics are available at:

https://storymaps.arcgis.com/stories/1calae7afe374fd4a30689e684b50867.

June 2-3, 2020 - Arctic Trix (Alessa & Moon, 2020)

The Arctic Trix workshop provided a forum for participants ranging from
operators to senior officials and flag officers to discuss the variables of concern
(those that “keep them up at night”) in the context of Arctic security and
defense specific to near-peer competition by the Russian Federation (RF) and
People’s Republic of China (PRC). Participants’ input further contributed to
an on-going assessment of the Arctic with an emphasis on Canada’s and the
United States’ strategic interests therein (Office of the White House, 2013).
They were asked to consider a range of variables specific to events which could
abruptly threaten the North American homelands. A primary objective was to
elicit the science/rationale/evidence behind why these particular activities,
issues, dynamics, or trends rose to the level of concern. Superimposed on
broader considerations were the variable rates and types of adaptations to the
COVID-19 pandemic. The workshop illuminated areas of concern that could
be addressed in the next few months to a year (near term) out to five years
(long term).

1.3 Problem context

The goal of acquiring and sharing intelligence is to gain a strategic advantage
over an adversary to avoid surprise (ODNI, 2019). Implicit in this is an
exquisite awareness of changes in a staggering array of variables constantly
in play at any given time. The scope of this paper is not to display the range of
failures of the intelligence community, which have been extensively discussed
in a range of publications (Ucko & Marks, 2018) but rather to provide some
suggestions to the IC to adapt more quickly to the threat landscape so as to
avoid surprise. We define surprise in the scientific terms of complex adaptive
systems whereby global minima in data and information (e.g., activities that do
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not rise above reporting thresholds) are missed in analysis (e.g., lacking
a framework to aggregate key activities in space and time) resulting in the
eruption of a new global maxima in the form of activities (e.g., COVID-19) for
which we had little or no early warning and are thus unprepared.

Why is this? In a nutshell, it is because we use old methods and target the
wrong data using processes based on the dated philosophies of Sherman Kent,
considered by some to be a founding father of Allied intelligence analysis
during World War II and the Cold War (Davis, 2002; Garten, 2019). While
Kent’s fundamental analytic doctrine remains sound (e.g., intelligence analysts
are providers of information and insight for policy decisionmakers and action-
takers), his vision of “an elevated debate” taking place among professionals
with a deep understanding of world history and current events, standing on
the foundation of a shared analytic process, is at best aspirational. Kent created
an analytic framework that relies upon the professional acumen of highly
trained and experienced analysts. The current information age, in which
analysts are overwhelmed by classified and unclassified data, was never ima-
gined (Young, 2019). Nor was an IC workforce that would become a large,
cumbersome, poorly trained bureaucracy (Stimpson & Habeck, 2016; Vance,
2018). Nor did Kent foresee an intelligence enterprise in which authorities are
stove-piped such that no holistic approach to national security exists
(Kindsvater, 2008), and where barriers to information sharing between law
enforcement and intelligence organizations degrade protection of the home-
land (Grewe, 2004; Manrique, 2018). As a result, instead of analysis based on
sound scientific principles, we rely upon a range of activities that are less
effective and based upon opinion and stagnant traditions (Dunn-Cavelty &
Mauer, 2009). Activities such as red teaming and net assessment, in which
practitioners game potential scenarios, or geopolitical reports on nations of
interest, particularly China, Russia, Iran, and North Korea, are based in large
part on analyses that amount to little more than literature reviews, informed
by collections driven by what analysts want to know, not what operators or
policymakers need to understand (Hoover Institution, 2004; Stimpson &
Habeck, 2016).

It is beyond the scope (and purpose) of this paper, and the subject of
extensive other research, to dive deeply into the challenges faced by red
teaming and net assessments. In precis, they are the result of both methodol-
ogies being reliant on the expertise and breadth of knowledge of the practi-
tioners, which subjects them to cognitive biases and heuristics, as well as
cultural resistance (Clark, Patt, & Walton, 2020; Marrewijk, 2018; Yanalitis,
2014). There are over 200 identified types of bias and/or heuristics potentially
at play, each of which must be overcome with a successful mitigation strategy
(Kardos & Dexter, 2017). Net assessment in particular is considered a practice,
as opposed to an art or a science (Bracken, 2006). While it was seen as highly
successful under the direction of its original and principal developer the
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process required a thorough understanding of both our own and other
nations’ military capabilities, primarily those of the Soviet Union (Gertz,
2016). Absent this thorough understanding, net assessment lacks
a quantitative objective core able to stand against the drift inherent in objective
bias.

In addition to outdated processes, the IC relies on assessments of informa-
tion and data that come in from a variety of sources ranging from human
intelligence to satellite imagery which are often “analyzed” using black box
technologies sold by the private sector to the USG (Margolis, 2013).
Frequently, the only framework that is used is the observe-orient-decide-act
(OODA) loop (Galinec & Macanga, 2012; Ling, Moon, & Kruzins, 2005),
which in concept is sound but in practice has failed to adapt to the modern
dynamic threat landscape. The OODA loop was developed before vast
amounts of data were available on a minute-by-minute basis and when
“intelligence products” could move at the pace of the technologies of the
time. The world is faster now, and the IC still works at the pace of the past.
Exacerbating this are narrow, stove-piped, or atrophied skills, reliance on
outdated information models, and a philosophy that relies too heavily on
disjunct commercial technologies to provide all-domain awareness in lieu of
government off-the-shelf capabilities (Alessa et al., 2018a). As a consequence
of this patchwork approach, the IC’s indication and warning capability is all
but comatose (Gentry & Gordon, 2019).

As was shown in Figure 1, the IC consistently misses patterns of
sophisticated, highly coordinated acts designed to undermine our
Nation’s security and defense by exploiting the gaps and seams in our
policies, processes, laws, authorities, and social frameworks. For example,
the massive hacking of U.S. government and private sector computer
systems in late 2020 involving malware attached to a software update
from SolarWinds, currently attributed to Russia (Chappell, Myre, &
Wamsley, 2020). Or the terrorist attacks of September 11, 2001 (The 9/
11 Commission, 2004). As mentioned earlier, we refer to these spaces as
Interstitial Gray Areas (IGAs) wherein licit, but nefarious, and/or illicit
activities may remain undetected, falling outside our intelligence aware-
ness, laws, policies, and authorities (Votel et al., 2016). This concept is not
novel - it is a cornerstone of irregular warfare (IW) doctrine across the
globe (Kiras, 2016; Ucko & Marks, 2018).

We now find ourselves in a weakened domestic and global position, not
of our choosing, designed to defeat us without classic military action and
occurring faster than we can counter (Dobbins et al., 2017; Dupont, 2020).
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1.4 Responding to national strategies

Two key passages from the 2017 National Security Strategy of the United
States of America (NSS) (Office of the White House, 2017) underscore the
need for an integrated approach, in which counterintelligence, national
defense, and national security are able to identify antagonist activities by
harnessing data and using it in new ways to serve our collective National
interests (Table 1).

... many actors have become skilled at operating below the threshold of military conflict
—challenging the United States, our allies, and our partners with hostile actions cloaked
in deniability.

The ability to harness the power of data is fundamental to the continuing growth of
America’s economy, prevailing against hostile ideologies, and building and deploying the
most effective military in the world.

A comparison of the pillars of the NSS with the Objectives of the National
Counterintelligence Strategy of the United States of America 2020-2020 (Office
of the Director of National Intelligence (ODNI), 2020) and the lines of effort of
the 2018 National Defense Strategy of the United States of America (Odom,
2001; Office of the White House, 2018); Office of the White House’s enterprise
adaptation and illumination of currently hidden adversarial activities.

The IC itself identifies indication and warning as a central function. In the
wake of September 11, 2001, it has rebranded this capability as “anticipatory
intelligence,” and transferred it away from specialized, highly trained person-
nel and into everyday analysis functions seriously eroding warning capability
(Gentry & Gordon, 2019). Nevertheless, the National Intelligence Strategy of
the United States of America 2019 (ODNI, 2019) cites anticipatory intelligence
as one of three foundational missions and directs that the IC will:

The theme was carried forward in the March, 2021 Interim National
Security Strategic Guidance issued by the White House (Office of the White
House, 20212021), in which the new Administration spoke to reinvigorating
partnerships, using diplomacy before military, and ensuring the U.S. Armed
Forces remain the best trained and equipped in the world.

“ .. In the face of strategic challenges from an increasingly assertive China
and destabilizing Russia, we will assess the appropriate structure, capabilities,
and sizing of the force, and, working with the Congress, shift our emphasis from
unneeded legacy platforms and weapons systems to free up resources for invest-
ments in the cutting-edge technologies and capabilities that will determine our
military and national security advantage in the future.”

“... expand its use of quantitative analytic methods while reinforcing qualitative meth-
ods, especially those that encourage new perspectives and challenge long-standing
assumptions.”
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2. Interstitial Gray Areas (IGAs) - Where Surprise is born

IGAs are identified in the defense literature that deals primarily with special
operations in foreign theaters (Lohaus, 2015). Leveraging this knowledge and
applying it to the homeland security/defense mission space we identify three
types of IGA: Operational, Organizational, and Information (data and
analytics).

2.1 Operational

Operational IGAs are tangible physical spaces in which adversaries and threat
actors operate (Kiras, 2016). The expansive geography of specific regions of the
United States and Canada means that operations are expensive at scale.
Agencies such as the Department of Homeland Security (DHS), Department
of Justice (DOJ), and Department of Defense (DOD) must therefore look
beyond centralized “campaign-style” operations for success (DHS, 2014:
DOJ, 2018). Current monitoring and observation systems (i.e., government
and commercial satellites and ground-, air-, and maritime-based sensors) do
not possess enough diversity nor do they have the resolution needed to combat
adversaries in situ (Helal & Hassan, 2017). This over-reliance on large, com-
mercial or government systems means that critical information and context to
geospatial imagery is frequently not available, let alone in a timely manner, to
FSLTTPP partners who can act. Systems that were built to be overtly focused
on early warning for conventional defense lack the ability to identify activity
that is literally “below the radar.” The lack of a cohesive domestic counter-
intelligence plan that spans the FSLTTPP spectrum has allowed adversaries to
adopt an angle of attack consistent with irregular warfare: they will not expend
effort where our defenses and security are strongest but rather exploit paths
and avenues where we are not looking or are unable to see them (Tingstad
et al., 2018). Even in regions where our technologies allow us to see almost
everything, we lack a systematic means of acquiring context, emphasizing the
tradecrafts such as networked human intelligence we have lost (Margolis,
2013). A more wicked problem stems from the unsurprising de-sensitization
of the law enforcement community to noisy (aka “nuisance”) events. These
one-offs are often dismissed as “weird” or odd and may mimic an action/
incident that is fully explainable. Given the immense workloads and declining
resources allocated to law enforcement this is not unexpected, particularly if,
as a savvy adversary would, analysis is done through POL to detect vulner-
abilities in our homeland security and law enforcement enterprise.
Over-spending on off-the-shelf “solutions” has eroded the traditional
human intelligence (HUMINT) tradecraft that is at the core of denying
and defending against asymmetric competition activities on domestic soil.
To truly enter the new threat landscape from a superior stance, we must
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reclaim the science and skills of an integrated and sophisticated HUMINT
enterprise. It is important to recognize that the use of informant, especially
criminal informant/source networks, remains robust, but we have not taken
advantage of the science of informative networks which differ significantly
(Alessa & Kliskey, 2012; Griffith, Alessa, & Kliskey, 2017; Hepburn, 2018).
The latter add critical context and veracity on the ground that is not limited
to a single mission, providing breadth across a suite of variables that con-
stitute real-time monitoring of a range of environments that are both lawful
and constructive. To close this IGA, we urge an assessment of the use of
technologies, with an emphasis on their place as tools built into a robust SIF
that is mission-agnostic but readily adapted to a diverse set of IC and LE
needs.

2.2 Organizational

IGA seams also exist in organizations themselves. Ideally, the IC should be an
adaptive, diverse, and nimble composite capable of working as the senses of
the Nation’s security and defense interests. In practice, however, the IC is
resistant to change, either out of disagreement with the need or perceiving
itself as immune from criticism (Wardlaw, 2015).

For purposes of understanding organization agent roles, we use
a typological range of agent types was defined as “alpha,” “beta,” and
“gamma” actors (Alessa & Kliskey, 2012). Alpha actors tend to act as
initiators of change response, betas as supporters, and gammas exhibit
opportunistic reactions, or serve as detractors. This range bears similarities
to Equiluz’ personality types of “satisfied cooperators (leaders),” “unsatisfied
cooperators (conformists),” and “defectors taking advantage (exploiters)
(Zimmerman & Equiluz, 2005),” though with increased specificity and
increased emphasis on the agents’ role within a group (e.g., formal and
informal leadership, facilitative, and obstructive functions), and the agent’s
focus on individual or collective gain.

Agents of change (generally alpha agents) are often at a significant dis-
advantage and experience poor receptivity and, in some cases, outright hosti-
lity (Campbell et al., 2015). Several studies and reports have pointed to this
phenomenon as one deeply rooted in the factors, such as leadership failure,
where a workforce is willing, or instances where leadership goals are at odds
with a workforce that perceives change to equate to job-insecurity and/or
a measure of their self-worth as opposed to an opportunity to learn new skills,
transfer a wealth of tacit and implicit knowledge, and engage adversaries on
equal footing (Pardo Del Val & Fuentes, 2003). Research at community and
organizational scales suggest that it is only active or inadvertently impeding
actors, the gamma actors, who can disproportionately and negatively affect the
pace of innovation (Alessa & Kliskey, 2012). The gamma actor often
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accomplishes this in order to maintain the status quo to which they have
become accustomed, to avoid a personal sense of failure, inadequacy or fear,
and/or a sense of power/ego (Peters, 2009). When gamma actors occupy
supervisory or leadership positions, they impede the progress of both people
and the mission they serve creating vulnerabilities through inaction or inap-
propriate words and/or actions that, in aggregate, are damaging to the Nation
(Maras, 2017; Studeman, 2007). Dissent and argumentation are essential
components of the U.S. macrostructure, but gamma actors intentionally cross-
link intense structural, personal, and organizational conflict that is difficult to
disambiguate, breaking down and confusing communication and coordina-
tion across efforts. This perpetuates a culture that does not support diverse
perspectives, multimodal approaches, or difterent ways of thinking.

To more fully understand the Organizational IGA, we used the QED to
create trust spaces in which the practitioners could easily adapt to working
across multiple cultures (or tribes) where each culture is retained and yet,
a mission-centric assessment could be attained. The QED is the starting point
of the SIF shown in Figure 2 because it establishes the plurality of rulesets,
reflecting the tacit and implicit knowledge across the FSLTTPP IC and LE
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Figure 2. The strategic intelligence framework used by the big data analytics for decision support
team. The visualization front-end, Mesoscale operational situational awareness intelligence com-
posite, was co-designed with operators and policy makers across the US intelligence community
and law enforcement communities and is being applied in the field by operational components of
the US Department of Homeland Security.
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Figure 3. Example Mesoscale operational situational awareness intelligence composite developed
using open-source intelligence to evaluate levels of activity potentially indicated asymmetric
competition activities in the U.S. Arctic and Alaska.

communities (Alessa et al., 2018a). It is through such means, whereby small
changes accrue, that we are rapidly able to acquire awareness of adversarial
IGA activities and mount denial and defense. For example, we identified
a series of specific vulnerabilities available for adversary exploitation that
included:

(a) The ability to gain access to our academic enterprise writ large, which
allows passive and active nefarious information flows to shift and shape
attitudes toward collaboration and creative potential for future devel-
opment and transition to gain economic, strategic and/or military
benefit ahead of the United States (Coats, 2018).

(b) Operating as a collective data and information gathering network to
acquire pattern of life (POL) throughout the FVEYs partners (United
States, the United Kingdom, Canada, Australia, and New Zealand),
nefarious actor networks are capable of continuously streaming
acquired information for rapid synthesis and analysis by adversaries,
including Nation States, to advance larger, more global goals against
which no technology can defend (Coats, 2018).
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(c) The ability to outcompete us in the transition of stolen intellectual
property from research and development to deployment, production
and/or shipping on a global scale means that a competitive advantage is
perpetually maintained.

(d) Investments in critical infrastructure and capabilities that appear to
be narrowly focused but instead are multi-purposed to provide a licit
and legal cover for activities designed to harm and/or otherwise be illicit
in aggregate.

(e) Adversaries’ ability to use laws and policies against us in support of
their own agenda. Laws and policies in democracies versus authoritar-
ian nations allow a more permissive environment for asymmetric
competition activities to occur.

The seam within the organizational IGA is further exacerbated by potentially
well-intentioned Government agencies that promote the scientific sharing of
data in areas that are ultimately sensitive and could pose grave risk to the Nation
in aggregate (see https://vimeo.com/473452893). By way of example, consider
Arctic science, especially that focused on oceanography (e.g., bathymetry), sea
ice, food (especially fisheries), energy, water, language, geomorphology, sub-
glacial lakes, and permafrost (Department of State, 2017). Scientific Cooperation
Agreements and other cooperative memorandums can advance global under-
standing of the Arctic environment but run the risk of disproportionately
revealing information that may harm national security (Berkman &
Vyelgzhanin, 2012). Several authors have called out the problem but have
focused narrowly on military interactions (Forsyth, 2018; Maras, 2017) and
the USG has responded by engaging in awareness campaigns, increased scrutiny
of visas, attempting to tighten export controls, and attempting to regulate
scientific activities. Each of these has had limited success (Kraska & Baker,
2014) in part due to the majority of IGA activities occurring outside these
authorities and in part because they have alerted adversaries to the tactics
resulting in adaptation. The USG has currently failed to address IGAs and has
no comprehensive strategic plan or policies for doing so (Holland,
Cunningham, & Vagg, 2013). It was only in the waning hours of the 45th
Presidency that the USG was directed to do so with respect to government
supported research and development, a single sector of the overall problem
(NSTC, 2021; Office of the White House, 2021). This has left it to individual
universities, research agencies, and companies to navigate this emerging and
complex risk landscape, often with increased awareness but facing a difficult
balance upholding international freedoms, fairness, and democratic values while
interpreting and executing the messages delivered by the USG. Compounding
this is the real and present danger of penalizing legitimate collaborations by
subjecting them to prejudice through perception of association.
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2.3 Information (Data and analytics)

The Information (Data and Analytics) IGA (Information IGA) extends
across and perpetuates the Operational and Organizational IGAs. It is the
result of the low data diversity, particularly at local scales, as a result of
rapidly built-out observational systems (e.g., the industry tail wagging the
defense/national security dog), overly restrictive, low-fidelity policies
around information and data sharing (Kshetri, 2014), and the cultures
inherent in various data tribes. Directly impacting the Informational IGA
is a classic case of the old programmers’ adage: garbage in/garbage out.
Many IC practitioners still believe that a model equates to analytics. To
better understand this, as noted earlier, 12 QED workshops were con-
ducted over three years, from 2016 to 2019 (See “1.2 QED Workshops -
Selected Overviews). They brought together diverse stakeholders to deter-
mine data, framework, and analysis requirements (Alessa et al., 2017a;
2017b, 2017c, 2017d, 2018b, 2018c, 2018d, Alessa & Moon 2020).
Additional QED workshops were held in the same time frame, focused
on generating statistically significant results related to risk environments,
technology impacts, and other related topics. Of specific note to the
Information IGA were the November 2017 Central America Pacific Rim
Risk Intersections, March 2018 Data Integration and Information Sharing,
and April 2018 Improved Data Access/Fusion/Sharing for Joint Task Forces
workshops. In these session, groups of subject matter experts convened in
Washington DC and sought clarity on the types of data streams available
to decision makers, analysts and operators involved in addressing IGAs, as
well as impediments to their utility. The results reflect three general
conclusions:

(a) Our focus on media mining, particularly attempting to quantify senti-
ments using social media to then quantify values, perceptions, and
behavior, is potentially dangerous and has little return on investment:
disinformation and designed decoys constitute a significant amount of
the information the IC uses in its analyses (Alessa & Valentine, 2020;
Bennett & Livingston, 2018). A more integrative approach should con-
sider a range of metrics, including physical proxies for social dynamics,
and based in resilience science (Williams et al., 2018).

(b) Our focus on seeking artificial intelligence “solutions” is misguided -
we must do a better job training the IC to ask better questions. The
quest for the “magic button” has only resulted in a degradation of the
intelligence tradecraft and a failure to recognize that a science of
security is necessary to enable analytic technologies (Alessa et al.,
Forthcoming).
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Figure 4. Diagram highlighting the difference between reporting of observations as data com-
pared to relevance of observations as data.

(c) We do not use a systems science approach for the intelligence enter-
prise. It is still built on the principles of political science and interna-
tional relations that Kent developed during World War II (Davis, 2002).
Instead, we rely on study groups, think tanks, media reports, and
published books.

As a result of these legacies and missteps, we have over-invested in observing,
surveillance and monitoring systems at larger regional scales that do not
provide enough context or resolution at smaller, local scales necessary to
identify, predict, and respond to the types of adversarial or IW/OPE activities
occurring in IGAs. In other words, we lack the ability to resolve activities at
local scales that may be part of IW/OPE which is exactly the scales at which
such activities would occur (Kilcullen, 2019; Ucko & Marks, 2018).
Capabilities that have been built to address this successfully have promptly
been squashed by agencies such as the U.S. Coast Guard whose agenda toward
investment in equipment is inconsistent with established and proven innova-
tion such as community based/community enabled observing networks
(Alessa et al., 2015; Griffith et al., 2017). Ultimately, the data and information
IGA has emerged because we have not, historically, examined the signals
hidden in the noise, essentially the spaces between data shapes and nodes
(Wasserman, 2018). This, in turn, has shaped a misconception that reporting is
synonymous with evidence. While reporting is a type of evidence, IGAs
present signals hidden in noise, often undetectable by our current reporting
methodologies (Figure 4).
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3. How do we avoid surprise?

If we are to avoid further catastrophic surprise in the future the
U.S. intelligence, defense, and security enterprise will need to have the resolve
and courage to make simple changes that will allow it to reveal these signals
hidden in the noise, make sense of them, and act more quickly to avoid
surprises in the future. We offer six pivotal elements that can be rapidly
addressed to enhance and enable adaptation across the U.S. intelligence enter-
prise; however, we caution that examining these elements will require difficult
conversations, strong leadership both from above and across organizations,
a spirit of cooperation and service, and a reexamination of fundamental
assumptions about the value and effectiveness of our current intelligence
frameworks and information models:

(a) Reexamine archaic authorities: IGA warfare in its most sophisticated
form means the adversary has acquired deep knowledge of our POL,
and they understand laws and policies better than the majority of
citizens, including law enforcement agencies (LEA). The adversary
then exploits these POL to achieve their goals. In our current construct
of authorities, the hidden nature of these actions makes identification
and response fundamentally a counterintelligence (CI) mission which
falls primarily to the Federal Bureau of Investigation (FBI) within the
DOJ, the Central Intelligence Agency (CIA), as well as the DOD’s
Defense Counterintelligence Security Agency. While the FBI has an
extensive and decorated history of CI skillsets that can be resourced,
building them out with more innovation and diversity has not yet
occurred. This is a needed first step to address in IGAs on domestic
soil. Similarly, the CIA and the DOD also have very mature CI cap-
abilities that can be focused on IGAs and can train organizations with
domestic responsibilities on how to identify and combat IGA actions.
Other LEAs, such as the LE components of the DHS, specifically Border
Patrol and Homeland Security Investigations, offer additional and
diverse skillsets which, through honestly brokered partnerships, could
ensure greater continuity of information and interdiction. To this point,
several Border Patrol Sectors have already adapted to regionally chan-
ging threat landscapes through their Sector Intelligence Units (SIUs),
which work through engagement with local communities and partners
to develop systematic and transparent protocols. They have done this
adaptively and sometimes despite rigid, centralized entities within DHS.
Such a model could create a more cohesive and dedicated domestic CI
workforce that is charged with protecting freedom and privacy while
denying adversary activities that work to dismantle systems within
which such freedoms and privacy can exist.
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(b) Call out conflicts of will and perceptions of change: Agencies often
promote narratives that point to their desire to adapt but, due to a range
of constraints discussed below, fail to execute the majority of actions
that can enable an agile workforce. In part, as noted previously, this is
an internal struggle either between leadership failures, where
a workforce is willing, or leadership goals and a workforce that per-
ceives change to equate to job-insecurity and/or a measure of their self-
worth (Pardo Del Val & Fuentes, 2003). Only by engaging in difficult
dialogs about what adaptation means at the individual versus organiza-
tional scale will it be possible to fully realize that the cornerstone of
organizations — their people — can gain the knowledge to embrace
complexity and think critically about key problems and apply
a security science in order to find lawful and adaptive solutions that
provide a comprehensive, government-wide plan for defense in the
IGAs.

(c) Clarify artificial dichotomies between Nation State activities and
activities out of context: Threats emerge at different rates from differ-
ent sources. The United States, by choice, creates a duality of state and
non-state actors as well as inherently divided authorities and jurisdic-
tions. This creates a bifurcation between irregular activities, often in
compliance with our laws, and conventional operations we readily
recognize as conflict or crime (Ucko & Marks, 2018). The gap between
these two creates a self-inflicted IGA precisely because of the lag in
addressing the fundamental issues above: we cannot see the activity, if
we could we would not recognize it; we lack an apparatus to respond,
and even if we had the apparatus, the authorities to address these
actions are lacking or unclear. We suggest a formal joint strategy be
developed by DHS and the DOJ, with support from the DOD and IC for
identifying, preventing, disrupting, and responding to domestic IW/
OPE activities. This strategy should include a quantitative (versus
descriptive) assessment of current presumptive competitor activities
and possible ways to address them, including legislative changes that
could be made without sacrificing the diplomacy and global commons
of economic partnerships in a globalized world.

(d) Re-vamp an IC workforce to ensure qualifications match missions:
Taken as a whole, the USG possesses relatively limited science, technol-
ogy, engineering and/or mathematics expertise, relying instead on
partnerships with academia and the private sector (Chang & Tetlock,
2016). Such scientific illiteracy is a consequence of Kent’s construct and
a legacy of past wars. It is compounded by a lack of access to the
appropriate training, defaulting to legacy programs which do little to
diversify skillsets. As a result, many IC members regularly confound
information with ‘data’ and spreadsheet manipulations with ‘data
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science’ because they are not scientifically trained. This scientific lit-
eracy insufficiency compounds the challenges to the IC’s ability and
likelihood of success, and of accurately determining its research, devel-
opment, and technology needs in the immediate, near-, and long-term.
Real-world data are noisy, messy and drift over time (Stobierski, 2021),
requiring extensive cleaning and wrangling also known as remediation.
Modern data science methods can easily handle this, but the IC works
off a limited set of integrated, end-to-end data frameworks, most of
which would not pass academic review, and in fact has as a stated
objective establishing a common reference data architecture (Office of
the Director of National Intelligence (ODNI), 2017). Our failure to
invest in rigorous, integrative social science means we build scenarios
that cannot be modeled. This renders the nation blind because actions
because a data-driven, systems science backed means to derive value
from data as an ecosystem and identify emerging threats as an on-going
enterprise is simply not currently in place. Compounding this is the fact
that information is often over classified and rendered inaccessible to
those operators and law enforcement officers who could detect such
activities more effectively. Recently, pushed out of their sensitive com-
partmented information facilities (SCIFs) a portion of the IC has been
forced to quickly learn open-source intelligence (OSINT) techniques.
Circling back to the lack of scientific training and having looked down
on OSINT in the past, the IC may be introducing a new range of
vulnerabilities into the U.S. intelligence enterprise. We urge the IC to
make better use of a variety of means to diversify the expertise and
knowledge base across the IC and LE communities, taking advantage of
statutes and laws, such as the Intergovernmental Personnel Act (Public
Law 91-648), to establish an Intelligence Community Academic net-
work (ICAN) as well as training a broad cadre of state and local law
enforcement officers in IW/OPE doctrine, systems, and complexity
science, and indicators so as to more rapidly detect them.

(e) Reexamine the cultural bias toward purchasing high cost “solu-
tions looking for a problem” vice defining analytic problems and
then seeking solutions. The former mind-set has created the perception
that hardware and software constitute an end rather than a means.
Further, uncoordinated expenditures on often low-return RD invest-
ments take valuable resources away from programs, which are necessary
for a diversity of information, data, and experience. Relying on such
purported, and often misleadingly marketed, products tends to allow
commercial sectors to drive government planning and place many
agencies’ intelligence and law enforcement efforts at a disadvantage
when evaluating the science behind the systems and frameworks they
use (Committee on the Future U.S. Workforce for Geospatial
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Intelligence (CFUSWGI), 2013; Gates et al., 2008). As a result, trillions
of dollars are spent on technologies despite the lack of a rigorous and
cohesive scientific framework that adds value or enhances cohesion
across the USG interagency. For example, the technology surrounding
government scanning of in-bound cargo and vehicles at borders and
ports are driven by an industry-defined state of the art instead of the
government-defined state of desirability (Government Accountability
Office (GAO), 2013). While government use of re-purposed industry
solutions is understandable given the expenses of research and devel-
opment, this tail-wagging-the-dog scenario has opened several vulner-
abilities (Voelz, 2006): if the enterprise is highly reliant on purchased
operational technologies (OT), and the industry is known to be com-
promised (Davies, 2005; Marrin, 2001) we must logically entertain the
hypothesis that our adversaries may have herded us into a “buffalo
jump” of technologies, which equalize rapidly, for their own benefit.
A Buffalo Jump is a term tied to the gradual modification of both
academic/industry knowledge engines such that security and defense
agencies adopt technologies without an overall strategic framework.
Buffalo jumps are a core component of irregular warfare that we
hypothesize have been used against us but are beyond the scope of
this paper.

Implement A  Framework for  Getting Ahead of
Asymmetric Surprise. As the IGA landscapes grow increasingly
more complex, we are increasingly at risk of being faced with
eruptive events for which we are unprepared. Investing more fully
in computational social science (e.g., the COMSES Network, https://
www.comses.net) will allow us to more accurately model a range of
scenarios that may produce surprises. This will be a significant step
forward to enable us to identify how, when, where, and why
adversarial actions are occurring. In other words, intelligence is
a fundamentally human enterprise that should be augmented using
machines through a range of analytic tools with outputs of pattern
confluence (e.g., MOSAIC). The outputs have greater utility: they can
be readily digested, used, shared, and updated in real-time, reducing
the need to create standardized data architectures (thus losing poten-
tially useful data) or creating a common data ingest. To put it
another way, whether the concern is weapons of mass destruction
or attacks on supply chains, such a framework helps address the
question “how do we avoid surprise?” by ensuring that activities
which occur in IGAs are fully illuminated for early warnings against
attack.



24 L. ALESSA ET AL.

Overall, our inability to detect signals hidden in perceived irrelevant data or
“noise” has inadvertently allowed IGAs to become wider than we are able to
detect. This ranges from our ability to reveal IW/OPE patterns (i.e., precise, or
“exquisite” awareness) to the ability to operationally deny the adversary access
to our most critical assets, natural resources such as farmland and freshwater,
as well as infrastructures, freedoms, and ideas on our own soil. In other words,
our homeland is no longer a sanctuary until we make it so again by learning
from the past, adapting in the present and using sound scientific strategic
frameworks to forecast the future (Alessa et al., Forthcoming).

4, Back to the future

The need for establishing a security science discipline has been outlined
recently (Alessa et al., Forthcoming). Briefly, this would build off the processes
and scientific method of hypothesis testing in the construct of complex
adaptive systems. It would not replace existing intelligence methods but rather
introduce a level of rigor compatible with the tools and technologies of
advanced analytics such as artificial intelligence and machine learning. Such
an evolution is critical: Without mastery of foundational quantitative science
principles, no technological tool can be utilized to its potential. However,
illuminating adversarial activities in the IGAs earlier will also require culture
changes in the law enforcement, intelligence, defense, and homeland security
enterprises. We will need to “get over ourselves,” and cooperate to connect the
dots in new ways. For example, combining the CI authorities and expertise of
the FBI with the IW/OPE expertise of the academic and special operations
community, and the place-specific, contextual knowledge of local LEA and
communities. Some have advised that such a configuration is a “unicorn,”
something that cannot exist in reality. We assert that this is merely a failure to
think adaptively, engage in a revision of policies, and meet the new threat
landscape with a clear vision and a unity of effort that restores the United
States to its position of strength through diplomacy and partnerships while
simultaneously protecting our homeland.

Note

1. Much like “great power competition”, “irregular warfare” and “operational preparation
of the environment” (IW/OPE, sometimes also referred to as “IW/UW/PW”) lacks
a consensus definition or suite of meanings. Regardless, “I'W/OPE” refers to activities
that are often licit and legal for the purpose of acquiring information, resources and/or
influence so as to give an adversary the advantage. This manuscript takes into account
the multitude of roles the IC has, from law enforcement to support of defense activities.
Ensuring these roles are realized requires quantitative systems science to tangibly define,
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demonstrate and test the variables and their dynamics in IW/OPE. To accomplish this
a qualified workforce and appropriate technologies must be acquired.
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