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The Interaction of Dark Traits with the Perceptions of Apprehension
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Abstract

This paper integrates dark personality traits with
the economics of crime and rational choice theories to
identify the role that the Dark Triad and thrill-seeking
have on the perceptions of being caught engaging in
violating privacy laws.

Psychopathy and thrill-seeking had a moderate
negative effect on the perceptions of the probability of
being apprehended for distributing illegally obtained
healthcare information. The implication is that
individuals scoring high on the psychopathy and thrill-
seeking scales will need less money or monetary
incentives to violate HIPAA laws. We also found
additional support that white hat hackers score high on
the Machiavellian, psychopathy and thrill-seeking
scales. We also validated a previous finding that a white
hat hacker might drift towards grey hat and black hat
hacking.

1. Introduction

It has been estimated that 70% of organizational
security breaches are not reported [1]. Companies have
several reasons for not reporting violations, including
protecting the privacy of employees and customers,
potential litigation, and the possibility that such
revelations would harm the organization's reputation
[2]. In fact, as noted by the United States Cybersecurity
and Infrastructure Security Agency (CISA), there are
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two types of organizations: "those whose members have
already stolen intellectual property, and those who
simply do not know it yet" [3]. Those reports and current
situations strongly call for research on employees and
violation intention. Against this backdrop of importance
of the topic, this study investigates the role of dark
personality traits and their influence on monetary
incentives and how they relate to the economics of crime
and the violation of healthcare regulations.

The COVID-19 pandemic has placed a lot of stress
on individual employees and organizations. Forrester
estimates that one in three data breaches in 2021 will
come from insiders and that the number of insider
incidents will increase by 25% because of the COVID-
19 pandemic and the ensuing push to remote work,
employee feelings of job insecurity, and the ease of
moving stolen company data because of cloud and the
ease of transferring large amounts of data (Weston,
2020).

The psychological profiling of hackers has attracted
substantial theoretical interest traits [4], but the
empirical results on insider threats and behavioral traits
are limited [5-10]. This research will examine the
influence of the Dark Triad and thrill-seeking traits in
lowering the perceptions of being apprehended when
violating healthcare regulations.
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2. Psychological Research on Hackers

As noted earlier, the psychological profiling of
hackers has attracted substantial research interest
recently, but the empirical results are limited [5-10].
One reason for the lack of information is that
organizations are not eager to report insider attacks: an
estimated 70% are not reported [1]. The paucity of
reporting relates to privacy issues, and litigation, and
that such revelations would harm the organization's
reputation [2]. Another reason is that many breaches are
undetected—but that does not mean organizations have
not been compromised.

Previous literature has demonstrated several
pertinent personal characteristics found in the areas of
cybersecurity, hacking, etc. One study of 72
cybersecurity professionals found that cybersecurity
specialists have significantly higher openness,
assertiveness, extraversion, and adventurousness scores
[11]. It was also found that motivations for participating
in hacking behavior include revenge, ideology, fun,
thrills, survival, notoriety, recreation, and profit [5, 12].
It is also argued that the Dark Triad personality traits,
which this study is interested in, consist of
Machiavellianism  (manipulative, deceitful, and
exploitive), narcissism (self-centered and attention-
seeking), and psychopathy (lack of remorse, cynical,
and insensitive) [13-15]. A survey of 768 Amazon
Mechanical Turk (AMT) IT professionals found that
Machiavellianism, narcissism, and psychopathy had
statistically significant beta weights related to sympathy
for an individual who posted salary information of
higher-paid coworkers [16]. An earlier study of 235
AMT respondents found a correlation between
narcissism and total computer crime of 0.26 (+* = 0.07)
[17]. A recent study using 474 students found that white
hat, grey hat, and black hat hackers score high on the
Machiavellian and psychopathy scales [18]. They also
found that white hatters tend to be narcissists and that
thrill-seeking was moderately significant for white hat
and black hat hacking.

3. Research on the Economics of Crime

Becker's seminal paper on the market for criminal
activity suggests that potential criminals examine
returns related to illegal activity as a function of the
probability of getting caught and the severity of the
punishment [19]. The market model for crime assumes
that offenders, victims, and law enforcement engage in
optimizing behavior related to their preferences,
offenders' expectations about returns, the propensity for
being caught, and the resulting punishment [20].
Potential offenders use a calculus of rational choice in

determining whether to engage in criminal activity [19,
21]. A likely perpetrator will commit a crime if the
inequality presented in Figure 1 holds [22, 23]. Game
theory has been proposed as a mechanism to increase
the negative returns and to decrease the positive returns
to the perpetrator considering an illegal cybersecurity
attack [24, 25].

There are ongoing discussions and controversies
about utility theory and rational decision-making among
traditional and behavioral economists. Behavioral
economists do not abandon the notion that humans can
be rational, but they think that there are situations where
decision-making is less than rational and that more
robust models are needed to understand human behavior
(c.f. [26-30]). The purpose of this research stream is to
determine the effectiveness of the rational model in
predicting interest in violations of privacy laws.
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Figure 1. Becker crime Utility model

4. Research Questions and Hypotheses

Figure 2 presents an overview of the major
questions examined in this paper. Engaging in illegal
activity, such as selling health care information,
involves choosing consequences and opportunities of
those actions. However, individuals perceive these
choices differently and can be deterred if there is a
likelihood of punishment and that the penalty is severe
[20]. The market model assumes that offenders are
rational economic actors with expectations about the
expected returns, the propensity for being caught, and
the resulting punishment [20, 23]. The first research
question will examine if our study and survey sample
support the economics of crime literature regarding the
need for higher monetary incentives when an individual
perceives a high probability of being caught. Individuals
perceiving a high likelihood of being apprehended (e.g.,
75%) will require higher monetary incentives than
individuals perceiving a lower probability of
apprehension (e.g., 25%). Therefore, we propose the
following hypothesis:
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H1: Higher perceptions of being apprehended violating
HIPAA regulations are positively related to higher
requirements for monetary incentives.

Probability of
Apprehension

Machiavellian

Amount needed
to violate HIPPA

Psycopathy

White Hat
Attract

Thrill Seeking

Figure 2. Research Model

Our second research question examines the role of
psychological traits in the perceived probability of being
apprehended in violating HIPAA laws. In essence, we
are interested in whether an increase in certain traits is
related to reducing the probability of apprehension when
considering violating privacy laws. The dark triad traits
are often viewed as being undesirable. However,
research suggests that these traits have a dark side and a
positive side [31]. We suspect that individuals engaged
in hacking, whether white hat or black hat, may have
manifestations of Machiavellianism and psychopathy.
That is, ethical white hat individuals may exhibit
Machiavellianism and psychopathy tendencies. Note
that we are not trying to detect whether the respondents
are, for example, psychopaths; instead, we are
investigating the association between the propensity to
engage in hacking and violation of healthcare laws and
the level of psychopathy.

Thrill-seeking behavior is consistently touted as a
motivation for hacking [32, 33]. Thrill-seekers derive
pleasure from the excitement of hacking [34]. Many
believe that the days of the hacker as a thrill-seeker have
morphed into the larger role of state-sponsored hackers
[35]. We included a thrill-seeking scale because this trait
describes many individuals are attracted to hacking [17].
And many hackers are motivated by a combination of
fun, thrill-seeking, excitement, and curiosity [36]. Based
on this argument, we propose the following hypothesis:

H2: Higher levels of the Dark Triad and thrill-seeking
are related to lower perceptions of being apprehended
violating healthcare regulations.

Our third research question considers the role that
interest in white hat hacking plays. We wanted to use
this to validate the research model since earlier work
found a statistically significant relationship between the
Dark triad and thrill-seeking and interest in white hat
hacking [18]. We also draw on several prior studies
investigating the relationship between computer abuse
and crime as influenced by  narcissism,
Machiavellianism, and psychopathy as additional
justification [16, 17, 37] Based on the argument above,
we propose the following hypothesis:

H3: The dark triad, Machiavellianism, narcissism, and
psychopathy and thrill-seeking are positively related
with interest in white hat hacking.

5. Research Methodology

Appendix 1 provides an overview of the scales used
in the study. We chose the Dark Triad Dirty Dozen for
this study because this set of measurements provides
four concise items and was extensively validated by
previous studies. In addition, it has reasonable
psychometric properties and has been adapted for
several cultures [38-41]. Next, we used a set of items to
examine computer crime and abuse to measure the
thrill-seeking trait [17]. The probability of being
apprehended construct was initially developed as a part
of another comprehensive study involving 523 subjects
and was focused on the economics of crime [23]. That
study's objective was to identify the role of monetary
incentives in violating HIPAA regulations and privacy
laws in the next generation of employees. The research
model was developed using the economics of crime and
rational choice theory frameworks to identify situations
in which employees might engage in illegal breach
behaviors. We adapted the following COVID-19
scenario to determine if the probability of being
apprehended increases the level of monetary incentives
necessary to encourage people to violate HIPAA laws
through obtaining health care information illegally and
releasing that information to individuals and media
outlets. The computer abuse component of the scenario
is the securing of private information on a famous
patient. The amount of money that the subject would
accept to commit the crime is the net monetary incentive
to commit the crime. The likelihood of getting caught is
the perceived probability of sanctions. We used a Covid-
19 scenario as the backdrop of the study because we felt
it would be timely and relatable to the students, thus
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increasing active participation in the survey. See
Appendix 1 for the online presentation of the question
that was presented to the participants.

Suppose you are a computer technical support
specialist at a hospital, and you earn $50,000 per
year. You have just received a notice that you will be
laid off next month because of the COVID-19
pandemic. You have a mortgage to pay and tuition
due at a private school. A friend asks you to get them
some information on a very famous patient at the
hospital. What amount of money would you
receive to make this acceptable? ... What do you
think is the likelihood of getting caught, if you accept
the money?

An important consideration in designing the survey
was obtaining information from the subjects on the
probability of getting caught if they violated a privacy
regulation. The questionnaire items were anchored
using numerical probabilities and verbal labels because
this approach has been found to be a very effective
method for eliciting probabilities [42], and it counters
some of the measurement problems encountered in
measuring perceived arrest rates involved in studies of
rational choice theory [43].

The white hat scale was adapted from an existing
validated scale [18]. The scale was developed by
surveying the academic and professional literature and
discussing security and privacy research with experts.
The scale attempts to measure the attraction to both
technical and social engineering hacking behaviors. The
social engineering items measure interest in exploiting
people and systems through the social manipulation of
people, involving interactions that use disguises, ploys,
and psychological tricks to achieve intrusion [44, 45].
This contrasts with the technical items in the scale that
require sophisticated knowledge to attack a system. The
questions form the white hat construct because we told
the subject they would work for a government agency
and that they would not be prosecuted for participating
in these activities.

6. Data Collection and Analysis

We recruited 303 subjects from junior and senior
undergraduates enrolled in a management information
systems class at a state research institution in the
northeastern United States to take an online Qualtrics
survey. The study was approved by the Institutional
Review Board (IRB). The total number of possible
surveys from the course was 488. The number of
individuals agreeing to participate in the survey was
325. We removed from the analysis any subjects who

were missing more than 10% of the values or took less
than two minutes to complete the survey because speedy
responses tend to introduce noise into the results [46].

All subjects participated in the survey voluntarily;
they were advised that they could withdraw from
participation at any time without penalty. All
participants were given extra credit for participating in
the study. Studying management students provides a
solid foundation for researching and investigating other
populations since they will be entering the workforce in
the immediate future. From our experience, they are less
concerned with social desirability issues.

Conducting research involving undesirable
behavior is challenging from an organizational and
subject's perspective. Organizations do not want to risk
reputation damage even if the study is performed
anonymously and the results are reported anonymously.
In addition, the personality data gathered from
employees is usually biased and unreliable because of
social desirability issues. The social desirability bias
enters into the picture when studies involve abilities,
personality, and illegal activities. Subjects are less prone
to answer questions truthfully because they do not want
to diminish their social prestige [47, 48]. In contrast to
individuals from organizations and individuals with
high-status jobs, we have found that students are less
prone to over-report "good behavior" and under-report
"bad behavior." As our results will show, rather than not
engaging in illegal acts, approximately 66% of the
subjects indicated they would receive money in times of
monetary stress, such as the COVID-19 pandemic.

We used SmartPLS 3.0 to perform partial least
squares (PLS) analysis because PLS is robust, resistant
to statistical inadequacies, and effective in handling
complex multidimensional constructs [49]. SmartPLS
3.0 was also used because our research model includes
reflective sub-latent variables, and we were also
interested in prediction [50]. We report only the
significant paths to make the exposition and explanation
clearer. The p values were generated using 1,000
bootstrapped samples.

6.1. Measurement Assessment

We examined individual loadings and internal
consistency to test for item reliability. Loadings for all
measurement items were above 0.7. Table 1 illustrates
that Cronbach's alpha for every construct was greater
than 0.7, indicating internal reliability [S1]. We assessed
discriminant validity using the average variance
extracted (AVE). The square root of the AVE should be
higher than the correlations among the constructs.
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Table 1. Latent Variable Statistics

Variables

Cronbach's| Composite \[?:rei;iiz

Alpha |Reliability Extracted
Machiavellian 0.818 0.875 0.638
Narcissistic 0.805 0.863 0.661
Psychopathy 0.821 0.882 0.653
Thrill seeking 0.899 0.882 0.768
White hat 0.943 0.954 0.747

6.2.Research Model Assessment

The essence of the first research question is to test
the relationship that higher perceptions of being
apprehended for violating HIPAA regulations are
related to higher requirements for monetary incentives.
A statistically significant correlation between the
probability of being apprehended and the amount of
money necessary for the individual to violate a
healthcare privacy law is all that is required to support
the research question. The correlation between the
probability of getting caught and the amount of money
that the subjects would accept to provide the
information was 0.32 for the COVID-19 scenario. The
correlation results are modest, but they are in the right
direction. Therefore, H1 is supported. Table 2 presents
the cross-tabs for the findings, and Figure 3 illustrates a
pictorial overview. They both provide additional visual
support for this hypothesis.

It should be noted from Table 2 that there is a price
for violating privacy laws. Approximately 46% of the
subject's participating in the study would take money
ranging from under $10,000 to over a $1,000,000 dollars
to turn over the data.

Table 2. The Amount of Money Willing to
Receive and the Perceived Probability of
Getting Caught

Covid Scenario Perceived probability of getting caught
0% & 7%| 25% - 75% |93% & 100% Total| Percent
<$10,000 3 21 1 25 8%
$10,000 - $99,999 10, 33 10| 53 10%
$100,000 - $999,999 8 40| 13 61 12%
Amount of |Over $1,000,000 14| 29 19 62 16%)
money |No amount of mon 10 33 59 102] 54%
willing to [Total 45 156 102] 303 100%,
receive  [Percentage 14% 55% 30% 100%)

Covid Scenario
How much money would it take to supply information to a friend on
a very famous patient at the hospital

No amount of money
Over $1,000,000
$100,000- $999,999
$10,000 - $99,999

¥/

0%&7%  25%, 50% & 93% & 100%
75%

<$10,000

Probability of Apprehension

Figure 3. The Amount of Money Willing to
Receive and the Perceived Probability of
Getting Caught

Hypotheses H2 and H3 were examined using the
SmartPLS package. Partial least squares (PLS) analysis
is robust, resistant to statistical inadequacies, and
effective in handling complex multidimensional
constructs [49]. We were also interested in prediction,
and PLS is suitable where latent variables involve
prediction [50]. We report only the significant paths to
make the exposition and explanation clearer. The p
values were generated using 1000 bootstrapped
samples.

The 1? for the probability of being apprehended was
0.095 (see Figure 4). Thus, psychopathy and thrill-
seeking had a modest and negative influence on the
perceptions of the probability of being apprehended. As
a result, H2 is supported. The implication is that
individuals who are high on the psychopathy and thrill-
seeking scales will perceive the likelihood of being
caught as lower.

Probability of
Apprehension

Amount needed
to viclate HIFPA

=01

White Hat
Attraction
1i=0.285

Figure 4. Results for Dark Triad Influence on
Apprehension and Monetary Requirements
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The r?> for the white hat model was 0.285.
Machiavellianism, psychopathy, and thrill-seeking were
predictors of individuals attracted to white hat hacking.
As a result, H3 is moderately supported. Psychopathy
and Machiavellianism were moderate predictors of
individuals attracted to white hat hacking.

6.3. Does an interest in white hat hacking
influence the perception of the probability of
apprehension?

Probability of
Apprehension

Machiavellian

Psycopathy

-0.153 {0.017)

Thifl Seeking

White Hat
Attraction
(3,284

Figure 5. Results for Relationship of White Hat
Influencing Apprehension and Monetary
Incentives

One interesting question is whether white hat
hacking can contribute to illegal hacking. A famous
example of this drift to the dark side can be found in
American Kingpin [52], a story of Ross Ulbricht, the
developer of the darknet website called Silk Road. One
of the government agents investigating Ross Ulbricht
became enamored with the excitement and monetary
attraction and eventually was lured into committing
criminal activities. As illustrated in Figure 5, the
perceptions of the probability of being apprehended and
the amount of money needed to violate HIPAA are
diminished, increasing the desirability of becoming a
white hat hacker.

We also validated a previous finding related to
whether white hat hackers might drift towards being
black hat and grey hat hackers [53]. As illustrated in
Figure 6, the paths from white hat hacking to black and
grey hat hacking were strong. The 7* for the grey hat
construct was 0.474, and the 72 for the black hat
construct was 0.496. The implication is that, given the
right situation, a white hat hacker might drift toward the

dark side. The items used to measure the black hat and
grey hat constructs can be viewed in the appendix.

The coefficients for the probability of apprehension
were negative and significant for both black hat and grey
hat hacking, thus supporting the deterrence effect of the
perceived probability of being caught.

Grey Hat
P=0.474

Machiavellian

P
Psychapathy ’
ot
g
Q

Thrill Seeking

eHat 10.332°%

CovidAmt ** | Probability of

Apprehension

Black Hat
r=0456

Figure 6. Drift Model for Grey Hat and Black Hat

7. Conclusion

We have found modest support that the potential
abusers of computer systems use a rational choice
calculus that wrongdoers use in the context of whether
to engage in the violation of privacy laws [19, 21, 54].
We found that thrill-seeking, Machiavellianism, and
psychopathy personality traits are modestly related to
this calculus.

Using the dark triad personality traits to evaluate
new employees as security threats may be possible [4],
but this strategy should be approached cautiously for
practical, ethical, and privacy reasons. For example, we
found that white hat hackers have Machiavellian,
psychopathy, and thrill-seeking traits. That does not
mean they will migrate to become black hats, but they
may be needed to counter black hat and grey hat attacks.

The Software Engineering Institute (SEI) institute
at Carnegie Mellon University has identified strategies
for countering insider threats [55]. These strategies
include the development of monitoring systems, hiring
practices, privileged access guidelines, and addressing
behavioral issues. They note that positive incentives are
effective in achieving higher levels of security and
reducing insider misbehavior. However, as noted by
CISA, detecting and dealing with insider threats is a
complex behavioral issue.

One limitation of the study is that the sample was
drawn from a student population. Further validation of
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the research discussed here is in order. It would also be
desirable to obtain a sample from various organizations
and industries, even though employees will be guarded
when they are asked if they would participate in illegal
activities. Trust and social desirability issues loom large
with individuals already in the workforce. However,
real-world validation is the next step in examining the
viability of the research stream.

Social bond theory and situational crime prevention
theory are being applied to address insider threats. The
idea is to reduce the rewards, remove excuses, increase
negative attitudes towards misbehavior, and generate
social bonds that lead to organizational security policies
[9]. These theories have the potential to assist an
organization in developing behavioral approaches to
curb insider threats.

This paper and previous research have shown that
higher perceptions of being apprehended can deter
committing cyber-crime. However, there is a significant
problem when deterrence relies on the perceptions of
being apprehended and charged. The probability of
being charged and convicted is exceedingly tiny [23].
For example, between April 2003 and July 2018,
186,453 health information privacy complaints were
submitted to the US Department of Health and Human
Services. The sanctions were very few, and the
Department of Justice levied very few fines and jail
sentences during that period. One security expert
estimated that for every individual who gets caught,
10,000 people go free and for every individual
prosecuted successfully, 100 go free or receive a
warning [56].

Our findings suggest that psychopathy,
Machiavellianism, and thrill-seeking thrill influence
potential hackers' rational decision-making process. In
that context, countering deception using sophisticated
technologies and advanced tactics plays a crucial role in
influencing the attacker's behaviors. The application of
game theory and artificial intelligence algorithms has
the potential to reduce the risks and increase the costs of
attacker [24], which is the goal of the deterrence theory
and the economics of crime model. The key to future
prevention of privacy breaches will be a concerted effort
of enforcement, monitoring, and education to quell what
will undoubtedly be the continuing assault on privacy.
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Appendix 1. Research Variable Items
Covid Scenario for economics of crime

Suppose you are a computer technical support specialist at a hospital, and you earn $60,000 per year. You have just received a
notice that you will be laid-off next month because of the COVID-19 pandemic. You have a mortgage to pay and tuition due at a
private school. A friend asks you to get them some information on a very famous patient at the hospital.

What amount of money would you receive to make this acceptable?
e  Less than $999 $1,000 - $4,999
e $50,000 - $99,999 $100,000 - $249,999
e S$IM-$SI0M Over $10 M

$5,000 — $9,000
$250,000 - $499,999
No amount of §

$10,000 — $49,999
$500,000 — $999,999

What do you think is the probability of getting caught, if you accept the money?
e  Extremely unlikely (0%) Moderately unlikely (7%)  Slightly Unlikely (25%)
e Slightly unlikely (75%) Moderately likely (93%) Extremely likely (100%)

Neither likely nor unlikely (50%)
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White Hat Items Loadings
For the following questions, assume that you would be working for a government agency and that you would
not be prosecuted for participating in these activities. Also, assume that you have the necessary technical skills
to engage in these activities. Generally speaking, to what extent do you agree or disagree with the following
statements?
I would like to pretend I am an authority figure to obtain a password. .854
I would like to observe a person's behavioral patterns over a week and use that as a way to obtain their personal .829
information.
I would like to use manipulative emails to obtain private information or install malware on computers. .871
I would like to sneak into buildings using a lock pick, by following someone else, or by using an electronic device to .832
counter the lock system.
I would like to use password crackers to break into computer accounts. 919
I would like to set up a website that looks like a real website to trick people into entering their personal information. .871
I would like to be able to capture information that people use in wireless networks. 871
Black Hat Items Loadings
For the following questions, assume that you would not get caught for participating in the following activities
and that you have the necessary technical skills to engage in these activities. Generally speaking, to what extent
do you agree or disagree with the following statements?
I could see myself engaging in hacking attacks if I needed money to purchase a $400,000 house for my family. 915
I could see myself engaging in hacking attacks if I needed money to purchase a new $60,000 car that I could not .867
afford.
I could see myself engaging in hacking attacks if I needed money to pay off a credit card debt that had reached .900
$100,000 and I was just fired from my job.
Grey Hat Items Loadings
For the following questions, assume that you would not get caught for participating in the following activities
and that you have the necessary technical skills to engage in these activities. Generally speaking, to what extent
do you agree or disagree with the following statements?
I could see myself engaging in hacking attacks against a company that was supporting a political candidate that I did 914
not like.
I could see myself engaging in hacking attacks against a Twitter account of a person that had extreme views that I did 912
not believe in.
I could see myself engaging in hacking attacks against a government agency that was engaging in an activity that I felt .877
was wrong.
I could see myself engaging in hacking attacks against an individual that was bullying me during an online game. .846
Dark Triad and Thrill Seeking Items Loadings
Seven-item scales ranging from strongly disagree to strongly agree
Machiavellian I have used deceit or lied to get my way. 730
Machiavellian I tend to manipulate others to get my way. .891
Machiavellian I have used flattery to get my way. 714
Machiavellian I tend to exploit others towards my own end. .846
Narcissism I tend to want others to admire me. 751
Narcissism I tend to want others to pay attention to me. .802
Narcissism I tend to expect special favors from others. .822
Narcissism I tend to seek prestige or status. 751
Psychopathy I tend to lack remorse. .852
Psychopathy I tend to be callous or insensitive. .857
Psychopathy I tend to be unconcerned with the morality of my actions. .796
Psychopathy I tend to be cynical. 720
Thrill seeking I will try almost anything to get my "thrills. .822
Thrill seeking I am a bit of a daredevil. 901
Thrill seeking I would risk injury to do something exciting. .883
Thrill seeking I like doing things that are risky or dangerous. .896
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