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yberattacks have become

more common, sophisticated,
and harmful, while, at the same
time, there is a critical shortage
of cybersecurity professionals. For
example, from October 2019 to
September 2020, there were more
than 40,000 unfilled positions
for information security analysts.?
While educational organizations
have responded to this burgeon-
ing demand, cybersecurity educa-
tion and training institutions in the
United States have found it difficult
to keep pace with the growing call
for cybertalent.

Three significant challenges—
untapped pools of talent, a lack of
diversity in the field of cybersecu-
rity, and inadequate standardization
within and across K-16 institu-
tions—impede the identification
and cultivation of quality cyber-
security professionals. Although
many universities have established
cybersecurity degrees, concentra-
tions, and certificate programs, a
significant gap exists between K-12
and college education in cyberse-
curity.® It also remains deeply chal-
lenging to achieve diversity and
inclusion in the cybersecurity field.
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Additionally, there are no standard-
ized articulations regarding cyberse-
curity between elementary schools,
middle schools, high schools, com-
munity colleges, and four-year uni-
versities, and there is no guarantee
that students at the same grade level
are introduced to identical academic
content and skills.>®

In this article, we share initial find-
ings from the testing of a proposed
framework to address the aforemen-
tioned challenges in establishing a
K-16 pipeline to prepare cyberse-
curity professionals. The goal of the
initiative is to create a researcher-
practitioner partnership (RPP) that
paves the way for a national alliance
for the development of fundamental,
theoretically grounded, and system-
atic approaches to inclusive K-16
cybersecurity education, especially
for students who have a low socio-
economic status (SES). The Cyber-
security Inclusive Pathways Toward
Higher Education and Research
(CIPHER) model brings together
scholars from multiple disciplines
and practitioners from various fields
to collaborate and fully understand
the problems explicated here and
to coconstruct a K-16 partnership
model to address those challenges.

The planning phase is designed to
substantially shape the development
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of CIPHER. This process, using
a design-based implementation
research (DBIR) approach, enables us
to iteratively test ideas with stakehold-
ers, engage with partners to co-design
and test evolutions of CIPHER, and
develop a model that can be imple-
mented and scaled up with fidelity*
Ultimately, this will lead to a clearly
articulated vision and mission for
the CIPHER alliance, a well-planned
structure and guidelines, and clear
road maps for research, education,
outreach, and diversity.

DBIR

We use a DBIR approach, which
is an extension of design-based
research (DBR).* Hallmarks of
DBR include tenets highlighted by
Anderson and Shattuck:! being sit-
uated in a real educational context,
focusing on the design and testing
of a significant intervention, using
mixed methods, involving multiple
iterations, building a collaborative
partnership between researchers
and practitioners, evolving design
principles, and making a practi-
cal impact. Further, DBIR extends
DBR through a focus “on building
organizational or system capacity
for implementing, scaling, and sus-
taining educational innovations.”*
Through this research lens, we are
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able to present our initial concep-
tion of CIPHER to partners and
co-design the initiative with edu-
cators; make real-time, progres-
sive changes to the model; have
tangible and immediate impacts on
practice; and study the efficacy of
the work. We present the findings
from our initial two DBR iterations
of CIPHER, including results from
our launch meeting and how the
model has evolved based on partner
collaboration. We conclude with
anticipated next steps for the ini-
tiative. Readers are encouraged to
contact us, in the spirit of DBIR, to
provide feedback and if they would
like to be part of CIPHER or begin
a similar enterprise.

Iteration 1

The first iteration of CIPHER was
developed based on stakeholder sur-
vey feedback and a four-hour meet-
ing with more than 35 participants,
drawing from K-12 school districts,
state-level educational agencies,
institutions of higher learning, and
industry partners. The survey pro-
vided an overview of the purpose
of CIPHER and was used to under-
stand if the model resonated with
potential partners, ask about who
should be included in the planning,
and discover initial impressions.
These data were used as ground-
ing for the CIPHER launch meeting
with stakeholders. The purpose of
that meeting was to further explore
the model and the emerging vision,
present the preliminary concept
of having five “task forces” to aid
in development, and solicit focus
group input through four facilitated
breakout groups. The task forces
and their purposes are described in
the following:

= Administration and Articulation
Task Force: engage the CIPHER
community, identify the leader-
ship team, and develop a plan for
coordinating K-16 schools and

across the years of schooling to
define the pathways for cyberse-
curity education

Diversity Task Force: develop plans
for inspiring and improving the
participation of underrepresented
groups and low-SES students
Human Resource Development Task
Force: identify effective ways to
support teachers, counselors, and
administrators to integrate cyber-
security into content areas in
K-12 curriculum

for a cybersecurity collaborative?
What are considerations we should
be cognizant of moving forward?
Looking ahead three to five years,
what will success look like for
CIPHER? What should our imme-
diate next steps be? The following
focus group themes aided in the
development of the second iteration
of CIPHER:

= Creating a central hub: Attendees
expressed a desire to streamline

Cyberattacks have become more common,
sophisticated, and harmful, while, at the
same time, there is a critical shortage
of cybersecurity professionals.

Infrastructure Task Force: under-
stand the structure support in
different schools and classify
schools into three tiers: those
with high-SES students and sub-
stantial computer and Internet
infrastructure (tier 1), those with
computers for every student but
limited Internet access (tier 2),
and those with many low-SES
students and no computer and
Internet infrastructure (tier 3);
make recommendations on curri-
cula and infrastructure support to
ensure the equity of the proposed
cybersecurity education
Research and Assessment Task
Force: develop an assessment
plan; identify a pilot program to
test hypothetical approaches, col-
lect data, and understand what
administrators/teachers/counsel-
ors/parents need to know and be
able to do to support cybersecu-
rity education; create a plan to dis-
seminate research outcomes and
solidify CIPHER partnerships.

We asked numerous questions:

myriad initiatives in the cyberse-
curity education space. The col-
laborative emphasis of CIPHER
was seen as beneficial, as there
was a lack of collaboration among
school districts that had cyberini-
tiatives (generally due to a lack of
capacity and funding resources);
a central coalescing mechanism
such as CIPHER could address
that gap. Essentially, the attendees
believed CIPHER was necessary
and felt that the initiative’s timing
was serendipitous.

Collaborating, not “bombarding”:
Another interesting but not sur-

prising finding was that K-12 fac-
ulty sometimes felt that higher
education institutions were “bom-
barding” them with initiatives,
although colleges and universities
could also be seen as “partners”
and “collaborators.” The attend-
ees viewed CIPHER as highly
favorable due to the central role
K-12 educators would have in
the initiative.

Building an authentic pipeline:
Much of the conversation around

colleges to establish articulations ~ What are your hopes and expectations this question revolved around
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developing a collaborative “pipe-
line” from K-12 schools to higher
education to the workforce. The
need to focus on a comprehen-
sive cybersecurity curriculum,
access for all students, and train-
ing for teachers would be embed-
ded in the concept. While there
appeared to be pockets of success
in crafting cybersecurity curricula
and providing training to teach-
ers, none of the attendees cited a
cohesive framework/approach.
Some school representatives said
there were different departments
within the same district that
oversaw cybersecurity efforts but
rarely interacted. For example, in
one district, the responsibility for
developing and teaching cyberse-
curity could be spread across the
career and technical education,
science, and mathematics depart-
ments, with little collaboration.

Partnering with employers: Busi-
nesses expressed concern about

the challenges to finding cyber-
security talent and the need to
establish internships and appren-
ticeships for high-schoolers and
university students. A centralizing
hub, such as CIPHER, was seen
as a viable mechanism to broker
partnerships across educational
and industry boundaries while
engaging in substantive research
to learn iteratively about how to
better establish collaborations.

Taking action, not just meeting: The
attendees spoke to the need for
immediate action and said they
did not want to be involved in a
years-long “planning-only” ini-
tiative. Attendees saw CIPHER’s
initial focus on planning and de-
velopment as a drawback and
expressed the need to demonstrate
immediate, actionable results to
prove the concept and build trust
with partners. They advocated
for small work groups with spe-
cific time frames and deliverables.
As part of the action orienta-
tion, attendees affirmed the work
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group concept in the original
CIPHER design

= Fostering inclusivity: Attendees
described the need to include rep-
resentatives from all stakeholder
groups, including teachers, admin-
istrators, school counselors, busi-
ness partners, higher-education
personnel, and students.

Iteration 2

Changes were made to the CIPHER
planning and to the initiative’s mis-
sion and vision based on the sur-
vey data and focus group findings
from iteration 1. We combined the
Diversity and Infrastructure task
forces into one group to eliminate
redundancy. The task forces were
populated with volunteers from
the initial launch meeting and
with additional educators recruited
through monthly meetings where
the CIPHER concepts continued to
be explored and the framework was
further developed. Additionally,
task force leads were selected from
the educator partners to coordinate
the teams, including gathering data
for future meetings.

Another outcome of iteration 2
was the decision to focus on K-12
partners for five months (Septem-
ber-January) before including
additional business and industry
collaborators in the design process.
The following elements were iden-
tified in iteration 2 through focus
group (task force) meetings as
essential components to the next
CIPHER iteration, both in the
planning phase and in the initia-
tive’s design:

= Building understanding among inter-
nal and external stakeholders: At
times, there was a marked disso-
nance about the meaning of cyber,
cybersecurity, and computer sci-
ence. The task force members over-
whelmingly expressed the need for
K-12 schools to have a common
understanding of cybersecurity,

career trajectories for students
interested in cyberfields, and
the preparation teachers need to
lead courses in this area. CIPHER
was seen as amechanism to develop
this common understanding
across districts.

Unpacking cybersecurity and com-
puter science: In relation to devel-
oping a common understanding
of cybersecurity among stakehold-
ers, task force members described
the need to better understand
how school districts envision and
teach cybersecurity and com-
puter science.

Communicating and marketing:
Task force members discussed the
necessity for focused, clear, and
ongoing communication and mar-
keting campaigns for CIPHER,
including during the planning
phase, to build interest in and sup-
port for the consortium.

Fostering hands-on professional de-
velopment: As noted, our educator
stakeholders emphasize taking
action rather than just “discuss-
ing” the possibilities for CIPHER.
This dovetails with our DBIR
approach and, as such, multiple
professional development oppor-
tunities have been explored and
are in the planning phases to be
implemented in 2021. They will
be used as a vehicle to build inter-
est in CIPHER, provide needed
skills to educators, identify areas
of additional improvement for
teaches and administrators, and
gather critical information to
develop the K-16 cyberpipeline.
Leading cyber in schools: One area
that was underdeveloped in the
initial CIPHER design related to
exploring the role of K-12 educa-
tional leaders. While our original
goal was to support school-level
leaders in their work leading effec-
tive and high-quality cybersecu-
rity training programs, we have
also come to better understand
how different school districts are
developing and implementing
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cybersecurity curricula in classrooms.
As aresult, the CIPHER group needs to
broaden its understanding of cyberse-
curity education leaders. In turn, as we
work to identify those responsible for
developing and implementing cyber-
security programs, we can enhance our
support of their work and design devel-
opment programs tailored to them.

= Creating an advisory pipeline: A final area
that the task forces have emphasized is to
help to create an advisory pipeline that
will help students outline their pathways
to cybersecurity careers.

O ur findings from the first iterations
of CIPHER show there is a strong

desire among K-12 educators to partner
with one another and with institutions of
higher education to develop a cohesive
approach to preparing students in the area
of cybersecurity. In the subsequent months
of the CIPHER planning phase, we intend
to use the themes to further develop the
model, which we anticipate will include
incorporating high-school and college
students into committees; host profes-
sional development sessions focused on
cybersecurity (norming around a com-
mon understanding, curriculum design
and instruction, and the development of
academic pathways for students interested
in cybersecurity) for teachers, professional
school counselors, and administrators;
and codesign curricular K-16 cybersecu-
rity pathways for students. Because of our
DBIR approach, we are able to design and
implement the model while studying the
efficacy of the effort and making iterative
changes based on ongoing research.

Our hope is that this work will lead to
fundamental findings about what adminis-
trators, educators, counselors, and parents
need to know and be able to do to support
cybersecurity education. The anticipated
outcomes include the establishment of a
CIPHER RPP that engages all stakehold-
ers, a deep understanding of the current
knowledge and infrastructure gap, and the
creation of an inclusive model for K-16
cybersecurity education, which can be
replicated nationwide to bring cybersecu-
rity education to all students. m
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