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Abstract—Virtual NetworkFunctions(VNFs)aresoftware
implementationofmiddleboxes(MBs)(e.g.,firewallsandproxy
servers)thatprovideperformanceandsecurityguaranteesfor
virtualmachine(VM)cloudapplications.Inthispaper,westudy
anewVMflow migrationproblemfordynamicVNF-enabled
clouddatacenters(VDCs).ThegoalistomigratetheVMflows
inthedynamicVDCstominimizethetotalnetworktrafficwhile
load-balancingVNFswithlimitedprocessingcapabilities. We
refertotheproblemasFMDV:flowmigrationindynamicVDCs.
Weproposeanoptimalandefficientminimumcostflow-based
flowmigrationalgorithmandtwobenefit-basedefficientheuristic
algorithmstosolvetheFMDV.Viaextensivesimulations,weshow
thatouralgorithmsareeffectivein mitigatingdynamiccloud
trafficwhileachievingloadbalanceamongVNFs.Inparticular,
allouralgorithmsreducedynamicnetworktrafficinallcasesand
ouroptimalalgorithmalwaysachievesthebesttraffic-mitigation
effect,reducingthenetworktrafficbyupto28%comparedto
thecasewithoutflowmigration.

Keywords–VirtualNetworkFunctions,Load-Balancing,
FlowMigration,DynamicCloudDataCenters

I.Introduction

Background.Oneofthebuildingblocksofmoderncloud
datacentersisvirtualization,whereinclouduserapplications
previouslyrunningonmultiplephysicalmachines(PMs)can
nowrunasvirtualmachines(VMs)inasinglePM[7].The
benefitsofvirtualizationincludereducedITexpenses,en-
hancedresiliencyofITinfrastructure,andincreasedefficiency
andproductivity.Recently,NetworkFunctionVirtualization
(NFV)hasbecomeaneffectivevirtualizationtechniquethat
achievesflexiblecloudservice managementinthecloud
computingenvironment[15].WithNFV,proprietaryhardware
middleboxes(MBs)suchasfirewallsandcacheproxiescan
nowbeimplementedasvirtualnetworkfunctions(VNFs)run-
ningaslightweightcontainersoncommodityhardware[14].
Beingprovisionedasdifferentservicesinclouddatacenters,
VNFsprovidesecurityandperformanceguaranteestocloud
userapplicationsinaflexibleandcost-effectivemanner. We
refertotheclouddatacentersthatimplementVNFstoprovide
networkservicesasVNF-enableddatacenters(VDCs).
WhilethehardwareMBshavededicatedhardwareresources

suchasCPU,memory,oraccelerators,softwareVNFsusually
havelesspacketprocessingcapabilityandaremoreproneto
softwarebugs,malfunctions,andmisconfiguration.Assuch,
VNFscanbemoreeasilyoverloadedbythehighVMcloud
trafficandcausepacketlossandtrafficdelayin VDCs.

Therefore,howtoload-balancetheVNFsisanimportant
probleminVDCs.
Fortunately,thesoftwareimplementationofVNFsmakesit
possibletoreplicateandplacemultipleVNFinstanceseasily
insidetheVDCs[9].WithmultipleinstancesofthesameVNF,
theVMcloudtrafficinVDCsjustneedstovisitoneofthe
instancestoachievethesecurityandperformanceguarantees
broughtbythe VNF.Bydistributing VMnetworktraffic
amongmultipleVNFinstances,itnotonlyachievesload-
balancetocloudnetworktrafficthusreducingcloudnetwork
congestionsbutalsoachievesload-balancetoVNFinstances
thusprolongingtheirfunctionallifetime.

DynamicandDiverseCloudTraffic.Recentreportsabout
FacebookandotherproductiondatacentersobservethatVM
trafficloads(i.e.,transmissionratesandbandwidthdemands)
arehighlydiverseanddynamicamongdifferentclouduser
applications.Itshowsthatthevariousanddistinctservices
indatacentersexhibitdifferenttrafficpatternsandtheheavy
hittersareboundtoburstyandrapidlychanging[18].Another
recentexampleisZoomcloudconferencing[1],whereone
Zoom MeetingConnectorVM[2]couldsupportconference
meetingsfromafewparticipantsoflowtrafficratestoup
to1000participantsofhightrafficrates.DifferentZoom
meetingscouldlastfromminutestohoursintheformof
videos,voices,orchattextsandconsumedramaticallydiffer-
entamountsofnetworkbandwidth.Suchdynamicanddiverse
traffic,ifnotdealtwithwell,coulddeterioratetheutilization
ofcloudresourcessuchasbandwidthandenergyinVDCs.

Our Contributions. Wepropose migrating VMflowsto
alleviatethedynamictrafficinclouddatacenters.Inparticular,
weidentify,formulateandsolveanewVMflowmigration
problemcalledFMDV:flow migrationindynamicVDCs.
ThegoalofFMDVisto migratethe VMflowsinthe
dynamicVDCstominimizethetotalnetworktrafficwhile
load-balancingVNFswithlimitedprocessingcapability. We
proposeanoptimalminimumcostflow-basedalgorithmand
twobenefit-basedefficientheuristicstosolvetheFMDV.Via
extensivesimulations,weshowthatouralgorithmsareeffec-
tiveinoptimizingthenetworkresourcesaswellasachieving
loadbalanceamongVNFs.Inparticular,allouralgorithmscan
reducedynamicnetworktrafficinallcasesandouroptimal
algorithmalwaysachievesthebesttraffic-mitigationeffect,
reducingthenetworktrafficby28%comparedtothecase



withoutflowmigration.

II.Related Work

Migratingactivein-processflowsamongVNFshasbeen
activeresearchinrecentyears.Someresearchfocusedon
guaranteeingloss-freeandorder-preservingflowstatesand
packets.Forexample,Wangetal.[22]designedadistributed
flowmigrationframeworktodecouplethestatetransferand
packetsmigrations,whichallowsoptimizingthetwoprocesses
separatelyandinparallel.AnotherissueisVNFelasticity
control,whichstudieshowtoscaleout,scalein,andload-
balanceVNFsdependingonthetrafficload.Sunetal.[19]
builtaflowmigrationcontrollertoachieveVNFelasticity
controlbyselectingflowsformigrationswiththegoalof
minimizingtheloadvarianceofVNFinstances.Qazietal.
[16]proposedtominimizethemaximumloadofaVNFto
achieveVNFload-balancingandshowedittobeNP-hard.
Incontrast,ourflow migrationtechniquesarespecially

designedtomitigatedynamicnetworkscenarioswhereinthe
trafficratesofVMflowsarechanging. Weachieveload-
balancingofVNFsbyspecifyingthateachVNFhasalimited
processingcapacity.Therefore,insteadof minimizingthe
maximumloadortheloadvarianceofVNFinstances,ourgoal
istomigratetheflowsamongVNFstominimizetheirtotal
communicationcostwhilerespectingthecapacityconstraint
ofVNFs. Weareabletoproposeatime-efficientminimum
costflow-basedoptimalsolution.
Quetal.[17]presentedadynamicflowmigrationproblem

forSDN/NFV-enabled5Gcommunicationsystems.Itconsid-
eredservicefunctionchains(SFCs)andformulatedamulti-
objectivemixed-integeroptimizationproblemthataddresses
thetrade-offbetweenload-balancingandreconfigurationover-
headofSFCs.AsitisNP-hard,itpresentedaneffectiveheuris-
ticalgorithmthatdoesnothaveaperformanceguarantee.In
contrast,byassumingeachVMflowonlyaccessesoneVNF
instance,weareabletocomeupwithanoptimalandefficient
dynamicflowmigrationschemethatoptimizescloudresources
inadynamicenvironment.
Alqarnietal.[6]proposedanMBassignmentproblemin

policy-drivendatacenters.ThegoalistoassignVMflows
to MBstominimizethecommunicationcostofalltheVM
flows.However,itassumedthatallVMflowshavethesame
trafficrates.Moreimportantly,itdidnotconsiderthedynamic
cloudtrafficaddressedinthispaper. Weinsteadpropose
migratingVMflowstomitigatethedynamiccloudtraffic.
Somepreliminaryresultsofthisworkappearedinanunder-
graduateresearchconference[3],inwhichonlytwobenefit-
basedflow migrationtechniqueswereproposed.However,
bothalgorithmsareheuristicalgorithmsthatdonotprovide
anyperformanceguarantee.Thispaperproposesaminimum
costflowoptimalandefficientflowmigrationschemethat
alwaysoutperformsthetwoheuristics.
Thereareworksthatemployedmachinelearningtechniques

toestimatenetworktrafficratesinordertoadjust VNF
deployment[10],[23],[21].AnotherlineofworkisbyCuiet
al.[8]andFloresetal.[11],whichproposedmigratingVMs

insteadofVNFstoamelioratedynamictrafficinclouddata
centers.OurworkinsteadfocusesonmigratingtheVMflows
whileaddressingtheload-balancingissueofVNFs,whichis
differentfromalltheexistingwork.

III.ProblemFormulationofFMDV

Network Model.WemodelaVDCasanundirectedgeneral
graphG(V,E).V=Vp∪VsincludesasetVpofPMsandaset
Vsofswitches,andEisthesetofedges.Weusefat-trees[5]
toillustratetheproblemanditssolutions,butourproblemand
solutionsareapplicabletoanydatacentertopology.Thereare
lcommunicatingVMflowsQ={q1,q2,...,ql},whereflow
qi=(vi,vi)consistsoftwoVMsviz.viandvithatcommu-
nicatewitheachotherfollowingsometrafficrates.Thetraffic
rateofaflowisthecommunicationfrequencyorbandwidth
demandofthisflow.LetV={v1,v1,v2,v2,...,vl,vl}and
v∈Vislocateds(v)∈Vp.

Letλidenotethetrafficrateofqiatsomemomentand−→
λ= λ1,λ2,...,λl thetrafficratevectorofthelVMflows.
InadynamicVDC,thetrafficrateofaVMflowchangesover

time,
−→
λisthusnotaconstant.Fig.1showsafat-treewith

16PMsandtwoVMflows:q1=(v1,v1)andq2=(v2,v2)

withinitialtrafficrates
−→
λ= 100,1.

VNF Model. There are m VNFinstances M =
{vnf1,vnf2,...,vnfm}intheVDC.Forsecurityandperfor-
mancepurposes,eachcommunicatingVMflowqimustvisit
oneoftheVNFinstances. Weassumethateachswitchis
attachedwithaserverthatcaninstallVNFs[24]. Wealso
assumethattheVNFsareinstalledonserversofdifferent
switches;thatis,vnfjisinstalledonswitchw(j)∈Vsand
w(j)=w(j)ifj=j.Theprocessingcapacityofvnfj
isκj,meaningitcanprocessatmostκjVMflowsatthe
sametime.Obviously,wehave

m
j=1κj≥l.Fig.1showsa

fattree-basedVDCgraphwithtwoVNFinstances:vnf1and
vnf2withκ1=κ2=1.TableIshowsallthenotations.

TABLEI
NOTATIONSUMMARY

Notation Explanation
Vp ThesetofPMsinaVDC
Vs ThesetofswitchesinaVDC
Q ThesetoflVMflowsinaVDC,qi=(vi,vi)
λi Trafficrateofqi,1≤i≤l
M ThesetofmVNFinstances,vnfj,1≤j≤m
s(v) ThePMwhereVMvislocated
w(j) Theswitchwherevnfjisinstalled
κj Theprocessingcapacityofvnfj
w(u,v) Theweightofedge(u,v)∈E
c(u,v) ThecostbetweenanytwonodesuandvinaVDC
ci,j Thecommunicationcostofqiwhentraversingvnfj
τ(i,f(i)) Thetotalmigrationandcommunicationcostofqi

underflowmigrationschemef
Cpc ThetotalcommunicationcostofallVMpairsat

initialVNFassignmentp

Cfc Thetotalcommunicationcostafterflowmigrationf

Cfm Thetotalflowmigrationcostundermigrationf

Cft Thetotalcomm.andmigra.cost;Cft=C
f
m +C

f
c



Fig. 1. A VDC graphG(V, E), which is ak-ary fat tree withk=4and 16 PMs. There are two communicating VM flows:(v1,v1)and(v2,v2)with
initial traffic rate vector100,1, and two VNF instances:vnf1andvnf2. The capacities of VNFsκ1=κ2=1.

Cost Model.Each edge(u, v)∈Ehas a costwu,v, indicating
either the delay or energy cost on this edge for one unit of VM
communication or flow migration. Given any PM or switchu
andv, letc(u, v)denote the cost of the shortest path betweenu
tov. Letci,jbe thecommunication costfor VM flowqiwhen

it visitsvnfj;ci,j=λi·cs(vi),w(j)+cw(j),s(vi) .

Theflow migration costof migrating any VM flow from
vnfitovnfjisμ·cw(i),w(j). Hereμisflow migration
coefficient, which is the ratio between costs of VM flow mi-
gration and VM communication. It represents the relative size
of memory or data packet transferred in VM flow migration
and VM communication.
Letp:[1,2, ..., l]→ [1,2, ..., m]denote theinitial VNF
assignment, indicating thatqi ∈ Q is currently visiting
vnfp(i) ∈M while the capacity constraints of VNFs are
satisfied:|{1≤ i≤ l|p(i) =j}| ≤κj,1≤ j≤ m.
The communication cost ofqiwith pis thenci,p(i) =

λi·cs(vi),w(p(i))+cw(p(i)),s(vi) .Denote the total

communication cost of all thelVM flows withpasCpc.

Cpc=
l
i=1λi·cs(vi),w(p(i))+cw(p(i)),s(vi) .

EXAMPLE 1:In Fig. 1(a), with initial traffic rate vector of
100,1, the optimal VNF assignment is that(v1,v1)traverses
vnf1following dark blue line while(v2,v2)traversesvnf2
following light red line, resulting in minimum total cost of
100×4+1×8 = 408. Next, in Fig. 1(b), due to dynamic
traffic, the traffic rate vector changes to1,100. The resultant
VM communication cost becomes1×4 + 100×8 = 804,a
dramatic and an almost 100% increase.
Therefore, there is a need to migrate the VM flows from

one VNF instance to another in order to reduce the network
traffic while still satisfying the capacity constraints of VNFs.
As migrating flows incurs network traffic and cost, we need to
find an optimal flow migration scheme to minimize the total
VM flow migration and communication cost, as defined below.

Problem Formulation of FMDV.We define aflow migration
functionasf:[1,2., ...l]→[1,2, ..., m], meaning that the flow
qiwill be migrated from its current VNFvnfp(i)to another
VNFvnff(i).f(i)=p(i)means the flow of(vi,vi)does

not migrate. LetCfm =μ·
l
i=1cp(i),f(i) be thetotal

migration costof all thelVM flows with flow migrationf.
LetCfcbe thetotal communication costof all VM flowsafter

VM flow migrationf. LetCft be thetotal costof VM flow
migration and communication after flow migrationf. Then,

Cft=C
f
m +C

f
c

=μ·
l

i=1

cp(i),f(i)+

l

i=1

cs(vi),w(p(i))+cw(p(i)),s(vi) .

(1)

Letτ(i, f(i)) =μ·cp(i),f(i)+ cs(vi),w(p(i))+

cw(p(i)),s(vi) , which is the total migration and com-

munication cost of flowqiwith migration schemef. Then
Cft =

l
i=1τ(i, f(i)). The objective of FMDV is to find

a flow migrationfsuch thatCft is minimized under the
processing capacity constraint of VNFs:|{1≤i≤l|f(i)=
j}| ≤κj,1≤j≤m.
EXAMPLE 2:Continuing with Example 1, Fig. 1(c)
shows that if we migrate(v1,v1)to visitvnf2and(v2,v2)to
visitvnf1, the total communication cost reduces to1×8+
100×4 = 408. Assumingμ=10, the incurred flow migration
cost is10×2+10×2=40. So total cost is408 + 40 = 448,
a 44.3% decrease compared to 804 before flow migration.

IV.Algorithmic Solutions of FMDV

In this section, we present one optimal and efficient algo-
rithm and two efficient heuristic algorithms for FMDV.

A. Optimal Algorithm.

First, we show that FMDV in a VDC graph is equivalent to a
minimum cost flow problem (MCF) [4] in a properly converted
flow network. Given a directed graphG =(V,E)with a
source nodesand a sink nodet, each edge(u, v)∈E has
a capacityc(u, v)as well as a costd(u, v), andf(u, v)is the
flow on an edge(u, v)∈E. The goal of MCF is to find a flow
functionfto minimize the total cost of transmittingyamount
of flow fromstot, i.e.Σ(u,v)∈E d(u, v)·f(u, v), subject
to (a) capacity constraint:f(u, v)≤c(u, v),∀(u, v)∈E, (b)
flow conservation constraint: u∈Vf(u, v)= u∈Vf(v, u),
for eachv∈V−{s, t}, and (c) the net flow out ofsand
the net flow intotare bothy. MCF can be solved efficiently
by many combinatorial algorithms [4]. We adopt the scaling
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Fig.2. TheflownetworkG(V,E)convertedfromG(V,E)inFig.1.

push-relabelalgorithmproposedbyGoldberg[12],asithas
thehighestperformancecodesavailableforsuchnetworkop-
timization.IthasthetimecomplexityofO(A2·B·log(A·C)),
whereA,B,andCarethenumberofnodes,numberofedges,
andmaximumedgecapacityofG(V,E).
Fig.2showshowtoconverttheVDCgraphG(V,E)in
Fig.1intoanewflownetworkG(V,E).LetV ={s}∪
Q∪M∪{t},wheresandtarethenewsourceandsinknode,
andE ={(s,qi):qi∈Q}∪{(qi,vnfj):qi∈Q,vnfj∈
M}∪{(vnfj,t):vnfj∈M}.Foreachedge(s,qi),setits
capacityas1andcostas0.Foreachedge(vnfj,t),setits
capacityasκjandcostas0.Foreachedge(qi,vnfj),setits
capacityas1andcostasτ(i,j).Finally,wesetthesupplyats
andthedemandattasl,indicatingthattherecouldbelVM
flowmigrations.Thisconversiontechniqueand MCF-based
solutionaresimilartothoseusedin[6].
Theorem1:TheFMDVisequivalenttoMCFinG.

Proof:Weshowthatbyapplying MCFupon G(V,E),it
achievesallthreerequirementsneededforoptimalVMflow
migration.First,eachofthelVMflowsismigratedtoexactly
oneVNFinstance.Astheamountofsupplyatsislwhile
thecapacityofeachedge(s,qi)isone,avalidflowofl
amountfromstotmusthaveoneamountoneachedge(s,qi),
1≤i≤l.Duetoflowconservationatanynodeqi,one
amountofflowthuscomesoutofqiandgoesintoexactly
oneoftheVNFinstancesvnfj.ThisresultsineachVMflow
ismigratedtoexactlyoneVNFinstance.Second,astheedge
capacityof(vnfj,t)isκj,itguaranteesthatvnfjdoesnot
takemorethanκjVMflows.Third,suchamigrationscheme
achievestheminimumtotalcommunicationandmigrationcost
forallthelVMflows.Asthecostonedge(qi,vnfj)isτ(i,j),
thetotalcommunicationandmigrationcostofflowqiwhen
itismigratedtoVNFvnfj,applying MCFalgorithmupon
G(V,E)thusgivestheminimumtotalcost.

B.Benefit-basedHeuristicAlgorithms.

Wefirstintroduceakeyconceptusedinouralgorithms.
Definition1:(BenefitofFlow Migration.)GivenaVDC

graphG(V,E)andinitialflowassignmentp(i),thebenefitof
migratingqifromvnfp(i)toanotherVNFvnfj,denotedas

Bji
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Thatis,Bjiequalsqi’scommunicationcostreductiondueto
itsmigrationminusitsincurredflowmigrationcost.Bji=
ci,p(i)−ci,j−µ·c(w(p(i)),w(j)).

Benefit-basedAlgorithm1.Algo.1worksasfollows.First,
wesortalltheVMflowsinthenon-ascendingorderoftheir
trafficrates.Then,wemigrateeachVMflowtoaVNFthat
givesthelargestbenefitwithoutviolatingthisVNF’scapacity.
ThiscontinuesuntilalltheVMflowsaremigrated.Notethat
astheVMflowsareinitiallyassignedtotheVNFsthusVNFs
couldbeintheirfullcapacity,weassumethattheVNFsare
initiallyemptyinordertomigratetheflows.However,this
doesnotaffectthecorrectnessofouralgorithmasfinallyeach
flowismigratedtoonlyoneVNFandthenumberofflows
migratedtoanyVNFinstancedoesnotexceeditsprocessing
capacity.Findingtheminimumcommunicationcostbetween
ofallflowstakeO(l·|V|2·log|V|).MigratingVMflowsto
VNFinstancestakesO(l·m),wheremisboundedby|V|.
ThereforethetimecomplexityofAlgo.1isO(l·|V|2·log|V|).

Algorithm1:Benefit-BasedAlgorithm1.
Input:AVDCG(V,E)withlVMflowsandmVNFs.
Output:Flowmigrationschemef(i)thatqiismigrated
fromvnfp(i)tovnff(i),andtheresultedtotal

communicationandflowmigrationcostCft.
Notations:p(i):qi’sinitialassignedVNFvnfp(i);
f(i):(vi,vi)migratestoVNFvnff(i);
loadj:thecurrentloadofvnfj,initially0;
Bi:thelargestbenefitofmigratingqi,initially−∞;

1. ComputeCpc,thetotalcommunicationcostunderinitial
VNFassignmentp(i);

2. SortallVMflowsinthenon-ascendingorderoftheir
trafficrates.WLOG,assumeλ1≥λ2,...,≥λl;

3. for(i=1tol)
4. Bi=−∞;
5. for(j=1tom)
6. if(loadj<κj)

7. Bji=ci,p(i)−ci,j−µ·c(w(p(i)),w(j));

8. if(Bji>Bi)

9. Bi=B
j
i,f(i)=j;

10. endif;
11. endif;



12. endfor;
13. Cpc=C

p
c−Bi;

14. loadf(i)++;
15. endfor;

16. Cft=C
p
c;

17. RETURN {f(1),f(2),...f(m)}andCft.

Benefit-BasedAlgorithm2.InAlgo.2,forVNFinstance
vnfj,wemigrateκjVMflowstovnfjthathavenotbeen
migratedandthatthosemigrationsgivethetopκjmaximum
benefitswhenvisitingvnfj.TherunningtimeofAlgo.2is
againO(l·|V|2·log|V|).

Algorithm2:Benefit-BasedAlgorithm2.
Input:AVDCG(V,E)withlVMflowsandmVNFs
Output:Flowmigrationschemef(i)thatqiismigrated
fromvnfp(i)tovnff(i),andtotalcommunication

andflowmigrationcostCft.
Notations:p(i):qi’sinitialassignedVNFvnfp(i);
f(i):(vi,vi)migratestoVNFvnff(i);
Fj:thesetofVMflowsmigratedtovnfj;
migratedi:trueifqihasalreadymigrated,initiallyfalse;

1. ComputeCpc,thetotalcommunicationcostunderinitial
VNFassignmentp(i);

2. for(j=1tom)
3. Fj=φ;
4. for(i=1tol)
5. if(migratedi==false)

6. Bji=ci,p(i)−ci,j−µ·c(w(p(i)),w(j));

7. Fj={i,B
j
i}∪Fj;

8. endif;
9. endfor;

10. SortFjinthenon-ascendingorderofB
j
i;

11. Fj={(x1,B
j
x1),(x2,B

j
x2),...},whereB

j
x1≥B

j
x2...;

12. for(k=1toκj)

13. Cpc=C
p
c−B

j
xk
;

14. f(xk)=j;
15. migratedxk=true;
16. endfor;
17. endfor;

18. Cft=C
p
c;

19. RETURN {f(1),f(2),...f(m)}andCft.

V.PerformanceEvaluation

Simulation Setting.Weinvestigatetheperformancesof
benefit-basedalgorithmsviz.Algo.1andAlgo.2(referredto
asBenefit1andBenefit2),andminimumcostflowalgorithm
(referredtoasMinCost).WecomparetheirtotalcostsofVM
flowmigrationandcommunicationwiththecasewithoutflow
migration,whichisreferredtoasNoMigration.Weconsider
smallk=8VDCswith128PMsandlargek=16VDCs
with1024PMs.TheVMsarerandomlyplacedonthePMs
andtheVNFinstancesarerandomlyplacedontheswitches.
Eachdatapointinalltheplotsisanaverageof10runs,and
theerrorbarsindicate95%
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smallk=8VDC,wesettheVNFprocessingcapacityκjas
l
m ,amoststressfulflowmigrationscenariowhereineach
VNFisoperatingarounditsfullprocessingcapacity.Forthe
largek=16VDC,wesetκjas2×

l
m asmoreresources

areavailableinlargeVDCs.

VaryingNumberofVMFlowsl.Fig.3varieslfrom100,
300,...,to900whilefixingthenumberofVNFinstancesm
as5andtheflowmigrationcoefficientµas100.Thetraffic
ratesofalltheVMflowsarerandomnumbersin[0,1000].
Thetotalcostofeachalgorithmincreaseswiththeincrease
ofl,asmoreVMflowsingeneralincurmorenetworktraffic.
Wealsoobservethatallthethreealgorithmsviz.Benefit1,
Benefit2,andMinCostyieldlesstotalnetworkcostcompared
toNoMigration,demonstratingthatourVMflowmigration
algorithmsareeffectiveinreducingnetworktraffic.

VaryingNumberofVNFInstancesm.Fig.4investigates
theeffectofm onthetotalnetworkcost. Wehaveseveral
observations.First,whenthereisonlyoneVNFinstance,the
threealgorithmsperformthesameastheNoMigration,asall
theVMflowsmustvisitthesameVNFindependentofthe
algorithms.Second,whenm=5and10,ourthreealgorithms
performbetterthanNoMigrationbyyieldinglowernetwork
cost,with MinCostperformingthebest. Withtheincrease
ofm,theperformanceimprovementofouralgorithmsupon
NoMigrationincreases,showingthatouralgorithmsareindeed
effectiveinreducingnetworktraffic.Finally,thetotalcostsof
allalgorithmsdecreasewiththeincreaseofm.Althoughthe
VNFsareoperatingintheirfullprocessingcapacityinall
cases,asVNFsarerandomlyplacedintothenetwork,there
aremoreVNFs(withfewercapacities)inthenetworkwhenm
islarge.ThisgivesVMflowsmoreoptionstochoosewhich
VNFstomigratetoinordertoreducethetrafficcosts.

DynamicCloudTrafficinVDCs.Next,weinvestigatehow
ouralgorithmsperforminadynamicscenario wherethe
trafficratesofVMflowsareconstantlychanging.AsMinCost
worksbestamongthethreealgorithms,wecompareMinCost
withNoMigrationfor10epochs.Atthebeginningofeach
epoch,alltheVMflowsrandomlychangetheirtrafficrates
tonewvaluesin[0,1000].Then,MinCostexecutesandfinds
anoptimalflowmigrationschemewhileNoMigrationsimply
recalculatesthetotalcommunicationcostofalltheVMflows.
Wesetmigrationcoefficientµas100and200.Fig.5shows
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Fig.5. Dynamicnetworktrafficin10epochs;k=8,l=500,m=5.

that MinCostoutperformsNoMigrationconstantlyinallthe
epochs.Further,itisabletoreducemorenetworkcostsat
µ=100comparedtoµ=200,duetosmalleroverhead
costofflowmigrationatµ=100.MinCostisabletoreduce
networkcostbyaround20%comparedtoNoMigration.

Performancesin Large-Scale VDCs.Finally,Fig.6in-
vestigatestheperformancesofouralgorithmsinlarge-scale
VDCswithlargenumbersofPMs,VMflows,andVNFs.We
considerk=16VDCsof1024PMsandvarylfrom1000
to3000whilefixingm as20andµas100.Itshowsthat
allourthreedesignedalgorithmsareabletoreducenetwork
trafficcomparedtoNoMigration.Inparticular,the MinCost
reducesupto28%ofnetworkcostcomparedtoNoMigration.
ThisshowsthatourVMflowmigrationalgorithmsachieve
efficienttrafficmitigationinlarge-scaleVDCsaswell.

VI.ConclusionandFuture Work

 0

 2×106
 4×106
 6×106
 8×106
 1×107
 1.2×107
 1.4×107

10001500200025003000

T
ot
al 
C
os
t

Number of VM Flows

NoMigration
Benefit2
Benefit1
MinCost

WeproposedanewflowmigrationproblemcalledFMDV
indynamicandVNF-enabledclouddatacenters.Thegoalof
FMDVistooptimizenetworkresourcessuchasbandwidth
andenergyconsumptionbyreducingthenetworktrafficvia
VMflowsmigrationamongdifferentVNFs. Weproposedan
optimalandefficientminimumcostflow-basedalgorithmand
twobenefit-basedefficientheuristicstosolvetheFMDV. We
showedviaextensivesimulationsthattheyarealleffective
traffic-mitigationtechniques,reducingthenetworktrafficby
upto28%comparedtothecasewithoutflowmigration.For
futurework,wewillconsiderSFCswhereinVMtrafficmust
traverseachainofVNFswithdifferentfunctions.Wewillalso
considerthattheprocessingcapacitiesofVNFsareinterms
oftotaltrafficratestheycanprocess,notthenumberofVM

Fig.6. Performancesinlarge-scaleVDCsofk=16,m=20,µ=100.

flowsassumedinthecurrentwork.Howtodesignanefficient
flowmigrationschemetominimizenetworktrafficbecomesa
newandchallengingproblem.
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