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ABSTRACT ACM Reference Format:

The ERN (Ecosystem for Research Networking) works to address
challenges that researchers face when participating in multi-campus
team science projects. There are a variety of technical and collab-
orative coordination problems associated with shared access to
research computing and data located across the national cyberin-
frastructure ecosystem. One of these problems is the need to develop
organizational policy that can work in parallel with policies at at
different institutions or facilities. Generally, universities are not
set up to support science teams that are distributed across many
locations, making policy alignment an even more complex issue.
We describe some of the work of the ERN Policy Working Group,
and introduce some key issues that surfaced while developing a
guiding policy framework.
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« Theory of computation — Interactive computation; - Gen-
eral and reference — Validation; « Social and professional top-
ics — Computing / technology policy; - Networks — Net-
work design principles; « Security and privacy — Security
protocols.
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1 INTRODUCTION - RESEARCH AND
LEARNING IN A HETEROGENEOUS
DIGITAL LANDSCAPE

Academic institutions are in the midst of fundamental changes to
the organization and provision of digital research and learning envi-
ronments. Systems are increasingly data-enabled, affecting the need
for new skill sets and professionalized roles to oversee and deliver
administrative, educational and research services. For research in
particular, the combination of increasing computational power and
high-speed networks provides a foundation for implementation of
new methods and access to distant instruments, and supports the
coordination of both large and small distributed projects. Beyond
the technical challenges, researchers interested in solving deeply
specialized disciplinary problems (e.g. finding pieces of a puzzle),
or multi and interdisciplinary teams organized to address systems-
oriented problems, often need access to cyberinfrastructure (CI)
and data resources that are housed across institutions and organi-
zations. Data, software, workflows, and expertise are resources that
must be available to users with minimal friction or impediment.
Alignment of institutional policy, procurement procedures, and
governance practices is arguably the next big challenge for ease-of-
access to distributed research resources. This short paper provides
an overview of key issues in the context of work undertaken by the
Policy Working Group of the Ecosystem for Research Networking
(ERN) to gather information to inform the selection of elements for
a framework to create federated CI policy.
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2 INFRASTRUCTURE-RELATED
CHALLENGES / BARRIERS TO
COLLABORATION

There is a significant base of literature on the organization
of scientific collaboration, team science, and the impacts of
cyberinfrastructure on the growth and production of science. Across
the social sciences are studies of the structure and function of teams,
processes of scientific communication and production, and the im-
pacts of digital and computing resources on the pace of knowl-
edge production. (See, for example, Team Science[1]; Cummings
& Kiesler (2005)[2], Stokols, et al. (2008)[5]). However, the role of
institutional functions in multi-institution CI federations has re-
ceived much less analysis, in part, perhaps because much of the
work that happens to resolve the challenges is generally invisible.
As computing resources and new sorts of instruments (e.g. spec-
trometers, high-resolution microscopes) have come on-line, at least
two kinds of practices are becoming regularized in project design:
Distributed, multi-disciplinary team-based activities proliferate,
and researchers from a variety of disciplines have access to remote
instruments. From a service perspective, the CI community has had
to develop policies and procedures for allocation and provisioning,
appropriate use, and user responsibilities for data. As local and
collective user bases grow and the scale of data increases, policies
and terms on data storage and maintenance are revised or added.
Often overlooked, though, are policies that apply across systems
which will intersect with regulations and procedures at different
levels of that system - like academic institutions - and these various
sets of policies are rarely designed to address common needs and
may not work in concert.

2.1 Multi-institution Arrangements for Shared
Cyberinfrastructure

In particular, universities are not set up to properly support team
science that spans multiple campuses, often because the right poli-
cies are not in place. As projects and production have become more
complex, local policies (where they exist) may conflict with an ex-
ternal organization’s policies. It is widely recognized that sharing
of regulated data involves a complex set of technical, administra-
tive, and legal measures. While the regulations are the same for all
institutions, the policies and agreements that support compliance
vary from institution to institution. As a result, most new inter-
institution collaborations must start with a negotiation of terms.
Approval and documentation requirements can be as challenging as
the technology, policies, and agreements needed to protect the data,
define responsibilities, and limit liability. A standard set of policies
and agreements, adopted by all participating institutions, could
reduce administrative overhead and allow projects to get started
more quickly. It could also make collaborative proposals more com-
petitive by assuring reviewers that data sharing agreements will
not become a roadblock. In addition, it could allow smaller and
minority-serving institutions to participate on a firmer footing in
projects involving regulated data. How do we standardize?

3 ECOSYSTEM FOR RESEARCH
NETWORKING

The Ecosystem for Research Networking[3] (ERN, formerly the
Eastern Regional Network), was formed in 2017 to address the
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challenges researchers face when participating in multi-campus
team science projects, associated with shared access to research
computing and data located within the national cyberinfrastructure
ecosystem. The ERN started as a regional effort for two princi-
pal reasons: (1) a desire for face to face interactions and physical
proximity to and access to shared instruments, and (2) unique char-
acteristics of our region - for example, the Northeast contains eight
different state university systems in a geographic area whose size
is comparable to that of California, nine different regional network
providers, and close to two-thousand colleges and universities of
all types and sizes, many of which are under-resourced or under-
represented. Though we originally kept our sights to the Northeast,
we came to realize that by addressing the challenges unique to the
region, expanding our scope beyond the Northeast would not be
any more difficult and, in fact, may be less of a challenge in some
locations.

Over time the ERN changed its scope when it realized through
its interactions with several research communities that the ERN
needed to treat physical scientific instruments such as telescopes,
research vessels, sequencers, and scanning electron microscopes on
an equal footing with research computing, storage, and networking
in regional cyberinfrastructure planning. There is a need to access,
move, store, and process the massive amounts of data generated by
the scientific instruments, and to access the instrument remotely
through federated services available to both the researchers and
their collaborators. Through interactions with the scientific and
cyberinfrastructure communities the ERN learned that these capa-
bilities are often an afterthought when implementing instruments,
which can limit the value of these major investments and lead to
complications when sharing the instruments and the data. Well
defined policies are necessary for maximum use. The ERN is now
formulating a federated solution to these campus core services fo-
cused on the challenges of collaborative research and education
and the supporting policies, enabling the ability to offer their in-
struments as a service to a broader community, while under local
institutional control.

The ERN has organized several working groups to lead the devel-
opment of necessary aspects of the organization. These include an
Architecture and Federation group, the Broadening the Reach group
representing under-resourced and under-represented institutions,
and a Policy group, which meet independently and in concert to
align design decisions and the respective policies. Over the past two
years, the Policy Working Group met regularly to put together a pol-
icy framework that would facilitate engagement and participation
of multiple institutional members with varying cyberinfrastructure
resources. A significant part of this effort was to gather expert
information on a set of integral components and learn about how
they work in practice, particularly those at the intersections with
other organizations, technologies, and institutional processes.

4 STRATEGIES FOR POLICY DEVELOPMENT

Policies are a necessary component of collaboration, sharing, and
oversight and a key part of a research infrastructure at a university.
A sort of framework was needed for discussions to guide decisions
on policy scope and specifics. The ERN Policy Working Group fo-
cused first on information gathering: We reviewed examples of
organizational policies and Charters (ACCORD, Gulf Coast Con-
sortia, Open Storage Network, Open Science Grid, & QUILT), and
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engaged with university administrators and technical experts (Rut-
gers University, University of Virginia, Internet2/InCommon) to
identify aspects that must be considered in creating new policies
and procedures intended to lower barriers to sharing knowledge,
data, infrastructure, and people. The Policy Working Group en-
gaged with the ERN community, and held focused sessions at All
Hands meetings to report updates and gather input. In addition, we
held joint meetings with the Architecture and Federation Working
Group for iterative conversations on progress. Regularizing this
process is important to assure that both groups are informed on
any changes or emergent dependencies that would impact design,
planning, procurement, provisioning, or policy alignment.

5 MINIMUM VIABLE RESOURCE MODEL

As the group worked to frame the relevant facets of action and
oversight for the policy framework, one of our meetings was on
DataVerse and the FAIR Principles[6], and the kinds of changes hap-
pening in research data sharing practices and data services (such
as repositories and catalogues). This discussion included the role
of technology in policy implementation, barriers and incentives for
new practices, and culture change. In 2019, Brian Nosek, Director of
the Center for Open Science, published a blog post on Strategy for
Culture Change[4] that articulated a framework for organizing ac-
tion toward collective behavior change. Inside the pyramid (Figure
1) are the layers of responsibility and action, and the accompanying
text (on the right) outline the mechanisms for change. Below the
pyramid is text listing the layers of the initial policy framework
identifying aspects of distributed responsibility or policy action.
The mechanisms for change need further development, but include
a range of management documents and agreements.

Strategy for Culture Change

June 11th, 2019, Brian Nosek
Posted in: Reproducibility, Open Science, Culture Change, Behavior Change

Make it required

Make it rewarding

Make it normative

User Interface/Experience Make it easy

Layers - Bottom to Top

Infrastructure policy - inventory, sharing equipment, services, software licensing

User Policy - resource allocation, financial support, virtual organizations, identity management
Community Policy - Feceration; business matters; data protection, use and sharing; FAIR principles
Policy Supporting Incentives - joint purchasing cost benefits, multidisciplinary interaction

Organizational Policy - Bylaws, MOU, contracts, risk sharing, liability, auditability

Figure 1: Policy Framework

Albert Einstein famously said that one should, “make things
as simple as possible... but no simpler” This quote embodies the
concept of the Minimum Viable Resource model. In order for the
ERN to accomplish its stated goals of instrument and data sharing
across multiple universities, several things have to be put in place:
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o A model of instrument that can be shared

o Aset of processes for operation of that instrument in a shared
model

e A clear method of allocating responsibility and authority
among the parties

o A set of policies that allocate risk to these various parties

Development of a minimum viable policy set would include, for
example, consideration of, "Who controls the resource and rules
for gaining access?" "What is the asset allocation policy?" "What
are the criteria for trusted access (e.g. two factorial authentication,
ID Proofing)?" And, procedures that will need determination, such
as, "What are processes for creating guest accounts?” "What is the
a common approach to sharing regulated and unregulated data
across institutional boundaries?"

6 MOTIVATION FOR THIS WORK

University leadership is rightly leery of taking on risks, and policy
is a means for addressing risk and fostering trust. The benefits must
be seen to outweigh the risks when adopting new models of data
and resource sharing. One way to show this benefit to risk ratio
is by specifying the risks and showing the mitigation strategies.
This is a necessary component for hosting data and resources for
federal agencies. Compliance systems such as NIST 800-171 clearly
outline areas where mitigation is necessary to protect government
resources. Following a framework such as this one can help to
limit concerns at university leadership level, but these frameworks
bring a huge compliance burden with them. Risk management is
a necessary part of the technology world today, as is being able
to find the minimum amount of compliance-based overhead to
protect all the resources we oversee. Even public data we hold, such
as weather data should be stored as read-only to ensure integrity
and support reproducibility. So, generally we need appropriate
frameworks for addressing compliance and plan the work required
to protect resources to the level necessary. This is by definition a
part of the minimum viable resource model.

7 CONCLUSIONS

Funding agencies are promoting team science; but without pol-
icy guidance or proper infrastructure in place, navigating how to
access resources and share data across multiple institutions be-
comes too complex and risks slowing the pace of science rather
than easing sharing and access. The ERN’s vision is to simplify this
process by offering architectural designs that introduce federation,
standardization and accessibility by incorporating a comprehen-
sive set of policies and requirements needed for inter-operable,
sustainable, secure and compliant systems. These policies and pro-
cedures should be clean and clear, and based on the principles of
fairness, accountability, transparency and equity. Federated pol-
icy should complement local policies whenever possible, by being
broad and generally multilateral, and allow the generation of indi-
vidual bilateral agreements when necessary. The development of
a standard terms of use agreement as well as other management
documents and agreements could address liability and compliance
issues and help to avoid ad hoc negotiation of terms as is often
happens today. One solution, for example, is for new agreement
templates to be made available to institutions that do not already
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have them. The developing policy framework of the ERN Policy
Working Group should serve the broader research community by
reducing the impediments faced by science teams attempting to
access cyberinfrastructure and data resources hosted at remote
institutions, organizations and centers.
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