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Abstract—Key pre-distribution schemes are promising lightweight solutions to be placed as the cornerstone of key management
systems in multi-hop wireless networks. The intermediate decryption-encryption problem, however, is considered as the security threat
of such schemes. Multi-path algorithms have been proposed to face such a shortcoming. Alas, these solutions are vulnerable against
the node capture attack, where the attacker compromises a fraction of network nodes. In this paper, we propose BlocKP, a
Blockchain-based solution to increase the resistance of the network against the node capture attack. BlocKP utilizes disjoint key-paths
for a key exchange process, where the keying materials form a block at the source-side. Each key-path step generates the next block of
the Blockchain until the keying materials reach the destination. BlocKP is a general framework applicable to any key pre-distribution
schemes. We propose BlocKP in two versions BlocKP-I and BlocKP-II, where the latter enhance the resistance of BlocKP-I using
erasure codes at the cost of negligible control traffic. We analytically show that BlocKP improves the resistance of the network against
the node capture attack to almost perfect resistance, using just a small number of paths. We evaluate our solution by performing
extensive simulations, considering three baseline key pre-distribution schemes, including probabilistic asymmetric key pre-distribution
(PAKP), strong Steiner trade (SST), and unital key pre-distribution (UKP). We equipped these schemes with a compatible multi-path
algorithm to offer end-to-end security. Results show that BlocKP improves the throughput up to 5% and decreases the flow completion
time into 20% compared to baseline schemes. It has comparable routing traffic, latency, and throughput with augmented solutions but
up to 60% improvement in the resistance against the node capture attack.

Index Terms—Secure end-to-end communication, multi-hop wireless network, key pre-distribution, Blockchain.

1 INTRODUCTION

NMANNED Terrestrial vehicles (UTVs) and unmanned
Uaerial vehicles (UAVs) are increasingly deployed in
a variety of applications such as disaster relief, military
missions, terrain reconnaissance, traffic management, and
fire detection [1], [2]. UTVs and UAVs, in infrastructure-
free environments, use multi-hop cooperative networks as
their underlay communication network. The security of the
underlying wireless networks is critical in such highly sensi-
tive operations. Alas, the lack of trusted infrastructures and
limited node resources make securing communications in
such networks challenging. Concretely, while cryptography
is a general and powerful approach to improve security,
it is not well suited for such infrastructure-free networks.
This is because cryptography techniques, such as public
key infrastructure (PKI), commonly rely on a key manage-
ment system, and most of the key management tasks are
assigned to a trusted third party (TTP) or several distributed
TTPs that are based on infrastructure. In contrast, multi-
hop cooperative networks are fully decentralized and lack
a fixed infrastructure that can act as the TTP. Plus, nodes
in such networks have limited memory, computational, and
transmission resources. Consequently, the naive solution of
storing all keys in every single node for encrypting and
decrypting messages is not practical. The two main reasons
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are the need for a large amount of storage and processing
capability to deal with keying operations in large-scale
networks, and the fact that storing stationary keys limits
the network from updating them or adding new nodes to
the network.

Key pre-distribution schemes seem to be a promising
solution due to their distributed and lightweight nature
[3]. They store just k keys in each node, where k < n
and n is the number of network nodes. The set of stored
keys in each node is referred to as a keyring. Once a node
encrypts a message with a key, only those nodes with a
shared key are capable of decrypting it. Thus, a pair of
nodes can communicate directly and securely if they share a
common key. To establish a secure connection between two
nodes without a shared key, a key-path has to be found. The
key-path is an overlay path in which each pair of adjacent
nodes have a secure link between them!, i.e., they share
a common key. To exchange messages, the source initially
encrypts its message and forwards it to the first hop on the
overlay. The message is then routed over the overlay where
each intermediate hop, in turn, decrypts the data, encrypts
it again with a key shared with the next hop, and forwards
it to the next hop toward the destination.

The intermediate decryption-encryption (DE) steps are
an obvious security threat in key pre-distribution schemes
[4], [5]. To face this threat, several multi-path solutions have
been proposed to design a key-exchange process via multi-
ple disjoint paths [6], [7], [8], [9], [10]. The source and the
destination nodes after exchanging some keying materials

1. Note that this secure overlay link may span multiple physical

nodes, in reality.
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via disjoint paths, agree on a key and use it to encrypt and
decrypt their communication. The data communication is
then encrypted and decrypted at the endpoints, thus no
intermediate decryption-encryption steps remain. Although
such multi-path algorithms seem to survive the man-in-the-
middle attacks, they are still vulnerable against cooperative
attacks such as a cooperative version of the man-in-the-
middle attack [10]. The attacker can compromise most of
the communication by compromising more nodes. We show
in this paper that the multi-path solutions have a strong
resistance against node capture attack, but only up until a
specific node compromise rate of about 10%. The interesting
result is that when the rate of compromised nodes surpasses
this threshold rate, it causes significant resistance degra-
dation such that the baseline key pre-distribution schemes
show better resistance in comparison with the multi-path
solutions.

In this paper, we propose BlocKP, a Blockchain-based
multi-path key exchange algorithm that improves the resis-
tance of the network against the node capture attack. We
propose BlocKP in two versions BlocKP-I and BlocKP-II
We exploit the power of Blockchain in BlocKP-I to improve
the resistance using fix-length disjoint paths. The basic idea
is to send the keying material via multiple disjoint paths
such that the keying material form a block, and this block
is recalculated in each hop to form a Blockchain. The desti-
nation node, in turn, extracts the keying material from the
last block of each Blockchain. The Blockchain helps us to
keep the keying materials consistent and guarantees their
integrity. To keep the keying material consistent through
every Blockchain, we need fix-length disjoint paths. Next,
we propose BlocKP-II, a Blockchain-based algorithm which
uses erasure coding to improve the resistance of BlocKP-
I and relax its assumption of requiring fix-length disjoint
paths. We analytically prove the resistance of BlocKP and
show how it approaches the perfect resistance, even for a
small number of disjoint paths.

The performance of the proposed BlocKP algorithms are
evaluated using extensive simulations. First, we evaluate
the security strength of BlocKP. Thus, we simulate a mobile
ad hoc network with a percentage of compromised nodes.
We show that for the network with more than 10% of
compromised nodes, BlocKP-I and BloKP-II show about
40% and 60% improvement in the resistance of the network
against node capture attack in comparison with the state-
of-the-art key exchange solutions. We then simulate a net-
work in ns-2 to evaluate the performance of the proposed
algorithm for different number of nodes and different com-
munication loads. In our simulations, we simulate PAKP,
SST, and UKP schemes as the baseline key pre-distribution
schemes. We augment each of these schemes by a multi-
path solution to make their communication secure from end
to end. Results show that, in different network setting with
different network densities and different network loads,
BlocKP decreases the flow completion time up to 20% and
improves the network throughput up to 5% in comparison
with baseline schemes.

The contribution of this work is to address, for the first
time, the common vulnerability problem of the key pre-
distribution schemes against the large-scale node capture
attack. We propose BlocKP, a Blockchain-based multi-path
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key exchange solution which i) improves the resistance
of mobile ad hoc networks against the node capture at-
tack to more than 30% of captured nodes, in its BlocKP-I
version; it) reduces the number of required disjoint paths
by exploiting the power of erasure coding in its BlocKP-II
version. We further mathematically analyze the network’s
resistance against node capture attacks for several state-of-
the-art algorithms and both versions of BlocKP algorithms
and compare the analytical results with that of simula-
tions. In addition, we exhaustively evaluate the network
performance for different combinations of baseline key pre-
distribution schemes, the multi-path solutions, and BlocKP
under different network load and densities using the ns-2
network simulator.

The rest of this paper is organized as follows. We review
the literature work in Section (2). Then, we describe the
problem setting along with the adversarial model in Section
(3). We describe the proposed BlocKP algorithm in both of
its versions in Section (4). We evaluate the security strength
and the performance of the network in Sections (5) and (6),
respectively. Finally, we conclude the paper in Section (7).
The Appendix includes a brief description of elliptic curve

cryptography.

2 RELATED WORK

Eschenauer and Gligor [3] proposed the basic idea of key
pre-distribution schemes for wireless sensor networks with
minimal node resources. Their method was based on a
simple idea where several keys are chosen from a key-
pool and pre-loaded to each node before the network starts
working. Each pair of neighboring nodes can securely com-
municate if they share a common key. If they are not in
the communication range of one another or do not share a
common key, a key-path has to be formed between them.
The lightweight, fully distributed, and highly connected
nature of these schemes attracted the attention of many
researchers. However, the initial implementation of key pre-
distribution was highly vulnerable against node capture
attacks such that the attacker could compromise an entire
network’s communication by capturing a small number of
nodes.

Many researchers proposed extensions to the basic idea
of key pre-distribution to improve its security against node
capture attack. Chan et al. [11] proposed an algorithm to
enable direct communication between adjacent nodes if they
share at least ¢ common keys, where the pairwise key
is a combination of those keys. Liu et al. [12] proposed
to use bivariate polynomials and generate a pairwise key
using the polynomial to face the key leakage. Recently,
the concept of block design [13] is used to optimize the
pre-distribution of the keys. Bechkit et al. [14] proposed
Unital key pre-distribution (UKP), an interesting design for
key pre-distribution with a high key sharing probability.
Ruj et al. [15] proposed another block design based on
combinatorial trade, referred to as strong Steiner trade (SST),
with much higher resistance against node capture attack but
a much lower-key sharing probability.

Gharib et al. [16] proposed a probabilistic asymmet-
ric key pre-distribution (PAKP) scheme. This scheme pre-
distributes the public keys of the nodes in an asymmetric
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cryptosystem instead of relying on the symmetric system.
The idea requires a much higher computational capability
for the nodes. Hence, it is not suitable for sensor nodes
with extremely limited resources. However, it was proposed
for mobile ad hoc networks (MANETs) with higher node
capabilities. The interesting property of PAKP is that the
pair of nodes do not need to be in the communication range
of one another to have a direct secure link [17]. Liu et al. [18]
proposed another key pre-distribution scheme based on an
asymmetric cryptosystem.

Regardless of the nature of the underlying cryptosystem
being symmetric or asymmetric, most of the paths between
the pair of source and destination nodes include several
intermediate DE steps. Many of the key pre-distribution
schemes proposed to consider and enhance only the link
security, but not the entire path security [11], [19], [20], [21],
[22], [23]. However, the problem of intermediate DE steps,
which is the main security threat of entire path security, has
been mentioned in a few literature works [4], [7], [8], [9].

The well-known solution to face the intermediate DE
threat is to exchange some keying material via multiple dis-
joint paths. The primary drawback of multi-path algorithms
is the imposed traffic caused by these multiple paths. Ling et
al. [7] proposed a general multi-path solution for symmetric
schemes. They showed that only a small number of disjoint
paths are required to improve the resistance against node
capture attack and to approach the perfect resistance. Gharib
et al. [10] proposed a multi-path solution for asymmetric
schemes and showed that the imposed traffic due to the
multi-path data transfer not only does not increase the
total traffic overhead but also decreases this parameter by
solving the path stretch problem. The pair of nodes, which
do not have direct secure links, have to use a key-path,
which in most cases, is longer than the shortest physical
path. This issue is referred to as a path stretch problem. The
multi-path key exchange algorithms, after the key exchange
process, use the shortest physical path for data transmission.
Hence, they prevent data traffic overhead caused by the
path stretch.

We show in Section (5) that approaching the perfect re-
sistance against node capture attack by conventional multi-
path solutions is only possible for a low fraction node
capture rate. Capturing a higher fraction of nodes leads to
almost zero resistance even for a large number of disjoint
paths. This fact is the main motivation behind developing
our proposed BloKP algorithm.

3 PROBLEM SETTING AND ADVERSARIAL MODEL

In this section, we present a formal setting of the network
followed by the formal adversarial definition.

3.1 Network Model

We consider a multi-hop wireless network with n nodes,
each with a unique ID. All network nodes have the same
order of limited resources. Although in some cases, multi-
hop networks may have a limited structure, to general-
ize the problem, we assume an infrastructure-less network
without a central network manager. The nodes in the net-
work can be either stationary or mobile, like mobile ad
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hoc networks (MANET). A traditional routing algorithm
is presented to find the shortest path and an arbitrary key
pre-distribution scheme is used to secure data transmission
between network nodes. Since each node stores just k£ keys
in key pre-distribution and £ << n, there is no direct
secure connection between most of the nodes. However, a
chain of consequent direct and secure links establishes each
connection. The stored keys in each node are not necessarily
stationary. More flexible and practical key update solutions
could be considered as described in [24], [25]. However, in
any snapshot of time, each node stores k keys.

Assumption 3.1. We assume that the cryptosystem is secure
such that the encrypted message could not be decrypted without
the proper key. Hence, a direct secure link cannot be compromised
except by capturing the corresponding key.

Considering Assumption (3.1), the secure data transfer
problem could be reduced to compromising the keys. The
attacker can compromise the secret keys by compromis-
ing the network nodes. Our main goal is to transfer data
confidentially among the network nodes and decrease the
chance of the attacker to get access to the transferred data
by compromising network nodes. We formally define this
chance as the complementary probability of the resistance
of the network against node capture attack.

Definition 3.2. Resistance against node capture attacks is
the probability of accessing the transferred data by the attacker
when the attacker captures a specific percentage of entire network
nodes, uniformly at random. Obviously, the source and the desti-
nation nodes are assumed to be not captured.

We further assume that there is a one-way hash function
h(.), which satisfies the minimum conditions of a collision-
free function described in [26].

Assumption 3.3. There is a one-way function h(.), that generates
a fixed length hash value for any-length input. We assume that h(.)
is collision-free function.

3.2 Adversarial Model

The main goal of the adversary is to eavesdrop or alter the
transferred data between the uncaptured nodes. According
to Assumption (3.1), the adversary’s goal is reachable only
by capturing the corresponding key. Since the secret keys
are stored by nodes, the attacker needs to capture nodes .
We assume that the adversary can fully capture a fraction of
network nodes and get access to their stored keys. The ad-
versary can use the captured nodes to eavesdrop or modify
any packet forwarded by them. The adversary can also agree
with the captured nodes on specific values or policies. As an
instance, the attacker can agree with the captured node on
how to perform a man-in-the-middle attack cooperatively to
forge a pre-agreed key.

We assume a presence of a simple intrusion detection
mechanism capable of detecting the ID-spoofing, i.e. the
captured nodes cannot change the ID of the source node.
Since the captured nodes are simple network nodes, they
have the same limitation in processing and communication
capabilities as the honest nodes. Thus, there is no direct and
fast communication between the captured nodes such as
fiber.
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Assumption 3.4. We assume that the captured node uses the
same network to communicate between themselves. Hence, they
cannot broadcast a message to all other captured nodes at the
same time.

Assumption 3.5. In the case of multiple paths between the source
and the destination, the source node chooses the path uniformly at
random. Hence, the attacker is not able to guess the chosen path.

4 BLOCKP: SECURE DATA TRANSFER

BlocKP is, in essence, a three-phase Blockchain-based key
exchange algorithm followed by a secure data transfer—
the source node generates a request as a block and sends
the block via multiple disjoint paths to form multiple
Blockchains (Phase 1). The block is updated in each hop
and its consistency is checked until reaching the destination
(Phase 2). The destination, in turn, validates the blocks
and responds to the request such that the source and the
destination become able to extract a pairwise key (Phase 3).
The data can be then exchanged securely and efficiently be-
tween the source and the destination following the shortest
path. It is worthy to mention that the utilized Blockchain
engages only the participating nodes of disjoint paths in
the Blockchain consensus process. In Lemma (4.1) we show
that the only possible way for an attacker to get access to
transferred data is to perform a man-in-the-middle attack,
successfully. By calculating the probability of successful
man-in-the-middle attacks, we show that BlocKP improves
the resistance against node capture attack for any key pre-
distribution schemes, regardless of whether its underlying
cryptosystem being symmetric or asymmetric. We propose
BlocKP in two different versions, BlocKP-I and BlocKP-II.
BlocKP-I has a fairly simpler algorithm and is convenient
for a better understanding of the general idea of BlocKP.
BlocKP-1II, on the other hand, optimizes the resistance of
BlocKP-I against node capture attack as well as its perfor-
mance, by exploiting the power of erasure coding. Table (1)
lists the notations that we will use throughout the paper.

Lemma 4.1. Considering the attacker’s goal as eavesdropping or
altering the transmitted data, using BlocKP, the only possible way
to achieving this goal is to perform a man-in-the-middle attack,
successfully. Obviously, by altering the transmitted data, we mean
changing the data into other meaningful data.

Proof. According to Assumption (3.1), the attacker cannot
access the encrypted data except by having the correspond-
ing secret key. The true secret key is stored in the source
node and the destination node. Hence, the attacker needs
to compromise the source node or the destination node
to get access to the true key. The only other possibility is
to forge a fake key and let the source and the destination
nodes believe that this key is the true one. Forging such a
fake key is known as man-in-the-middle attack. Hence, the
only possible way for the attacker to achieve its goal is to
successfully perform a man-in-the-middle attack. O

BlocKP needs a public-private key pair for each node in
its key exchange process. Although any asymmetric cryp-
tosystem could be used along with BlocKP, we propose to
use elliptic curve cryptography (ECC) for its shorter key
length and lower power consumption in comparison with
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TABLE 1
The table of notations.

n Number of network nodes

k Size of key-ring

P Sufficient number of vertex-disjoint paths
0 Threshold for the number of duplicated keys
P(i) | Erasure code polynomial in the order of 6
S Set of collected shares by the destination
P Set of disjoint paths

T; Private key of node i

Yi Public key of node 7

ksa The source-destination pairwise key

B; The t" block in chain

b; The information of the it block

ID; | Unique ID of node %

h(.) | A collision free hash function

pi The i*" path

other asymmetric cryptosystems. In our system, each node
chooses its own private key and accordingly calculates its
corresponding pubic key % . Thus, BlocKP does not need
any central or trusted party. The use of asymmetric cryp-
tography is limited to signing at most two certificates by
the end nodes. Hence, it does not impose a considerable
overhead, as we show in Section (6).

4.1 BlocKP-I: Blockchain-based key pre-distribution

The general algorithm of BlocKP is as follows. In the first
phase, the source node finds multiple disjoint paths toward
the destination and builds a block of request. In the second
phase, the block follows disjoint paths toward the desti-
nation such that in each hop, the block is updated and
the hash value of the new block is attached to the block.
The majority consensus of the block is checked in each
hop. In the third phase, the destination sends a response
encrypted by the source node key, following the shortest
physical path. The three-phase algorithm makes the pair of
source and destination nodes able to calculate a pairwise
key. The three phases are then followed by symmetric data
encryption using the calculated pairwise key. The encrypted
data, in turn, follows the shortest physical path toward the
destination. The details of the three phases are as follows.

Phase 1: The source node finds a set P that contains
p number of equal-length vertex disjoint paths p;,7 =
0,1,...,p— 1. The source node then forms a request packet
to get the destination public key. The request packet is con-
sidered as the first block of the Blockchain and represented
by By. Each block B; is formed as

B; = (bi]|h(b:)), )

where the notation a||b represents the concatenation of a
and b,
bi = (ilesrc;IDdstyysrcarp7h(bifl))v (2)

y; is the public key of node ¢, I D; is the unique identifier
of node i, h is a collision-free hash function, and h(b_1) is
equal to zero.

Phase 2: For each disjoint path, the source node encrypts
the initial block with the shared key of the first interme-
diate node of that path. The source node then sends each

2. Details are presented in the Appendix.
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encrypted packet to the corresponding node. Each interme-
diate node, in turn, decrypts the packet and forms the next
block B; according to Equation (1). All the intermediate
nodes generate a similar B; block. Each intermediate node
sends B to the next node in its path. It also sends h(b;) into
all next-hop intermediate nodes, for all other disjoint paths.
We show in Lemma (4.2), sending the hash value publicly
does not increase the chance of the attacker to get access
to the encrypted data. Each intermediate node validates the
hash value of the received block and checks the majority
consensus of the hash value. In case of inconsistency, the
intermediate node requests the block with majority consen-
sus from one of the previous level intermediate nodes. In
Lemma (4.3), we show that the previous block could be
requested and respond publicly. This procedure is continued
until the block reaches the destination. At the first-level
intermediate nodes, since the block is coming directly from
the source node, the majority consensus of the block is not
required to be checked.

Lemma 4.2. Publicly sending the hash value of the block to
the next level intermediate nodes, in the second phase of BlocKP
algorithm, does not negatively affect the resistance of the network
against node capture attack.

Proof. To prove this lemma, we consider passive and active
attacks, separately. Since the output of hash function is a
fixed length random number, eavesdropping on the hash
value gives zero information to the attacker. Hence, passive
attacks cannot initiate a security risk in this case. For active
attacks, we use proof by contradiction. We assume that
the captured node changes the hash value to a new value.
To initiate a security risk, the new hash value must be a
hash value of a similar block including the forged public
key® instead of the true key. In this case, the intermediate
node needs to have the block to be able to change it and
calculate the new hash value. Considering that it does
not have any knowledge about the communication, e.g.
the communication end nodes or the disjoint paths, the
captured node does not even able to request the block from
the other captured nodes. Considering Assumptions (3.4),
other captured nodes cannot instantly broadcast a message
between themselves. Further, considering Assumption (3.5),
captured nodes even do not know the selected path, hence
they cannot deliver the block to the specific intermediate
captured node. Hence, the intermediate node cannot access
the original block. Thus, this is a contradiction and the
intermediate node does not have enough information to be
able to generate such a hash value consistent with the forged
public key. O

Lemma 4.3. An intermediate node, in which its received block
does not match the majority consensus, can publicly request the
block of one of the intermediate nodes with the consensus hash
value. The intermediate node, in turn, can also respond publicly.
The public request and response in this step do not degrade the
resistance of the network against node capture attack.

Proof. According to Assumption (3.3), the hash function h(.)
is collision free. Since the requesting node has a hash value
and needs its corresponding block, just the true block can

3. A share of the forged public key in BlocKP-1I
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be accepted by the requesting node. Hence, sending them
publicly does not degrade the resistance of the network
against node capture. O

Phase 3: The destination validates the source node’s pub-
lic key by checking the majority consensus of the received
blocks. It encrypts its own public key by the public key of
the source node and sends the encrypted key via a shortest
physical path. Now, both the source and the destination
have the other party’s public key and potentially are able to
communicate with each other securely. Due to the computa-
tional complexity of the asymmetric encryption, we propose
to use symmetric encryption for their communication. The
pairwise key can be calculated by both the source and the
destination as:

st = Tsrc-Ydst = Tdst-Ysrc- (3)

At this point, the source and the destination can com-
municate securely via the shortest physical path. Algorithm
(1) represents the pseudocode of BlocKP-I. Considering the
length of disjoint paths as [, in Lemma (4.4) we show that
the attacker needs to compromise at least the majority of the
nodes at one of the [—1 intermediate levels to become able to
capture the communication. In Section (5), we theoretically
show that BlocKP-I significantly increases the resistance of
the network against node capture attack in comparison with
the state-of-the-art.

Lemma 4.4. In BlocKP-I, the attacker needs to compromise at
least the majority of nodes in one intermediate step to be able to
forge the public key of the sender and performs the man-in-the-
middle attack.

Proof. We use proof by induction to prove this lemma. First,
consider the paths with just one intermediate step, i.e. two
hop length. At the intermediate step, since all nodes get
their blocks directly from the source node, all nodes has
the same block. The captured nodes will forward a forged
block with a forged public key. If the attacker captures less
than the majority of the nodes, since the destination will
check the majority of the blocks, it will choose the right
key. Now, assume that the lemma is true for n intermediate
steps. Consider a network with n 4 1 intermediate steps,
where the attacker could not capture the majority of the
nodes in any first n intermediate steps. In the last step of
intermediate nodes, all intermediate nodes have the true
blocks, getting them directly from the previous step honest
node or requested it from them. If the attacker capture less
than the majority number of last step intermediate nodes,
the destination will receive less than the majority number of
forged keys, and it will pick the true key. Hence, in BlocKP-
I, the attacker needs to compromise at least the majority
of nodes in one intermediate step to be able to forge the
public key of the sender and performs man-in-the-middle
attack. O

4.2 BlocKP-ll: The combination of Blockchain and era-
sure coding

We propose BlocKP-II to optimize the performance as well
as the resistance of BlocKP-I, using erasure coding. Erasure

e uires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
Authorized licensed use limited Fo: CLEMSON UNIVERSCiTY. Downloaded on July 55,2022 at 20:3%:29 UTC from IEEI%J

Xplore. Restrictions apply.



2327-4662 (c) 2021 IEEE. Personal use is permitted, but r

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JI0T.2021.3137900, IEEE Internet of

Things Journal

Algorithm 1 BlocKP-I(P)

Note: P is a set of p equal size disjoint key-paths from the
source node toward the destination.
j = 0, {j represents the position of the block in the
Blockchain, starting from zero at the source node and
ending with the key-path length at the destination node.}
while (j <=key-path length) do
Phase 2:
if ( > 0) then
Receive(e(B;, pi(j + 1))),{The intermediate node of
the i'" path receives an encrypted block from the
previous node of its key-path.}
Bj= decrypt(e(B;,pi(j + 1)), 2p,(j+1)), {Each inter-
mediate node decrypts its corresponding block by its
private key. }
validate(h(b;)), { Validate the extracted hash value by
comparing it to the one received from the previous
level nodes.}
if NOT-VALIDATED then
request(B;) , {Block B; is requested from one of
the previous level nodes within the majority. }
end if
end if
Phase 3:
if (j == key-path length) then
extract(ysr.), {Extract the source node public key
from the validated blocks.}
send(e(Ydst, Ysrc)), { The destination encrypts its own
public key by the public key of the source node and
sends it to the source node via the shortest physical
path.}
Ksq + calculate(Ysre, Yast), {Both the source and
the destination nodes caluclate the pairwise key us-
ing the exchanged public keys.}
end if
Phase 1:
if j < key-path length then
bj = (j,IDsrc; IDgst,Ysre, P, h(bj—1)), {Form the
block content. }
B; = (bj||h(b;)), {Attach the hash of the block
content to the end of the block.}
for(t=0:p—1)do
e(Bj, pi(j + 1)) = encrypt(B;, pi(j + 1), Yp,(j+1))s
{Encrypt the block with the public key of the next
node in path key-path p;. }
send(e(B;,pi(j + 1))), {Send the encrypted block
to the next node of the key-path p;. }
if ( > 0) then
send(h(b;), (Vk, k # i) pr(j + 1)), {The node
sends h(b;) to the next nodes of all other paths
for validation purposes. }
end if
end for
end if
j=j+1
end while
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coding is, in essence, a method for forwarding error cor-
rection in the case of bit erasure, by expanding a message
into longer message containing redundant data. The main
idea of BlocKP-II is to transfer the public key of the source
node to several pieces, say S pieces, which are referred to as
key shares. Collecting any 6 shares reconstructs the original
key. However, any § — 1 pieces or less do not leak any
information about the key. Each share of the key is then
sent via a set of disjoint paths similar to the first and the
second phases of BlocKP-I. The destination, in turn, collects
any 6 number of shares to reconstruct the key and proceed
with the third phase of BlocKP-I. Accordingly, the three
phases of BlocKP-II are as the following. Fig. (1) represents
a schematic view of both BlocKP-I (Fig. 1a) and BlocKP-II
(Fig. 1b).

Phase 1: The source node chooses f — 1 random numbers
a;,i=1,2,...,0 — 1 and forms the polynomial P(x) as

6—1
P(‘E) = Ysre + Z aixi« 4)
=1

P(0) is the public key of the source node and P(i), i =
1,2,...,S are the key shares. Gathering any 6 number of
shares leads to reconstructing the public key of the source
node.

We use the same number of disjoint paths as BlocKP-I,
i.e. p. We divide this number into S set of paths P;,i =
0,1,...,5 — 1, each with the p; number of paths such that
ZiS;Ol pi = p. We name the j*" path from i'" set P; ;) where
1 =20,1,2,...,5—-1and j = 0,1,2,...,p; — 1. The path
length in each set has to be constant but different sets may
vary in the length of their paths. The source node forms S
request packets By; o) for i = 0,1,...,S — 1. Each block

B;,j) is calculated as

j:Oala"'vpi_la
where
b(i,j) = (]7 IDSTC7IDdst7i7Pi7Sign(ysrc)yh(b(i,j—l)))7 (6)

and h(b¢,—1)) = 0. The value of sign(ys..) is the public
key of the source node signed by its own private key. This
value will be used by the destination node for certifying the
extracted public key.

Phase 2: In this phase, the source node encrypts the block
B;,0) by the shared key with the first node of each path and
sends the encrypted message to the corresponding node. It
is worthy to recall that there are S different blocks B; oy,7 =
0,1,...,5 —1, each one has to be sent via its corresponding
set of paths P;. Each intermediate node, in turn, decrypts the
block and generates the next block by increasing the block
number and changing the previous hash (Equations 5). It
then calculates the current hash value and attaches it to the
block (Equation 6).

The intermediate node encrypts the new block by the
shared key with the next node and sends the encrypted
block to the corresponding node. It needs also to send the
hash value to the next-hop intermediate nodes of the other
paths of its own path set. Each intermediate node checks the
majority consensus of the hash values and steps forward
by forming the new block. If the current hash value does
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a) BlocKP-I

Fig. 1. A schematic view of BlocKP-I versus BlocKP-II.

not match the majority, then the node requests the previous
block from one of the previous level intermediate nodes
within the majority. This process will be continued until at
least 6 sets deliver their blocks to the destination node.

Phase 3: In this phase, the destination collects § number
of key pieces to reconstruct the source node public key.
Considering the set of key shares as &, the source node
public key could be constructed as

Ysre = Z lZP(Z)7 (7)
i€S
where [; is a Lagrange multiplier at the point zero and could
be calculated as )
n= 1 . ®)

i—
JES,j#i J

The destination checks the validity of the public key by
checking the value of sign(ysrc). The destination then en-
crypts its own public key by the source node’s public key
and sends the encrypted message directly to the source node
via the shortest physical path. By receiving the destination’s
key, both the source and the destination nodes can calculate
the pairwise key, using Equation (3). The data transfer will
then follow the shortest physical path after symmetric en-
cryption, using the pairwise key. The pseudocode of BlocKP-
I is represented in Algorithm (2). In Lemma (4.5), we show
that the attacker needs to compromise at least the majority
of one level in at least § number of path sets to become
able to perform man-in-the-middle attacks and forges its
own public key. In Section (5), we show that using BlocKP-II
improves the resistance of the network against node capture
attack in comparison with BlocKP-I to protect the commu-
nications against approximately 10% more compromised
nodes.

Lemma 4.5. In BlocKP-II, the attacker needs to compromise at
least the majority of one level in § number of path sets, to be able
to forge the public key of the source node.

Proof. According to Lagrange interpolation [27], having less
than 6 point from the polynomial P(z) reveals zero infor-
mation about the value of that polynomial at point zero,
i.e. P(0). Hence, the attacker needs to forge at least ¢ key
shares, to become able to forge a key. To forge each share,
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(b) BlocKP-II

Algorithm 2 BlocKP-II

P(x) = Ysre + Zf;ll a;x', {The source node forms poly-
nomial P(x).}
P = findDisjointPaths(srec,dst,p,S), {The source
node finds S sets of p; equal size disjoint key-paths
toward the destination where 37" ' p; = p.}
for(i=0:5—-1)do
BlocKP-1(P;), {Perform the BlocKP-I algorithm for each
path set P;.}
end for
P(x) =aggregate(S), {The destination collects 6 shares of
the key to form the set S and reconstruct the polynomial
P(z) by aggregating the shares. }
ysre = P(0), {The destination extract the source public
key.}

according to Lemma (4.4), the attacker needs to compromise
at least the majority of the nodes in one intermediate step
in the corresponding path set. Hence, the attacker needs to
compromise at least a majority of nodes in one step of 6
number of path sets to become able to forge a key. O

5 SECURITY ANALYSIS

In this section, we study the security aspects of baseline key
pre-distribution schemes, multi-path solutions, and both
versions of BlocKP. We analytically calculate the resistance
against the node capture attack and support the analytical
calculations by simulations. In our simulation scenarios, we
consider a network with 1000 nodes in a 1000 x 1000 m?
area, moving according to the random waypoint (RWP)
mobility model. Further to RWP, we tested random walk,
and Levy-walk mobility models to evaluate the effect of
movement patterns on the algorithms. We find that the re-
sults are fairly similar for all mobility models. Accordingly,
we report only the results of the RWP mobility model.

In our simulations, we considered SST, UKP, and PAKP
as the baseline key pre-distribution schemes. Our selection
for the schemes is such that we cover different categories of
key pre-distributions where PAKP is an asymmetric scheme,
SST and UKP are symmetric ones. We further augmented
each of the baseline schemes with a multi-path algorithm.
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SST and UKP have been augmented by the algorithm of
[7] which is proposed for symmetric key pre-distribution
schemes. PAKP has been augmented by the algorithm of
[10], designed specifically to work based on PAKP. For
multi-path solutions, we considered six disjoint paths where
we divide them into three sets of paths for BlocKP-II algo-
rithm. We repeated each simulation scenario to reach 0.95
of confidence for the error to be less than 0.01, according to
the Monte Carlo theorem [28]. The reported results are the
average of all repeated simulation scenarios.

We calculate a general analytical formula for the resis-
tance against node capture attack of multi-path solutions.
Lemma (5.1) shows the formula where p and [ are the
number of disjoint paths and path length, respectively. By
letting the number of paths equal to one, the formula results
in the resistance of baseline key pre-distribution schemes.
In this formula, we assume that the attacker compromises a
fraction p of the entire network nodes, uniformly at random.
Hence, the probability of each node to be compromised is
equal to p.

Lemma 5.1. The resistance of multi-path solutions against node
capture attack could be calculated as

R=1-(1-(1-p)hH". )

Proof. In this lemma, we use the reliability analysis pro-
posed in [29]. Each intermediate D-E step is considered as
a reliability threat. For a path to be reliable, it should be
empty of any compromised node. Hence, the resistance of
each path is equal to (1—p)'~!, where 1 —p is the probability
of each intermediate node to be uncaptured. We consider
the multi-path solutions to work such that all paths have
to deliver their key shares to make the destination able to
decrypt the data. Thus, the attacker needs to compromise
at least an intermediate node from each path to potentially
becomes able to perform a successful attack. For p disjoint
paths, hence, the probability of attacker success when the
attacker compromises a fraction p of network nodes is equal
to (1 — (1 — p)!=1)P. The resistance of node capture is
obviously the complementary probability of attacker access
and hence it is equal to

R=1-(1-(1-p)").
O

Fig. (2a) shows the results of Equation (9) for a net-
work with 10% of its nodes being compromised. We can
conclude from this figure that the multi-path solutions do
not need a large number of disjoint paths to reach a high
resistance against node capture attack. Since most of the
multi-path solutions send only a few number of control
packets through the multiple-paths and then use the short-
est paths for data transmission, they do not impose serious
performance degradation. In Section (6), we show that not
only is the overhead of such solutions negligible but also
they improve the overall performance by eliminating the
path stretch. Fig. (2b and 2c) show the simulation results
of baseline schemes and multi-path solutions, respectively,
for different fractions of compromised nodes. Considering
that the average disjoint path length in our setting is 2.28,
2.42, and 2.58 for PAKP, UKP, and SST, respectively, the
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simulation results certainly validate our analytical formula.
It further shows that although the resistance against node
capture attack in multi-path solutions is much higher than
that of simple key pre-distribution schemes, after a specific
threshold of captured nodes, the resistance of multi-path so-
lutions falls down and becomes worse than that of baseline
schemes. However, baseline key pre-distribution schemes
represent fairly linear degradation in their resistance by the
increment in the number of captured nodes. Lemma (5.2)
and (5.3) analytically calculate the resistance of the network
against captured nodes for both BlocKP-I and BlocKP-II,
respectively.

Lemma 5.2. The resistance of BlocKP-I algorithm against node
capture attack is equal to

o\ NG
> (Z-)(pl)(l —p)(””)> . (10)
=[5+

We represent this parameter by R(p,l) as it depends on the

number of vertex-disjoint paths (p) and the number of DE steps
in each path (1 —1).

R(p,1l) = (1 -

Proof. According to Lemma (4.4 ), the attacker to perform
a successful attack needs to compromise the majority of
the nodes at least at one of the DE steps, in BlocKP-I
algorithm. In this case, the attacker can potentially forge
its key instead of the true key. Thus, the attacker needs
to compromise |5| +1 or |[5| + 2 or ... or p nodes in
a specific step, where the probability of this event is the
summation of binomial mass function for the mentioned

cases, i.e. Zj:LEJ—H (f) (p")(1 — p)(P=%). The resistance of

one step is then one minus this probability and, hence, the

overall resistance is
p N\ =D
> <p> GHa-pe)

=[5+

R(p,1) = (1 -

O

Lemma 5.3. The resistance of BlocKP-1I against node capture
attack can be calculated as

S

R=1- <Z (f) (1- R(Pmli))i(R(Piali))37i>v (11)

=0

where R(p;, ;) could be calculated by Equation 10. Considering
0 = S, this formula will be reduced to

S

R=1-]]0 - R(pi, 1))

i=1

Proof. The resistance against node capture is equal to one
minus the probability of attacker success. We know from the
proof of Lemma (5.2) that the probability of attacker success
in the i'" set of paths is (1 — R(p;,[;)), i.e. compromising
one share. The attacker needs to successfully compromise
at least # number of shares. Hence, according to binomial
distribution this probability is equal to

S
(Z <f) (1= Rl li>>i<R(m,zi))S”).

=0
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Fig. 2. A resistance comparison against node capture attack: (a) Analytical results for multi-path solutions with 10% of the nodes being captured;
(b) Simulation results for baseline schemes; (c) Simulation results for multi-path solutions.

Since the resistance against node capture is the complemen-
tary probability of attacker success, it is equal to

S
o <Z (f> e R(”“li>>i<R(pi,li))S’i>.

=0

Considering 6 = S, the attacker needs to compromise all
shares to become able to compromise a connection. Hence,
the probability of attacker success is [, (1 — R(pi, ;).
Accordingly, the complementary of this probability is the
resistance against node capture which is

S

R=1-]]0 - R(p:, 1))

=1

O

Fig. (3) shows the analytical results of resistance against
node capture attack in a network with 30% of its nodes
captured for BlocKP-], i.e. Lemma (5.2), and BlocKP-IJ, i.e.
Lemma (5.3). To validate the analytical results and to have a
general overview of how powerful the BlocKP algorithm
is, Fig. (4) shows the simulation results of the resistance
against node capture attack for all the combinations of base-
line schemes, multi-path solutions, BlocKP-I, and BlocKP-
II. Considering that the number of disjoint paths in these
simulations are six, and the average number of intermediate
D-E steps are 2.28, 2.42, and 2.58 for PAKP, UKP, and SST,
respectively, the results show a certain validation to our
analytical calculations, i.e. results of Fig. (3).

6 PERFORMANCE EVALUATION

In this section, we make a comprehensive performance
comparison between the different combinations of baseline
key pre-distribution algorithms, augmented ones, and both
versions of BlocKP. We show that besides the security im-
provement of BlocKP, its performance is also much higher
than that of baseline key pre-distribution schemes and fairly
comparable to that of multi-path solutions of the state-
of-the-art. We consider throughput, flow completion time
(FCT), key-exchange delay, routing traffic, and key exchange
overhead as the performance metrics. In this section, we
first discuss the simulation setting and follow it by the
simulation results and analysis.

ublication/redistribution re

6.1 Simulation Setting

We use ns-2 network simulator [30] to simulate a mobile
ad hoc network in a 300 x 300 m? area. To investigate
the scalability of different algorithms, we simulate networks
starting with 100 nodes and increasing to 200 in increments
of 10. In each simulation instance, we choose five pairs of
source and destination nodes, uniformly at random. For
each pair, a random start time is chosen uniformly in the
interval [0 60]sec. Once the set of source-destination pairs
is chosen, the same set is used for the simulation of all
algorithms. The source node starts to send a file of 5 MB for
its corresponding destination using TCP Tahoe on a channel
with 1 Mbps bandwidth. To investigate the performance of
the network under different loads, in a 100 node setting, we
simulate the network for a number of connections ranging
from 1 to 10. We find that increasing the number of nodes
does not have a major effect on the pattern of the results.
Hence, we reported only the results of the network with a
fix number of nodes and different numbers of connections.
We run each simulation instance for all the combinations
of baseline key pre-distribution schemes, including PAKP,
SST, and UKP, their augmented version, and their versions
supported by both BlocKP-I and BlocKP-II. We use AODV
as the underlay routing protocol. The nodes are assumed to
be mobile following random waypoint (RWP), random walk
(RW), and Levy walk (LW) mobility models. We find that the
results show the same pattern for all the mentioned models.
Thus we represent only the results of the RWP model in this
paper. A distance model with a communication range of 100
m is considered for all nodes.

For the key pre-distribution process, we consider PAKP,
SST, and UKP schemes. In SST, the probability of storing
a shared key between any pair of nodes does not exceed
0.25, which leads to longer key path length. However,
the attacker needs to compromise more nodes to be able
to access all keys. In 2-UKP, the probability of storing a
shared key is much higher, which leads to shorter key paths,
but the attacker can get access to all distributed keys by
compromising a small numbers of nodes. Each node stores
ten keys, and six disjoint paths are considered for multi-path
solutions. For BlocKP-II we divide the set of paths into three
subsets, each with two disjoint paths.

6.2 Simulation Result

In this section, we investigate the network throughput, flow
completion time, and control traffic as the performance met-
rics. We further compare the delay and control traffic of the
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algorithms (simulation results).

key exchange process for those algorithms that include such
a step. We repeat each simulation scenario 20 times, and the
presented results are the average of all simulated scenarios.
We measure the throughput as the ratio of successful packet
delivery over the bandwidth. Fig. (5) shows this metric for
different schemes and their augmented algorithms. Since the
simple baseline schemes suffer from path stretch problem,
they show lower throughput in comparison with the multi-
path solutions. In multi-path solutions, the data transfer
process follows the shortest path between the source and
the destination, after a key-exchange process.

The next measured metric is flow completion time. We
measure this metric as the time between the first packet
sent by the source node and the last packet of the 5 MB
file received by the destination. This time includes the
time required for the key-exchange process in multi-path
algorithms. Fig. (6) shows the results of FCT for different
baseline schemes and their multi-path extensions. Since the
increment in the number of connections leads to more con-
gestion, the FCT increases by the increment in the number
of concurrent connections. Again, the baseline key pre-
distribution schemes have longer FCT due to the longer key
paths.

Fig. (7) shows only the time consumed for the key-
exchange process for different multi-path solutions. Aug.
UKP and aug. SST algorithms have just one phase in their
key exchange process. These algorithms send different key
pieces via disjoint paths and then immediately start sending
the data packets. The destination becomes able to decrypt
data packets after receiving all key pieces. Accordingly, we
calculate the time required for the key exchange process as
the time starting from the transfer of the first key exchange
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packet by the source node until receiving the last piece of the
key by the destination. This parameter for aug. PAKP, since
it includes one more phase, is calculated as the time between
sending the first key exchange packet and receiving the des-
tination key by the source node. While aug. UKP and aug.
SST show the shortest key exchange process, BlocKP-I gen-
erally outperforms BlocKP-II for all algorithms. However,
BloKP-I needs a set of same length disjoint paths, which
in some cases might not be available. Thus, we calculated
the key exchange failure ratio as the ratio of unavailability
of enough number of fixed length disjoint paths. Table (2)
shows the failure ratio for all multi-path solutions. This table
shows that even for the SST scheme, which suffers from low
key sharing probability, BlocKP-II failure rate approaches to
zero. However, BlocKP-1 suffers from a higher failure rate in
comparison with other solutions. Since in the PAKP scheme,
the key paths have to be disjoint only in the overlay, a lower
failure rate could be seen.

It is well known that in dynamic networks, the amount
of control traffic is one of the main performance evaluation
metrics. This metric includes routing traffic, key exchange
traffic, and so on. We measured the average control traffic
per each connection for different numbers of connections.
Fig. (8) shows the results. By the increment in the number of
concurrent connections, we see an obvious increment in the
control traffic of the baseline key pre-distribution schemes.
The main reason is the longer path length in comparison
with multi-path solutions. BlocKP-I shows slightly higher
traffic volume due to its overall longer key-path length.

We further measured the control traffic of the key ex-
change process for multi-path solutions. Fig. (9) shows the
results. The high key sharing probability in the UKP scheme,
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Fig. 5. A comparison of the throughput for different key pre-distribution schemes.
TABLE 2
Failure ratio of the multi-path algorithms.
Scheme PAKP SST UKP
Algorithm Aug. | BloKP-I | BlocKP-II | Aug. | BloKP-I | BlocKP-II | Aug. | BloKP-I | BlocKP-II
Failure Rate 0.0 0.117 0.003 0.115 0.240 0.003 0.0 0.168 0.0
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Fig. 7. A comparison of the key exchange delay for different key pre-distribution schemes.

which results in shorter paths along with the lightweight
nature of the Aug. UKP key exchange process, leads this
scheme to have relatively less control traffic in its key
exchange process. The low key sharing probability in SST,
in turn, leads this scheme to experience more control traffic.
Generally, BlokcKP-II generates a lower volume of control
traffic in comparison with BlocKP-I, due to its lower key-
path length.

7 CONCLUSION

Intermediate D-E problem caused by key pre-distribution
schemes is a dire security threat where the multi-path
algorithms were known as effective solutions. In this pa-
per, we analytically showed that although the multi-path
solutions are effective, they are vulnerable against a high
ratio of node capture. We supported and validated our
analytical results with simulations. To face this deficiency,

uires IEEE permission. See http://www.ieee.org/,

we proposed the BlocKP-I algorithm based on Blockchain
and improved its idea by exploiting the power of erasure
coding to propose BlocKP-II. We analytically showed that
BlocKP could resist the high ratio of node capture, even for
more than 50% of entire network nodes. We further per-
formed exhaustive simulations to show the performance of
BlocKP in both versions. We showed that BlocKP improves
the network performance in comparison with the baseline
key pre-distribution schemes, and it has a comparable per-
formance with the literature multi-path algorithms. Since
energy consumption is crucial in multi-hop networks, we
suggest a comprehensive power evaluation for the key pre-
distribution algorithms, as future work. As another future
direction, we recommend implementing the BlocKP algo-
rithm in the real world. Designing different attack scenarios
to evaluate the sensitivity of the key pre-distribution-based
algorithm is also of paramount importance.
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Fig. 8. A comparison of the end-to-end control traffic for different key pre-distribution schemes.
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APPENDIX

Elliptic curve cryptography (ECC) is well-known as the
asymmetric cryptography algorithm with the lowest com-
putational complexity and shortest key length for the same
level of security strength compared to other asymmetric
algorithms [31], [32]. In ECC, similar to other asymmetric
algorithms, each node has a pair of public and private keys.
Other key system parameters include (p,a,b,G,n,h). An
elliptic curve has to be defined as a plane curve over a finite
field IF,,, which satisfies

y? =23+ ax + 0. (12)

While G is the base point, n is the smallest positive number
which satisfies nG = O, where O is a point at infinity.
Finally, / is a small integer number = 2|E(F,)|. In this
system, the private key is a random integer number chosen
from the interval [I n — 1]. Considering the private key

as z, the corresponding public key is y = z.G, which is
resulted from x times adding G to itself.
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