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Écully, France

fabio.pavanello@ec-lyon.fr

Ulrich Rührmair
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Abstract

This special session paper discusses recent advances on photonic physical unclonable functions (PUFs), providing a broader
overview of and motivation for photonic PUFs. We discuss their potential advantages, such as a higher entropy, larger complexity,
and possibly better resilience against machine learning attacks. We also deal with some recent implementations based on linear
and non-linear optics, alongside with their main advantages and limitations.

1 Photonic PUFs: An Introduction
Fabio Pavanello, Ian O’Connor, Ulrich Rührmair

A. Motivation and Overview

Security applications and protocols are an integral part of
our modern digital society. They play a tacit, but indispensable
role in many of our daily routines, such as the exchange of
sensitive data in communications, banking, or medical records,
or the protection of electronic hardware and pharmaceutical
products against counterfeiting [1], [2]. In this situation, the
significant increase in interconnected devices within the In-
ternet of Things (IoT), estimated to reach nearly 30 billions
by 2023 in a Cisco internal report [3], poses a qualitatively
new and unprecedented security challenge to the security
community. It calls for new types of protection measures that
can maintain security and privacy on large scales even in the
vicious threat landscape of the IoT.

One central and still unresolved issue consists of safely
storing digital secret keys in the mobile, highly connected,
and lightweight devices that are typical for the IoT. In tradi-
tional, digital approaches, these keys are inevitably required
to encrypt and protect sensitive information, or to enable
secure authentication over digital communication lines [4].
In many circumstances, however, they may be extracted by
sophisticated adversarial attacks, including side channels or
invasive methods. Most recently, powerful attack vectors at
a processor level, such as Spectre and Meltdown, have even
demonstrated that any given memory sector, e.g., storing secret
keys or passwords, may be accessed by an attacker under
certain circumstances [5], [6].

To circumvent these and similar issues, Physical Unclon-
able Functions (PUFs) were introduced in two separate and
independent research strands by Pappu et al. [7] and Gassend
et al. [8] around two decades ago. In a nutshell, a PUF is a
randomly disordered, unique, and unclonable physical system
that implements a potentially (slightly) noisy, but otherwise
deterministic function. This function maps a given PUF-
input (or “challenge”) to a PUF-output (or “response”). The
function shall differ from PUF to PUF, since uncontrollable
fabrication variations and mismatches make every PUF (and
its challenge-response behavior) unique.

The main characteristic properties expected from a PUF are
as follows (compare [9]–[11]):

• Physical Uniqueness: Due to its random manufacturing
variations, every PUF is unique and differs from every
other PUF. This physical uniqueness also leads to a digital
uniqueness on the level of a PUF’s numeric challenge-
response pairs (CRPs): A sufficient number of CRPs can
uniquely identify every PUF, comparable to a human
fingerprint.

• Physical Unclonability: A PUF cannot be physically
cloned, not even by active and well-equipped adversaries.
This is due to the current limitations in the precision
of existing manufacturing technologies; with new, future
technologies, this fact may change. It needs to be assessed
anew for each PUF design.

• Digital Unpredictability: It shall be impossible to numeri-



cally predict (for example via simulations, or via machine
learning algorithms, etc.) unknown CRPs of a PUF. This
impossibility shall hold even if the adversary knows many
other CRPs of the same PUF, and/or arbitrary CRPs
of other PUFs with the same design or from the same
fabrication series.

• Reliability: The CRPs of a PUF usually shall be rea-
sonably stable over time and against environmental vari-
ations. At least after suitable error correction, it shall
be possible to regard the behaviour of the PUF as a
(noisy) function, justifying the name “PUF”. Depending
on the exact application, either perfect error correction
is necessary (e.g., if a system-internal secret key is
derived from a PUF’s responses). Sometimes also certain
levels of response noise can be tolerated by introducing
simple error margins (e.g., in classical CRP-based remote
identification protocols via PUFs [7]).

• Reasonable Costs and Efficiency: The PUF shall be effi-
ciently manufacturable and measurable. Low fabrication
and testing costs, as well as integration and electrical driv-
ing feasibility within CMOS-based circuitry, are helpful
properties for their widespread deployment.

We would like to stress that uniqueness and unclonability
are two different properties, which do not necessarily imply
each other: As a first example, think of a classical digital
identifier, which is obviously unique, but not unclonable. Or,
secondly, of a physical structure that is unique on lengthscales
that are so large that they can be reproduced by latest fabri-
cation methods. Both examples illustrate that uniqueness does
not imply unclonability. Exemplary structures that are (at least
hoped to be) unclonable for adversaries, but which are not
unique in the above sense, include holograms or the security
features of banknotes. Interested readers are encouraged to
come up with further examples that differentiate uniqueness
and unclonability by themselves.

Our above list conveniently summarizes the main features
any PUF should possess in everyday language. Its seeming
simplicity should not hide two facts, though: First of all, a
vast amount of different PUF-subtypes exists in the literature,
each of them possessing their own additional features targeted
for certain application scenarios. While our list tries to capture
the “essence” of PUFs, which all subtypes have in common,
each subtype possesses its own extra features. Characterizing
all existing PUF-subtypes is worthwhile, but beyond the scope
of this brief introduction. Popular choices include Weak PUFs
and Strong PUFs, Controlled PUFs, Erasable PUFs, SHIC
PUFs, Unique Objects, Public PUFs and SIMPL Systems, etc.,
which together populate the entire “PUF-zoo”.

We feel that it is important, perhaps even essential for
thorough PUF-publications to specify which exact PUF-type
the authors are trying to implement; unfortunately, this is not
always common practice yet. A second fact we would like to
emphasize is that the exact, mathematically rigorous definition
of all given PUF-features is unexpectedly complex, and still
subject to ongoing work. Readers interested in further details
are referred to some of the existing surveys on PUFs, for

example [9]–[11], and references therein.
For now, and for the limited purposes of this manuscript, let

us just quickly and informally define Weak and Strong PUFs
before proceeding (compare again [9]–[11]):

• A Weak PUF fulfills the above list of features, but has
two additional properties: Firstly, it only has a very small
number of challenges per PUF — in the most common
case just a single, fixed challenge. Secondly, a Weak PUF
is assumed to possess a “protected” challenge-response
mechanism: Once a Weak PUF (or the device embedding
the Weak PUF) has been manufactured and issued to the
field, no external parties or adversaries shall be able to
access the Weak PUF’s responses.

• Strong PUFs also meet the earlier list of features, but
are characterized by three other additional properties:
Firstly, they possess very many challenges and thus very
many CRPs, too many to read out all of them in feasible
time. Secondly, their challenge-response behavior shall be
highly complex. Unknown CRPs shall be hard to predict
numerically by adversaries, even it they know substantial
numbers of other CRPs of the same PUF. Thirdly, the
CRP-mechanism or CRP-interface of a Strong PUF can
be accessed unrestrictedly by everyone who has access
to the Strong PUF (or to the hardware embedding it).

While Weak PUFs are usually confined to use as chip-
internal source of secret keys and randomness, Strong PUFs
can accomplish slightly more: They can also be employed in
more advanced cryptographic protocols, such as identification,
key exchange, or oblivious transfer. Again, we refer to the
abovementioned surveys [9]–[11] for further reading.

B. Main Vulnerability of Electronic Strong PUFs:
Numeric Modeling Attacks

Although one of their historically first implementations was
of optical nature [7], PUFs to this day have received much
stronger attention within the circuit community than among
optics researchers. Most of these modern electronic PUFs are
implemented in CMOS, sometimes building on architectures
inspired by the field of digital electronics [12]. They are
frequently realized on reconfigurable platforms like FPGAs,
which are widespread, flexible, and easily available to security
researchers. Popular examples include SRAM PUFs [13], [14],
ring oscillator PUFs [15], bistable ring PUFs [16], and, of
course, arbiter PUFs [8], [15], just to cite the most common
ones. Design-wise, these PUFs rely on the random character
of their 1/0 cell states at power-up (SRAM PUFs), or on
their signal delays, where small fluctuations from the nominal
switching time or signal propagation time can be measured and
converted into PUF-responses (ring oscillator, bistable ring,
and arbiter PUFs).

There is one major drawback of modern electronic Strong
PUFs, however: Many of them can be attacked efficiently by
so-called “modeling attacks”. These attacks can, at least in
principle, take two basic forms:

• Basic Modeling Attacks on Strong PUFs: In the most
simple and basic form of a modeling attack, a com-



parably small subset of the CRPs of a given Strong
PUF is collected. This subset is used as training set
for a machine learning (ML) algorithm. If the learning
phase is successful, the ML-algorithm and its trained
model can numerically predict the attacked PUF with
high accuracy. Such a successfully trained ML-model is
sometimes called a “digital clone” of the PUF.
Most existing modeling attacks on electronic Strong
PUFs assume that the adversary knows the basic circuit
design of the attacked PUF, and that only the individual
manufacturing variations are unknown to him. These
variations (or the circuit parameters influenced by them)
must be then derived by the used ML-algorithm from the
collected CRP data. This attack model appears reasonable
in practice, since adversaries could obtain many PUFs
from the same series, invasively (and potentially destruc-
tively) inspect them to learn their designs, and then attack
other PUFs from the same series.

• Modeling Attacks with Additional Side-Channel Informa-
tion: In a more advanced form of Strong PUF modeling,
additional information besides the mere, digital CRP-
values yet further improves ML-performance. For exam-
ple, the stability of PUF-CRPs (i.e., the noise/bit flips
in their responses when the same challenge is applied
multiple times) can provide highly valuable information
to the adversary. For certain architectures, such as the
well-known XOR Arbiter PUF, it can boost state-of-
the-art ML-performance from exponential to polynomial.
The same applies to the power consumption (or other
parameters) of a PUF-circuit during its operation: If
combined with suitable ML, it can create polynomially
efficient ML-attacks for PUFs that without side channels
would seem exponentially hard to machine learn. Again,
one prominent example for this effect is the XOR Arbiter
PUF [17], [18].

Unfortunately, modeling attacks have proven incredibly
effective on electronic Strong PUFs in the past (see, e.g., [18]–
[20]). Very few architectures (if any) have remained beyond
their reach. One of them are Strong PUFs with super-high
information content, so-called “SHIC PUFs” [21]. They pos-
sess provable security against modeling, as all their CRPs are
information-theoretically independent. However, SHIC PUFs
have the intrinsic drawback of relatively slow read-out speeds
and large area consumption of around 1cm2. In sum, the
realization of secure and efficient electronic Strong PUFs still
remains a major open challenge to the PUF-community.

C. The Promise of Photonic PUFs: Boosted Complexity,
Enhanced Reliability, and ML-Resilience

There are good reasons to believe that photonic PUFs might
finally bring about the technology for implementing secure,
highly complex, yet fast and stable Strong PUFs in silicon.
Compared to electronic PUFs, photonic PUFs offer a much
richer physics to exploit and can allow to achieve highly
complex mixing of signals aside their analog propagation, in
particular if non-linear phenomena are exploited [22]. These

aspects are key to their superior performance against ML
attacks which can predict the behavior of standard implemen-
tations of electronic PUFs e.g., XOR arbiter, with better than
99% accuracy [23].

In fact, even configurations analogous to the one initially
proposed by Pappu et al. have experimentally shown a large
degree of robustness against this type of attacks. Such pioneer-
ing configuration was based on a matrix of dispersed scattering
microspheres. A laser beam impinging on the PUF’s surface
and located at a well-defined position with respect to the PUF
allowed to obtain a complex diffraction pattern (or speckle)
recorded at a given distance onto a CCD camera sensor.
The robustness of this approach against ML attacks is due
primarily to the complex speckle response and to the very large
parameter space, up to 2.37 × 1010 uncorrelated challenges
were reported for the original photonic PUF configuration [24],
[25].

However, such configuration can be seen as a collection
of spatially isolated PUFs, defined by the laser position with
respect to the PUF surface, and therefore it does achieve en-
hanced security at the expenses of device dimensions, testing
complexity and subsequent reduced reliability (highly sensitive
to laser/PUF alignment) as well as increased costs due to its
lack of integration capability with CMOS circuitry.

Although various approaches exist to reduce device di-
mensions, without affecting the internal complexity of the
PUF by e.g., using laser beams with different diameters and
optimized microsphere dimensions, the improvement factor
does not allow to shrink the dimensions by several orders
of magnitude for compact integration [24]. To enhance their
reliability, alternative transformations to the one originally
used (Gabor transformation) after speckle acquisition have
been also proposed [24]. However, these solutions are not
considered sufficient to bring strong photonic PUFs ubiquitous
in the IoT market.

These obstacles reflect the main reasons why photonic
PUFs have not followed the same path of their electronic
counterparts. However, recent work has demonstrated that
it is possible to build photonic PUFs integrated in CMOS-
compatible platforms and, at the same time, robust against
ML and side-channel attacks by e.g., exploiting multiple non-
linear optics phenomena such as free carrier absorption and
Kerr effect within a chaotic microcavity [22]. The role of non-
linearities was clearly demonstrated in [22] where increased
optical input powers led to larger errors in response prediction
by advanced state-of-the-art deep neural network modeling
of the PUF behavior. However, it was also shown that the
introduction of non-linearities was not impacting the temporal
stability and reliability of the system thanks to its high level
of integration.

Integrated photonics based on CMOS-compatible platforms
is thus believed to be the principal route towards a scalable and
large-scale use of photonic PUFs because of their enhanced
compactness, reduced cost and superior reliability compared
to bulk optics approaches as well as to electronic approaches
based on transistors which strongly suffer from aging issues



and thermal fluctuations and for which heavy use of error
correction codes is needed, not always a viable solution in
terms of energy consumption and cost, especially for IoT
devices. Besides, monolithic integration of photonics with
electronics can further allow to achieve modules with high
performance in terms of energy consumption, integration
density and speed, up to 32 nm CMOS nodes. [26], [27]. Out
of the different photonic platforms that have been considered,
SOI and SiNOI are those that have received most attention thus
far due to their current level of maturity and accessibility for
scalable, large-volume fabrication [28]–[31]. SOI platforms

offer additional advantages compared to standard SiNOI
platforms such as the possibility to have active devices e.g.,
modulators and detectors, directly integrated without the need
for hybrid integration approaches [32]. Integration of these
key components is an important asset for reliability and cost
reasons. PUFs built in integrated photonics platforms have a
much stronger resilience to aging effects (typical in transistors)
which are a major source of issues in electronic PUFs and
require heavy use of error correction codes.

2 Physical Keys in Silicon Photonics
Amy C. Foster

Modern secure communications and authentication suffer
from formidable threats arising from the potential for copying
of secret keys stored in digital media. To address this vulner-
ability, a class of cryptographic devices known as physical
unclonable functions (PUFs) are being developed. A user
derives a digital key from a PUF’s physical behavior, which is
sensitive to physical idiosyncrasies that are beyond fabrication
tolerances and thus a PUF cannot be duplicated. Electronic
approaches offer the compatibility of integrating PUFs mono-
lithically with the hardware system and many such devices
have been proven as “strong PUFs” indicating the information
content in the device is large. However, machine learning (ML)
attacks have been successful at breaking even strong electronic
PUFs. Due to the rich nature of light and its interactions
with media, optical approaches to PUFs result in inherently
“strong” devices with a great deal of information content.
Optical approaches have shown resistance to ML attacks,
however many such approaches rely on free-space optical
components and camera-based detection, therefore making
them challenging to package with electronics.

Figure 1 offers a qualitative perspective on the relative
strength and practicality of such Electronic and Optical PUFs
demonstrating the tradeoff that exists between security and
practicality.

The field of integrated silicon photonics involves making op-
tical devices utilizing CMOS electronics fabrication, enabling
the integration of photonic/electronic devices onto the same
integrated chip, and offers a natural route to overcoming the
tradeoff between security and practicality for strong PUFs.

Nonlinear silicon-based photonic PUFs are designed to
strike a balance between the tremendous security offered by
optical keys and the electronic compatibility of CMOS circuits.
Such devices are compatible with both planar semiconductor
fabrication approaches used for CMOS electronics and optical
communications hardware. A typical silicon PUF consists of a
planar chamfered micro-disk cavity on the order of 30-µm in

diameter and 250 nm in height [28] as shown in Fig. 2. Small
variations in the device geometry that occur during fabrication
coupled with the reverberant ray chaotic cavity design provide
the desired properties of unclonability and unpredictability.
To “read” the devices, light from a telecommunications laser
source is coupled to and from the chaotic optical micro-cavity
using robust single-mode waveguides formed in the same
layer as the PUF, and standard telecommunications hardware
is used to receive and process the response. Notably, the
chamfered design permits coupling between the input/output
waveguides and several hundred transient spatial modes inside
the resonator.

Fig. 1: Qualitative perspective on relative strength and practi-
cality of electronic and optical PUFs

Additional richness of complexity arises when the nonlinear
optical properties of the silicon-based materials are exploited,
including Kerr effects, Raman scattering, two- and three-
photon absorption, and effects from free-carriers. We have
demonstrated nonlinear silicon-based photonic PUFs in both
single-crystal silicon (c-Si) films as well as hydrogenated
amorphous silicon (a-Si:H) films. Due to their beneficial linear



and nonlinear optical properties and chaotic design, both

platforms have provided highly unclonable, unpredictable, and

ML-attack resistant PUFs. a-Si:H devices provide additional

flexibility during fabrication due to the low-temperature depo-

sition of the films and the potential for additional information

content due to the random nature of the amorphous film.

Fig. 2: SEM image of a silicon-based photonic PUF device

consisting of a reverberant ray chaotic cavity accessed through

robust, single-mode waveguides formed in the same layer as

the photonic PUF.

The integrated photonic PUF devices derive their large

information content from both the chaotic nature of the cavity

as well as the nonlinear optical interactions that occur within

the cavity. As we have shown [33], the nonlinearity provides a

complex mapping function between the spectro-temporal input

to the output of the system, rather than a simple transmission

matrix that would be provided through a simple linear system

(Fig. 3). This results in information content upper bound

potentially on the order of exabits for such a device.

Fig. 3: The nonlinearity provides a complex mapping function

between the spectro-temporal input to the output of the sys-

tem, rather than a simple transmission matrix that would be

provided through a simple linear system.

We have performed extensive studies of unclonability in

two separate silicon based platforms. In c-SI, we have char-

acterized 12 precise copies (referred to as clones) of a c-Si

microcavity, all produced on the same wafer during the same

fabrication run [22]. In a-Si:H devices, we have characterized

10 precise copies of an a-Si:H micro-cavity [34]. To test

the unclonability of our devices, we apply the same input

challenge sequence to exact copies of the same device and

compare the resulting photonic PUF responses. The fractional

Hamming distance (FHD) between a device and its expected

response is considered a “like” distribution, while the FHD

between a device and its clone’s expected responses are the

“unlike” distributions. As shown in Fig. 4, FHD measurements

in both platforms show clear separation between each device’s

response compared to all other clones, also demonstrating

unclonability with the existing fabrication techniques. Inter-

estingly, the a-Si:H device outperform the c-Si with regard to

reproducibility (low FHD for a given device compared to its

own challenge-response library) due to overall better insertion

losses resulting in higher SNR.

Fig. 4: Fractional Hamming Distance (FHD) for 10 clones in

each of two silicon-based platforms: c-Si and a-Si:H.

To quantify the difference in performance between the crys-

talline silicon (c-Si) and amorphous silicon (a-Si:H) photonic

PUFs, we have defined a “Performance Quality Factor,” Q:

Q =
μinter − μintra

σinter + σintra
(1)

This quality factor calculates the difference in the means of the

like and unlike distributions and divides this value by the sum

of the standard deviations of the two distributions. This quality

factor is calculated as 8.8 for our crystalline silicon devices,

and is slightly larger at 11.08 for the amorphous silicon PUFs

(see Fig. 5), indicating what can be interpreted as superior

performance. Notably, both platforms demonstrated extremely

promising results with large numbers of clones with respect

to unclonability.

Successful Machine Learning (ML) attacks can compromise

the security of a PUF, as once the challenge response behavior

is learned, the full challenge response library can be generated

and a PUF device can be spoofed at any time. It is essential

that PUFs provide resistance to such attacks. Through both our

c-Si and a-Si:H platforms, we have explored our PUF devices’

resistance to a variety of ML attacks.



Fig. 5: Summary of the means and standard deviations of
the ”like” and ”unlike” FHD distributions of both material
platforms. Also shown is the calculation of a performance
quality factor indicating what can be interpreted as superior
performance in the a-Si:H devices.

Both direct and side-channel attacks in our c-Si devices
[22] with deep neural networks (DNNs) demonstrate our c-
Si PUF’s resistance to ML with the DNN’s ability to learn the
device plateauing at all operational power levels. Interestingly,
as pulse energy is increased and more optical nonlinearity
is experienced, the separation between the FHD of the ML
model and the device increases more. To quantify, we have
demonstrated False acceptance and false rejection rates at
10−22 with pulse energies of 0.36 nJ (and decreasing even
further to 10−27 when the pulse energies are increased to 1.7
nJ).

The nonlinearity in our a-Si:H devices is an order of
magnitude higher than the c-Si platform, and as a result, such
devices perform as good as, or better than, c-Si devices with
regard to resistance to ML attacks. Figure 6 shows an example
ML attack against our a-Si:H devices, where the opening
in the two curves represents the difference in accuracy of
the ML models to predict the bits of the key as compared
to the repeatability of the experimentally validated device.
We observe that as the pulse energy increases, the opening
between the curves also increases, emphasizing the importance
of the optical nonlinearity of the PUF device. Notably, the
resistance to ML attacks is occurring with 2-3 orders of
magnitude less pulse energy for the a-Si:H devices compared
to the c-Si devices.

Through our investigations, we have demonstrated that
silicon photonic PUFs possess strong reliability, unclonability,
information capacity, and resistance to state-of-the-art ML
attacks. In particular, the complex nonlinear optical behavior
of the silicon photonic PUFs represents a significant step
forward in ML resistance of practical, CMOS compatible
PUFs. Whereas linear PUFs, especially electronic PUFs, can
be predicted with 99% accuracy under similar ML attacks,
the photonic PUF resists this style of attack even at low input

powers and it becomes especially resistant at higher optical
powers that excite more optical nonlinearities in the cavity.

F
H

D

4

Bit Number (LSB)
8 12 16

1.5 pJ

0.5 pJ

5 pJ

Fig. 6: ML results on the a-Si:H PUF devices for three pulse
energies. The opening between the modeling curve and the
true device increases as a function of increased pulse energy,
demonstrating the importance of nonlinearity on the resistance
to ML attacks.

Based on our results, the optical nonlinearity is clearly
shown to have critical importance in the resistance of silicon
photonic PUFs to such ML attacks. The combination of device
robustness and ML attack resistance demonstrated here is
unique amongst presently available PUF designs and is critical
for applications in hardware and information security. With
the recent emergence of silicon photonic foundries and greater
adoption of silicon photonics in the microelectronic ecosystem
we anticipate that silicon photonic PUFs will provide an ideal
hardware security device for future information systems.



3 Photonic PUFs based on speckle image from disordered
random optical media
Dimitris Syvridis

As already discussed in the previous sections, random
physical structures are very promising means to serve as a
root of trust for various cryptographic primitives such as
authentication and encryption keys. In fact, and taking into
account the asymmetric cryptography related issues (prone to
stealth stealing the secret key, delays due to heavy processing
requirements, unproven mathematical assumptions, and most
importantly quantum computing developments), physical un-
clonable functions could be the successor technology provided
that they satisfy to a large degree the ideal PUF require-
ments, i.e. deterministic (time invariant operation), support of
very large number of challenge response pairs, resistance to
machine learning / brute force attacks, unclonability, and of
course, real time on demand operation (no digital storage).

The schematic of a typical photonic PUF based on optical
speckle recording is shown in Fig. 7. The key part is the
random optical medium. Its properties and structure in general
dictate the other two critical parts of the PUF, namely the
interrogation unit operation principle and architecture and the
mathematical algorithms for processing and key extraction.

When firstly proposed by Pappu et al. [25], the random
medium was a bulk optical scattering unit. The same ap-
proach has been in principle followed by other groups e.g.,
[24]) where the random token was a bulk scattering material
combined in some cases with random surface formation.

Fig. 7: Schematic of an optical speckle based PUF with
the main building blocks been indicated. The laser beam is
transmitted through the LCD screen which converts the digital
challenge to special light structure illuminating the random
optical token. The optical speckle generated at the output is
recorded by the camera.

This approach provides sufficiently complex speckle pat-
terns when interacting with a coherent optical beam (e.g.
laser diode emission). Combined with space encoded optical
inputs, corresponding to different numerical challenges, has
the potential of generating highly uncorrelated optical speckle
patterns which after proper numerical processing lead to the

corresponding numerical responses. Major concern in this
case is the maximum number of uncorrelated optical patterns
projected to the random medium which result in strongly
uncorrelated speckles and in consequence different digital
random sequences (keys). This PUF property can be used for
true random number generation [35]. Other input parameters
could also be used in order to increase the number of challenge
response pairs (increase the strength of the PUF) such as laser
wavelength.

One of the major criticisms that this type of token has
received is its inherent linear behavior. Indeed, scattering
is a linear process although at the system level this is not
absolutely true in the sense that optoelectronic conversion of
the imaging device is governed by the square law. In any case
focusing on the linearity of the scattering mechanism, this has
two major consequences.

The first is related to the possibility of measuring the
transfer matrix experimentally and therefore implement a
computational copy of the PUF by numerically modelling this
medium. Indeed, such activities have been reported but and
successfully determined this transfer matrix of such medium
[36], [37]. Unfortunately, this has been achieved for extremely
small sizes (illumination areas A) and small thickness d of the
disordered medium, e.g. in [5] A = 18×18 µm2 and d = 10.5
µm2. The reason is the number of modes N which depends on
the surface according to the relation N = 2πA/λ2 for the two
orthogonal polarizations and the intrinsic correlations between
the modes which result in an overall transfer matrix much
larger than that obtained by the number of the illuminated
elements. Needless to mention that in a typical PUF imple-
mentation the area of each of the illuminated elements is in the
order some mm2 and the illumination matrix is in the order of
e.g. 128 × 128 elements. Therefore and even assuming that
the intruder has the possibility to remove the random token
from its PUF packaging – which is practically impossible
without radically modifying the overall PUF properties – the
experimental extraction of its transfer matrix is unrealistic.

The second refers to the efficiency of the machine learning
attacks. The idea here is to extract the transfer function of the
disordered medium using machine learning techniques. In such
a case, the potential eavesdropper needs to have direct access
to the optical encoding hardware and to the acquisition raw
output. This is not obvious for a practical implementation since
apart from the proper electro-mechanical assembly, the com-
plete system should operate in secure execution environment.
In any case, it is still interesting to see whether the scattering
process can be modelled with machine learning. There are
quite some works recently focusing on this topic. For example,
in [38] the authors develop and demonstrate a Convolutional



Neural Network (CNN) able to learn the statistical information
contained in the speckle intensity patterns captured on a set of
diffusers having the same macroscopic parameter. They use the
trained CNN to make high quality object predictions through a
different set of diffusers on the same class. A similar approach
is reported in [39] based also on a variant of CNN.

Common characteristic in all these approaches is the re-
construction of well defined images like characters or number
figures but not highly complex patterns such as those used
to optically encode the numerical challenge in a PUF. More-
over, all these approaches reconstruct the input image from
the speckle pattern. According to the PUF terminology they
reconstruct the challenge from the response, which is not the
desirable action, since what is needed is to reconstruct the

response (speckle) from the challenge (transmitted through a
public channel). In any case, it should be pointed out that
even if the speckle could be reconstructed from the complex
structured light image, which has not been achieved up to now,
the challenge-response pairs generated by the PUF depend
on so many structural, functional and processing parameters
in addition to the transfer function of the random token that
it would be impossible for someone to disassemble the unit,
extract the random token, determine its transfer function and
reassemble it as an exact replica of the initial PUF.

An alternative to the bulk optic random token has been pro-
posed in [40], adopting a combination of strongly multimode
optical waveguide with scattering facets.

Fig. 8: Schematic of the proposed PUF implementation in [40], presenting the physical mechanisms associated with response
generation. Inset depicting the rough fiber’s facet, R and d correspond to the radius of the facet and to the average defect
size. in and out are related to the initial excited and filtered modes, due to the core-cladding of the fiber and Nv, Ng are the
number of modes supported by the facet and the waveguide.

This implementation relies on large core (900 µm) step
index polymer optical fiber with facets incorporating randomly
induced surface roughness. One of the facets is illuminated by
a laser beam and the optical output generates the speckle image
recorded by the camera. The challenge in this case is the laser
wavelength. The basic mechanisms involved in this type of
token are the multimodal behaviour of the fiber, the excitation
of a large number of supported modes by the randomly micro
structured rough surfaces and the corresponding mode mixing
within the waveguide core combined with the scattering from
the material imperfections.

Major advantage of the proposed method relative to the
conventional bulk tokens is its superiority in terms of the
unclonability and the reconfiguration possibility using the
same hardware, resulting in a totally different PUF device.
Apart from the conventional disordered scattering media, a
lot of effort has been put recently for the development of
novel tokens using alternative materials, passive or active
(e.g. fluorescent, optically pumped quantum dots, etc.). For
example in [41] perovskite quantum dot nanostructures are
used to produce unclonable fluorescent speckles resulting at

the diffraction limit in a special / temporal dual mode PUF.

As explained above (see Fig. 9) the main hardware parts of
the interrogation unit are the optical source, the input photonic
encoder and the imaging unit (camera). Some years ago,
these components were rather bulky and expensive, and the
overall system was in most cases assembled on optical tables
with strict vibration isolation and temperature stabilization
requirements. Things have changed since and the current
implementations appear to be very compact, low cost, and
high performing with very good robustness and unclonability
performance. Indeed, low cost and high emission quality
VCSELS can be used in combination with miniature structure
light units (e.g. MOEMS based), some micro-optics for the
beam formation, sufficiently complex low cost disordered
scattering media, and chip cameras with sufficient resolution
and very small footprint (e.g. a surface of few mm2). The
first such implementation at a preproduction level was reported
in [42], [43] and was tested successfully for a period of six
months continuously in the framework of the EU R&D project
SMILE [44].



Fig. 9: Representation of the PUF main Unit as implemented

in [42]. Courtesy of Eulambia Ltd.

The system is under further development with improved

performance and much smaller footprint and power con-

sumption towards a USB stick like implementation. Key role

in the performance and the operation of the system plays

the software which is responsible for transcription of the

numerical challenges to the uncorreleted space structured light

patterns that illuminate the token, AI assisted image processing

techniques for the speckle stabilization / extraction, hashing,

processing etc. All these, together with the conventional pro-

cess of enrolment / authentication, helper data generation, etc.

In conclusion, the speckle imaging based optical PUF with

its inherent advantages of low cost, resistance to machine

learning attacks, stable operation and potential for a very small

footprint, is a very strong candidate appropriate for a broad

range of cyber security applications.
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