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Abstract— The promises of smart cities continue to overwhelm
many people eager to live in them. Simultaneously, many people
are still concerned about the increasing privacy risks associated
with the core of the promises. The core of smart cities’ promises
lies in generating and using data to enable urban technologies that
provide, to some degree, value-added services and opportunities
for both cities and their citizens. The promises of smart cities
highlight three interdependent dimensions, namely the
information type, purpose, and value that provide the basis of
studying and addressing privacy concerns to enable successful
smart cities. This paper presents a 3D privacy framework based
on three interdependent dimensions that build on existing citizens’
privacy models [1] and framework [2] to hypothesize when citizens
are likely to accept smart city technologies with privacy concerns,
when citizens are more likely to accept trading their privacy for
the provided valued services under defined regulations, and when
citizens are likely to protest and disregard smart cities
technologies altogether. The 3D privacy framework highlights new
ways of evaluating how technologies impact citizens’ privacy and
encourages adopting new ways to lessen citizens’ privacy concerns
by implementing technology-specific agile regulation based on the
metrics of security. Some specific examples of smart city
technologies are discussed to illustrate the practicality and
usefulness of the proposed 3D privacy framework in the smart
cities’ space.
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1. INTRODUCTION

The idea of the realization of smart cities that use data to enable
new services or improve existing ones is exciting. Nevertheless, the
massive data collection to enable technologies in smart cities still raises
countless privacy issues. These issues range from identifying whether
the information or data being collected is personal or impersonal to
whether the enabled service is provided with or without surveillance.
Hence, the value of the enabled services through the deployed
technologies in smart cities should be evaluated based on what citizens
can tolerate concerning their privacy to enable and allow resilient smart
cities. Zoonen [2] introduced a 2D framework model as a tool to help
analyze and understand how urban planners should integrate privacy
concerns in planning and building efficient and desirable smart cities.

It is important to assess different smart cities technologies to
understand what types of data is used, determine whether the data is
personal or impersonal, and ultimately control the purpose of the
enabled technologies. It is vital to evaluate the purpose of enabling
services for citizens through technological solutions to determine
whether the services are provided with or without surveillance. The
consideration of citizens’ sentiment in smart cities is necessary to

provide practical solutions that answer to the myriad of privacy
concerns among citizens.

The understanding of the value aspect of data and technologies
remains a key factor in determining whether technology provides value
predominantly to citizens or to both cities and citizens. The same
comparison can be applied even further to look at whether the enabled
services’ value is predominantly for the public sector or both the public
and private sector; the producer or both the producer and consumers;
and so on. Understanding the actual value of the deployed technologies
or systems in smart cities helps to differently address the privacy
concerns of both the intentional and unintentional service’s
surveillance. It is essential to provide better services in such a way that
there is an active consideration about the use of personal data enabled
services without creating a surveillance state with the deployed
technologies. Related works [1][3][4][5] point out that the success of
smart cities ultimately depends on their capacity to properly address and
respond to questions, concerns, risks and consequences that pertain to
the privacy and security issues of citizens and their data regardless of
the amazing, enabled technologies.

In this regard, it remains paramount to assess every technology
within smart cities in a way that addresses the privacy concerns of
citizens. Zoonen [2] urged the need to assess the types of technologies
that are deployed in smart cities with emphasis on the collected data and
the purpose for data collection. The 2D framework proposed in [2]
could potentially benefit from a critical value dimension that ripostes to
whether the deployed technologies are valuable to either citizens or
cities in ways that validate and justify enabling them within smart cities.
This paper proposes a 3D privacy framework that aims to answer
citizens’ privacy driven questions related to the deployed technologies
in view of the actual value that the deployed technologies and systems
provide to smart cities and its citizens for enabling resilient privacy
aware smart cities [1].

The 3D privacy framework with data, purpose and value
dimensions results in eight different quadrants or spaces that a smart
city technology or system can be categorized after careful evaluation of
its data type, enabled services, and provided value to either the city or
its citizens. The provided value can be different forms including
monetary benefits, security benefits, health benefits, opportunities, etc.
Ultimately, the value of a specific system or technology would
converge to a monetary value in view of the investments needed to
implement and deploy these technologies. When the value provided by
a particular technology or system benefit both citizens and smart cities
equivalently, the 2D framework [2] can be used to address privacy
concerns based on the data type and the purpose of the technology.

However, when there is an indication of more value being provided
to either the citizens or the city by the provided service, there is an
opportunity to assess the associated privacy concerns with the 3D
privacy framework. The assessment could mean using an agile
regulation process to set boundaries on how to deal with the collected
data in ways that lessen the privacy concerns of the citizens. The agile



regulation process considers the security aspects associated with the
technology or system being assessed based on different privacy flags.
The agile regulation process determines how to mitigate or lessen the
privacy concerns by setting guidelines on how long private data should
be kept or when to delete them after the service.

The value driven 3D privacy framework is built on frequent
dimensions in research on privacy concerns based on how people
perceive specific data as more personal and sensitive than others [2] and
how people view privacy concerns differently based on the collected
data and the provided benefits they enjoy. For example, many social
media users care less about the information they share online if they
receive their anticipated response from their followers [2]. The efficacy
of the 3D privacy framework highlights the premises of a tradeoff for
citizens between the level of forgoing privacy or allowing personal
information sharing in exchange of personalized services’ value that
outweighs the privacy concerns, especially when personal data
regulations are set up to lessen the privacy concerns.

II. RELATED WORK

Privacy is a fundamental element that smart cities must address to
be citizen centered. Privacy demarcated as the right to be let alone [33]
has broaden as a notion over time. It contains many other aspects, such
as freedom of thoughts, the right to self-isolate, the ability to control
personal information, the right to be free from surveillance, the
protection of one’s reputation, and the protection from searches and
investigations [34]. The prospect of privacy cannot be undermined with
the extensive deployment of IoT sensors that increasingly collect
personal information from both public and private institutions [35]. The
collection of personal data is carried out with or without people’s
granted permission and awareness [36]. All technology whether it is
cryptography, blockchain, biometrics, machine learning, and so on, that
requires the collection of personal data, induces at least an associated
privacy concern element that must be properly addressed to avoid total
technological privacy invasion of citizens.

Consequently, there are many avenues for technology driven
privacy issues within smart cities, as they shift their attention to the
quantitative collection of data through the deployment of sensors and to
the automated computational systems modeling for data analysis that
optimize the enabled services for citizens. The privacy concerns are
enormous and complex to dissect and resolve with more and more data
collection without the proper protection and regulation in place. Privacy
remains the indispensable component in generating an effective and
justifiable value for citizens [37], and every technology that collects and
aggregates citizens’ personal data must address its concerns.

Technology driven privacy issues occur throughout the lifespan of
the technology from conception to development to deployment and
finally through lifetime application and use. In the conception phase of
the technology that uses personal data, there is a privacy red flag of
people’s long-term awareness, consent, and willingness to grant
permission [2] for the collection of personal data that enable the
technology, which must be addressed. In the development phase, there
are many privacy risks that raise concerns [38][39] about data use and
protection to ensure that no third party can access, and potentially
compromise, personal information without people’s consent and
permission. In the deployment phase, there are other privacy related
issues to be mindful of in terms of data security and data aggregation as
hackers can exploit the collected data for other uses without the consent
and awareness of individuals [39]. Lastly in the lifetime application and
use phase, privacy issues arise from different angles in the aggregation
of data and the security of different databases and systems [40] that
interact with the collected data with or without individual consent and
permission.

The datafication of smart cities information and communication
technology infused infrastructures enables the extensive monitoring

and steering of city maintenance, mobility, air and water quality, energy
usage, visitor movements, neighborhood sentiment, etc. It excavates
avenues for privacy and security concerns that necessitate in-depth
assessment of smart cities technologies and systems to preserve the
provided citizens’ value. The applicable technology driven privacy
issues within smart cities are discussed further in section IV.

III. 3D PRIVACY FRAMEWORK

The privacy level illustrated in the 3D privacy framework is based
on how many of the five privacy dimensions, namely identity privacy,
query privacy, location privacy, footprint privacy, and owner privacy
[1], are encompassed by the given technology or system. The identity
privacy dimension pertains to the releasing of the identity of a user
when a user accesses a smart city service. The query privacy dimension
pertains to the protection of the privacy of the requests made by users
to services. The location privacy dimension pertains to the guarantee
that the privacy of the user’s physical location is protected. The
footprint privacy dimension pertains to the control of information that
can be recovered or inferred from microdata sets. The owner privacy
dimension deals with the privacy-aware computation of queries from
different autonomous entities databases.

The higher the number of privacy dimensions the technology or
system violates or flags, the higher the overall privacy level the
quadrant possesses. Privacy-enhanced technologies should be judged
based on different levels of privacy, and the decision to allow their
deployment should rest primarily on the value they provide to both
smart cities and citizens, and ultimately on the security measures they
employ to fulfil their purpose. This is the essence of the 3D privacy
framework as it enables new ways of judging different technologies in
the smart cities space and offers avenues to assess future deployable
technologies.
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Fig. 1: The figure presents the proposed 3D privacy framework.

The 3D privacy framework is an adaptive technology assessment
tool for enabling enhanced citizen’s privacy aware technologies based
on provided value and services. It facilitates a better approach in
analyzing the required regulations that must be put in place to help
lessen the privacy concerns of citizens and enables them to adopt more
technologies that provide them with true value without jeopardizing
their privacy. The crucial distinction of providing services is made



resulting in service with surveillance (denotes surveillance) and service
without surveillance (denotes service).

It is necessary to mandate strict regulations in lessening the privacy
concerns in some quadrants. The mandate may pertain to the deletion
of personal data after service completion to avoid further damage or
compromise to their personal data used in enabling the service.
Knowing the value that the technology provides to citizens might help
drive the regulations of how data can be preserved. The 3D privacy
framework facilitates privacy discussion and provides a better way of
determining whether the technology is valuable and indispensable
enough to demand the collection of private or confidential data to
realize its purpose and provide its value. The 3D privacy framework as
shown in Figure 1 generates eight different quadrants conditioned by
the value dimension and dominated by the relationship between the data
type and the purpose of the technology or system.

IV. FRAMEWORK QUADRANTS

This section discusses the different genres of technology that can
potentially fall into each of the eight spaces shown in Figure 2 and
highlights at least one example of the current technologies penetrating
the smart cities space to address the relevant privacy concerns.

oaTA

impersznal

Quadrants with Persconal Data Quadrants with Impersonal Data

Fig. 2: The figure shows the 3D privacy framework’s quadrants based on the
data type.

This approach aims to provide a way to weigh the generated privacy
concerns against the value that the technology provides to its
stakeholders whether it is the citizen or the city, the private sector or
public sector, and so forth.

A. Quadrant I

The first quadrant revolves around technologies and systems that
provide value predominantly to the city by the service they enable using
personal data they acquire from citizens. In this space, technologies that
provide value to the city by using the personal data of citizens in
conjunction with any impersonal data to enable the needed services are
concerned. There are many smart technologies and systems that fall into
this space like smart mobility technologies that necessitate for the most
part a good understanding of citizens’ location and movement to better
plan for non-congested routes, traffic light durations and more smooth
transportation systems including overall traffic control and
management systems. Thus, understanding the culture in the city and
the behavior of the citizens including their movement is paramount for
an efficient and effective smart mobility system because the
understanding of how citizens move and their means of movement
provide better ways to plan, control and optimize city systems beyond
only looking at vehicle movements’ patterns.

For example, if the system or application knows where citizens
want to travel to at specific moments such as going to work during
workdays or to the beach on the weekend, the system and application’s
algorithm can couple those habits with citizens’ location information to
plan and align the best routes. Based on citizens’ participation, further
investment in similar projects may be made to enhance citizens’

experiences by improving the city’s mobility systems and infrastructure
such as road expansions. The privacy level in this quadrant is deemed
as high because of the many potential privacy dimensions risks
associated with the technologies, and the intention of the potential
technologies in this quadrant are not for surveillance. It is apparent that
at least three of the five privacy dimensions concerns can be
encountered in enabling the needed services for cities. An example of a
smart mobility technology and service is discussed in [6][8] to expose
the potential privacy dimensions in enabling the services.

In smart mobility technology, there is a high concern for query and
location privacy concerns [11] as applications need to identify a point
of reference which is coupled with an identity of the user [9] or the
mobile device IP address requesting the services. Additionally, there is
a footprint privacy concern for the suggestion of common routes and
guessing of common places in the request and the delivery of the
services. A typical example of smart mobility [9][32] is the sharing and
urban mobility service where transport systems are shared between
users to optimally provide a multimodal convenient transport system to
users. It is evident that the privacy risks associated with the identity,
query, location, and footprint [11] privacy is relevant in this space to
mandate proper security [10] and regulations.

B. Quadrant IT

The second quadrant revolves around technologies or systems that
provide value predominantly to citizens by the service they enable using
personal data they acquire from citizens. In this quadrant, technologies
that provide value to citizens by using personal data in conjunction with
any impersonal data to enable the needed services should be considered.
It is evident to notice a prevalent attribution of smart health
technologies and systems whereby citizens are notified of danger zones
that could be hazardous for them. Smart health technologies make use
of personal information of citizens and more importantly their health
history and background including their pedigree to optimally determine
and recommend safe measures for individuals to adopt and follow for a
better health outcome.

The provided value of technologies and systems in this space is
more toward the well-being of citizens even if the cities invest in the
infrastructure to support and facilitate the collection and processing of
all data to better connect citizens to their health experts. The
technologies and systems help and enable health experts to see health
related patterns quickly for the patient within his or her immediate
environment. It is true that many smart health technology applications
would not be possible without the need and use of personal data and
information [12]. It is in consideration of the provided value that one
can better weigh between the privacy and security concerns and the
receivable health benefits. Perhaps when the benefit or value of the
technologies and systems dominate, there would be a bigger push in
finding ways to regulate technologies and the ownership of the data in
a way that facilitate the adoption of similar technologies.

The privacy level in this quadrant is deemed as high because of the
potential privacy dimensions risks associated with the technologies, and
the purpose of the technologies is not for surveillance. It is evident that
at least three of the five privacy dimension concerns can be encountered
in enabling the needed services for the cities. A typical example in this
space is the e-Health application that provides services to patients like
prescription refill by using their previously stored database electronic
health record information to facilitate and optimize the services [4].

In the smart health technology application space, there is a high
concern for the identity, query and owner [12][13][14] privacy aspects
as applications need to identify and authenticate the beneficiary of the
service through queries. Queries access the personal information of the
beneficiary in the database to ensure there is a substantial match to
accurately provide the needed service. There is a need for proper data
and information analysis in this space as updating the database
information needs to be secured and reliable for proper and accurate



servicing of patients [12], otherwise it would be a disaster should the
information be compromised in any way, shape or form. Therefore,
applications in this space require a proper security mandate and
regulations [15] to lessen citizens’ privacy concerns [16].

C. Quadrant 11T

The third quadrant revolves around technologies and systems that
provide value predominantly to cities with the surveillance systems they
enable using personal data acquired from citizens in conjunction with
other impersonal data. Smart government security systems are more
prevalent and lead in this space to help run and secure smart cities.
These systems are built to anticipate security issues within smart cities
by possessing and processing critical personal information of citizens
[17] and correlate that information to their moves through constant
collection of video footage of suspected citizens [18].

In this quadrant, the personal information of citizens is collected,
models of artificial intelligence are deployed, machine learning models
for face recognition are instituted, and video surveillance systems are
operated to realize safer smart cities [19]. These technologies are meant
to enable faster information transmission for quicker security responses.
Most of the smart technologies in this quadrant may be found in law
enforcement [20] because they can greatly benefit from the collection
of personal data of citizens [19] to better secure cities in deploying more
law enforcement in areas with higher crime history and a higher number
of people with crime history. This is the quadrant with the highest level
of privacy concerns as more personal information that the government
may want might not be easy to obtain from citizens especially when
they know that information will facilitate their monitoring and
investigation.

The privacy level in this quadrant is deemed highest because of the
potential privacy dimensions’ risks associated with the technologies
coupled with the intent of technologies being for surveillance reasons
and pattern recognition. It is evident that at least four of the five privacy
dimension concerns are encountered simultaneously in enabling the
needed surveillance services for smart cities. Technologies in crime
prevention that use video surveillance [2] involve the complete
identification of individuals and tracking movements through
interconnected surveillance data feeds with other IoT data feeds. In this
example, all five privacy dimensions are in play, and the
interconnection of these different privacy dimensions results in the
highest privacy concerns level that must be addressed and properly
regulated. The identity, query, location, footprint and owner privacy
concerns [18] [17] cannot be overstated in the acquisition, processing
and interpreting the video data feeds to detect and anticipate a specific
action and trigger the commanding response [20][31].

D. Quadrant IV

The fourth quadrant revolves around technologies and systems that
provide value predominantly to citizens by the surveillance systems
they enable using personal and confidential data they acquire from
citizens and throughout the city. In this quadrant, there is an opportunity
for more smart governance technologies, as the systems and
applications enable more engagement between citizens and cities to
ensure that more value is provided to citizens.

At the same time, the technologies and applications facilitate the
connection and communication between both citizens and cities
through an iterative process of systems’ improvement and bias
reduction. The quadrant encompasses technologies that enable citizens
in many ways, not limited to only the use of their data. There is value
in the provided surveillance services toward citizens in enhancing the
security and the overall credibility of the systems and applications. In
this space, there is a paradox effect in that there is potential for some
citizens to surveil government administrations, agencies and systems to
determine how long they take to process the collected data and provide
the proposed services [20][31].

The privacy level in this quadrant is deemed highest because of the
potential privacy dimensions’ risks associated with the technologies in
this space, and the aim of the technologies is for surveillance. It is
evident that in this quadrant at least four of the five privacy dimension
concerns can be encountered in enabling the needed services for
citizens. An example of smart governance is discussed in [7][21] to
expose the potential privacy dimensions in enabling the surveillance of
citizens and gauge their level of acceptance or rejection of a service.
Good governance requires the participation of citizens in providing
feedback and voicing concerns. There is a need for authentication of
citizens [21] and a reliable security in their interaction to facilitate a
smart governance service. The identity, query, location, and owner
privacy concerns are dominant in this quadrant, and if needed for
surveillance, footprint privacy concerns also arise. Hence, there is a
greater need for privacy and security issues [20][31] to be addressed in
this space together with a set of regulations for the greater good of
citizens.

E. Quadrant vV

The fifth quadrant revolves around technologies and systems that
provide value predominantly to cities by the services they enable using
impersonal data they acquire throughout the city. In this space, there is
a potential for many technologies that provide services and value to a
city by ensuring that the city runs optimally and efficiently without
generating any privacy violations or concerns. The provided value to
cities is brought about by the numerous applications that make use of
the myriad of IoT sensors deployed around smart cities. The
technologies in this space include smart agriculture, water quality
monitoring, air quality monitoring, noise control, heat monitoring,
among many other systems.

The type of data collected is impersonal, and IoT sensors are
continually developed and deployed to enable data acquisition in real
time to optimally facilitate the services provided in smart cities. Many
environmental sensors that are currently deployed generate less privacy
concerns as they are aimed to only serve the purpose of monitoring
changing conditions within the environment to enable citizens to make
good decisions as to what they can safely and optimally do in the city.

The privacy level in this quadrant is deemed low since there are
hardly any noticeable potential privacy dimensions’ risks associated
with the technologies in this quadrant as the aim of the technology is to
provide services to cities while using impersonal data. It is evident that
there is at most one privacy dimension concern, i.e., owner privacy,
which is usually irrelevant as most of the data collected in this space are
typically open data for environmental services. A good example in this
quadrant is air quality monitoring [22] to help manage and control air
pollution initiatives within smart cities. Although there may be some
security challenges encountered in the collection and analysis of the
data, there are, however, minimal privacy concerns with the use of
impersonal data for enabling such services in smart cities.

F. Quadrant VI

The sixth quadrant revolves around technologies and systems that
provide value predominantly to citizens by the service they enable with
impersonal data they acquire in the city. In this space, there is potential
for many technologies that provide services and value to citizens by
ensuring they enjoy their lifestyle and live in a way that is better with
technology than without. This is a quadrant where technology is well
encouraged as there are no or low potential for privacy concerns, as
technologies provide avenues to enable citizens to plan their trips
efficiently. In this quadrant, technologies and applications involving
weather forecast and environmental informatics are useful and provide
valuable information to citizens to enhance safety and planning.

The privacy level in this quadrant is deemed low since there are
barely any noticeable potential privacy dimensions’ risks associated
with the technologies as the aim of the technology is to provide services



to citizens or users while using impersonal data. It is obvious that there
are usually no privacy concerns involved in this space as it pertains to
citizens because none of their data is being collected in enabling the
technologies or applications thereof. If there are ever privacy dimension
concerns, it will be that of owner privacy which relates to the security
and the interactions of the various databases that house data collected
by the myriad of deployed sensors in smart cities.

A good example is that of smart home applications that condition
the homes to efficiently manage energy by economizing when to dim
or turn off lights or adjust the thermostat to enable free cooling [23] and
heating depending on the outside conditions. Another example is the
weather forecast [24] and conditions to better inform citizens to prepare
for their planned activities. All these applications and services are
provided without any requirement from citizens to share any personal
information. There are some security challenges from the applications
providing location specific services; thus, creating the location and
query privacy concerns in the collection and analysis of the data.
Nevertheless, there is still minimal privacy concerns in enabling the
services as the source does not necessitate any use of personal data.

G. Quadrant VIl

The seventh quadrant revolves around technologies and systems
that provide value predominantly to cities by the surveillance service
systems they enable through the use of impersonal data they acquire in
the city and from citizens (data such as geographic location). The
quadrant privacy concerns arise from the fact that there is surveillance
involved in the provided service or in the deployment of the
surveillance equipment or sensors that collect impersonal data, but
through the aggregation of impersonal data with other data, personal
information is acquired. Examples of impersonal data can be location
coordinates of a residence which can be aggregated with temperature
spikes generated in the home to determine whether an individual is in
the home [25] even though the collected data are impersonal.

It is evident that the surveillance services provided to citizens by a
city can be questionable because not all individuals are comfortable
with being surveilled or targeted in some way. There are specific
neighborhoods [26] that can be biasedly targeted, and people living in
them would not appreciate revealing any of their personal data during
any aggregation process whatsoever. The surveillance example in this
quadrant can be that of determining the occupancy of a smart home [27]
through the use of aggregated data coupled with some specific
appliance power consumption data [29] as the demand and
consumption varies with an increasing number of people in the home.

This data aggregation is expanded to virtually indicate the presence
of individuals [28] in a home in real time. Household occupancy
monitoring [30] through the aggregation of data contributes to privacy
concerns as it opens more concerns from citizens as to what personal
data are compromised through the footprint and owner privacy
concerns. The privacy level in this quadrant is deemed medium because
there are potential privacy dimensions’ risks associated with the
surveillance technologies using impersonal data that is aggregated to
reflect and detect sensitive private information. Therefore, there is a
need for robust security and regulations to be put in place to lessen
citizens’ concerns.

H. Quadrant VIII

The eighth quadrant revolves around technologies and applications
that provide value predominantly to citizens by the surveillance system
enabled using impersonal data acquired in the city. This quadrant
becomes swiftly extraneous in the sense that citizens would not be
encouraged to go to the extent of using impersonal data to surveil other
citizens. Thus, there are not many technologies or systems that would
provide the surveilling services and value to citizens in any way that
does not violate the privacy rights of other citizens. In this case, the
framework does not consider nor recommend anything. However, if

there is an opportunity space where some applications can be
considered, it may be in parental guidance applications where there
could be restrictions to content children are able to access without
proper authentication. Nevertheless, it would necessitate some personal
data aggregation in providing credentials, locations, and queries to
provide a clear value.

V. FRAMEWORK RELEVANCE

The proposed 3D privacy framework seeks to answer two
fundamental questions as it pertains to privacy concerns within smart
cities. First, the framework seeks to focus on and assess the various
existing technologies that are deployed in smart cities, which use
personal data to provide services and value that benefit primarily
citizens. In this regard, the framework assesses the surveillance ability
of technologies by analyzing the types of data used, and the various data
manipulations that are needed to eventually enable valuable services.
Thus, it ensures that citizens’ personal information is not used for
decisions that do not benefit citizens and ensures proper regulations for
data deletion after the provided service completion to avoid the use of
data for other purposes.

It is evident that citizens are willing to trade some of their personal
information for services that are deemed valuable to them, and that can
be enabled by using personal information such as in the case of Saudi
Arabia [35]. Additionally, the framework considers technologies that
provide value to both citizens and cities in the services they enable. In
this case, there is a need for personal data storage to build trends and
identify patterns as smart cities’ needs might vary with time. For
example, traffic jam control and reduction due to the mobility of
citizens around smart cities require optimization over time to account
for specific times citizens prefer to move based on their needs.

These patterns are important to better manage citizens’ mobility
and migration efficiently to ensure that citizens benefit from not
spending excessive amounts of time in traffic under conditions of bad
air quality, whereas smart cities benefit from low gas emissions from
cars. Thus, the framework aims to determine whether and when citizens
can accept technologies that provide value to both them and smart cities
by the services they enable even if it means storing personal data.

The research question to consider is whether citizens’ concerns of
privacy lessen if and only if the value provided by technologies was
citizens’ only value or the value provided was for both cities and
citizens. One can ask a similar question in demanding whether citizens
would accept to trade their personal data for technologies that provide
value to them only, or to both them and the city through the services
they enable. In [35], it is shown that in the case of Saudi Arabia, the
tendency of citizens to accept services that provide value to them
outweighs some of the privacy concerns involved with using their
personal data.

The framework seeks to determine the factors that can potentially
affect citizens in choosing provided service value over privacy
concerns, and when that is appropriate for the majority of citizens to
better assess future technologies and systems. Secondly, the 3D privacy
framework seeks to understand the value that technologies using
impersonal data provide for both citizens and smart cities and identifies
ways technologies using impersonal data can substitute for the
technologies that use personal data while providing the same value and
services to both citizens and cities. The question is how can technology
using impersonal data provide the same services and value as those that
are using personal data? This is a pertinent question that would provide
a convenient approach to understand how to improve technologies
using impersonal data to meet the demand of those using personal data.



TABLE 1: THE 3D PRIVACY FRAMEWORK BASED ON THE PRIVACY ASPECTS IN
SMART CITY SERVICES [1]

Data Purpose | Value | QD | Privacy Technology/System
level
Personal Service City I High Smart Mobility
Personal Service Citizen L High Smart Health
Personal Surveillan City it Highest Smart Government, E-
ce Government
Personal Surveillan | Citizen v Highest Smart Governance, citizen’s
ce engagement
Impersonal Service City v Low Smart agriculture, water, and air
quality monitoring
Impersonal Service Citizen VI Low Smart homes
Impersonal | Surveillan City vil Medium Smart grid, smart waste
ce management, smart homes
Impersonal Surveillan | Citizen VI Medium Open data, parental consents
ce apps

The list of the different quadrants with their associated privacy level
within smart cities is given in Table 1. A qualitative experiment will
follow up as future work to enhance the literature’s findings [35] and
help provide insights into the above questions and observations. The
privacy related concerns with the 3D privacy framework would
normally only apply to the technologies that make use of personal data
and provide either the service or the surveillance to citizens or smart
cities. It is imperative to consider the quadrants that are associated with
the provision of surveillance services while using impersonal data
because they are enabled only when the primary impersonal data are
aggregated with personal data stored somewhere to provide the
surveillance. Otherwise, there would not be any surveillance or privacy
concerns to begin with. This 3D privacy framework highlights
technologies that provide value to citizens that may be prohibitively
expensive to justify investment for deployment. It opens ways to
investigate the reasons why these technologies are not being pushed
forward and invested in. The privacy concerns arising from the use of
personal data for surveillance is detrimental to citizens. The question to
answer is whether privacy concerns will lessen if the technologies
provide value to the citizens only rather than both citizens and smart
cities.

VI. CoNcCLUSION

The issues surrounding citizens’ privacy will continue to be a major
decider, enabler, and driver for resilient and successful smart cities. It
is imperative to assess the privacy concerns of every technology in
smart cities to ensure that they do not violate the privacy rights of
citizens while achieving their purpose and providing their intended
value. The weight of the five privacy dimensions may differ across
context and people; therefore, future research should explore expanding
this model with quantitative data from surveys to reflect how citizens
of different demography may weigh these privacy dimensions. In doing
so, a cumulative quantitative measure of privacy severity level can be
used to clearly determine the privacy level range within each proposed
3D privacy framework’s quadrant. Such effort may shed light on how
to rank the privacy level of each quadrant and reflect what really matters
for citizens. The proposed 3D privacy framework provides an avenue
to assess both existing technologies and qualify future deployable
technologies with the lens of citizens’ privacy concerns based on the
intended provided value. It is essential to ensure every technology or

system being deployed in smart cities is assessed and validated to not
violate the privacy rights of its users: the citizens living and using these
applications in smart cities. This is an agile and dynamic approach of
assessing technologies in smart cities based on what citizens consider
as private information to be kept confidential. At the same time, the
framework offers an avenue for citizens to weigh the benefit of using
personal information to receive services that offer a certain value
without necessarily benefiting smart cities with the mandate of agile
regulations and policies.
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