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Abstract: Emerging applications of IoT (the Internet of Things), such as smart transportation, health,
and energy, are envisioned to greatly enhance the societal infrastructure and quality of life of indi-
viduals. In such innovative IoT applications, cost-efficient real-time decision-making is critical to
facilitate, for example, effective transportation management and healthcare. In this paper, we formally
define real-time decision tasks in IoT, review cutting-edge approaches that aim to efficiently schedule
real-time decision tasks to meet their timing and data freshness constraints, review state-of-the-art
approaches for efficient sensor data analytics in IoT, and discuss future research directions.

Keywords: Internet of Things; real-time decision making; timing and data freshness constraints;
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1. Introduction

IoT envisions to enable many innovative applications, such as smart transportation,
healthcare, and emergency response [1-4]. In IoT, timely decision-making using real-time
sensor data is essential. For example, drivers in New York, Chicago, and Philadelphia
lost 102, 104, and 90 h on average in 2021 despite a —27% to —37% drop since 2019 due
to the reduced traffic during the COVID-19 pandemic [5]. Real-time decision-making
for efficient traffic routing based on sensor data streams from roadside sensors (if any)
or dashboard-mounted smartphones can greatly alleviate traffic congestion [6,7]. Also,
an agent for real-time decision-making needs to find an available route among several
alternative routes to send an ambulance to a patient when some of them are unavailable
because of construction, social/political event, or disaster [8]. As another example, patients
in an emergency department or intensive care unit with abnormal shock index values
have much higher mortality rates [9] and higher risks to suffer from hyperlactatemia [10]
and cardiac arrest [11]. Thus, making real-time triage decisions based on the analysis
of physiological sensor data from wearable devices within decision-making deadlines
is desirable.

In the presence of alternative actions, a real-time decision-maker needs to select one of
them that is currently feasible within decision-making deadlines using fresh sensor data
that represent the current real-world status to minimize, for example, traffic congestion or
mortality in an emergency department. Furthermore, a real-time decision-maker should
require IoT devices to provide minimal sensor data necessary for decision-making only
to avoid possible network congestion and significant energy consumption in IoT devices
for transmitting redundant sensor data wirelessly. Logic predicates, also called Boolean
queries, can effectively evaluate alternative courses of action in IoT [8,12,13]. For example,
an ambulance may try to find an available route among several alternative routes to a
patient where some of them are unavailable due to construction, a social/political event,
or disaster. Let us suppose that there are two alternative routes, A-B-C and D-E-F, which
are expressed as (AABAC)V (D A EAF) where A and V represent the logical AND and
OR operator, respectively. If road segment A of the route A-B-C is unavailable, the data
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indicating the status of the road segment B or C does not have to be retrieved from the
sensors and analyzed for real-time decision making, but can be short-circuited to reduce the
latency and resource consumption [8,12,13]. Similarly, effective treatment can be selected
among alternative treatments by efficiently analyzing the logic predicate in a timely manner
using fresh data that represent the current status of the patients in an emergency department
or intensive care unit. In the rest of this paper, we use emergency vehicle routing and
triage/treatment as our running examples for real-time decision support.

There are many reviews of the general area of IoT, including (but not limited to) [1-4].
In this paper, we review cutting-edge research on efficient real-time decision support by
analyzing logic predicates in a timely fashion using fresh sensor data in IoT. Instead of being
exhaustive, we focus on systematic approaches for efficient processing of real-time decision
tasks that aim to meet stringent timing constraints (i.e., deadlines) and data freshness
requirements of the tasks for real-time decision support in IoT. We take this approach
because it is essential to meet stringent timing and data freshness constraints for real-time
decision support in IoT. For example, the real-time decision task to route a vehicle should
complete within the deadline before the vehicle passes the next exit using fresh data that
represent the current traffic status. Otherwise, the vehicle may miss the exit or make
an ineffective decision using stale data. In the same vein, we do not review techniques
for near real-time decision support or data analytics in IoT, such as [14-21], that do not
consider explicit timing and data freshness constraints. They are agnostic to timing and
data freshness constraints and only aim to decrease the average latency or increase the
average throughput without providing any timing or freshness assurance critical in real-
time decision making in IoT [8,12,13,22-24]. Therefore, we have chosen papers published in
top-tier real-time conferences and journals that aim to schedule real-time decision tasks to
efficiently meet the stringent timing and freshness constraints for real-time decision support
in IoT. We have avoided search via keyword-based queries, such as “real-time decision
making” and “IoT” because most papers returned by such queries are near real-time at best.

Recently, a set of pioneering works, such as [8,12,13,22-24], has been done to efficiently
support real-time decision-making in IoT using fresh sensor data. More specifically, they
aim to efficiently evaluate logic predicates that model alternative courses of action [8,12,13]
and to effectively schedule decision making tasks [22-24]. The field of research on real-time
decision making in IoT, however, is in an early stage and relatively little work has been
done to review the area [25], even though closely related areas that form a basis for real-time
decision making, such as wireless networking for IoT [6,26-29] and sensor data analytics
via machine learning [30-32], have been reviewed extensively.

To bridge the gap, in this paper, we review state-of-the-art approaches for real-time
decision-making in IoT and other closely related topics in terms of their strengths and
limitations. A summary of our key contributions follows.

*  We define real-time decision tasks in IoT that intend to evaluate logic predicates within
their deadlines using fresh sensor data. In this way, we clearly distinguish them from
near real-time approaches agnostic to timing and data freshness constraints.

*  Wereview leading-edge scheduling methodologies for efficient processing of real-time
decision tasks in IoT by thoroughly analyzing their advantages and disadvantages
while reviewing effective machine learning techniques that can be leveraged by real-
time decision tasks.

¢  Furthermore, we propose future research directions to meet the timing and data
freshness constraints of real-time decision tasks in IoT more cost-efficiently.

In Section 2, we give background for real-time decision making in IoT and define real-
time decision tasks in IoT. In Section 3, we review state-of-the-art approaches for efficient
predicate evaluation, freshness management of the sensor data, and real-time analytics of
sensor data in IoT. In Section 4, we discuss future research directions. Finally, Section 5
concludes the paper.
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2. Background

In this paper, we focus on event-driven sensing and data analysis for efficient real-time
decision making based on the ECA (Event-Condition-Action) model depicted in Figure 1
using IoT devices equipped with sensors and a wireless communication module (In this
paper, we mainly discuss real-time decision making using wireless IoT devices that are
easier to deploy in a distributed area. However, the techniques for efficient real-time
decision making reviewed in this paper are applicable to decision support using wired
sensors too, without loss of generality.). Sensors normally do not transfer data to the real-
time decision-maker. Instead, a sensor streams data into the real-time decision-maker only
when an event of interest occurs to avoid wireless data transfer that consumes precious
bandwidth and energy unnecessary for real-time decision making. In this paper, we
employ a comprehensive definition of events: an event is anything noteworthy in terms of
enhancing the quality of life or safety and efficiency of societal infrastructure. An event can
be triggered by any sensor, software agent, or user that forms a real-time decision-making
system in IoT. For example, a surveillance camera begins to send a video stream to the
real-time decision-maker when the motion sensor detects a motion. For cost-effective
triage, a patient at an emergency department or an intensive care unit can be continuously
monitored using a wearable device. The wearable device triggers an event and reports to
the real-time decision-maker when the shock index, SI = systoli?%liétoaalt:)er —ssure- Of the patient
exceeds the threshold, such as 0.9 [9]. Also, certain cameras send images of the specific road
segments that they monitor when the decision-maker begins route planning and requests
data from them. Given fresh sensor data, the real-time decision-maker needs to make
decisions within the specified deadlines to support the IoT application, such as real-time
traffic control or triage.

Figure 1. Real-time decision making in IoT based on the Event-Condition-Action model.

In this paper, we focus on the problem of efficiently evaluating logic predicates where
a predicate represents the availabilities or feasibilities of alternative courses of action in
IoT, such as alternative routes or treatments. In this paper, we assume that predicates
for decision-making are in disjunctive normal form (DNF), which is a canonical normal
form, without loss of general applicability. Because any predicate can be converted to
an equivalent predicate in DNF [33], our discussions in this paper apply to any logic
formula for real-time decision making. Let us use A and V to represent the logical and and
or operator, respectively. Given that, a DNF predicate P is a disjunction of one or more
conjunctions of literals (Boolean variables):

P=CV..VCi=(CiiA...ACiy) V.o . V(Cua Ao o ACumy,) (1)

where C; (1 <i < n) is a conjunction of m; > 1 literals; that is, C; = (C;1 A... A Cj,,,) and
Cijisa Boolean variable whose value is either true or false. For example, a DNF predicate
P=(AANBAC)V(AANDAE)V (FAGA H) may represent the availabilities of alternative
routes A-B-C, A-D-E, or F-G-H or feasibilities of alternative medical treatments.

A DNF predicate is useful when a decision-maker aims to find one of the alternative
solutions that are currently available/feasible in a timely manner. For example, if the
conjunction (A A B A C) in the DNF predicate P above evaluates to true before the other
conjunctions in P, the route A-B-C is returned as a solution without further evaluating
P, if necessary, to meet the deadline for real-time decision making. On the other hand,
if the condition A is false, (A A BAC) and (A A D A E) in P immediately become false,
via short-circuiting. In IoT, a real-time decision-maker, such as the traffic controller in a
city or triage agent in an emergency department, can leverage short-circuiting to avoid
unnecessary transfer and analysis of sensor data. When A is false in the previous example,
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IoT devices do not need to transfer sensor data for the road segments B, C, D, and E to the
real-time decision-maker, because the first two conjunctions in the predicate are already
false. The decision-maker does not have to analyze them to evaluate the entire predicate P,
either. Instead, it can focus on evaluating the remaining conjunction of P, i.e., (FA G A H).

Furthermore, machine learning is an important building block for real-time decision
making in IoT. For example, a real-time decision-maker can analyze the images of road
segments A, B, and C, via deep learning, to tell if the route A-B-C is available, which is
represented by the conjunction (A ABAC)in P.

For the clarity of the presentation, we formally define real-time decision tasks in IoT
as follows.

Definition 1 (Real-Time Decision Tasks). A real-time decision maker in IoT has a set of n (>1)
real-time decision tasks, T = {7,..., T, } that are triggered on demand. A real-time decision task
T; € T is associated with the relative deadline Dj: if it is triggered at time t, it must complete by the
absolute deadline, t + Dj, to meet its timing constraint. When triggered at time t, T; must retrieve
and analyze a set of sensor data objects S; = {O;1,...,0;,, }, where n; = |S;| (the cardinality of
the set S;), to evaluate its predicate P; and choose one of the alternative solutions expressed in P; for
decision making by t + D;. To manage the freshness of the sensor data, each data object O; ; € S;
(1 < j < ny) is associated with the absolute validity interval avi(O; ;). O;; is considered fresh
at time t'(> t) if it was updated (retrieved) at time t and t' < t + avi(O; ;) [34,35]; that is, its
validity interval has not expired yet. Otherwise, it is considered stale.

3. A Review of Techniques for Cost-Efficient Real-Time Decision Support in IoT

In this section, we discuss state-of-the-art approaches that aim to efficiently process
real-time decision tasks, while meeting their timing and data freshness constraints as per
Definition 1. More specifically, we review state-of-the-art approaches to efficient processing
of real-time decision tasks via short-circuiting, scheduling of real-time decision tasks to
meet timing and data freshness constraints, and sensor data analytics via machine learning
for real-time decision support in IoT. In addition, the outline of our review is shown in
Figure 2.

3.1 Efficient predicate evaluation via short-circuiting
References [8,12,13,36,37]

3.2 Scheduling of real-time decision tasks to meet timing
and data freshness constraints
References [8,12,13,22—-24,34,35,38-40]

3.3 Sensor data analytics via machine learningin loT
devices, at the network edge, and in the cloud
References [41-81]

Figure 2. Flow of our review of state-of-the-art methods for real-time decision support in IoT.

3.1. Efficient Evaluation of a Single Conjunction via Short-Circuiting

Efficiently evaluating one conjunction in a computer program via short-circuiting is
a well-established technique [36,37]. Previous studies [36,37] prove that short-circuiting
is optimal in terms of the computational cost for evaluating a single conjunction, e.g.,
A N B AC. Based on the theoretic results [36,37], a series of novel works [8,12,13] have
recently explored how to efficiently evaluate predicates for real-time decision-making in IoT
via short-circuiting. Given an arbitrary conjunction C; = C;j; ACjp A ... that represents a
single action, the common approach presented in [8,12,13] evaluates the condition in C; with
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the highest short-circuit probability per unit cost first, where the cost is the consumption of
the bottleneck resource, such as the communication bandwidth. If C;; < Cj; denotes that
the condition C;; precedes the condition Cj in the order of evaluating the literals in the
conjunction C;, the heuristic presented in [8,12,13] requires the following:

1-PF; o 1= Py

Cii < Cix
g ik costjj costiy

@

where Pj; is the probability of the jth literal in C; to be true. In addition, cost;; is the cost for
retrieving the sensor data needed to evaluate the jth literal, such as the latency to retrieve
the corresponding sensor data over a wireless connection. By doing this, this heuristic
can considerably reduce the cost for evaluating one conjunction in a DNF predicate via
short-circuiting; however, it has several limitations:

e In[8,12,13], the authors only consider how to evaluate a single conjunction via short-
circuiting [8,12,13] without investigating how to efficiently evaluate the entire DNF
predicate that is a conjunction of one or more conjunctions representing alternative
courses of action.

*  They implicitly assume that the conjunction evaluation scheme has a priori knowl-
edge of short-circuit probabilities for efficient evaluation of the conjunction based on
history [8,12,13]. However, they do not discuss how to derive the short-circuit proba-
bilities. Estimating the probabilities may incur additional sensor data retrievals. If the
accurate short-circuit probabilities are unavailable a priori or the cost for probability
estimation is not negligible, the greedy heuristic that orders the literals in a conjunction
via Equation (2) for efficient real-time decision making via short-circuiting [8,12,13]
may become ineffective.

3.2. Pull Model and Data Freshness

In [8,12,13], the real-time decision-maker employs the pull model, in which it pulls
(retrieves) data from sensors over a single wireless connection upon an event of interest
to analyze, for example, the availabilities of alternative routes. To make decisions based
on fresh data representing the current real-world status, the real-time decision-maker
in [8,12,13] periodically retrieves sensor data based on their validity intervals—the notion
originated in real-time databases (RTDBs) [34,35]. A sensor data object is fresh within its
predefined validity interval; however, the real-time decision-making system considers it
stale after the validity interval expires. By doing this, the system ensures that it makes
real-time decisions based on fresh data representing the current real-world status.

Although managing the data freshness (data temporal consistency) via validity inter-
vals could be effective in RTDBs with its own sensors, it can be too strict and expensive
in IoT. First, sensor data, such as indoor temperature readings, may not normally change
significantly in a short time period. Thus, the data could be still valid even after its validity
interval expires. Periodic updates even in the absence of any noteworthy change may incur
unnecessary consumption of the precious wireless bandwidth and energy in IoT devices
without enhancing real-time decision making.

Moreover, if a decision-making task uses several sensor data with different validity
intervals, the real-time decision-maker may have to retrieve the data repeatedly to ensure
that all of them are fresh until the decision task completes. The system also should undo
and redo any analysis performed using stale data. Hu et al. [8] investigate this problem
for a single decision task that uses sensor data pulled over a wireless connection. Their
algorithm, called the LVF (Least Volatile First), pulls the data with the longest validity
interval first. By doing this, LVF minimizes repeated data retrievals for one decision task
that pulls sensor data with different validity intervals.

Kim et al. [22,23] extend LVF to schedule multiple real-time decision-making tasks
with potentially different deadlines using fresh data. Their algorithm, called EDEF-LVF
(Earliest Deadline or Expiration First-Least Volatile First), schedules the real-time task with
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the earliest deadline or the shortest time to the expiration of the validity interval first.
Within each task, the least volatile sensor data is retrieved first, similar to [8]. They assume
that there is a single bottleneck resource, such as a wireless connection, and real-time tasks
do not share any data. Under the assumptions, EDEF-LVF is optimal in the sense that it
can schedule real-time decision-making tasks to meet their deadlines and data validity
constraints if such a schedule exists. In addition, Kim et al. [24] devise several suboptimal
heuristics to efficiently schedule real-time decision-making tasks that share sensor data
with each other.

However, none of these approaches [8,12,13,22-24] is free of repeated sensor data
retrievals and re-executions of data analytics upon expiration of any validity interval. As a
result, the precious wireless bandwidth and energy of IoT devices can be wasted and
many deadlines for real-time decision making can be missed. In an extreme case, it may
become impossible to run a task using fresh data as per the strict notion of validity intervals.
For the sake of simplicity, let us suppose that there is only one real-time task that needs to
pull data A and B from sensors deployed in a wide area over a wireless connection with
relatively low bandwidth. Using LVF, the task pulls A with the longer validity interval first.
When it tries to pull B, however, the wireless connection may become unstable. As a result,
the sensor should retransmit B several times. Meanwhile, the validity interval of A expires.
By the time a new version of A arrives, the validity interval of B may expire, and the whole
process may repeat indefinitely. Finally, the system misses the deadline of the real-time
decision-making task, wasting the bandwidth and energy. If there are multiple real-time
decision-making tasks in the system, the problem may become worse. In addition to the
situations described above, a real-time task can be preempted by a higher priority task,
such as a task with an earlier deadline under the EDF (Earliest Deadline First) scheduling
algorithm. When all higher priority tasks are completed, the preempted task may have to
pull certain sensor data again, if their validity intervals have expired already:.

The root cause of the problem is using the rigid freshness requirements based on
data validity intervals. Surprisingly little work has been done to address this critical issue
for cost-efficient real-time decision-making in IoT. A viable way to address the problem
is the adaptive updated policy based on flexible validity intervals [38—40]. Instead of
using fixed validity intervals, the validity intervals of sensor data are dynamically adapted
based on their access to update ratio in RTDBs such that the validity intervals of the data
updated frequently but accessed infrequently are extended, if necessary, to reduce update
workloads under overload [38—40]. The notion of flexible validity intervals can be extended
to efficiently manage the data freshness for real-time decision-making in IoT. Instead of
requiring the real-time decision-maker to pull data from IoT devices, sensors start to push data
into the decision-maker when they detect an event of interest, e.g., a moving object in surveillance
or traffic congestion in transportation management. After sending the first sensor readings
to the decision-maker upon an event, the sensors only send new data if they differ from the
previous version by more than the specified threshold. They periodically send a heartbeat
message to the real-time decision-maker to indicate that they are still alive and monitoring
the event of interest, even though they have not transferred new data to the decision-maker
due to little changes. When the decision-maker receives a heartbeat message from a device,
it extends the flexible validity interval to the next heartbeat period. On the other hand,
when the sensor data changes by more than the threshold, the device sends new data to
the decision-maker. By doing this, the decision-maker can avoid significantly wasting the
network bandwidth, computational resources, and energy to repeatedly pull sensor data
from IoT devices due to the expirations of strict validity intervals even when the actual
data values hardly change.

3.3. Sensor Data Analytics via Machine Learning for Real-Time Decision Making

Machine learning is effective to analyze sensor data. For example, the availability of a
bridge or a road segment can be analyzed by a CNN (Convolutional Neural Network) [41],
which is very effective for image processing and computer vision. Thus, machine learning
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is useful to evaluate the literals of a DNF predicate for real-time decision support. Sequence
models are also useful for real-time decision support in IoT. For example, Markov decision
processes [42] and partially observable Markov decision processes [42] are leveraged for
near real-time health monitoring, treatments, and interventions in various medical applica-
tions [43]. More recently, long-short term memory (LSTM), which is an artificial recurrent
neural network (RNN) architecture effective for sequence modeling, has been applied to
detect emotion [44], to predict cardiovascular disease risk factors [45], and to predict health-
care trajectories [46]. Machine learning is applied to smart homes [47-49]. Guo et al. have
designed a graph CNN optimized for traffic predictions [50]. In [51-54], GRNN (General
Regression Neural Network) and GRNN-SGTM (GRNN-Successive Geometric Transfor-
mation Model) are used to recover missing IoT data, respectively. Wang et al. [55] devise a
GRNN and a multivariate polynomial regression model to estimate unmeasurable water
quality parameters from measurable parameters. In addition, Tien [56] gives a high-level
view of IoT, (near) real-time decision making, and artificial intelligence instead of focusing
on technical approaches for real-time decision support in IoT, unlike this review.

Although it is effective for data analytics, machine learning is resource hungry. A com-
plex machine learning model often consumes a significant amount of memory and compu-
tational resources, such as CPU cycles and GPU (Graphics Processing Unit) thread blocks,
that may not be available in IoT devices with relatively little resources. Thus, in IoT devices,
it is hard to run sophisticated prediction models in a timely manner to meet stringent
timing constraints. A naive approach to address this challenge is transferring all sensor
data from IoT devices to the cloud with virtually infinite resources. However, this approach
is unsustainable, as described before. Therefore, the question of “where to analyze sensor
data?” is as important as the question of “how to analyze them efficiently?”. Ultimately, it
is desirable to optimize the tradeoff between the timeliness and bandwidth conservation of
real-time data analytics near IoT devices vs. the scalability of data analytics in the cloud.
In this regard, we summarize the relative advantages and disadvantages of sensor data
analytics in IoT devices, at the network edge, and the cloud in Table 1, and discuss them in
the following.

Table 1. Comparisons of real-time decision-making at different places.

Cloud Edge IoT End-Devices
Resources High Medium Low
Latency High Medium Low
Bandwidth consumption High Medium Low
Energy consumption High Medium Low
Geographic coverage High Medium Low

The first category is centralized analytics of sensor data in the cloud. A cloud has
abundant computational resources and provides rich functionalities, such as very deep
learning with many layers and training complex machine learning models using big
datasets. Another advantage of real-time analytics in the cloud is that it can support real-
time data analytics in a more global geographic area. However, centralized data analytics
for real-time decision making in the cloud has several serious drawbacks:

¢  Itrequires IoT devices to transmit all sensor data to the cloud for analytics, incurring
long, unpredictable latency, and many deadlines miss in real-time decision making.
(The Internet backbone latency is relatively long and varies significantly from tens to
hundreds of milliseconds [57].) Tardy decisions may lead to undesirable results, such
as severe traffic congestion or chaos in an emergency department.

*  Such a naive approach may saturate the core network with the limited bandwidth
as the number of sensors and IoT devices is increasing rapidly [58,59]. It may sub-
stantially impair the performance, scalability, and availability of the Internet. Thus,
centralized analytics of sensor data in IoT is unsustainable.
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¢ Inaddition, IoT devices may consume a lot of precious energy and wireless bandwidth
to transfer all their sensor data to the cloud for centralized data analytics in the
cloud. Typically, IoT devices communicate wirelessly for the ease of deployment in a
distributed area. Wireless networking consumes a significant fraction of the energy in
an IoT device [60,61]. Wireless IoT networks, such as LPWAN (Low-Power Wide-Area
Network) [62,63], often have stringent bandwidth constraints.

To address these problems, a system designer can consider another extreme—on-
device analytics, where all data analytics occur in IoT end-devices. By supporting dis-
tributed analytics of sensor data, this approach can significantly reduce the latency and
bandwidth consumption compared to the centralized analytics in the cloud. However, this
approach also has several challenges:

¢ Itis challenging to meet stringent timing constraints for real-time data analytics and
decision support due to the stringent resource and energy constraints of IoT devices.

¢ JoT devices with limited resources may not be able to support sophisticated machine
learning models or extensive model training. Instead, they typically use simplified
models trained in the cloud to analyze local sensor data in a timely fashion [64,65];
however, the stripped-down model may suffer from lower predictive performance.

¢  Each IoT device is likely to have a relatively myopic view of the specific area it is
monitoring only without a global view necessary to optimize, for example, the overall
traffic flow in a city.

By analyzing sensor data at the network edge near IoT devices and sensors, edge
analytics [66—69] aims to integrate the advantages of cloud and on-device analytics, while
mitigating their shortcomings. Edge computing brings more computational resources at
the network edge near data sources. It can be supported at different places. First, IoT end
devices can preprocess sensor data and perform lightweight analytics [70-72]. Second, an
edge node, such as an IoT gateway, access point, cellular base station, or software-defined
routers/switches, can collect and analyze data from IoT devices [71,73-75]. Edge servers
deployed at the network edge can be leveraged for more sophisticated data analytics [68].

Thus, edge analytics for real-time decision support can be performed in a hierarchical
and event-driven manner. An IoT device preprocesses sensor data and performs a lightweight
analysis of them to detect any event of interest while filtering irrelevant data out. An IoT
gateway, if any, further analyzes data received from the devices connected to the gateway. It
forwards important information, if any, to one or more relevant edge servers. For example,
traffic cameras can send images to the edge server in charge of monitoring traffic flows in a
specific area of a big city. Li et al. [76], on-camera filtering is performed for efficient real-
time video analytics. In [77], an IoT camera analyzes the traffic flow using a low-resolution
image and the edge server also analyzes the image, identifies an important part of the
image (if any) in terms of data analytics, and requests an important part in high resolution
from the device. IoT devices in a smart building can transfer their sensor readings to the IoT
gateway on the same floor for efficient HVAC (Heating, Ventilation, and Air Conditioning).
In these examples, IoT devices can do relatively simple data analytics to drop redundant
or low-quality data, such as blurry images [76]. Edge servers analyze real-time sensor
data from multiple IoT devices/gateways to derive a more comprehensive view of the
real-world status essential for real-time decision making. They can also communicate with
each other to exchange information for a global view of real-world situations, such as the
overall traffic flow in a city or hurricane paths in a nation. Edge computing and analytics
are a booming area of research and industrial adoption due to their significant potential.
Leveraging emerging edge computing for cost-efficient real-time decision support is in an
early stage of research with ample room to grow.

Overall, efficient evaluations of predicates are important across IoT devices, gateways,
and edge/cloud servers to significantly reduce latency as well as energy and bandwidth
consumption. The efficiency of real-time decision-making can also be further enhanced by
effectively exploiting cloud, on-device, and edge analytics frameworks and synthesizing
them to optimize timing, predictive performance, bandwidth, and other resource consump-
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tion. Relatively little work, however, has been done for real-time decision-making in IoT
from this holistic, overarching perspective.

Another promising direction for real-time analytics of sensor data on IoT devices is
model compression [78-81]. The key idea of model compression is to compact a machine
learning model to minimize the resource requirements without significantly reducing
the predictive performance of the compressed model. Especially, deep learning has been
very successful and outperformed other machine learning techniques in killer applica-
tions, such as computer vision and natural language processing. DNNs (Deep Neural
Networks) with many hidden layers and parameters, however, consume a lot of memory,
computation time, and energy. They are too big and too expensive to learn on low-end
IoT devices. The motivation for model compression is to significantly reduce the memory
consumption and computational complexity of DNNs without significantly comprising
their accuracy. Effective approaches for model compression include (1) compact models, (2)
tensor decomposition, (3) data quantization, and (4) network sparsification [78]:

¢  Compact CNNs (Convolutional Neural Networks) are created by leveraging the spatial
correlation within a convolutional layer to convolve feature maps with multiple weight
kernels (Compact RNNs (Recurrent Neural Networks) for sequence data analysis has
also received significant attention from researchers [78].). They also leverage the intra-
layer and inter-layer channel correlations to aggregate feature maps with different
topologies. In addition, network architecture search (NAS) aims to automatically
optimize the DNN architecture.

¢  Tensor/matrix operations are the basic computation in neural networks. Thus, com-
pressing tensors, typically via matrix decomposition, is an effective way to shrink and
accelerate DNNS.

¢ Data quantization decreases the bit width of the data that flow through a DNN model
to reduce the model size and save memory while simplifying the operations for
computational acceleration.

*  Network sparsification attempts to make neural networks sparse, via weight pruning
and neuron pruning, instead of simplifying the arithmetic via data quantization.

Model compression in hardware, as well as hardware and algorithm co-design, is also
effective. Good surveys are given in [78,79].

4. Future Research Directions

In this section, we discuss research issues for significantly enhancing the cost-effectiveness
of real-time decision-making in IoT in the future.

4.1. Efficient Analysis of an Entire DNF Predicate Requiring No Knowledge of
Short-Circuit Probabilities

In this subsection, we discuss how to efficiently evaluate an entire DNF predicate
that is a disjunction of one or more conjunctions without requiring a priori knowledge
of short-circuit probabilities.It is important to analyze the entire DNF predicate to find
one of the alternative solutions, e.g., one of the alternative routes, as fast as possible to
meet more decision-making deadlines, while short-circuiting infeasible options. However,
refs. [8,12,13] only consider the efficient processing of one conjunction, without considering
the efficient processing of the entire predicate. Another drawback is that they assume that
the short-circuit probabilities, which may not be available, are known a priori as discussed
before. Therefore, research on the efficient analysis of a complete DNF predicate without
requiring a priori knowledge of short-circuit probabilities is necessary.

To this end, we outline a fundamental approach in Algorithm 1. We propose to build
a hash table H offline to efficiently look up which literals in the predicate P in Equation (1)
are associated with a specific sensor data X. Thus, when sensor data X arrives at runtime,
a hash table lookup H(X) returns a set of literals S = H(X) that depend on X as shown in
lines 2—4 of Algorithm 1. For example, if sensor data X (e.g., the image of a road segment)
is used to evaluate two Boolean literals C; 1 and Cy3, H(X) = {Cy,1,Co3}. In lines 5-18, we



Technologies 2022, 10, 12

10 of 15

retrieve C;;, which is the first literal in the set S. If C;; evaluates to true, we replace C;; with
true in the conjunction of C; € P that includes C;;.

Algorithm 1: Efficient DNF Predicate Evaluation for Real-Time Decision Making
in IoT

input : Predicate P = (C; V...V C,), Hash table H of sensor data

output: C; that is the first conjunction that evaluates to true (null if P is

unstasfiable)

15=0

2 if sensor data X arrives then

3 /* Hash table lookup */

4 | S =H(X) where S = {Cl-j} and X =Cj; € PVi,j

5 fork =1,k < |S|;k++ do

6 | Cij = delete_first_element(S)

7 if Cjj == true then

8 /* Find one of possible alternative solutions */
9 Replace C;; € C; with true
10 if C; == true then

11 /* return a solution */

12 L return C;
13 else

14 /* Short-circuiting: eliminate any invalid conjunctions */
15 P=P-C;
16 if P = @ then

17 /* no solution */

18 L return null

If C; becomes true after the replacement, Algorithm 1 returns C; and terminates. On the
other hand, if Cl-]- evaluates to false, we short-circuit the conjunction C;, which has just
become false, and repeat lines 5-18. Overall, Algorithm 1 finds one of the alternative
solutions (if any) in the predicate and short-circuits invalid conjunctions quickly requiring
no knowledge of short-circuit probabilities.Based on this fundamental method, further
research in the future is necessary to support this approach efficiently in a timely, decen-
tralized fashion. For example, distributed hash tables can be leveraged to support efficient
lookups of sensor data and predicate evaluations in a distributed IoT application.

4.2. Predicting Probabilities of Satisfying Conjunctions and Two-Level Scheduling for Efficient
Evaluation of an Entire Predicate

Recent work [8,12,13] based on the theoretic results [36,37] assumes that the short-
circuit probabilities are known based on history without discussing how to derive/estimate
them. Neither do they consider which conjunction in a DNF predicate should be evaluated
first to further enhance the efficiency of real-time decision support.

To address these issues, an effective technique for query optimization in databases,
called Eddies [82], can be applied. An Eddy gives incoming data to a query operator
randomly picked from a set of compatible operators in the query. It gives a credit to an
operator when it gives input data to the operator but takes the credit back from the operator
if it returns any data as a result. Thus, more selective operators accumulate more credits
over time. When a new tuple arrives, the Eddy assigns it to the operator with the highest
credit. In this way, Eddies favor more selective operators to accelerate query processing. To
apply Eddies to real-time decision support in IoT, when sensor data X arrives, the real-time
decision-maker randomly picks any C;; € S in Algorithm 1. By repeatedly doing this
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over time, it learns which conjunction C; in the predicate P can be met with the highest
probability and which literal C;; in C; may have the highest short-circuit probability.

Given that, we can efficiently evaluate conjunctions in the predicate via two-level
scheduling. The real-time decision maker evaluates the conjunction with the highest
probability to be met first. As Algorithm 1 immediately returns the conjunction once
it evaluates to true without further evaluating the other conjunction, this approach can
significantly reduce the latency and resource consumption for real-time decision making.
In turn, the decision-maker evaluates the literal in the selected conjunction that has the
highest short-circuit probability to further reduce the latency and resource consumption.
For example, let us consider a DNF predicate P = (AABAC)V (DAEAF) thatis a
disjunction of the two conjunctions that represent the route A-B-C and D-E-F, respectively.
If the first conjunction A A B A C has a higher probability to be met, P(A) x P(B) x P(C),
the real-time decision-maker will evaluate it first to minimize the latency and resource
consumption for real-time decision support in IoT. The decision-maker then evaluates B
in A A B A C first, if it has the highest short-circuit probability among A, B, and C; that
is, 1 — P(B) = max[1 — P(A),1— P(B),1 — P(C)]. Thus, it is important to investigate a
cost-effective design and implementation of this approach and explore more advanced
techniques in the future.

4.3. Efficient Management of Sensor Data Freshness

Managing the freshness of sensor data based on the strict notion of validity inter-
vals [34,35] may force the real-time decision-maker to repeatedly pull (retrieve) data from
sensors and restart the same decision masking tasks from the beginning, which may result
in many deadline misses and waste of resources, as discussed in Section 3. There are
several directions for future research to address these issues, including (but not limited
to) the following ones. First, it is necessary to explore a more efficient update model, such
as the push model, where data sources take control for data updates and transfer, or a
hybrid of the push and pull model to minimize unnecessary data transfer and processing
in terms of real-time decision support. Second, it is important to investigate more flexible
metrics used to measure and manage the freshness of sensor data, such as flexible validity
intervals [38-40], and extend them for efficient real-time decision support in IoT with a
formal assurance of data freshness. It is also necessary to investigate cost-effective methods
to ensure that a set of sensor data used by a real-time analytics task is fresh simultaneously
to avoid updating them and re-executing the task again whenever one of them becomes
stale before the task completes.

4.4. Scheduling Real-Time Analytics Tasks

Tasks for real-time analytics may need to be scheduled and processed in a geographi-
cally distributed manner. For example, to monitor traffic flows and detect any incidents,
real-time data analytics tasks can be distributed across roadside IoT devices, dash-mounted
smartphones, edge servers, and cloud. A critical research question is how to place the
operations/functions for distributed real-time analytics to minimize the latency and re-
source consumption, while providing informative decision support based on fresh data
reflecting the current real-world status. It is also important to investigate how to schedule
analytics tasks within each device or server to reduce the deadline miss ratio and resource
consumption, while collaborating with the global scheduling scheme discussed above
to enhance the overall timeliness, scalability, and cost-effectiveness of real-time decision
support in IoT. Although the underlying mechanisms, such as edge computing and model
compression for on-device analytics, have recently received a lot of attention, much more
research is necessary for holistic optimization of distributed real-time decision support.

5. Conclusions

Efficient real-time decision support is essential in IoT emerging applications, such as
smart transportation and health, with significant societal impact. Especially, it is important
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to minimize the latency and resource consumption for effective real-time decision support,
via machine learning and logic predicate evaluation, using fresh sensor data reflecting the
current real-world status. In this paper, we formally define real-time decision tasks in IoT
in terms of their predicates, timing constraints, and data freshness requirements. Based on
the definition of real-time decision tasks, we review leading-edge approaches that schedule
real-time decision tasks to efficiently meet their timing and data freshness constraints,
state-of-the-art approaches for sensor data analytics via machine learning, and advanced
techniques to support efficient real-time data analytics in IoT devices, at the network edge,
and in the cloud. Moreover, we propose future research directions to meet timing and
freshness constraints of real-time decision tasks cost-efficiently. Despite the importance,
research on real-time decision support in IoT considering explicit timing and data freshness
constraints is still in an early stage with many open research issues, including the issues
discussed in this paper.
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