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Novel transmission schemes, enabled by recent advances in the fields of metamaterial (MTM), leak
directional modulation, are proposed for enhancing the physical layer (PHY) security. MTM
integrated, and cost-effective alternatives to the classic phased-array architectures, a articu
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1 INTRODUCTION

other, while being connected to the cloud [19]. In this scenario, IoT gateways
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serve as an essential component in bridging IoT devices and the internet, thereby enabling device-to-device or
device-to-cloud communication. As the IoT gateways will need to deal with critical tasks at the edge nodes, it is
essential to ensure secure communication links between the gateway and the devices against any spoofing attacks
by adversarial entities. Since end-to-end encrypted sessions between the edge devices and the gateway cannot be
relied upon for secure communications due to the high computational and battery burden of such cryptographic
strategies, there is an urgent need to develop physical-layer focused secure communication schemes [26, 34].
Directional Modulation (DM), as a promising physical-layer secure wireless communication technique, has
been rapidly developed in recent years [3, 10]. It has the key property of transmitting digitally modulated signals
whose waveforms are well preserved only along a pre-selected direction along which legitimate users are located
in free space. DM based on phased array has been widely adopted for wireless PHY security412, 24, 30]. This
technique preserves the standard symbol constellation for the legitimate users (LUs) along predefined directions

for securing the IoT devices necessities the generation of high-gain beams through
cost-effective antenna designs. Most common solutions to design of arrays of planar rad ,
jeries to enhance
orks to control

or moderate directivity typically involve patch antennas, singularly activate
the directivity of the single element. Phased arrays, however, require the u
the excitation coefficients at the input ports. Digital beam-scanning technj

ponential decay along one longitudinal
direction. Furthermore, linear arrays of leaky-wave aftténras also have been put forth as an alternative to
conventional two-dimensional (2-D) phased arrays, due to the possibility of obtaining narrow scannable beams
with only a 1-D set of phase shifters, thers ducin, cally the complexity and cost of the feeding network
[4]. In such structures, the radiated beam 4 oth in elevation, by acting on the operating frequency
: h, by acting on the phase shift between adjacent elements.

The main beam direction is determi
the array and by the impose s WA solution is considerably low cost with respect to conventional
2-D phased arrays and ¢ ntially reduce the design complexity and fabrication, as well as the losses
introduced by the feeding the active sources of the array.

In this paper, we |

freedom for the array design where connecting and disconnecting the antenna elements from the feeding network
in time domaift would further manipulate the radiation pattern. To exploit the aforementioned benefits of the
LWAs over the conventional phased arrays, our proposed secure configurations are based on the idea of time
modulated MTM-LWAs which incorporate time-domain switches between the MTM unit cells. Furthermore, to
enable beam scanning of LWAs at a fixed frequency we make use of tunable unit cells where a controllable inner
state (On/Off) is associated with each cell. We investigate the resilience of the proposed transmission architectures
against both a passive and an active adversary that either wishes to decode secret information bits or spoof a
legitimate transmitter by feeding spurious data to the receiver. We assume deep learning tools are used by the
adversary for conducting PHY spoofing in order to evaluate the system security against state-of-the-art powerful
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Fig. 1. Two types of physical layer attack

attacks. Numerical results demonstrate that our proposed
exploiting the unique advantages of the MTM-LWA and

The rest of the paper is organized as follows. Th 1 is described in Section 2 along with the
adversary model describing the state-of-the-art de for PHY spoofing attack. The principles of
the MTM-LWAs are presented in Section 3. We then propose our secure configurations in Section 4. Numerical
results are presented in Section 5, and finally he pa ig concluded in Section 6.

ide physical layer security by

2 SYSTEM MODEL

mainly analyze two sce
transmitted by Tx (pass

idversary where its goal is either to decode the secret data that is being
dropping) or devise a PHY spoofing attack (active adversary), assuming the
location are known by the Tx at the time of transmission. For passive attacks

attacks, the adversary overhears the signals sent by the Tx to the Rx, and its goal is to send spurious data to the
Rx using signals that have similar PHY characteristics to the ones sent by the Tx as shown in Fig. 1b. When the
spoofing deteetion algorithms based on channel frequency response fail [35, 36], the Rx cannot distinguish the
source of the original and the spurious data anymore, and by decoding the latter, the underlying system security
might be compromised. In practical systems, a passive eavesdropper can steal sensitive information while active
attacks could compromise patients’ medical devices [5] or autonomous vehicles [6], which may not only cause
economic losses to individuals but also threaten peoples’ lives.

The communication link between the Tx and Rx is assumed to operate over a total bandwidth B composed of a
set of K subcarriers. The transmitter can either transmit over the whole band in the case of OFDM signals, or a
subset of subcarriers (known as active subcarriers) in the case of NC-OFDM transmissions. OFDM/NC-OFDM
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signals corresponding to one symbol duration can be written as

K
S(t) = Y v(k)sepre’™ e, (1)
k=1
where s; € C and py € R are the complex modulated symbol and a power factor applied upon the kth subcarrier,
respectively. The total duration of one NC-OFDM/OFDM symbol is given by T, = Ts + T, with Ty and T, being
the NC-OFDM/OFDM symbol duration and the duration of the cyclic prefix, respectively. Furthermore, v is called
subcarrier occupancy pattern, which is a binary vector of size K whose kth element is zero when the kth subcarrier
is inactive, and it is one when the subcarrier is active. Particularly, for an OFDM transmission ¥ amounts to an
all-one vector of size K. The center frequency of each subcarrier is denoted by fi = fy + kAf where f; is the
carrier frequency and Af = 1/T; represents the width of each subcarrier. /

The actual signal radiated to the wireless medium depends on the specific antenna architect;
by the Tx. Denoting the radiated OFDM/NC-OFDM signal by R(t), the received signal b; :
convolution y(t) = R(t)*h(t) + n(t), where n(t) is additive white Gaussian noise, an
channel impulse response (CIR) between the two parties. The discrete received
i=0,...,n; —1and n; represents the number of (complex) samples. We assu
instances t;’s are independent and identically distributed (i.i.d.) with z
R = [R(t), . .., R(tp,-1)], the signal power is computed by Er = ||R||?/

SNR per bit equal Er/Ny and E, /Ny = Q N , respectively, assuming
active subcarriers, and b is the number of bits sent over each sul
Regarding the passive PHY spoofing attacks, we supp

assume the Tx employs NC-OFDM signals
i i 2 sed transmission [25, 32]. Specifically, the Tx chooses the
DM signals. The positions of active subcarriers in v are chosen
in a random fashion for eac ~OFDM symbol. The adversary seeks to find these transmission parameters in
order to generate waveform ilar to (1), inject spurious data in place of si, and transmit them to the receiver.

subcarrier allocation pattern is assumed to be known at the Rx in a setting similar to a code division multiple
access (CDMA) system where different users share spreading codes (a binary sequence) with a base station (BS)
which are assumed to be known by the BS as part of the multiuser detection process [13].

Regarding the model for the active attacks, we note that the adversary has access to radio equipment for
overhearing the transmissions between two legitimate parties. Furthermore, we assume the adversary is aware of
the antenna architecture used by the Tx and is able to generate NC-OFDM signals with the estimated parameters
and transmit them to the Rx. We also consider a setting where the adversary has resources for data processing
via deep learning algorithms. The adversary can sample the received signals, and build up a dataset out of
these samples where each data entry corresponds to an NC-OFDM signal. The data samples may or may not
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be associated with the corresponding true transmission parameters, i.e., Af, K and v, referred to as labels.
Depending on the availability of the labels during the training stage, two types of deep learning algorithms are
useful: supervised and unsupervised. The former makes use of the labels for training the DNNs while the latter
exploits possible data structure and clustering methods without using labels. We consider the state-of-the-art
algorithms proposed in [21] for PHY spoofing where feed-forward fully connected deep neural networks are
utilized for the supervised scenario while the unsupervised attack relies on variational auto-encoders (VAEs).

3 METAMATERIAL LWA

An MTM LWA can be realized by a cascade of composite right/left-handed (CRLH) unit cells, which has recently
been utilized in various scenarios, such as radar sensing [18, 28, 37], 2D beamforming [17, 27], and ctive antennas
[33] . A schematic of a LWA is depicted in Fig. 2.a with N = 6 unit cells, where p is the length of each unit cell.
The total radiated pattern in the 1D space is then approximated by the array factor function [

N
S(y) = Z Tye™ ¥~ VP gi(n=Dkopsiny+j¢n @)

n=1
where the phase function equals

Cn = —(n— 1)kop sin ,

a denotes the leakage factor, Ij represents the input signal of freque

®G)

and ko = 27” is the wave number,
gle i is a function of the input

frequency and is expressed by

4)

or the CRLH LWAs, f(w) is determined by the
otrs have proposed the circuit shown in Fig. 2.b for all

where f(w) is the phase constant as a function
equivalent circuit model for each unit ce]
the unit cells, which makes it possible t
only one unit cell. For this case, the phase"

It should be noted t
scanning array with"

Is where the phase constant remains the same across the array. In nonuniform
ifferent phase constants depending on the internal mode as will be discussed in

As the frequenez -dependent beam scanning feature of the LWAs may be a limiting factor in certain applications,
novel LWA designs have been proposed in the literature in order to enable beam scanning at a fixed frequency.
In particular, the authors in [20] have put forward a digitally modulated array factor (DMAF) method for the
MTM array in which each unit cell is associated with an ON/OFF state. This is made feasible by considering a
two symmetrical J-shaped pattern for each unit cell whose equivalent circuit model contains an extra element
compared to Fig. 2, called capacitance Cy, that is produced between the patch near the inductance chip and the
RF ground. Furthermore, a pair of surface-mounted p-i-n diodes is applied for electrically opening (mode 0) or

!In the remainder of the paper, we may suppress the dependence of 8 on w for notational simplicity.

ACM ]. Emerg. Technol. Comput. Syst.



6 « Authorl, etal

L Lr/2 2CL Rp2 Ri2 200 Lr/2 Tow

ON B I R W ) [
Source 7’ \
@ Unit Cell (b)

Fig. 2. a) Configuration of a periodic-structure CRLH LWA, with period p. b) Equivalent circuit model
CRLH LWA.

Phase Shift: prd

Tnput State: on

shorting (mode 1) the slots in each J-shy: thich result in tuning the capacitance Cy. A schematic
of LWAs with tunable unit cells is depicted i
computed as [20]

2 2 _ 4yl
Wse iwC w Wsh (6)
7 JWeR 1
LiCy

it cell, and wgp and wq, are given by

1 1 1
Wee = , Wep = + . 7
“ VLG T \LG L ?

Note that tuning the capacitance C, through the p-i-n diodes associated with each unit cell could result in two
different phase constants with opposite signs in a fixed frequency. This is illustrated in Fig. 4 where the dispersion
curves of a unit cell are simulated with two aforementioned modes. In fact, opening and shorting p-i-n diodes in
the unit is equivalent to moving the dispersion curves up and down. Specifically, in the overlap frequency band
which is highlighted in the figure, a unit cell can have both negative and positive f base on the underlying mode.
When diodes are turned off (mode 0), the phase constant is negative, and it is positive when they are on (mode 1),
respectively.

where p is the length
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Fig. 4. Dispersion curves of a tunable unit cell with two different modes. T
CL = 0.78 pF, L, = 4.38 nH.

rsare Cgp = 0.82 pF,Lg = 3.45nH,

As the unit cells can have two different phase const
altered as follows

ynfiguration the phase delay equation in (3) is

®)

where

op, if mth unit cell is in mode 0, 9

B1p, if mth unit cell is in mode 1.

Consequently, the fina pattern for this tunable MTM configuration can be obtained by plugging (8) in

)
N
S@) = Zloe*a(nfl)pej(nfl)kop siny—j Xy $(m) (10)
n=1
Fig. 5 provi hree different examples of the radiation patterns produced based on (10) for a frequency of 4.9

GHz. From thedispersion curves in Fig. 4, it can be deduced that f1p = 35.6° and fop = —38.21° for each unit cell.
We consider the number of unit cells to be N = 10 and the underlying working modes are denoted by a binary
sequence of length 10 which is used to label the corresponding curves in Fig. 5. It is shown that continuous beam
scanning between —30° and 30° at a fixed frequency is feasible through LWAs with tunable unit cells.

4 PROPOSED CONFIGURATIONS

In this section, we propose transmitter architectures enabled by MTM LWAs which enable secure transmission to
a legitimate receiver at a known location. To this end, tunable unit cells introduced in Section 3.1 are utilized
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which enables the beam scanning capabi
further extend the idea to 2D setting.

4.1 Time-Modulated C

The first secure archite

whose radiated power patterns are controlled by periodically enabling and disabling
ng to each individual array element. A standard TMA system consisting of an N-element
] ustrated in Fig. 6. For the case that the elements are uniformly half-wavelength (1/2)
spaced, the ra d signal from this phased TMA can be expressed as [11]

N
1 .
R(Q, t) = Z _Ns(t)Un(t)e](n—l)n(cos 0—cos 6’0)’ (11)

n=1

where 6 represents the desired secure angle and 6 € [0, 7]. The authors in [11] designed the time-domain
switches Uy, (t) in order to achieve two equally-important goals: 1) Preservation of the original transmitted signal
waveform along the desired spatial direction, 2) Distortion of the transmitted signal waveform along the undesired
directions. To this end, as the nth switch, a rectangular pulse starting at time ¢; and ending at t¢ is employed

ACM J. Emerg. Technol. Comput. Syst.
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Fig. 6. Time-modulated parallel feeding.

which is defined by
1 ift) <t <t

Un(t) = "7 7™ and 12
n(t) {0 otherwise, (12)
for the cases t; > t; and t¢ < t;, respectively, ! e T, enotes the repetition time period of the switch
waveform. The on-time period for the nth switch is glwaysless than T, and equal to At,, = t; — t;; when t; > t;,
or Aty =T, + t;; — t; when t; < t;. Through:Fc , s analysis, it is shown in [11] that choosing unique
starting times while having identical on- ~denoted by At, for all the switches leads to the fulfillment
... N}, (13)
...N}L (14)

cells in the leaky guiding structure which could either incite or suppress the subsequent unit cell. However, under
this architectute, if a switch located before a unit cell is off, the input signal can not reach to the subsequent units.
To circumvent this impediment, we propose the architecture in Fig. 7 in which for each CRLH unit cell with
microstrip implementation there exists its equivalent circuit model realized with lumped elements. Furthermore,
Double-Pole-Double-Throw (DPDT) RF switches are employed between each pair of the unit cells. In this way,
depending on the logic voltage level applied to the switches, the port 1 and port 2 pins connect to one of the
two other port pins (port 3 or port 4) through a low insertion loss path, while maintaining a high isolation path
to the alternate port. If the switches located before a unit cell are off, the input signal can still reach the switch
located after this unit cell, through the other pass created by the lumped realization of the CRLH unit cells. For
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Unit Cell with

DPDT Switch Lumped Elements

(ON)

DPDT Switch
(OFF)

Microstrip
Unit Cell

Input Signal

Fig. 7. Time-modulated CRLH LWA.

this configuration, the radiated signal can be expressed by

N’

R(Iﬁ, t) = Z S(t)e—a(n’_l)]) U;l/ (t)ej(n'—l)kop sing (15)
n’=1

where N’ denotes the number of microstrip unit cells. We note

small® and thus the exponential term (e~ =DP) can be a

LWA the values of ap is pretty
nder this assumption, one can

(16)

(17)

active element patterns. We propose to equip each branch with a CRLH LWA, which would enable radiation in
a 2D space. The input signal is split into N copies with identical power, phase-delayed and then sent through
a time-domain On-Off RF switch U, (t). These switches are designed based on the parameters described in the
previous section. However, before reaching the end of the branch, the time-domain manipulated signal is fed to
a CRLH LWA in each branch with N’ unit cells spaced p apart. A schematic of this configuration is presented
in Fig. 8. Mathematically, the radiated signal into the space for this configuration can be obtained based on the

2The typical value of & was reported as a constant at the average value of 0.02 while p was taken to be in the order of a centimeter (0.01) in

(8].
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R(9 l// t) Z S(l’)( Z —a(n’_l)pej(n’—l)kop j ' p)Un(t)ej(n—l)kod(siné'cosgb—sinn?ocosi//g)’ (18)

where 0 € [0, /2] and ¢ € [0, 2x]. Alsé,
carrier frequency of the input signal and t
(14) will realize the DM functionalities, i.e.

erving the input signal along 6 and 1 during transmission and
ing such switches in (18) for the desired angles 6, and /y, we have

’

b Yo 1) = %«fﬁ( i e-“<"'-1>f’)s<t>, (19)
P

o)

N’
—5(t)( e~ (W' =1)p j(n'=1kop sin O siny—j X, ﬁzp) V(t,m,N,t5, Atn, 0, 1), (20)
VN nZ::l m;m e

where

N .
V(t,m, N, 15, Aty 0,9) = > (M

n=1

ejZmnfD(t—tfl—Atn/Z))ej(n—l)kod(sin 0 cos —sin 6, cos ) (21)
mri

In fact, for this architecture the DM functionalities along the both 8 and i angles are realized via only one set of
switches denoted by U, (t).
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4.3 Time-modulated parallel feeding with switch-enabled CR

This configuration is envisaged based on a combination of the pr
the plain LWA in each branch is replaced with a time- modulat '
signal into the 2D space for this configuration can be obta

. Specifically, as shown in Fig. 9
ced in Section 4.1. The radiated
n to (18) as

N N’ :
R(Q, ¢, l’) — Z \/—_S(t)( Z —a(n'_])pUr’l/ (t)ej(” o ; ” ﬁlp)Un(t)ej(n—l)kod(sinBCOS —sin 6, cos lﬁo)’
n=1 n’=1

(22)

us configuration, the switches U, (¢) and Ur:, (t) are

where 0 € [0,7/2] and ¥ € [0,27x]. Si ;
As a result, for the desired angles 6y and i, the received

designed based on the set of solutions in (1
signal becomes

(O to.1) = 2Ls(1), (23)

P
d signal is distorted as

while for every other a

S(1) D V(L m N £ At 0,9) > V(L m, N £, Aty 0,1), (24)

m=—co m=—oco

given in (21) and V” is defined by

N sin(mr fyAty) R L o
n” Aty 0, (p) Z (%dZmnfp(t—tn,—Atnr/Z))e](n ~Dkodsin@siny—j 37 ﬂ,p. (25)

n’=1

where the V func

For this configuration, one can verify that the DM functionalities are implemented via two set of switches
corresponding to that of the phased array and that of the LWAs.

5 NUMERICAL RESULTS

In this section, we use numerical simulations to characterize the performance of the proposed secure transmission
schemes in Section 4 against the passive and active PHY attacks (see Section 2). We begin with the time-modulated
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Fig. 10. Simulated BERs of the proposed time-modulated LWA ‘T with the corresponding input modes for the

tunable unit cells.

CRLH LWA proposed in section 4.1 wher
m, respectively. The input signal is consi ,
fo =4.9GHz, Af = 15KHz, and QPSK modulation is used at each subcarrier to map the bits into complex symbols.
Fig. 10 illustrates the BER si ons across the 1D space as a function of the angle between the Rx and Tx under
the assumption of perfect s onlzatlon and AWGN channel at an SNR of E, /Ny = 8 dB. These assumptlons

ng every direction. Two choices of E, /N are equivalent to different distances between
that include the legitimate one along the desired angle and potential eavesdroppers
ions. Fig. 10 shows that by tuning the constituent unit cells based on the input modes
described in n 3.1, the time-modulated LWA radiates the signal in a certain desired angle for which low
BERs are achievable as the received signal is interference free. By deviating from this angle, on the other hand, the
received signal is more and more corrupted which precludes a receiver from achieving decoding performances
with high reliability.

Next, we consider a scenario where Tx, Rx and adversary are placed in a 2D space where Tx utilizes the
proposed configurations proposed in Sections 4.2 and 4.3 for transmission. We first investigate the performance of
the passive eavesdropping assuming the OFDM signal is being transmitted. Here, the OFDM carrier frequency is
set to fo = 4.9 GHz and a tunable LWA, as described in Section 3.1, is used at each branch to enable beam scanning
at a fixed frequency. The desired angles are set to 8y = 40° and 1)y = 186°. For the switches in each branch and

along all othi
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220
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|
102
2180 J g

160

T, = 1/N and At /T, = 1/N,
_are reported as a function of a

allel feeding with plain CRLH LWA in Figs.
11 and 12, which results in a 2D directional modulation sch comparing Figs. 11 and 12, it is shown that

narrow lobe. Moreover, Figs. 13 and 14 ¢
with switch-enabled CRLH LWA configu
see that the latter scheme would result in n
LWA:s.

ce of the proposed configurations against state-of-the-art PHY spoofing attacks
ary scenario. To this end, we assume the adversary is equipped with resources

algorithms introdu
a given dataset wh

These algorithms are powerful tools for extracting structural information from
t available (unsupervised), or finding a mapping function to the available labels
1 our case correspond to specific transmission parameters, i.e., subcarrier occupancy
subcarriers (K) and the subcarrier width Af.

estimating the transmission parameters. The input to each DNN is the concatenation of the real and imaginary
parts corresponding to the samples of a received signal while the output is set to be estimated transmission
parameter(s). Also, the architecture of each DNN is presented in Table 1. Regarding training, we minimize the
I,-loss between the true labels and output of each DNN using Adam optimizer [15] with a learning rate of 0.0001
for mini-batches of size 100.

The authors in [21] introduce unsupervised spoofing (US) attacks using the VAEs [16] which work based on
the idea of variational inference. In fact, they show that by training a VAE on a dataset of NC-OFDM signals,
important PHY characteristics can be inferred through the analysis of the latent variables. The basic idea of a US
attack is that a DNN (encoder) is capable of capturing information from the NC-OFDM signals, which can be

ACM J. Emerg. Technol. Comput. Syst.
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Fig. 12. BER performance of a receiver in 2D space when Tx is using t

proposed in Section 4.2 for transmission. N = 10, N’ = 20.

Fig. 13.
parallel

>

240

220

200

180

160

140

120

80

ime-modulated par

enabled CRLH LWA proposed in Section 4.3. N = 10, N = 10.

Hidden layer index | 1 2 3 4
DNN 1 200 | 400 | 400 | 100
DNN 2 400 | 600 | 400 | 100

Table 1. Number of neurons in the hidden layers for the DNNs described in Fig. 15.

ACM J. Emerg. Technol. Comput. Syst.



16 - Authorl, et al.

240

220 -

200 1

160

140 1

120 - t
80 70 60

Fig. 14. Simulated BERs for the decoding performance of a receiver corresponding to th on time-modulated

N
5

AN
K00

<,
ey,

o\t
/

> Af

1 number of subcarriers K. Furthermore, through the latent traversal technique [7], the value of
an informative latent variable is shown to be related to the amount of power in a certain subcarrier. As there
is zero poweny/s'sociated with an inactive subcarrier, this procedure would lead to estimation of the subcarrier
allocation pattern (v).

In terms of specifics of the attack model, the transmission is assumed to take place over an NC-OFDM scheme,
with Af € {15, 30,45, 60} KHz and p, € [1, 2], utilizing QPSK modulation with random subcarrier occupancy
pattern using the total number of subcarriers K = 16 and K = 32, which give rise to 2!° and 2°2 distinct subcarrier
occupancy patterns, respectively. The adversary overhears the transmissions at a certain spoofing SNR and builds
up a dataset out of the received noisy signals, where 80 complex samples are collected from each signal. The
size of the training and the test dataset is set to 2 x 10® and 25 x 10%, respectively. Fig. 16 illustrates the spoofing
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performance for several supervised and unsupervised learning algorithms when the adversary receives signal
from different 6 and  angles. The channel between the Tx and adversary is assumed to be a multi-path channel
with amplitudes {1,0.8,0.6} and delays {0, 2,4}us, and a Rayleigh flat-fading for both the Adversary-Rx and
Tx-Rx channels. For the unsupervised cases, we assume the adversary is utilizing the VAE model to infer the total
number of subcarriers and the corresponding latent variables for each subcarrier via latent traversal. During the
test stage, it obtains the corresponding learned representation for a test signal and decides whether a subcarrier
is active or inactive.

Here, we primarily focus on the configuration proposed in Section 4.3, and investigate the performance of
deep learning-based PHY spoofing attacks for the case that N = 10 and N’ = 20. Fig. 16 demonstrate the BER
performance at Rx while decoding the spurious data sent by the adversary over a long range of SNR for the OFDM
and NC-OFDM systems. As mentioned in Section 2, as the adversary’s accuracy in estimating the 1
parameters improves, it can generate signals whose PHY characteristic is more similar to tha
result the Rx will proceed with decoding the spurious data assuming the received signal i
higher BERs here correspond to a transmission scheme which is more secure against P¥

to PHY spoofing attacks. Firstly, we observe that for the case of OFDM sign
the adversary is able to infer the true transmission parameters, which re
the baseline OFDM transmission. For the case of NC-OFDM system
angles where signals are distorted in comparison to the desired angles,

Vel éary receives signals at
onding PHY spoofing attack
respect to the Tx are denoted
ired angle, is particularly shown

to exacerbate the adversary’s performance. Notably, we
04, have more than 7 degrees difference from the desi
which indicates the complete failure of such attack: :
that the sophisticated deep learning-based spoofis
architecture. Specifically, deviation from
performance of the US attack in compa
unsupervised spoofing relies heavily on tk
pattern. When the received 'gnal are dist
angles, the resulting US spo

show more resiliency against |

affected at different levels by the proposed Tx
] =d angles has much more detrimental effects on the

upervised one. This can be associated with the fact that
of the received signals to find the subcarrier occupancy
d due to the directional modulation functionality at the undesired
is also substantially deteriorated. On the other hand, SS attacks
riation from the desired received angles, although they rely on true labels for
jtire for a malicious party in a real-world setting. Finally, Fig. 16 illustrates
g to the time-modulated parallel feeding with plain CRLH LWA architecture
observed that this architecture has inferior security capabilities in comparison

We have propgsed transmission architectures to enhance the physical layer security through the utilization of
MTM-LWA:s. Specifically, in the proposed configurations, the DM functionalities of the TMAs are realized in
1-D and 2-D spaces through the MTM-LWAs which have much lower complexity in comparison to the classic
alternatives like phased arrays. Furthermore, we have investigated the resilience of these architectures against
passive eavesdropping and active PHY spoofing attacks. For the former case, the TMAs with OFDM signals are
considered while NC-OFDM transmission is employed for the latter scenario. In particular, we have assumed
the adversary has access to state-of-the-art deep learning tools for PHY spoofing. We have shown as part of
the numerical results that the proposed transmission schemes substantially enhance the physical layer security
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versary. The adversary launches either a supervised
to spoofing NC-OFDM signals. Also, the curve labeled
ng with plain CRLH LWA while the remaining ones relate to
LWA architecture.

spoofing (SS) or an unsupervised spoofing (
as ‘US™ corresponds to the time-modulate

s which cause substantial interference to the adversary’s received
n w.r.t. the desired angles.

through the generation of hi
signal even with small p
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