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Abstract—In the Internet of Vehicles (IoVs), vehicles generate
and disseminate information, which makes the related vehicular
services realized. However, the IoVs is an untrusted environment.
Vehicles cannot evaluate the credibility of the received information,
which makes it a challenge to implement data sharing in IoVs.
Blockchain, constantly directed main attention, are considered as
a feasible solution to address the challenge, due to its advantages of
decentralization, unforgeability, and collective maintenance. The
consensus mechanism of blockchain requires the miners in the sys-
tem with strong computing power for mining, while the computing
power of nodes in IoVs is limited, which restricts the application of
blockchain in IoVs. In fact, the application of blockchain in IoVs
can be implemented by employing edge computing. The key entity
of edge computing is the edge servers(ESs). Roadside nodes (RSUs)
can be deployed as ESs of edge computing in IoVs. In this article,
we study the ESs deployment scheme for covering more vehicle
nodes in IoVs, and propose a randomized algorithm to calculate
approximation solutions. Finally, we simulated the performance
of the proposed scheme and compared it with other deployment
schemes.

Index Terms—Approximation calculation, blockchain, edge
computing, edge server (ES) deployment, Internet of Vehicles
(IoVs).

I. INTRODUCTION

T
HE Internet of Vehicles (IoVs) takes the moving vehicles

as the perceived object. Through information and commu-

nication technology, it realizes the network connection between

vehicle and X (i.e., vehicle and vehicle, people, road, and service

platform). Therefore, IoVs consists of vehicle nodes and include

roadside nodes, passengers’ smartphones, laptops, iPods, and

other devices. Due to the high self-organization of nodes in

IoVs, nodes can freely join and leave a IoVs. Therefore, it is
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an incomplete trusted network. Data sharing and interaction be-

tween vehicles and other smart devices are the key components

of information transmission in IoVs. When there are malicious

nodes in the network, it means that the data transmitted in IoVs

is in danger of being maliciously tampered with, which will

bring great losses to users. For example, a malicious node may

tamper with and broadcast a message claiming that a certain

road is unblocked, but in fact the road is seriously damaged.

If this maliciously tampered information is released into IoVs,

it will attract many vehicles to choose to drive on this road,

which will cause serious traffic accidents and endanger people’s

lives. In addition, when passengers work in vehicles, important

personal information such as personal accounts and passwords,

are relayed and transmitted through these nodes in the vehicle

network. Once this information is tampered with or forged, it will

bring great risks to personal finance. Therefore, how to guarantee

the secure and reliable data transmission is an arduous challenge

to the realization of the IoVs [1] [2].

For data security, the current IoVs adopts the traditional cen-

tralized storage mechanism, that is, the service provider provides

an authoritative platform, and all nodes pass the registration and

are audited by the platform. If the verification is positive, the

node can obtain a legal ID to join the IoVs. The transmission

of data in the network is encrypted, and the data is stored in

the server of the platform. However, the centralized storage

mechanism has some shortcomings: the capacity cannot be

flexibly expanded, and the execution efficiency is low when users

have personalized needs. In addition, when the central server

receives an attack, all data in the network will face problems

such as being tampered with and being lost. The emergence

of blockchain technology has provided us with a new idea

of solving the abovementioned problems. The blockchain is

essentially a distributed database. The nodes in the blockchain

network are composed of distributed and decentralized nodes.

All nodes participate in data management and jointly maintain

a unique ledger database [3] [4]. Blockchain has the advantages

of “unforgeability,” “traceability,” “openness and transparency,”

and “collective maintenance.” These advantages have laid a solid

“trust” foundation.

A blockchain is a chain of linearly linked blocks. The block is

mainly composed of block header and block body. The header

of each block contains the hash of the previous block, so that

the blocks are linked one by one to form a blockchain. The

block header keeps some basic information, such as version

number, hash of the previous block header, the Merkle tree

root hash, timestamp, computing difficulty, and random number.
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Each node can form its own block. When a node has formed a

complete block, it needs to compute the hash value that meets

the requirements by modifying the nonce. The block will be

broadcast to other nodes in the network until the node computes

the nonce. Additionally, these nodes verify the block, and if the

verification is positive, the first node who computed the nonce

gets the right to add its block to the blockchain. This computing

process is called mining, and the nodes are called miners. It is

a competitive process among all nodes in the whole blockchain

network.

A block body consists of the transactions (i.e., data). The

transactions (i.e., data) in the block body are organized through

a Merkle tree. If any of them is modified, it will cause a change

in the root hash of the Merkle tree, which will lead to a change

in the block header, at which point the nonce of the block will

become illegitimate and will need to be remined. Suppose an

organization with a large number of computers remines this

nonce, which will cause the hash of the block header to change.

The hash of the previous block is recorded in the header of

the block, so that this block header also changes, additionally,

the nonce of the block becomes illegitimate, then, the nonce

of the block needs to be mined again. It will cause a chain

reaction where any modification will cause the data to collapse

and require remining, making it extremely costly to tamper with

data of block. To illustrate, in Bitcoin, if six blocks are added to

the back of a block, then that block can be considered to never be

modified. (Unless all the miners in the world deny the previous

block and start mining again). Therefore, the blockchain can

prevent the data on the chain from being tampered with or forged

[5]. It is very suitable for secure data delivery and storage in IoVs

environment.

There are many challenges to apply blockchain to IoVs, such

as the choice of blockchain miners, the design of consensus

mechanism and so on. The first challenge that needs to be

addressed is the choice of IoVs blockchain miners, that is,

to find qualified nodes in IoVs as miners to form block and

compete for mining. However, vehicle nodes and mobile smart

devices of IoVs have low computing power. In addition, their

fast moving speed leads to frequent changes in the network

topology, making its connection with other nodes extremely

unstable. Therefore, they are not qualified as miner nodes in IoVs

blockchain. It seriously restricts the application of blockchain in

mobile Internet such as the IoVs [6]. Since the computing power

of a single mobile device, i.e., a vehicle, cannot undertake this

critical assignment. Edge computing, considered to an extension

of cloud computing, has seen its attention remarkably increase

[7] [8]. Edge computing offers an open platform integrating

network computing and network storage for the real-time nearest

service [9], [10]. Moreover, through producing faster a response

to network service and satisfying real-time requirements, edge

computing can undertake various services such as computing

power, data storage, application services, etc [11].

Therefore, it is a good solution to implement the application

of blockchain by adopting edge computing in IoVs [12], [13].

In order to obtain qualified miners, we deploy RSUs as ESs and

consider ESs as the miners of IoVs. The ESs perform the creation

and verification of the block data. Compared with mobile nodes,

the deployed ES has large computing power and stable topology,

which can undertake the tasks of miners in IoVs blockchain.

Blockchain miners receive data and bundle it into blocks, which

need to be connected with other nodes. In addition. As miners,

RSUs need to compete for mining and mutually verify relevant

mining block information, etc. This mining process is that all

miners in the blockchain network compete with each other. After

the miners obtain the required nonce, broadcast the block to the

other miner nodes of the whole network for verification. If the

verification is positive, the first miner that obtain the required

hash value can add its own block to the blockchain [14]. This

process requires high network connectivity and low information

transmission delay. ESs not only participate in mining as a miner,

but also assist in the information transmission of the vehicle

blockchain network. Therefore, it is critical to effectively deploy

the ESs. The deployment scheme proposed in this article is to

make the deployed ES satisfy the connectivity with other nodes

in IoVs, and meet the requirement that the ES can be qualified

as a miner IoVs blockchain.

The main contributions of this work are summarized as fol-

lows.

1) This article introduces the important role of blockchain

technology in information security transmission, as well

as the challenges of blockchain application in IoVs. Fur-

thermore, we analyze the feasibility of employing edge

computing to realize the application of blockchain in IoVs.

2) We consider the roadside unit as the ES, and propose a

random deployment algorithm of the ES for the blockchain

in IoVs to satisfy the coverage of the ES to the vehicle

nodes.

3) A simulation algorithm that contains a rigorous analy-

sis is developed for performance evaluation. In addition,

we simulated our scheme and compared it with another

scheme.

The rest of this article is organized as follows. Related work

is briefly introduced in Section II. The randomized algorithm

is presented in Section III. We develop a simulation algorithm

that contains a rigorous analysis in Section IV. The performance

evaluation is given in Section V.

II. RELATED WORK

The integration of edge computing and blockchain is an in-

evitable way to broaden the application of blockchain in mobile

Internets. The scenarios used in the existing blockchain technol-

ogy do not take into account the scenarios, where the network

topology changes rapidly (i.e., vehicle blockchain network). The

architecture of edge computing or ES deployment scheme is

one of the essential components to implement edge computing.

Derived from this conception, only a bounded number of works

have been exploited on the architecture for edge computing in

IoT.

Zheng et al. [15] proposed a blockchain based distributed

architecture known as MicrothingsChain. The ESs, with strong

computing and storage capabilities, can implement the dis-

tributed storage of massive data. Moreover, due to the dis-

tributed storage and nontampering features of blockchain, data
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security, and cross domain access of users can be guaranteed.

The authors in [16] analyzed the challenges for the design of

mobile blockchain edge computing architecture, as well as the

differences with the traditional blockchain architecture, and then

proposed an original architecture not only reducing the storage

capacity requirements of IoTs devices, but also enhancing the

overall performance. Likewise in [17], a secure distributed fog

node architecture based on blockchain technology is designed.

Fog nodes, taking as the ESs in edge computing, are deployed

on the edge of the IoTs to respond to the access requirements

of IoT devices in real-time, which provides low-cost and secure

computing services for devices in IoTs. Yang et al. [18] con-

sidered blockchain as service publisher and evidence recorder

by taking advantage of its the nontampering and forgery. They

proposed a nonrepudiation service supply scheme in IIoT envi-

ronment. Bera et al. [19] analyzed the challenges and problems

faced by applying blockchain to UAV environment in 5 G

IoT. They proposed a blockchain based security framework for

data management during UAV communication. The security

framework can resist several potential attacks essential in the

Internet of drones environment, such as replay, impersonation,

man-in-the-middle, privileged-insider, etc. In [20], the authors

analyzed that the traditional centralized unilateral authentication

has the security risk of authentication failure or collapse due to

external attack or internal deception in the edge network and

Internet of things environment. To address this challenge, the

authors designed a blockchain based decentralized authentica-

tion protocol and implemented a complete blockchain based

authentication platform. Gupta et al. [21] proposed a secure de-

centralized connected autonomous vehicles (CAVs) architecture

based on blockchain to address security and privacy problems,

such as denial of service, GPS spoofing, and replay attacks. In

this architecture, the authors designed an Ethereum blockchain

layer, which stores the data captured from CAVs as transactions

in the chain of immutable blocks. Kaile et al. [22] proposed a

resource trading architecture based on blockchain, which uses

the trust mechanism of blockchain to eliminate dependence on

third parties and solve the problems of network economy and

resource allocation.

The strategy proposed in [23] exploits the security of

blockchain to construct a mobile edge computing based archi-

tecture in VANETs. Composed of three layers, from bottom to

top namely perception layer, edge computing layer, and service

layer, the security architecture ensures the security of VANETs

data during transmission. In the bottom layer, a blockchain

network constituted by vehicles and RSUs ensures the security

of data in VANETs, it even collects and uploads data to the upper

layer. The middle one, designated as the edge computing layer, is

responsible for processing and storing data, as well as providing

data services to the top layer. So, as to maintain the security of

cloud data, the service layer in the top, applies blockchain tech-

nology to store tamper-proof and traceable data, while adopting

the cloud original storage method to store other data for ensuring

security through the cloud computing architecture. Furthermore,

an edge architecture named edgechain in blockchain, based on

minimizing the deployment cost of mobile ESs, is proposed in

[24]. The authors employed random programming scheme to

study the deployment cost of ESs in order to provide users with

edge computing services. In addition, in order to better pro-

vide assistance for blockchain research, Androulaki et al. [25]

designed a Hyperledger fabric that is a blockchain system for

distributed applications written in a standard general program-

ming language. It is the first extensible open-source blockchain

system that runs distributed applications and supports modular

consensus protocols. Compared with the existing blockchain

platform, the “smart contract” of this platform does not rely

on local cryptocurrency or written in domain specific language.

Enlightened by the aforementioned thoughts, we consider

the roadside units as the ESs of edge computing in mobile

blockchain to improve security services for sharing critical

information under the environment of IoVs. With this strategy,

the deployment of ESs, in turn, is equivalent to the RSUs deploy-

ment in IoVs. On this issue, considerable scholars have made

prominent contributions. Under the precondition of proving that

the RSUs deployment problem is NP-hard, Peng and Qin [26]

obtained an approximate optimal solution, exploiting a greedy

idea and two-phase scheme to deploy the RSUs. In contrast,

deploying the RSUs in intersections, A GSC algorithm in [27] is

developed to choose the intersections of roads. Undoubtedly, the

scheme of the RSUs placement is the selection of intersection in

roads. Similar is the scheme in [28]. However, due to restrictions

on the deployment location of RSUs, the occasions where these

strategies are applied are also restricted.

III. APPROXIMATION SCHEME

In vehicular blockchain network, miners should compete with

each other for add its own block to blockchain, verify other

blocks, etc., all of which require high network connectivity.

However, in IoVs, fast moving vehicle nodes can lead to low

connectivity of the network. Therefore, we study the deployment

scheme of edge servers(ESs) and consider ESs as miners to meet

the application requirements of vehicular blockchain network.

On the one hand, ESs, with high computational power compared

with vehicle nodes, can meet the computing power demand of

miners competing for mining in blockchain; on the other hand,

the network topology of ESs is stable, which can participate

in the transmission of information in IoVs and improve the

connectivity of the network.

This section demonstrates the deployment scheme of the

ESs to address the above challenges of the vehicle blockchain

network. Due to the problem of ESs placement in vehicular net-

works is NP-hard [26]. Therefore, we propose an approximate

algorithm to deploy ESs for the vehicle blockchain network.

A. Network Model

The ESs are deployed on the side of a road. Vehicles node are

distributed randomly on a road and the speed of vehicles is within

the given range. There are two connection ways for each vehicle

to communicate with ESs: 1) access directly to ESs; 2) access

to ESs by multihop relaying. Vehicles forward information to

the ES in the same direction of vehicle moving rather than the

opposite direction. We assume that all vehicle nodes and ESs
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have the same transmission scopem0. It is similar to the network

model in [29].

B. Problem Description

Due to the high dynamic topological structure in IoVs, the

frequent breakage of links disrupts the transmission of informa-

tion. The deployed ESs should be able to receive the information

uploaded by vehicles and assist information transmission. For

simplicity, the distance of deploying ESs is equal in this article.

We need to get the optimal deploying distance of ESs, which can

transmit information in IoVs with the connectivity probability

p0 within the time t0.

Assume that a message can be transmitted to a vehicle of

distance at most m0, the speed on the road is v0, the average

number of vehicles is d0 per kilometer. The Chernoff bound

[30] will be adopted to analyze this algorithm.

Proposition 1: (see[30]). Define X1, . . . , Xn to be indepen-

dent random variables, and the value of each variable is 1 or 0.Xi

takes 1 with probability pi. Let X =
∑n

i=1 Xi, and µ = E[X].
Then, for any δ > 0

1) Pr(X < (1− δ)µ) < e−
1
2µδ

2

2) Pr(X > (1 + δ)µ) < [ eδ

(1+δ)(1+δ) ]
µ.

Proposition 2: (see[31]). Define X1, . . . , Xn to be indepen-

dent random variables, and the value of each variable is 1 or 0,

and X =
∑n

i=1 Xi.

1) If Pi(Xi = 1) ≤ p, then for any ε > 0, Pr(X > pn

+ εn) < e−
1
3nε

2
.

2) If Pi(Xi = 1) ≥ p, then for any ε > 0, Pr(X < pn−

εn) < e−
1
2nε

2
.

Definition 1: Assume that each ES has a unique identification

number x.

1) A connection topology of a set of ESs is defined by a

function g : N → N such that for two ESs with identifi-

cation numbers x and y, they are connected if and only if

g(x) = g(y).
2) If all ESs are connected with wires, then they can use the

function gc(x) = 1 for each ES with identification x.

3) If all ESs are isolated without wire connection, then they

can use the function gu(x) = x for each ES with identifi-

cation x.

Definition 2: The M is a set that contains the parameter of

road traffic property such as node transmission rangem0, vehicle

speeds range [v1, v2], the average number b of nodes per unit,

etc.

Definition 3: Let M be a set of parameters. Parameters d >
0, q ∈ [0, 1], D > 0. Let g(.) be a connection topology. Define

the following random events. Let Rg(d, q,M,D) be a random

event within interval ES distance d, and has function g(.) for

its ES connection topology. It returns 1 if one packet can be

transmitted to qn vehicles. Then indicates the number of vehicle

nodes that exist in the area of distance D to the given site.

Definition 4: Let p, q ∈ [0, 1]. Let nD be the number of vehi-

cle nodes with the distanceD to the source that sends a message.

Let M be a parameter set for the road. Let g : N → N be a

connection topology. Let fg(p, q,M,D) be the largest distance

dmax such that for each d ∈ [0, dmax), if ESs are arranged with

Algorithm 1: Randomized Algorithm.

Input: A parameter set M (see definition 2, probability

parameter p, maximum transmission range m0, initial

vehicle speed v0, time threshold t0, average number of

vehicles density b, parameters γ, ε ∈ (0, 1).
Output:d
1: Let d1 = m0, i = 1, λ0 = 0.1, and δ = γ/3;

2: Select the least integer h such that (1 + ε)hm0 ≥ 2D;

3: Select the least integer t such that he−
tδ2

2 ≤ λ0;

4: Repeat

5: Let Xj=Rg(di, q,M,D) for j = 1, 2, . . . , t;
6: Compute S =

∑t
j=1 Xj ;

7: Let di+1 = di(1 + ε) and i = i+ 1;

8: Until S < (p− δ)t or di > 2D;

9: d = di−1;

distancedbetween two consecutive ESs via connection topology

g(.) on a road, it guarantees that with at least probability p, at

least qnD vehicles within distance D receive the message.

C. Randomized Algorithm

In this section, we introduce a random algorithm to calculate

an approximate distance for deploying edge servers. Its correct-

ness and computational complexity are proved.

We discuss an algorithm framework that is suitable for both

connected ESs via some wired network and unconnected ESs

network. We propose an approximation scheme for edge servers

placement and configuration in IoVs. The algorithm iteratively

calculates an approximate deployment distance for ESs by ap-

proaching the optimal distance from the initial distance m0. The

m0 is the maximum distance of node wireless transmission. If the

IoVs cannot meet the conditions, then increase sequentially the

distance to m0(1 + θ),m0(1 + θ)2, . . .,m0(1 + θ)i, . . . until

the IoVs meets the conditions at distancem0(1 + θ)i+1, where ε
is a precision parameter adopted to regulate the approximation to

the optimal deployement distance for ESs. Then m0(1 + θ)i is

the approximate optimal deployment distance for ESs. For each

distance di = m0(1 + θ)i, We sample the sufficient number t of

random events, which exist in the area of distance D to the given

site. The events that meet the condition of information transmis-

sion on the road will be counted. We make that with probability

close to p, at least qnD vehicles can receive the message (nD

indicates the number of vehicles that exist in the area of distance

D to the given site), the Chernoff bound is adopted to ensure

the probabilistic approximation to p. The algorithm returns a

distance d in the range [
fg(p+γ,q,M,D)

1+ε
, fg(p− γ, q,M,D)] as

an approximation to fg(p, q,M,D).
Definition 5: Let M be a parameter for the road, and let

g(.) be a connection topology. They satisfy monotonic condition

if fg(p1, q,M,D) ≥ fg(p2, q,M,D) for all 0 ≤ p1 ≤ p2 ≤ 1,

D > 0, and q ∈ [0, 1].
We have the following algorithm for variant connection

topologies for ESs.
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Theorem 1: Assume that M is a parameter set, and g(.) in-

dicates the ES connection topology. They satisfy the monotonic

condition. LetD be the parameter that controls the range for mes-

sage transmission from the accident site. Let parameters p, q be

in [0,1], and γ be in [0, p]. Then, it exists a given probability meet

the connectivity of IoVs under following condition. It gives a dis-

tance d with
fg(p+γ,q,M,D)

1+ε
≤ d ≤ fg(p− γ, q,M,D) in time

O( 1
εγ2 (ln

D
m0

)(ln ln( D
m0

) + ln 1
ε
) · T (M,nD, 2D

m0
)), where nD

is the number of vehicles on the road to the first message site of

distance at most D, and T (M,nD, hD) is the time of generation

and simulation of a random event Rg(.) for the system of

parameters M , nD vehicles, and hD is the number of ESs to the

accident site of distance at mostD. Furthermore,T (M,nD, hD)
is not decreasing for both nD and hD.

We note that a concrete computational time complexity for

T (M,nD, hD) = O(n2 log n)withn = nD + hD will be given

at section IV, where we develop a simulation algorithm.

Proof: Let parameters m0, i, λ0, i, δ = γ/3, and Xj be

defined as in Algorithm.1.

The number of cycles of the loop (lines 4–8 in the algorithm)

is bounded by h with (1 + ε)hm0 ≥ 2D. Thus,

h =

⌈

ln(2D/m0)

ln(1 + ε)

⌉

= O

(

1

ε
ln

D

m0

)

. (1)

Select parameter t for the number of random events on a road

as follows:

t =

⎡

⎢

⎢

⎢

2 ln
(

h
λ0

)

δ2

⎤

⎥

⎥

⎥

(2)

= O

(

1

δ2

(

ln ln

(

D

m0

)

+ ln
1

ε

))

(3)

= O

(

1

γ2

(

ln ln

(

D

m0

)

+ ln
1

ε

))

. (4)

By equation (2), the selection of parameters h and t makes

he−
1
2 tδ

2

≤ λ0. (5)

If di < fg(p+ γ,M,D), then with probability at most

e−
1
2 tδ

2
,
∑t

i=1 Xi < (p+ γ − δ)t = (p+ 2δ)t by Proposition

2. If
∑t

i=1 Xi ≥ (p+ γ − δ)n = (p+ 2δ)t, it fails the test of

line 8 in the algorithm and enters cycle i+ 1 for testing di+1.

Thus, with probability at most he−
1
2 tδ

2
, we fail to have an output

d ≥
fg(p+γ,M,D)

1+ε
.

If di ≥ fg(p− γ, q,M,D) (note fg(p− γ,M, q,D) ≥
fg(p+ γ,M,D) by the monotonic condition of M ), then we

have
∑t

i=1 Xi > (p− γ + δ)t = (p− 2δ)t with probability at

most e−
1
2 tδ

2
(by Proposition 2). If

∑t
i=1 Xi ≤ (p− γ + δ)t =

(p− 2δ)t, it passes the test at line 8 of the algorithm, and returns

d = di−1. If i is the least integer with di ≥ fg(p− γ, q,M,D),
then di−1 ≤ fg(p− γ, q,M,D). Thus, with probability at most

e−
1
2 tδ

2
, we fail to have an output d ≤ fg(p− γ,M,D).

By inequality 5, with probability at most (h+ 1)e−
1
2 tδ

2
≤

2he−
1
2 tδ

2
≤ 2λ0, we fail to output d with

fg(p+γ,M,D)
1+ε

≤ d ≤

f(p− γ,M,D).

Each cycle samples sufficient t random events. The total num-

ber of cycles in the loop is at mosth. The maximal number of ESs

is at most 2D
m0

as the distance of two consecutive ESs should not

be less than m0. The total amount time is t · h · T (M,nD, hD),
which matches the complexity claim in the theorem by equations

(1) and (2)–(4).

The monotonic condition is satisfied for both connected ESs

and unconnected ESs. The algorithm is applied for connected

ESs when Rgc(di,M,D) is used in the simulation.

Corollary 1: Assume thatM is a parameter set for road traffic

with connected ESs with connection topology gc(.). Let D be

the parameter that controls the range for message transmission

from the accident site. Let parameters p, q be in [0,1], and γ be

in [0, p]. Then there is an approximation algorithm that gives

a distance d and meets
fgc (p+γ,M,D)

1+ε
≤ d ≤ fgc(p− γ,M,D).

The time isO( 1
εγ2 (ln

D
m0

)(ln ln( D
m0

) + ln 1
ε
) · T (M,nD, 2D

m0
)),

where nD is the number of vehicles on the road of length D,

and T (M,nD, hD) is the time of simulation for the system of

parameters M , nD vehicles, and hD is the number of ESs on a

road of length D.

The algorithm is applied for connected ESs when

Rgu(di,M,D) is used in the simulation.

Corollary 2: Assume thatM is a parameter set for road traffic

with unconnected ESs with connection topology gu(.). LetD be

the parameter that controls the range for message transmission

from the accident site. Let parameters p, q be in [0,1], and γ
be in [0, p]. Then there is an approximation algorithm that gives

a distance d and meets
fgu (p+γ,M,D)

1+ε
≤ d ≤ fgu(p− γ,M,D).

The time isO( 1
εγ2 (ln

D
m0

)(ln ln( D
m0

) + ln 1
ε
) · T (M,nD, 2D

m0
)),

where nD is the number of vehicles on the road of length D,

and T (M,nD, hD) is the time of simulation for the system of

parameters M , nD vehicles, and hD the number of ESs on a

road of length D.

IV. ALGORITHM FOR SIMULATION

In this section, we give an algorithm for simulation. It has

a rigorous analysis for both correctness and complexity. Our

algorithm can simulate an IoV with many vehicles at variant

speeds, and multiple lanes on the roads. It has a reasonable com-

putational complexity that makes it implementable by software.

We first give a brief description of the algorithm. Each ES is

considered as a vehicle of speed zero. The algorithm is recursive

via linear order of the times for the vehicles receiving the

message. Two B-trees TT and TN hold the list of vehicles to

receive the message within time t0. TT is used to hold the set of

vehicles by their time to receive the message, and TN is used to

hold the set of vehicles by their names. Our algorithm identifies

the set of vehicles Pi that can receive the message from the

vehicle ci after ci has got the message. A vehicle ci in TT with

the least time ti is put into the output list L2. For each vehicle

ci, calculate the time tj to receive the message directly from ci
for each cj ∈ Pi. Delete ci from both TT and TN . If TT and TN

already contain cj ∈ Pi, it will be replaced by the new time tj if

it is earlier than the old time to receive the message for cj . The

set of vehicles in Pi will be inserted into two B-trees TT (by the
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Algorithm 2: Simulation Algorithm.

Input: parameter t0 for the time delay, the positions of ESs,

and vehicles with speed.

Output: the list L of vehicles and ESs that receive the

message within time t0.

1: Let each ES is treated as a vehicle of speed zero.

2: For each car ci, find the set of vehicles Pi that can

receive message from ci within time t0.

3: Identify the first vehicle ck to receive the message, put it

into TN and TT , and set up a link from TN to TT for this

vehicle in both trees.

4: Build a B-tree TN to save the cars by the linear order of

their names.

5: Build a B-tree TT to save the cars by the linear order of

their time to receive message.

6: Let L2 be an empty list.

7: Put the car in L1 into TN and TT , and set up a link from

TN to TT for the same vehicle.

8: Repeat

9: for each vehicle ci with least time to receive the

message in TT ,

10: delete ci from TT and TN , and put it into a list

L2.

11: put all vehicles in Pi into TN and TT , set up a

link from TN to TT for the same vehicle, and

delete the existing vehicle if its time to receive

the message is later, and insert the new time.

12: Until TT is empty.

13: L = L2.

order of tj) and TN (by the order of their IDs). There is a two

directional link for the two nodes of each vehicle in TT and TN .

Definition 6: Let g(.) be a connection topology for ESs on

a road. A ES xdirectly connects to another ES y if they are

connected g(x) = g(y), and there is no ES z between x and y
with g(x) = g(z).

By the definition of direct connection, one ES connects at

most two ESs on a road.

Theorem 2: There is an O(P (t0)n log n) time algorithm to

determine the set of vehicles that will receive message, where

P (t0) is the largest number of vehicles that one vehicle or ES

can directly pass the message to other vehicles or ESs on the

road, and n is the total number of vehicles and ESs.

We only let at most two ESs directly receive message from

one node. They can continue pass the message to the others

connected to them. This controls the P (t0) to be small.

Proof: The correctness of this algorithm can be obtained by

a simple induction for the number of vehicles on the road.

Each ES is treated as a vehicle of speed zero in the algorithm.

Each ES passes the message directly to its neighbor ESs if they

are connected, or those vehicles and ESs in the range radio

transmission. It is trivial when there is only one vehicle on the

road. Assume that the algorithm works for the case that there

are n vehicles such that each vehicle is added to the list L2 by

the earliest time receiving the message. Consider the case of

n+ 1 vehicles. Let cn+1 be the rightmost vehicle on the road.

We discuss the following cases.

Case 1: The vehicle cn+1 is reachable by neitherES nor other

vehicles. It follows from the inductive hypothesis.

Case 2: The vehicle cn+1 is reachable first by another vehicle

ci at time tn+1. It will be considered in Pi. When ci is added to

L2, cn+1 will be in Pi and will be added to the list L2 according

to time tn+1. After vehicle ci is added L2, it will be added to

neither L2 nor B-tree. It becomes the case of n vehicles on the

road. The other vehicles with message passed from cn+1 follows

from the inductive hypothesis.

Therefore, the algorithm works for the case with n+ 1 vehi-

cles. This proves the correctness of the algorithm.

Each vehicle can forward message to at most P (t0) vehicles.

The B-tree operation takes O(log n) time for inserting and

deleting. Each vehicle has at most O(P (t0) times to do B-tree

operations. Therefore, the total time is O(P (t0)n log n).
Corollary 3: It exists an O(n2 log n) time algorithm to deter-

mine the set of vehicles that will receive message, where P (t0)
is the largest number of vehicles that one vehicle or ES can

directly pass the message to other vehicles or ESs on the road,

and n represents the total number of vehicles and ESs.

The generation of a random traffic takes O(n) for a piece of

road withnvehicles and ESs according to a system of parameters

M for road traffic.

Theorem 3: Assume that M is a parameter set, and g(.) is the

ES connection topology. They satisfy the monotonic condition.

Let parametersp, q be in [0,1]. Then there is an approximation al-

gorithm such that it gives a distance dwith
fg(p+γ,q,M,D)

1+ε
≤ d ≤

fg(p− γ, q,M,D) in time O( 1
εγ2 (ln

D
m0

)(ln ln( D
m0

) + ln 1
ε
) ·

n2 log n), whereD is the length to be considered for the message

transmission, nD is the number of vehicles on the road of length

D, and T (M,nD, hD) is the time of simulation for the system

of parametersM ,nD vehicles, and hD is the number of ESs on a

road of lengthD. Furthermore, T (M,nD, hD) is not decreasing

for both nD and hD.

Proof: It follows from Theorem 1 and Corollary 3.

V. SIMULATION RESULTS

There is no algorithm that can calculate the optimal solution

during the polynomial running time since the problem of ESs

placement in vehicular networks is NP-hard [26]. What we can

do is approaching the approximation optimal solution as much

as possible. It is unnecessary to cover all the nodes to complete

connectivity in practical application. We focus on the relation

about the placement distance of ESs or the number of ESs

according to the connection probability of the vehicular network.

For each vehicular network, we can calculate the approximate

optimal solution of ES deployment by this scheme. This exper-

imental scenario is set as follows. According to the daily traffic

volume of WUE highway in China, we calculate the average

vehicle capacity of the highway. That is 1060. It means that there

are 1060 vehicles on the highway. We consider two scenarios of

vehicle density. When the vehicle node is 1060, it is a general

scenario, and when the vehicle node is 530, it is a sparse scenario.

Where vn is the number of vehicles and vES is the number of
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Fig. 1. Connectivity probability of IoVs for the number of ESs with vn = 530.
p1:The probability of vehicles directly connected ESs. p2: The probability of
vehicles indirectly connected ESs. p3: The total probability of vehicle connected
ESs.

Fig. 2. Connectivity probability of IoVs for the number of ESs with vn= 1060.
p1:The probability of vehicles directly connected ESs. p2: The probability of
vehicles indirectly connected ESs. p3: The total probability of vehicle connected
ESs.

deployed ESs. The node communication adopts the DSRC. The

maximum distance of node transmission is 200 m. We take 200

m as the common default value m0

The ESs deployed have the same interval. The initial position

of vehicle nodes is randomly on this vehicular network. They

play the role of miners in the vehicular blockchain network. The

simulation results show that the vehicular blockchain network

connectivity rate increases with the total number of ESs, as

shown in Figs. 1, 2, 4, and 6.

Define the direct connectivity probability of vehicle with ESs

is the number of vehicles on the blockchain network directly

connected to ESs divided by the total number of vehicles on the

blockchain network.

Define the indirect connectivity probability of vehicle with

ESs is the number of vehicles on the blockchain network that

can communicate with ESs via the relay of some other vehicles

divided by the total number of vehicles on the blockchain

network.

Define the connectivity probability of vehicle with ESs is the

number of vehicles on the blockchain network is the sum of di-

rect connectivity probability of indirect connectivity probability.

When m0 is 200 m, the direct connectivity probability of

vehicle to ESs increases almost linearly as the number of ESs

Fig. 3. Connectivity probability of IoVs for the number of vehicles with
vES = 650. p1:The probability of vehicles directly connected ESs. p2: The
probability of vehicles indirectly connected ESs. p3: The total probability of
vehicle connected ESs.

Fig. 4. Connectivity probability of IoVs for the number of ESs with vn = 530.
p1:The probability of vehicles directly connected ESs. p2: The probability of
vehicles indirectly connected ESs. p3: The total probability of vehicle connected
ESs.

Fig. 5. Connectivity probability of IoVs for the number of vehicle with vES =

90. p1:The probability of vehicles directly connected ESs. p2: The probability of
vehicles indirectly connected ESs. p3: The total probability of vehicle connected
ESs.

gets larger. The direct connectivity probability of vehicles to

ESs is much larger than the indirect connectivity probability of

vehicles to ESs. On the other hand, the indirect connectivity

probability of vehicles with ESs is not linearly increasing with

the increasing number of ESs.
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Fig. 6. Connectivity probability of IoVs for the number of ESs with vn= 1060.
p1:The probability of vehicles directly connected ESs. p2: The probability of
vehicles indirectly connected ESs. p3: The total probability of vehicle connected
ESs.

Fig. 7. Connectivity probability of IoVs for the number of vehicle with vES =

50. p1:The probability of vehicles directly connected ESs. p2: The probability of
vehicles indirectly connected ESs. p3: The total probability of vehicle connected
ESs.

For vn= 530, the indirect connectivity probability of vehicles

with ESs becomes maximum when ESs = 650.

The indirect connectivity probability decreases when the

number of ESs is increased. The reason is that the number of

vehicles directly connected with ESs increases when the number

of ESs is increased. The connectivity probability goes up slowly.

When the number of deployed ESs reaches 650, the connec-

tivity probability is 0.775, as shown in Fig. 1. We can consider

vES = 650 as an approximation for the optimal solution in the

case. For vn = 1060, vES = 600 is an approximation for the

optimal solution in the case, which is shown in Fig. 2.

When the number of vehicles is fixed, the direct connectivity

probability of vehicles with ESs is almost constant regardless

of the number of vehicles, which is shown in Figs. 3, 5, and

7. However, the indirect connectivity probability of vehicle with

ESs almost linearly increases with the increasing number of ESs.

When vn = 1060, the connected probability has the similar

trends with vn = 530. But, the number of ESs need to deploy

is a significant reduction. The approximation optimal solution

is vES = 50 and vES = 90 with the vn = 1060 and vn = 530,

respectively. The connectivity probability is up to 0.806 with

vES = 50, vn = 530 according to the m0 is 200 m, vES = 680,

vn = 530.

Fig. 8. Connectivity probability of IoVs for the number of ESs with m0

= 200 meters, vn = 1060, vspeed = 108 km/h, and vspeed = 216 km/h.
p1:The connectivity probability of vehicles with vspeed = 108 km/h. p2: The
connectivity probability of vehicles with vspeed = 216 km/h.

Fig. 9. Connectivity probability of IoVs for the number of ESs with m0

= 1000 meters, vn = 1060, vspeed = 108 km/h, and vspeed = 216 km/h.
p1:The connectivity probability of vehicles with vspeed = 108 km/h. p2: The
connectivity probability of vehicles with vspeed = 216 km/h.

Fig. 10. Number of ESs versus the connectivity probability of IoVs with
m0=200 m. p1: The number of ESs in the proposed scheme. p2: The number
of ESs in ODEL.

Figs. 8 and 9 show that the connectivity probability of IoVs

for the number of ESs with vn = 1060, vspeed = 108 km/h, and

vspeed = 216 km/h: 1) The transmission distance of vehicles

is 200 m; 2) The transmission distance of vehicles is 1000 m.

We can see that the speed of vehicles has little impact on the

connectivity probability.

We compared the proposed scheme with ODEL [32]. As

shown in Figs. 10 and 11, we find that the deployment cost

Authorized licensed use limited to: Univ of Texas at Dallas. Downloaded on August 15,2022 at 19:55:20 UTC from IEEE Xplore.  Restrictions apply. 



508 IEEE TRANSACTIONS ON RELIABILITY, VOL. 71, NO. 1, MARCH 2022

Fig. 11. Number of ESs versus the connectivity probability of IoVs with m0

= 1000 m. p1: The number of ESs in the proposed scheme. p2: The number of
ESs in ODEL.

of ODEL scheme is higher than that of the proposed scheme

with the same connectivity probability of IoVs. It is because

the ODEL method needs to deploy more ESs to satisfy the

requirements to reduce the routing delay caused by dynamic

network topology in IoVs. The scheme proposed in this article

focuses on the fact that the deployed edge servers can cover more

segments on the road, so the deployment cost can be reduced.

VI. CONCLUSION

In this article, we have proposed an edge server deployment

scheme for the application of blockchain technology in IoVs.

The edge servers are used as miners in vehicular blockchain

networks. To address the challenges of the communication delay

between miners in vehicular blockchain networks, we introduce

a randomized method to design an approximation algorithm

for edge server deployment. It achieves an approximation for

the optimal deployment distance to ensure the message can be

transmitted to ESs via the IoVs. The simulation results show the

deployment of edge server can greatly improve the connectivity

of vehicular blockchain networks and meet the communication

requirements of edge server as a miner of IoVs blockchain. In

addition, it shows that in vehicle blockchain network, the number

of deployed edge servers and the communication distance of

vehicle nodes are two key factors determining the connectivity

of vehicle blockchain network. In addition, results show that

when the number of edge servers deployed reaches a certain

value, the connectivity of vehicle blockchain network reaches

a threshold. Since then, more edge servers have a very limited

contribution to the connectivity of vehicle blockchain network.

However, the scale of the vehicle blockchain network is very

large. When the number of edge servers deployed reaches the

maximum, in order to further improve the mining efficiency

of miners and meet the computing needs of the blockchain

network, the edge servers can recruit vehicle nodes to provide

services for its competitive mining. In future work, we will

investigate the incentive mechanism of edge server recruiting

vehicle nodes. The edge server recruits vehicle nodes within

its communication range to provide services for mining. It will

improve the computing power of the edge server and speed

up the competitive mining process. These enable blockchain,

a distributed database with the advantages of unforgeability,

traceability, and collective maintenance, to be applied to the

IoVs.
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