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Phishing attack countermeasures have previously relied on technical solutions or user training. As phishing 

attacks continue to impact users resulting in adverse consequences, mitigation efforts may be strengthened 

through an understanding of how user characteristics predict phishing susceptibility. Several studies have 

identified factors of interest that may contribute to susceptibility. Others have begun to build predictive 

models to better understand the relationships among factors in addition to their prediction power, although 

these studies have only used a handful of predictors. As a step toward creating a holistic model to predict 

phishing susceptibility, it was first necessary to catalog all known predictors that have been identified in the 

literature. We identified 32 predictors related to personality traits, demographics, educational background, 

cybersecurity experience and beliefs, platform experience, email behaviors, and work commitment style. 

 

INTRODUCTION 
 

 Several countermeasures have been implemented to 

mitigate phishing attacks, i.e., attempts to gain personal 

information through malicious, mass-distributed electronic 

messages (Butavicius et al., 2015). These include 1) filtering 

phishing messages and blocking users from accessing 

fraudulent sites; 2) creating interfaces that warn users; and 3) 

training users how to identify and correctly behave in response 

to phishing attempts (Hong, 2012). Despite these efforts, 

phishing attacks continue to reach users who fall for them. 

Therefore, alternative attempts to counteract phishing 

attacks have been proposed. Heartfield et al. (2016) suggest that 

understanding user characteristics that predict phishing 

susceptibility could be used to enhance phishing mitigation 

techniques. Systems that detect a user’s susceptibility profile 

could deny access rights to protect information from a 

potentially susceptible user, and training programs could be 

customized based on a user’s profile. Further, susceptibility 

profiles could be used to predict the effectiveness of users as 

phishing attack sensors and provide a gauge as to how accurate 

a phishing report may be based on users’ characteristics. 

 

Previous Work Toward Predicting Susceptibility 
 There is an extensive literature that identifies characteristics 

related to phishing susceptibility, including personality traits, 

online training and behavior, and demographics. That work 

provides an essential foundation by establishing characteristics 

of interest but does not currently allow for user susceptibility 

prediction with a high degree of certainty or determine whether 

it is possible to do so. No lone predictor highly correlates with 

susceptibility; therefore, it is necessary to investigate a 

combination of several factors to predict susceptibility. 

To-date, only a handful of studies have predicted phishing 

susceptibility using multiple predictors, and those that did 

examined only a small number of select predictors. For 

example, Heartfield et al. (2016) investigated six predictors to 

create a predictive model of susceptibility. Studies such as this 

are useful, but do not provide a complete model predicting 

phishing susceptibility. 

 

Current Work 
Our long-term goal is to develop a comprehensive 

predictive model of phishing susceptibility, which can serve as 

the basis for user susceptibility profiles. As a first step toward 

this effort, we reviewed the literature to catalog all known 

factors predicting phishing susceptibility. Relevant papers were 

found through searches on Google Scholar, PsycINFO, ACM 

Digital Library, and IEEE using variations of the keywords 

individual, characteristic, predict, susceptibility, and phish. 

Reference lists were then used to find further studies for 

inclusion. Significant predictors from each paper were then 

synthesized into the following 32 predictors. 

To our knowledge, ours is the only paper to-date to 

comprehensively review all the current literature related to 

predicting phishing susceptibility, which is a necessary step in 

creating a holistic phishing susceptibility model. This paper 

also provides a valuable resource for those working in this 

space who wish to better understand the current literature 

surrounding phishing susceptibility prediction. 

 

PREDICTORS OF PHISHING SUSCEPTIBILITY  
 

Personality Traits 
 Conscientiousness. Users who fall for phishing scams were 

higher in conscientiousness, or the tendency to be dependable 

and self-controlled, than those who do not fall for phishing 

scams (Halevi et al., 2015). Frauenstein and Flowerday (2020), 

however, found that high-conscientiousness users were less 

susceptible to phishing attacks on social networking sites due 

to lower reliance on quick, heuristic processing. 

 Agreeableness. Agreeableness, characterized by warmth 

and friendliness, was shown to be a significant predictor of 

phishing susceptibility such that those high in agreeableness 

were more susceptible (Alseadon, 2014).  

Emotional Instability. Also known as neuroticism, one 

study found that the tendency to experience negative feelings 

(e.g., guilt) had a significant positive correlation with phishing 

susceptibility, but this relationship was only present for women 

(Halevi et al., 2013). Confirming this finding, Alseadon (2014) 

found that emotional stability was a significant predictor of 

phishing susceptibility such that those with low emotional 

stability were more susceptible, regardless of gender. 

Openness to Experience. Openness to experience, or the 

willingness to try new things, was significantly positively 

correlated with phishing susceptibility (Alseadon, 2014). 

Additionally, users who are less open to new experience deleted 

legitimate emails more often than those who are more open, a 
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behavior which may indicate less susceptibility to phishing 

(Hong et al., 2013). Contrary to these findings, Pattinson et al. 

(2012) found that high-openness users who were not informed 

that they were in a phishing study were better able to correctly 

manage phishing emails than low-openness users. 

Extraversion. Extraversion, or level of outgoingness, was a 

significant predictor of phishing susceptibility such that more 

extraverted users were more susceptible (Alseadon, 2014; 

Lawson et al., 2020). Another study also demonstrated that less 

extraverted users delete legitimate emails more often than more 

extraverted users, which may affect risk of falling for a phishing 

attack (Hong et al., 2013). Pattinson et al. (2012), however, 

found that high-extraversion users who were not informed that 

they were in a phishing study were better able to correctly 

manage phishing emails than low-extraversion users. Welk et 

al. (2015) similarly found that low-extraversion users had better 

performance on a phishing detection task compared to high-

extraversion users. 

Impulsivity. Impulsivity, measured using the abbreviated 

impulsiveness scale (ABIS) from Coutlee et al. (2014), was a 

significant predictor of engagement in risky cybersecurity 

behaviors, such as downloading media from unlicensed sources 

and clicking on email links, which are related to falling for a 

phishing attack. Specifically, attentional and motor impulsivity 

were significant positive predictors for risky cybersecurity 

behavior. Non-planning, however, was a significant negative 

predictor (Hadlington, 2017). Additionally, impulse and 

emotion control were positively correlated with accurate 

phishing detection (Lawson et al., 2020; Welk et al., 2015). 

Another study used the Cognitive Reflection Test (CRT; 

Frederick, 2005) to measure situational impulsivity in decision-

making and found a significant correlation between impulsivity 

and judgments made about phishing email links such that those 

who were less impulsive were more likely to judge the link as 

unsafe (Butavicius et al., 2015). Jones et al. (2019) found CRT 

scores to significantly predict phishing susceptibility with 

higher CRT scores corresponding to lower susceptibility. 

Similarly, Parsons et al. (2013) found that those with higher 

CRT scores who did not know that they were participating in a 

phishing study were better able to appropriately respond to 

phishing emails.  

Contrary to these findings, however, Kumaraguru et al. 

(2007) demonstrated that those with higher CRT scores were 

more likely to click on links in phishing emails even though 

they did not hold accounts with the apparent sender company, 

potentially due to curiosity or higher risk-taking tendencies. 

Similarly, Parsons et al. (2019) found that CRT score was a 

predictor of phishing susceptibility such that those with lower 

situational impulsivity were more susceptible. Interestingly, 

they also found that a measure of dispositional impulsivity 

(Hamilton et al., 2016) was a significant predictor such that 

those higher in dispositional impulsivity were less susceptible. 

These findings suggest that situational and dispositional 

impulsivity may differently predict susceptibility. 

Sensation Seeking. The tendency to seek out new 

experiences and sensations, measured using a scale from Hoyle 

et al. (2002), significantly predicted phishing susceptibility 

such that those who were higher in sensation seeking were less 

able to discriminate between phishing and legitimate emails 

(Jones et al., 2019). Additionally, Whitty (2019) found that 

users with high sensation seeking and addictive tendencies were 

more likely to be cyber fraud victims. 

Curiosity. The desire to acquire new knowledge and sensory 

experiences, or epistemic curiosity, measured using scales from 

Litman and Spielberger (2003), was shown to be a significant 

predictor of phishing susceptibility such that more curious users 

were more susceptible (Moody et al., 2017). 

Risk Propensity. The tendency to take risks in different 

facets of life, measured using a scale from Nicholson et al. 

(2005), was shown to significantly predict phishing 

susceptibility such that those with higher risk propensity were 

more susceptible, but only when the phishing email came from 

a known source and the link it contained was text rather than 

numeric (Moody et al., 2017). Similarly, Sheng et al. (2010) 

found that financial risk aversion predicted phishing 

susceptibility such that users who were more risk averse were 

less susceptible. 

Dispositional Trust and Distrust. Dispositional trust, or the 

tendency to believe in others’ positive attributes, was shown to 

be a significant positive predictor of phishing susceptibility 

(scale developed by McKnight et al., 2004; Alseadon, 2014; 

Workman, 2008; Wright et al., 2009). Additionally, Hong et al. 

(2013) demonstrated that less trusting users were more likely to 

delete legitimate emails, a behavior that could potentially lower 

risk of falling for an attack. Although Moody et al. (2017) did 

not find significant main effects, they demonstrated that some 

subscales of dispositional trust, as well as distrust, measured 

using a scale from Moody et al. (2014), may be predictors of 

phishing susceptibility with stronger effects occurring when the 

user knows the apparent sender of the phishing email compared 

to when they do not. Wright and Marett (2010) did not find 

dispositional trust to predict phishing susceptibility; however, 

they did find that higher suspicion of humanity (i.e., distrust) 

was associated with lower susceptibility. 

Submissiveness. Submissiveness, associated with obedience 

and compliance with an authority, was shown to be a significant 

positive predictor of phishing susceptibility in populations from 

two different countries (Alseadon, 2014; Alseadon et al., 2012). 

Additionally, Workman (2008) found obedience to authority to 

be a significant predictor of phishing susceptibility such that 

those who were more obedient were more susceptible. 

 

Demographics 
 Age. Several studies have found that susceptibility is highest 

for users aged 18-25 and decreases with age (Jagatic et al., 

2007, Kumaraguru et al., 2009; Parsons et al., 2019). However, 

other studies have failed to show a difference in phishing 

susceptibility by age (Gavett et al., 2017; Mohebzada et al., 

2012; Moody et al., 2017; Zielinska et al., 2014), have shown 

gender, education, and Internet experience to be mediating 

factors (Lin et al., 2019; Sheng et al., 2010), or suggest that 

older adults may in fact be more susceptible than younger adults 

(Li et al., 2020; Lin et al., 2019; Whitty, 2019). 

 Sex. Several studies have shown that women tend to be more 

susceptible to phishing compared to men (Hong et al., 2013; 

Jagatic et al., 2007). In one study, 40% of women fell for a two-

step phishing scheme compared to only 27% of men (Halevi et 

al., 2015). Another study found that 14% of men compared to 
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53% of women fell for a phishing attack (Halevi et al., 2013), 

indicating that sex differences in susceptibility may be large. 

This difference in susceptibility may, however, be mediated by 

technical knowledge (Sheng et al., 2010). Other studies did not 

find susceptibility differences between sexes (Gavett et al., 

2017; Kumaraguru et al., 2009; Moody et al., 2017; Parsons et 

al., 2019; Zielinska et al., 2014), or suggest that men may in fact 

be more likely than women to click on phishing links and 

disclose personal information (Mohebzada et al., 2012). 

 
Educational Background 
 Education Level. Education level significantly predicted 

suspiciousness toward phishing such that those with higher 

levels of education were more suspicious (Gavett et al., 2017), 

indicating that they are less likely to be phished. One study also 

found that those with a higher level of education were 

significantly better at correctly managing phishing emails, but 

only when they were not told that the study involved phishing 

(Parsons et al., 2013). Other studies, however, fail to show that 

education predicts susceptibility (Moody et al., 2017) 

Academic Major. One study by Jagatic et al. (2007) 

demonstrated that those in science- and technology-related 

majors (e.g., computer science) were less susceptible to regular 

phishing than other majors. Interestingly, however, users in 

science majors were the most susceptible group to phishing 

when messages appeared to be from a friend. 

Contrary to these findings, Parsons et al. (2013) found that 

when users were not told that they were in a phishing study, 

those who had completed a course in information systems or 

information technology were less able to correctly manage 

phishing emails. Additionally, employees in technical jobs were 

shown to equal non-technical employees in their ability to 

discriminate between phishing and legitimate emails, even after 

receiving anti-phishing training (Kumaraguru et al., 2008). 

  

Cybersecurity-Related Experience and Beliefs 
 Computer Security Awareness. A user’s self-reported level 

of technical knowledge and security awareness predict phishing 

susceptibility such that those with more knowledge and 

awareness are less susceptible (Heartfield et al., 2016; Sheng et 

al., 2010; Wright & Marett, 2010). Additionally, users who are 

more aware of cyber-risks and have a more pessimistic view of 

risk while using the Internet, measured using a scale from 

Campbell et al. (2007), were less susceptible to phishing. 

Specifically, those who believe they have a high likelihood of 

receiving spam emails, being misled, or being infected with a 

computer virus were less likely to be phished (Halevi et al., 

2015). Downs et al. (2007), however, found that knowledge 

about general computer risks and concepts (e.g., cookies, 

viruses) did not predict phishing susceptibility. 

 Phishing Knowledge. Those who are familiar with the 

definition of phishing were significantly less likely to fall for 

email and website phishing scams (Downs et al., 2007). Wang 

et al. (2012) also showed that as scam knowledge increases, 

users are less likely to fall for phishing. In one study, older 

adults with prior knowledge of phishing and/or who had 

previously fallen victim to a phishing attack reported more 

suspiciousness toward phishing attempts than those without this 

prior knowledge (Gavett et al., 2017). However, one study that 

conducted a simulated phishing campaign on a university 

population showed that users who clicked on a link contained 

in a phishing email were more likely to click on another 

phishing link the week after (Li et al., 2020). 

Type of Computer Security Training. Security training 

includes formal education, self-study, and work-based training. 

All three of these training methods have been shown to predict 

phishing susceptibility such that those with more training are 

less susceptible (Heartfield et al., 2016). Other studies also 

demonstrated that users who received anti-phishing training 

were significantly less likely to fall for subsequent phishing 

attacks, even up to a month later (Kumaraguru et al., 2009; 

Kumaraguru et al., 2008; Sheng et al., 2010). 

 Time Since Last Security Training. Regardless of type of 

security training, the time elapsed since the last training was 

shown to predict phishing susceptibility, although time since 

last self-study was the primary predictor. Users with more time 

since their last training were more susceptible, indicating the 

importance of staying up to date on new security-related topics 

(Heartfield et al., 2016). 

 Concern for Online Privacy. Online privacy concern, or 

apprehension surrounding disclosing personal information 

online, was shown to be a significant positive predictor of 

responding to a friend request from a fake profile on Facebook, 

but not of subsequently responding to a phishing message sent 

from this profile (Vishwanath, 2015). 

Attitudes toward Cybersecurity. More negative attitudes and 

lower engagement with cybersecurity practices, measured using 

the attitudes towards cybersecurity and cybercrime in business 

scale (ATC-IB; Hadlington, 2017), were found to positively 

predict engagement in risky cybersecurity behaviors 

(Hadlington, 2017), which are often engaged in when a user 

falls for a phishing attack. 

 

Platform Experience 
 Computer Literacy. A user’s self-efficacy while using a 

computer was a highly important predictor of phishing 

susceptibility such that those with higher literacy were less 

susceptible (Heartfield et al., 2016; Wright & Marett, 2010). 

Computer and Internet Usage. For users who were informed 

that they were in a phishing study, high familiarity with 

computers was associated with better phishing email 

management (Pattinson et al., 2012). Parsons et al. (2019) also 

found that percentage of time spent using a computer was a 

significant predictor of phishing susceptibility such that users 

who spent more time on a computer were more susceptible. 

Similarly, Moody et al. (2017) showed that a user’s cumulative 

time spent on the Internet predicted phishing susceptibility with 

more time associated with higher susceptibility. Kumaraguru et 

al. (2007), however, did not find a relationship between hours 

spent on the Internet and susceptibility. Other studies have 

found the opposite relationship, where more web experience is 

in fact associated with lower susceptibility and increased ability 

to detect phishing (Wright et al., 2009; Wright & Marett, 2010). 

Platform Familiarity. Knowing what is normal and 

abnormal for a platform may affect susceptibility to phishing 

attacks delivered via that platform. Familiarity with and 

comfort using email, measured with a scale from Carlson and 

Zmud (1999), were significant predictors of phishing 
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susceptibility such that those with more experience were less 

susceptible (Alseadon et al., 2012). Downs et al. (2007) also 

found that users of PayPal and eBay were less likely to fall for 

email and web-based phishing attacks that spoofed these sites. 

However, Heartfield et al. (2016) did not find that familiarity 

with a platform type (e.g., email) or specific provider’s platform 

(e.g., Gmail) predicted susceptibility. 

Frequency of Use. How often a user accesses a particular 

platform predicted phishing susceptibility such that those who 

accessed a platform more often were less susceptible 

(Heartfield et al., 2016). Interacting with a particular platform 

may increase awareness of platform-specific phishing.  

 Duration of Use. Those who access a platform for longer 

amounts of time were less susceptible to phishing (Heartfield et 

al., 2016). Users who spend more time on a platform may have 

more opportunities to become familiar with what platform-

specific attacks look like. 

 Habitual Use. Habitual platform use, or fixed, repeated 

patterns of behavior when interacting with a platform, causes 

inattention and lowered conscious involvement. Vishwanath et 

al. (2011) showed that habitual email use significantly 

contributed to phishing email susceptibility. Additionally, 

habitual Facebook use was the largest predictor of victimization 

in a social media-based attack (Vishwanath, 2015), indicating 

that susceptibility may be specifically related to habitual use on 

a particular platform type. 

 Internet Addiction. Internet addiction, measured using the 

online cognition scale from Davis et al. (2002), was a 

significant positive predictor of risky cybersecurity behaviors 

related to falling for a phishing attack (Hadlington, 2017). 

 

Email Behaviors 
 Email Load. Vishwanath et al. (2011) demonstrated that 

those who received many emails were more likely to respond to 

phishing emails. Musuva et al. (2019), however, found that 

those who received many emails were less susceptible to 

phishing. Instead, those who were the most responsive to the 

emails they did receive were the most susceptible.  

 Tendency to Completely Read Emails. Users who 

completely read emails were significantly better at detecting 

phishing emails than those who glanced at or did not completely 

read the email contents (Welk et al., 2015). 

 Perceived Email Richness. Perceived email richness, or the 

ability to recognize that an email contains rich communication 

information (Carlson & Zmud, 1999), was a significant 

predictor of phishing susceptibility such that those who were 

better able to recognize the richness of email were less 

susceptible (Alseadon, 2014). In another study, however, 

perceived email richness was not shown to significantly predict 

susceptibility (Alseadon et al., 2012). 

 

Work Commitment Style 
 Work commitment style consists of three subscales related 

to the reasons why people are committed to their job: 1) 

normative commitment based on obligation; 2) continuance 

commitment based on perceived benefits of employment and 

costs of leaving; and 3) affective commitment based on 

organizational identification and emotional attachment (Meyer 

& Allen, 1991). Workman (2008) found that work commitment 

style predicted phishing susceptibility depending on the content 

of the attack. Those high in normative commitment were 

susceptible to attacks involving reciprocation; those high in 

continuance commitment were susceptible to attacks involving 

escalating requests; and those high in affective commitment 

were susceptible to attacks involving social desirability. 

Vishwanath (2015) also found normative and continuance 

commitment to be significant positive predictors of responding 

to a friend request from a fake profile on Facebook, but not of 

subsequently responding to a phishing message sent from this 

profile. Affective commitment did not contribute to phishing 

susceptibility. 

 

CONCLUSIONS AND FUTURE DIRECTIONS 
 

The current review provides a summary of previous work 

identifying 32 known predictors of interest related to phishing 

susceptibility. These predictors can be categorized as 

personality traits, demographics, educational background, 

cybersecurity experience and beliefs, platform experience, 

email behaviors, and work commitment style. 

To holistically evaluate all of these predictors and their 

relationships to each other and phishing susceptibility, we will 

conduct a large-scale human subjects experiment. This 

experiment will first have participants complete a measure of 

each known phishing susceptibility predictor. Then, 

participants will complete a phishing susceptibility test in 

which they will view a randomized set of emails, half of which 

will be phishing emails. Their judgements of whether each 

email is a phishing attack will provide a measure of phishing 

susceptibility. We will then use regression-based statistical 

analyses and machine learning approaches to determine the 

relationships among factors and determine which set of factors 

best predicts a user’s phishing susceptibility. 
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