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Abstract—Ubiquitous information exchange is achieved
among connected vehicles through the increasingly smart
environment. The concept of conventional vehicular ad
hoc network is gradually transformed into the Internet
of Vehicles. Meanwhile, more and more location-based
services (LBSs) are created to provide convenience for
drivers. However, the frequently updated location in-
formation sent to the LBS server also puts user location
privacy at risk. Thus, preserve user location privacy
while allowing vehicles to have high-quality LBSs is a
critical issue. Many solutions have been proposed in the
literature to preserve location privacy. However, most
of them cannot provide real-time LBS with accurate
location updates. In this paper, we propose a novel
location privacy-preserving scheme, which allows vehicles
to send accurate real-time location information to the
LBS server while preventing being tracked by attackers.
In the proposed scheme, a vehicle utilizes the location
information of selected shadow vehicles, whose route
diverge from the requester, to generate multiple virtual
trajectories to the LBS server so as to mislead attack-
ers. Simulation results show that our proposed scheme
achieves a high privacy-preserving level and outperforms
other state-of-the-art schemes in terms of location entropy
and tracking success ratio.

Keywords—Ilocation privacy, location based service, in-
ternet of vehicles, vehicular networks

I. INTRODUCTION

ehicular ad hoc networks (VANETS), which allow ve-
hicles on the road to connect with each other to share
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information, have been studied for many years. Recently, ve-
hicles are increasingly equipped with smart devices, which al-
low vehicles access to ubiquitous information of the surround-
ing environment as well as the internet. The original concept
of VANETS is gradually upgraded into the Internet of Vehi-
cles (IoV), which consists of inter-vehicular network, intra-
vehicular network, and vehicular mobile Internet!!!. As the
major component of Intelligent Transportation System, IoV
targets to help traffic management, improve road safety, pro-
vide infotainment, etc. With the fast development of position-
ing technologies such as the Global Position System (GPS),
various location-based services (LBSs) have emerged in the
IoV paradigm. With LBSs, vehicle users can obtain useful
spatial information by uploading their physical locations to
the LBS server, thus greatly improve convenience. For exam-
ple, a driver can obtain continuously updated traffic conditions
so as to find the best route or find the availability of nearby
parking lots, restaurants, and gas stations.

Since the precondition of using LBSs is uploading a user’s
physical locations to the LBS server and the LBS server is usu-
ally an untrusted third party, protecting the location privacy
from being leaked to attackers is of great concern'?!. Many
pseudonym-based schemes have been proposed to preserve
security and privacy in vehicular communications. However,
pseudonyms alone cannot guarantee location privacy!®!. At-
tackers may link anonymous messages that belong to the same
sender by analyzing the location, speed, direction information
and finding the correlations. Thus, extra mechanisms besides
pseudonyms need to be implemented to preserve location pri-
vacy.

Various solutions have been proposed to preserve location
privacy in IoV. Major ideas of these schemes can be summa-
rized as k-anonymity, silent period, mixed zones, caching, and
virtual paths. The k-anonymity scheme employees k loca-
tions in the LBS request to form a cloak region for the user
so that the attacker can only know a rough area instead of the
accurate location of the user. The silent period scheme for-
bids message transmission in some period of time or within
some areas, thus the attacker will lose track. The mixed zones
scheme asks a group of vehicles to change their pseudonyms
at a specific time and location to prevent attackers from find-
ing correlations of used and new pseudonyms. The caching
scheme suggests storing solutions of LBS requests in vehi-
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Tab.1 Comparisons of existing privacy-preserving schemes

Degree of

. location Number of Real-time Accurate .

Schemes Main Strategy . generated ) location Disadvantages

privacy service
. beacons update
protection

K-anonymity  Send k LBS requests together to the = Medium Medium No Yes The performance is poor in low vehicle den-
LBS server so as to hide user’s real lo- sity scenario. In some Schemes, a trusted
cation among k. third party is required, which has the single

point of failure problem.

Silent Period ~ Vehicles do not send out any messages High Low No No Vehicles cannot have any LBS during the
to keep silent under some situations. silent period which is undesirable especially

for safety-related applications.

Mixed Zones  Vehicles refresh their pseudonyms at  Medium High Yes Yes The performance is low if the number of ve-
some specific mixed zones so as to pre- hicles gathered at the mixed zone is small. If
vent attacker link the new pseudonym a vehicle does not pass any mixed zone, then
with the old one. there is no protection.

Caching Cache some results of previous LBS re- Low Low No Yes Cached results cannot always satisfy vehicle
quests in vehicles or access points near user’s demand. If a new request needs to
the road so as to reduce the number of be sent, then the location privacy is still at
requests that sent to the server. risk. So the caching method should be ap-

plied with other protection mechanisms.

Virtual Path ~ Generate multiple virtual paths during High Medium Yes Yes If all the virtual paths are carefully analyzed

the trip so that the LBS server can only
guess the vehicle’s real location from a
bunch of plausible destinations.

by attackers, some virtual paths can be man-
ually removed, which increases the tracking
success ratio.

cles or roadside units. If a vehicle can find the solution from
its own database or the nearby roadside unit, then there is no
need to send an LBS request to the LBS server, which reduces
the risk of location leakage. However, these schemes can-
not provide real-time LBS with accurate location information.
Thus, Lim et al.[*! proposed a scheme that using virtual routes
to overcome this challenge. In Ref. [4], a vehicle may gener-
ate multiple fake routes that leading to different destinations
during the trip. The vehicle sends both the faked location and
its real location to the LBS server and only takes the response
of its real location. After some time of traveling, plenty of
plausible fake locations will be generated to confuse the at-
tacker. However, Ref. [4] is only designed for the LBS system
that does not use pseudonyms, which may not be suitable for
many applications. Another shortcoming of Ref. [4] is that it
only considers the interaction between two vehicles at a time,
which limits the performance. Moreover, an agreement needs
to be established between the two vehicles, making extra com-
munication overhead. In Summary, preserving user’s location
privacy is a challenging task. If users send accurate location
information continuously to the LBS server, their location his-
tory can be revealed by analyzing the accumulated path infor-
mation. If users send ambiguous location information or send
location information with a lower frequency to preserve the

location privacy, the quality of service could be low, or some-
times even no service at all. Moreover, due to the physical
restrictions of vehicles, if “fake locations” are not properly
generated, they can be easily filtered by attackers and the real
location history can be easily recognized.

Considering the limitation of the existing location privacy-
preserving schemes, in this paper we propose a novel scheme.
The proposed scheme allows multiple vehicles to interact with
each other so that a higher privacy level can be achieved.
Moreover, the proposed scheme can preserve location privacy
while having real-time LBS without any degradation of lo-
cation accuracy. Simulation results exhibit that the proposed
scheme achieves better performance than other schemes in
terms of location entropy and tracking success ratio.

The rest of this paper is organized as follows. Section II dis-
cusses the related work in location privacy-preserving. Sec-
tion III illustrates the LBS system model, threat model, and
design objectives of this paper. Section IV describes the pro-
posed scheme in detail. Section V evaluates the performance
of the proposed scheme and compares it with other related
schemes. Section VI concludes the paper.
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II. RELATED WORK

Preserving location privacy for LBS is critical to protect
user’s privacy and safety. Many solutions have been proposed
to preserve location privacy in the IoV environment. Most
of the existing solutions can be categorized into k-anonymity,
silent period, mixed zones, caching, and virtual paths.

In k-anonymity schemes>°!, usually a group or a clock re-
gion that contains k vehicles is formed before vehicles send
LBS requests. After that, k LBS requests sent from the vehi-
cles inside the group are collected and delivered to the LBS
server together. In this way, the LBS server cannot distin-
guish the location of a target user from other k — 1 requests.
The privacy level provided by k-anonymity is closely related
to the number of vehicles in the formed group or the clock re-
gion, i.e. the value of k. An improved version of k-anonymity
was proposed in Ref. [10], which is named CliqueCloak. In
that scheme, the k-anonymity is personalized since users can
adjust the level of privacy by themselves. However, the ser-
vice availability of k-anonymity schemes is low in the subur-
ban area, where the vehicle density is low. Because the LBS
request will be rejected if the number of collected requests is
less than k. Moreover, there is an extra delay when waiting for
all the requests to be collected.

In silent period schemes!!'"13 vehicles do not send any
message in a certain period of time or within a certain area.
As long as they are out of the silent period, they start to send
messages again but with new pseudonyms. In this way, the
attackers cannot link the new pseudonym to the previous one
by tracking the continuous location update. The disadvantage
of this kind of scheme is that they cannot provide real-time
service, since no service can be provided during the silent pe-
riod.

In mixed zones schemes!!* ! vehicles are recommended
to change their pseudonyms at public social spots, where a
large number of vehicles may get together, e.g. crossroads and
parking lots. In this kind of scheme, each vehicle always holds
a bunch of valid pseudonyms during the trip. Pseudonyms are
not changed when they are overly used but at social spots. For
example, a group of vehicles stop at a crossroad due to a red
light. Then, all these vehicles change their pseudonyms when
the traffic light turns green. In this way, the attacker cannot
track a vehicle by analyzing location information since all the
location information is the same at that moment. The per-
formance of the mixed zone scheme is closely related to the
number of vehicles gathered at the social spot. However, so-
cial spots with a large number of gathered vehicles are not
common. To overcome this issue, a new scheme!'®! is pro-
posed that vehicles can form the mixed zone dynamically dur-
ing the trip, e.g. when a group of vehicles are moving at a
similar speed. However, the performance of these schemes is
not satisfactory when the trip time is short.

Caching based schemes!!??! are very different from the
above mentioned schemes. The main idea of caching-based
schemes is to reduce the number of requests sent to the LBS
server so that the LBS server does not have enough informa-
tion to conduct attacks. In Ref. [19], each vehicle stores all
the solutions of their requests in the local database. If the so-
lution can be found in the local database, then the vehicle will
not send the request to the server. Another way to use caching
is to store the LBS solutions at roadside units and let road-
side units broadcast the solutions periodically. Vehicles do
not need to send new requests if they can obtain the solution
from roadside units directly, thus reduce the risk of location
leakage. However, location privacy is still at risk when the so-
lution of an LBS request has not been cached yet. Moreover,
the caching-based schemes cannot provide real-time services.

In virtual path schemes, instead of generating multiple
dummy locations to hide the real location, these schemes fo-
cus on generating fake paths to mislead attackers. Lim et al.
proposed a Mutual Obfuscating Paths (MOP) scheme to pro-
vide real-time LBS while preserving location privacy*!. In
the MOP scheme, a vehicle A uses the location information
transmitted through Dedicated Short-Range Communication
(DSRC)??! beacon to predict future paths of surrounding ve-
hicles. If its own path will converge with another vehicle B
within time 3, then it sends a request to the vehicle B to make
an agreement. If the agreement is established between vehi-
cles A and B, then the vehicle A will generate a virtual route
using vehicle B’s current location as the origin and the vehicle
A’s real location after time 3 as the destination. And the vehi-
cle B performs the same process as the vehicle A does. After
a trip time of 10 minutes, multiple fake paths will be gener-
ated by vehicle A with a large number of faked destinations.
Thus, the attacker can hardly identify the real route of the ve-
hicle from all possible routes. Cui et al. proposed a Privacy-
Preserving scheme for Real-time Location Data (PPRLD),
which has a similar idea to MOP[23!, In PPRLD, there is no re-
quirement of establishing an agreement between two vehicles,
thus has lower communication overhead and is more flexible.
The authors claim that the PPRLD scheme achieves a higher
privacy level than the MOP scheme.

A recent study®! summarized a statistical comparison
of some location privacy-preserving schemes. Comparisons
are based on extensive simulation results obtained from
PREXT], which is an extension of Veins?®l. Ref. [24]
points out that the silent period based schemes provide the
lowest traceability with relatively low overhead. However,
the low traceability provided by the silent period scheme is
obtained by not having any service during a great portion
of the trip. In this paper, we summarize functional compar-
isons of the existing location privacy-preserving schemes in
Tab. 1. The table also shows the disadvantages of silent pe-
riod schemes are that they can not provide real-time service
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nor accurate location updates. From the table, we can see that
only the virtual path schemes (MOP and PPRLD) can provide
real-time LBS service with accurate location updates. How-
ever, the MOP scheme is designed for the LBS systems that
do not use pseudonyms. If pseudonyms are used in MOP, the
real route and the virtual route can be easily distinguished by
following the same pseudonyms. The potential drawback of
the PPRLD scheme is that all the generated virtual routes are
converged with the real route of a vehicle. Thus, it is highly
possible that the longest route is the real route of a vehicle,
which might be easily identified by the attacker. Both the
MOP scheme and the PPRLD scheme only involve two ve-
hicles at a time. A virtual path scheme that involves multi-
ple vehicles to preserve location privacy has not been studied.
In this paper, we propose a novel location privacy-preserving
scheme to prevent a user from being tracked by the attacker
while having LBS, which also provides real-time service and
accurate location updates. Moreover, the proposed scheme
can involve multiple vehicles to generate virtual paths so that
a higher level of location privacy can be achieved.

III. SYSTEM MODEL

In this section, we describe the LBS system, threat model,
and design objectives that considered in this paper.

A. The LBS System Model

We consider a general LBS system model that consists of
vehicles, base stations (BSs), and a third party LBS server,
as shown in Fig. 1. All vehicles traveling on the roads have
a GPS receiver and they can receive real-time location infor-
mation from the GPS. For the security concern, each vehicle
broadcasts basic safety messages (BSMs) periodically. The
BSM contains the vehicle’s location, speed, and direction in-
formation, and the broadcasting period is usually smaller than

300 ms. Vehicles are connected to the internet using the cel-
lular networks through BSs. If a vehicle needs to have LBS,
a series of LBS requests should be sent periodically to the
LBS server. The period of sending LBS requests, which is
different from BSMs, is typically set to 1 to 3 seconds. In
this paper, we consider an LBS request has the general for-
mat of {PID,Loc,T,c}, where PID, Loc, T, and o represent
the pseudo identity, current location, time stamp, and signa-
ture, respectively. The PID is used to protect the user’s iden-
tity privacy, and the signature is used to provide other secu-
rity services for the request, e.g. authentication, message in-
tegrity, and non-repudiation. After receiving an LBS request,
the third-party LBS server will provide service according to
the location information provided in the request.

B. Threat Model

We consider that the BSs and the LBS server are untrusted.
Moreover, anyone that has access to the LBS server database
is also considered untrusted. These attackers try to track LBS
users by following the periodically updated LBS requests. Al-
though the PID can protect user’s privacy to some extent, the
LBS requests are like pins that puncture user’s locations point
by point. The compromised location privacy may further vi-
olate the user’s identity privacy. For example, if the attacker
finds the destination of a user is a residential address, then
the real identity of the user may be identified. Thus, imple-
menting location privacy-preserving mechanisms besides us-
ing the pseudo identity is necessary. In this paper, we consider
the attacker has full access to the LBS server’s database and
can track a vehicle by cross-referring the location information
contained in the LBS requests. However, we consider all at-
tackers are passive attackers that will not modify the messages
transmitted in the network. We also do not concern with the
security issues of the PID and the o, since many pseudonym
based security schemes can be found in the literature, e.g.,
Refs. [27,28].

C. Design Objectives

Our design objectives are stated as follows. First, a user
can have real-time LBS with negligible delay. Second, the
updated location information is accurate instead of a cloak
region or a piece of vague location information, thus the pro-
vided LBS has high quality. Third, the location privacy is well
preserved even the location information is frequently updated.
In other words, the attacker can only find the real location
of a user with a negligible probability. Designing a privacy-
preserving scheme that satisfies the above-mentioned prop-
erties remains a big challenge. Thus, in this paper, we pro-
pose a novel location privacy-preserving scheme to address
this problem.
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Fig.2 Overview of the proposed scheme

Tab. 2 Symbol notations

Symbol Notation
V; vehicle i
PID; pseudonym of vehicle i
current time stamp
time interval of sending LBS requests
o signature
A level of divergence
7! time stamp of the moment that § second before 7, i.e.
T7'=T-§
Loc(V;,T) location of V; at time T (in this paper, we consider the
location is presented as a vector)
SP(V;,T) speed of V; at time T
SPax maximum speed limit
SD; V;’s set of candidate shadow vehicles
l_)—i;’(v,-7 T) driving direction of V; at time T
accy; acceleration of V;
CR maximum communication range of vehicles through
DSRC

Distyax maximum distance a vehicle can travel during the
interval of two consequent LBS requests.

Distyp1a maximum distance to replace the generated virtual
location of a vehicle with the real location of a shadow
vehicle without raising suspicion

Dist(V;,V;,T) Euclidean Distance between V; and V; at time T

IV. THE PROPOSED SCHEME

In this section, we describe the proposed location privacy-
preserving scheme in detail. Notations of used symbols in our
proposed scheme are listed in Tab. 2.

A. Overview

In the proposed scheme, vehicles utilize the information
in the BSMs received from nearby vehicles to create virtual
routes. As shown in Fig. 2, vehicle A, B, and C (denoted as
V4, VB, and V) are traveling along the road while using LBSs.
Meanwhile, Each vehicle keeps receiving the BSMs and be
aware of the location, speed, and direction of surrounding
vehicles. In this paper, we consider all vehicles that within
the communication range of DSRC are surrounding vehicles.
Based on traffic information obtained from BSMs, a vehicle
always monitors surrounding vehicles and selects some vehi-
cles as its shadows to generate virtual routes. In this example,
the V4 selects Vp and V- as its shadows. Next time when Vj
needs to send LBS request, it will send multiple LBS requests
to the LBS server instead of a single request, e.g. Regl :
{PID4,Loc(Vs,T),T,0,}, Req2 : {PID4,Loc(VE,T),T, 03},
and Req3 : {PIDa,Loc(VS,T),T,03}. Meanwhile,
Vg and V¢ will also send multiple LBS requests to
the LBS server in a reciprocal way. For example,
the Vp will send Reql’ : {PIDp,Loc(Vg,T),T,0}},
Req?’ {PIDp,Loc(V{,T),T,03},  and  Regq3’
{PIDp,Loc(V§,T),T,oc3}. Since all these LBS requests have
valid signatures, the LBS server will reply to each vehicle
with multiple responses corresponding to all different loca-
tions. Each vehicle only uses the response based on its real
location, and discards all other responses. V4 will keep using
the location of Vp and V¢ to send redundant LBS requests
until V4 cannot get BSMs from Vg and V¢ anymore (Vp and V¢
are beyond the communication range of V). To prevent the
attacker from identifying the real route of V4 by following its
PID, once Vp or V¢ is out of the communication range of Vy,
the V4 changes its PID. Note that the communication range
of vehicles is considered the same. So, when V4 is beyond the
communication range of Vg, V4 and Vp will change their PID
simultaneously. In this way, the attacker cannot determine
which route belongs to V4 or V. The larger the number of
selected shadow vehicles, the lower the probability that the
attacker can track a vehicle successfully. A flowchart of the
proposed scheme is shown in Fig. 3.

B. Shadow Selection

The selection of a shadow is based on the position and
driving direction of a vehicle. The main idea is to select a
surrounding vehicle that will converge at some moment and
then diverges. The vehicle V4 keeps receiving the BSMs
and obtains basic information of surrounding vehicles, e.g.
Loc(Vp,T), and Loc(Vc,T). Then V4 calculates the Euclidean
distance between itself and each of the surrounding vehicles,
e.g. Dist(V4,Vp,T). The vehicle V4 consider Vp as a candidate
for being a shadow if

Dist(Vy, Vi, T) < Distyax, N
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Fig.3 The flowchart of the proposed scheme

Algorithm 1: Pseudo Code of the Shadow Selection

while Sending LBS requests do
Collecting BSMs from surrounding vehicles;
Calculate and record the distance between V4 and
V; at time T as Dist(Va. V. T):
if Dist(Va. V. T) =
Dist(Va, Vi, T™') && Dist(Va, Vi, T) <
Distynar && m m < A then
Put V; into the set of V4's shadow vehicles
SUJ{‘ SD_»‘ = SI)A + 'l’)j'.
end
for All V; c SD4 do
if Dist(V4,V;.T) < CR then
Prepare a LBS request with V;'s location;

else
Change PID;
Delete V; from V4's set of shadow vehicles
SD4=8SDx—V;;

end

end

Prepare a LBS request with Vs current location;

Send all prepared LBS requests to LBS server:

end

while Receiving LBS responses do

Take the response with V,4's real location
information and discard all other responses;

end

where Dist,,,, is the maximum distance a vehicle can travel
during the interval of two consequent LBS requests. During
the trip of V4, multiple vehicles may converge with V4 at some
specific time slots, then they are considered as candidates of
V4’s shadows. V4 keeps updating the distance between itself
and each vehicle in the candidate set. If the distance is be-

coming smaller, V4 does nothing but keep updating. If the
distance is becoming larger, which means the candidate vehi-
cle is going to diverge from Vy, then V4 checks whether the
future path of the candidate vehicle diverges from V4’s real
path as follows.

l)_”'>‘(VA7T)D—”>.<VB7T><A’a (2)

where the D—i;(VA, T) and D—i;(VB7 T) are the current driving
direction of V4 and Vp, the “.” operation stands for the inner
product, and the A is a predefined factor (A € [—1,1]) used to
define the level of divergence. If (2) holds, then V4 selects Vp
as a shadow vehicle. From this moment, V4 will send two LBS
requests to the LBS server that one with Vs real location and
another with the generated virtual location using the virtual
location generation algorithm. Details of the virtual location
algorithm will be discussed in the next subsection. If multiple
vehicles satisfy the condition, then the V4 will send multiple
requests with different location information. V4 will keep us-
ing the location information of these shadows to protect its
real route until the shadow vehicle gets out of V4’s commu-
nication range. At the same time, V4 changes its PID. On
the other side, Vp does the same procedures as V4 to protect
its own privacy. It is a reciprocal process among V4 and its
shadow vehicles. Because Dist(Va,Vp,T) = Dist(Vp,Va,T)
and Dir(Vg,T) - Dir(Vs,T) = Dir(V4,T) - Dir(Vg,T) are al-
ways true, thus the shadow selection process is reciprocal.
That means if Vp is selected by V4 as a shadow, then V is also
selected as a shadow by Vp. When V4 is out of the commu-
nication range of Vg, Vjp also changes its PID simultaneously
due to the reciprocal property of the proposed scheme. In this
way, the LBS server can hardly determine the real route of ei-
ther V4 or Vp by linking all the location information extracted
from LBS requests. If more vehicles are involved, then the
success rate of tracking a vehicle decreases sharply. Algo-
rithm 1 shows the pseudo code of the shadow selection pro-
cess of the proposed scheme.

C. Virtual Location Generation

After V4 selects its shadow vehicles, V4 needs to generate
virtual locations using the traffic conditions of shadow vehi-
cles. Each virtual location will be encapsulated by V4 as a
legitimate LBS request and sent to the LBS server. It is de-
sirable that the trace of generated virtual locations diverges
from the real trace of the vehicle. In this way, the attacker can
hardly guess the real destination of a target vehicle. To achieve
this goal, we propose a virtual location generation algorithm
as shown in Algorithm 2. The input of Algorithm 2 includes
speed and location information of V4 and its shadow vehicle V;
at time 7 and T~!. The output of the algorithm is the virtual
location of V4 generated with the shadow vehicle V; at time T,
which is denoted as Loc(V}, T). The Vi represents the virtual
vehicle that follows the trace of generated virtual locations.
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Algorithm 2: Virtual Location Generation
Input: Loc( '.-"'__"i. T-Y, Loe(Va . T4, Loe(V:, T,
Loc(V;, T), SP(VE, T7Y), SP(V4, T
Output: .-Lm-['.-’jl. T)

if Loc(V.T-!)== NULL then
Loe( L-“__;. T-YY = Loe(Va,T7);
SP(VL, T ') =SP(VA.T™):

end

Calculate Dist(VE. V. T™);

if Dist(Vi. 1",4T‘4]} < Distpg then

| Loc( lr" T) = Loe(V;, T);

else
SP( I“\ )= {5-'0( Va,T™ ! )+ acey, - d, -SI-anx}mm:
E{ V‘ T)= Loc(Vi.T™Y) = Loe(Va, T 1):
Loc(V,T) = Loc(Va. T +0.5.5 -

[SP(VE,T-Y) + SP(V.T)] - Dir(Vi,T);
end
return Loc( 'L“ T)

In the algorithm, the first step is to set up the speed and vir-
tual location of Vi at T~!. If there is no record, then we set
the virtual location of V/ the same as the real location of Vj.
The initial speed of Vf{ is also set to be the same as V4. Then,
the distance between Vf{ and V; is calculated and checked if
the distance is smaller than a threshold Dist,j;;. The threshold
should be a small value such that we can replace the location
of Vf{ with V; without raising suspicion. If the distance is not
small enough, then the location of V} at time T is calculated
based on the location and speed at 7! as well as the location
of V;. To reduce the distance, we assume Vf{ drives toward
the location of V; using current speed with a constant accel-
eration accy,. The acceleration of the virtual vehicle is set to
be the same as the acceleration of V4. The {-},,;, algorithm is
to select the smaller speed value between the two since there
is always a speed limit. The new location of Vf{ is calculated
by the previous location of Vf{ plus the driving distance within
the time slot 0. At last, the algorithm returns the calculated
virtual location Loc(Vi, T).

V. PERFORMANCE ANALYSIS

In this section, we conduct simulations to show the effec-
tiveness of the proposed scheme. First, we introduce the pri-
vacy metrics that are generally used to evaluate the privacy-
preserving schemes. Then, we study the privacy-preserving
performance of the proposed scheme with varied vehicle den-
sities. At last, we compare our proposed scheme with other
existing schemes.

A. Location Privacy Metrics

In this paper, we use anonymity set size, location entropy,
and tracking success ratio to evaluate the level of privacy that
can be achieved by the proposed scheme.

1) Anonymity Set Size: After a certain period of time of
using the privacy-preserving scheme while having the LBS,
V4 has generated many virtual routes with different final lo-
cations. The anonymity set of V4, which is denoted as Sy, is
the set of all possible final locations. The size of S4 (denoted
as |S4|) is the number of elements in this set. Denote the real
location of V4 at time ¢ as L4 (r,¢), and denote the ith possible
virtual location as L, (i,7). Let pa(i,7) be the probability that
the attacker regards Ly (i,t) as the final location of Vy4, then the
anonymity set S4 can be expressed as follows.

SA:{LA(r,t),LA(i,l)|pA(i,t)750}. 3)

In this paper, we assume that the attacker’s tracking process
follows the target tracking algorithms, where the predicted lo-
cation of time ¢ is mainly determined by the location of the
previous time 7 — 11°/. We assume that the attacker has per-
fect knowledge of the initial location of V4, thus p4(r,0) = 1.
Then, the probability p4(i,t) that the attacker believes La (i,7)
is the final location of V4 can be calculated as follows[*l.

(1) = You(i)es, Dist[La(r,1),La(x,1)] L palist=1)
L T Ty WA E e
4)

where pa(j,t — 1) is the probability associated with the jth
location of V4 at the previous time (¢ — 1). This attacker’s
tracking model uses the distance deviation to make predic-
tions, which ensures Y ;cg, pa(i,t) = 1 at any time 7.

2) Location Entropy: Location entropy is a precise quan-
titative metrics to evaluate the location privacy. It represents
the degree of uncertainty for the attacker to find the real lo-
cation L (r,t) from S4. The location privacy is defined as the
number of bits that calculated as follows.

Hy ==Y pali,t) xlogy(pa(i,t)). &)

IS

If the location entropy H4 = n, that means the attacker thinks
that the V4 is equally likely to be in one of the 2" locations.
The larger value of Hy indicates the lower certainty of the
attacker or higher location privacy of the vehicle.

3) Tracking Success Ratio: The tracking success ratio de-
scribes the probability that the attacker considers Ly(r,7) as
the real location of V, after tracking it over time ¢. Thus, the
tracking success ratio is equivalent to p4(r,7). Note that the
attacker does not know py(r,t) since the attacker cannot dis-
tinguish the real location from Sy4 at any time t, except for the
initial location (p4(r,0) = 1).

B. Simulation Results of the Proposed Scheme

Our simulations are based on SUMOPY, OMNet++3!1, and
Veins!?®!. In the simulation settings, 80 to 400 vehicles are
randomly distributed in a 6 km x 6 km region with random
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Fig. 4 Anonymity set size in different vehicle densities

routes. The 6 km x 6 km region is selected from the urban
area of Lincoln, Nebraska, USA. All vehicles on the roads
send LBS requests and BSMs periodically. The intervals of
sending LBS requests and two BSMs are set to be 1 second
and 0.2 seconds, respectively. Since the major portion of the
simulated region is in a metropolitan area, the vehicle’s speed
is set to be in the range of 0 to 20 m/s. According to the defini-
tion of Dist,,., we set Dist,,, = 20 m, which is the maximum
distance a vehicle can travel in 1 second with the maximum
speed limit. Without loss of generality, the maximum com-
munication range through DSRC, i.e. CR, is set to 300 m, and
the Dist;y;, is set to 5 m. The maximum simulation time is 10
minutes since it is the average trip time from one location to
another. The A value is set to be 0.1 (we consider two vehicles
diverge only if the angle between two vehicle’s directions is
larger than approximately 90 degrees). All the original routes
of vehicles are generated by the Randomtrips.py program in
SUMO. Other general parameters, like the acceleration of ve-
hicles, follow the default settings in our simulation environ-
ment.

Fig. 4. shows the changes of anonymity set size over the
time with different vehicle densities. As shown in the figure,
when the density of vehicles goes high, the anonymity size
grows rapidly as time increases.

Fig. 5. shows the average location entropy of the pro-
posed scheme over time with different vehicle densities. From
the figure, we can see that higher vehicle densities achieve a
higher level of privacy. When the number of vehicles is 100,
after 10 minutes of travel, the location privacy can reach al-
most 6 bits. According to the definition of the location en-
tropy, in the case of 6 bits entropy, the attacker may find
roughly sixty-four locations that are equally like to be the real
location of the tracked vehicle. In the scenario with higher
vehicle densities, it is much harder for the attacker to find the
real location of a vehicle with confidence since the virtual lo-
cations are increased exponentially as the increase of location
entropy.
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Fig. 6. presents the trend of tracking success ratios over
time with different vehicle densities. From the figure, we can
see that the tracking success ratio drops rapidly in the first
five minutes. In the case with the lowest vehicle density, the
tracking success ratio drops below 0.1 after 5 minutes and
decreases to approximately 0.02 after 10 minutes. With the
higher vehicle density, the tracking success ratio decreases
faster and has a lower ratio after 10 minutes of travel. In the
case with the highest vehicle density, the tracking success ra-
tio drops below 0.01 before 5 minutes.

In summary, the proposed scheme can achieve strong
privacy-preserving results. Even in a low vehicle density sce-
nario, the attacker has a very low tracking success ratio after
10 minutes of travel. Moreover, the proposed scheme is more
effective with higher vehicle density. As the number of vehi-
cles increases, the performance of the proposed scheme im-
proves rapidly. Because once the total number of vehicles is
increased, the vehicle density is increased. Then, each vehi-
cle will have more surrounding vehicles during the trip. As
the number of surrounding vehicles increases, the number of
shadow vehicles that can be selected to cover the real route
is increased as well. Although we cannot directly control the
number of surrounding vehicles to find its relationship with
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the performance gain, the simulation results indicate that the
performance gain caused by the increasing in vehicle number
is close to exponential growth.

C. Performance Comparison

We also compare our proposed scheme with the MOP
scheme and the PPRLD scheme from the aspects of location
entropy and tracking success ratio. The simulation results of
10 minutes traffic are shown in. Fig. 7 and Fig. 8. with the
number of vehicles set to 240. The Fig. 9 and Fig. 10 compare
the performance of the proposed scheme and other schemes
under different number of vehicles after 10 minutes simula-
tion.

From Fig. 7 we can see that the proposed scheme has
higher location entropy than the MOP scheme and the PPRLD
scheme during the whole trip. After 10 minutes, the location
entropy of the proposed scheme is around 2 bits higher than
the PPRLD scheme, and around 4.5 bits higher than the MOP
scheme. From Fig. 8§ we can see that for all three schemes,
the tracking success ratio drops rapidly at the first 5 minutes,
and decreases to around 0.01 after 10 minutes. However, if
we observe the results horizontally, we can observe that the
proposed scheme can reach the same tracking success ratio
around one minute earlier than the PPRLD scheme and 2 min-
utes earlier than the MOP scheme.

In Fig. 9, the location entropy is increased almost linearly
as the number of vehicles increases. By the definition of lo-
cation entropy, the number of plausible locations of a spe-
cific vehicle increases exponentially as the number of vehi-
cles increases. Simulation results also show that the proposed
scheme can always achieve higher location entropy compared
with the PPRLD and the MOP scheme. In Fig. 10, we com-
pare the tracking success ratio under different number of ve-
hicles. All three schemes can achieve a low tracking success
ratio when the number of vehicles is high after 10 minutes
simulation. With the same number of vehicles in simulation,
the proposed scheme can always achieve a lower tracking suc-
cess ratio than the other two schemes.

Overall speaking, our proposed scheme can achieve a
higher privacy level than the MOP scheme and the PPRLD
scheme. This is because that the proposed scheme allows mul-
tiple vehicles to act as shadows at one time instead of only
one shadow that is used in the MOP and the PPRLD scheme.
Moreover, the proposed scheme does not require establish-
ing an agreement between the shadow and the tracking ve-
hicle, which makes it more flexible and efficient. The MOP
scheme is mainly based on the prediction of the future route
of the candidate shadow, and the generated virtual route is
also determined by prediction, which may be vulnerable to
movement tracking attacks. The proposed scheme uses the
real location of another vehicle as its virtual location, which is
more convincing. In the PPRLD scheme, the shadow vehicle
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will converge to the real route of the tracking vehicle. It is
highly possible for the attacker to analyze all possible routes
and identify the one with the longest length to be the real route
since all generated virtual routes would eventually merge into
the real route. In contrast to that, the virtual routes generated
in our proposed scheme diverge from the real route, making it
harder for the attacker to track a vehicle.
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VI. CONCLUSION

With the flourish of various LBSs provided in IoV, the large
amount of user location information that uploaded to the LBS
server has put user privacy at risk. Thus, protecting user loca-
tion information from being exposed to attackers has been an
open topic for a long time. In this paper, we summarized and
compared different kinds of location privacy schemes. Al-
though many solutions have been proposed in the literature,
only a few of them can preserve location privacy while having
real-time LBS with a frequent and accurate location informa-
tion update. Observing the limitation of the existing schemes,
we proposed a novel scheme which not only allows user to
have real-time LBS with accurate location update but also
achieves higher privacy level than existing schemes. Simu-
lation results show that our proposed scheme can provide sat-
isfactory location privacy protection when vehicle density is
low, and the performance becomes much better in the scenar-
ios with high vehicle densities. Simulation results show that
our proposed scheme outperforms other schemes in terms of
location entropy and tracking success ratio.
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