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AbstractÐChainweb and some other parallel blockchain sys-
tems have recently been proposed, with the objectives of improv-
ing the throughput and enhancing the tamper-proof capability.
While many security related studies have been conducted for
traditional single-chain based blockchain systems, the security
aspect of parallel chain systems is yet to be well studied and
understood. Our paper presents a systematic study on selfish
mining attacks in Chainweb based on mathematical modeling.
Specifically, selfish mining is conducted by concentrating the
computation power on a subset of parallel chains and operating
a proper withholding strategy. We demonstrate how to establish
a Markov chain based analytical model with innovative tech-
niques to handle the very large state space. Our Markov chain
model is also capable of handling different number of parallel
chains. The mathematical analysis brings an insightful, in fact
counterintuitive, finding that the attackers need less computation
power to harvest additional rewards through withholding when
Chainweb contains a larger number of chains; while the common
understanding is that the more chains are used, the more tamper-
proof the system is. The accuracy of the Markov chain analysis
is demonstrated via comparison to the simulation results.

Index TermsÐblockchain, Proof-of-Work, Chainweb, scalabil-
ity, mining attacks.

I. INTRODUCTION

Since the seminal work of Satoshi Nakamoto in 2008

[1], blockchain has been incorporated into a wide variety of

applications such as electronic payment, asset management,

wireless network, and Internet of things [2]. The key enabler of

blockchain is a consensus protocol based on the cryptographic

hash named proof-of-work (PoW). In order to achieve stable

consensus under the impact of the propagation delay over the

global Internet, the PoW design in classic Bitcoin on average

allows a block generation rate of one block every 10 minutes,

with the block size up to 1 megabyte. Such a low transaction

processing rate is known as the scalability or the throughput

issue and significantly hinders blockchain’s practical use.

People have made efforts from different angles to ad-

dress the throughput issue. The directed acyclic graph (DAG)

method [3], [4] allows blocks not necessarily on the main

chain to contribute to transaction confirmation. The Prism

mechanism proposed in [5], [6] achieves the best throughput

and a confirmation latency bounded only by the physical

limits. OHIE [7] claims to have higher throughput than that in

Bitcoin, however, without much improvement in latency. The

sharding approaches in [8]±[10] increases the throughput of

blockchain by dividing participants into groups that achieve

parallel processing of transactions. Some studies propose to

leverage the help of off-chain payment [11], [12]. The basic

idea is to establish payment channels between nodes without

immediate committing transactions. The parallel chain tech-

niques [5]±[7], [13], [14] offer a complementary dimension

over the single-chain techniques to address the throughput

issue. The throughput is expected to linearly increase with the

number of chains exploited in the blockchain design. Among

the parallel chain protocols, Chainweb [14] is of our particular

interest. It has the advantage that the throughput increases

linearly as the number of chains grows with the total mining

power requirement unchanged. In addition, it designs a cross-

referencing feature that enhances the capability of resisting

hostile forks.

In blockchain, security related issues are of equal impor-

tance as the throughput. In blockchain, mining blocks to get

block rewards is in essence a computation power competition

among the miners. Therefore, mining attacks related studies

are of great importance, revealing that the strategy of utilizing

the computation power can significantly impact the reward and

offer insights on enhancing the mining protocol design. For

example, the selfish mining proposed in [15] allows attackers

to get higher benefits than their fair share through rationally

keeping and releasing the secretly mined blocks according

to the number of leading blocks. The block withholding

attack (BWH) and its advanced version fork after withholding

attack (FAW) have been proposed and studied in [16]±[19].

In stubborn mining, an attacker gains higher block rewards

by not easily giving up the secret chain [20]. The denial of

service (DoS) related issues such as routing attacks and eclipse

attacks have also been studied in [21] and [22]. We would like

to emphasize that the existing security studies on blockchain

were mainly conducted for single chain based systems. There

are very few references about security analysis for parallel

chain systems. For example, the study in [23] analyzes the

consistency of Cliquechain, a variation of Chainweb with only

2-chain and 3-chain structures. It is worth noting that most

of the security analysis from single chain scenarios cannot

be directly extended to parallel blockchains, where different

chains are not just operating independently but under certain

interplaying rules.

This paper presents a systematic study on selfish mining at-

tacks in the Chainweb system. We fully describe the procedure

to launch a selfish mining attack in Chainweb and demonstrate

how to develop a Markov chain model for analysis. Establish-
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ing such a model is very challenging due to the interactions

between the closely coupled multiple chains. Following the

protocol, Chainweb miners would allocate their mining power

evenly on all minable blocks. However, during the mining

procedure, the miners’ power allocation changes rapidly with

the dynamics of the number and location of existing blocks.

Introducing selfish miners will further aggravate the complex

situation. To deal with the complexity, we aim to focus on the

long-term block distribution on the attackers’ target chains.

We delicately design a three-dimensional Markov chain to

describe the system’s behavior. Specifically, each 3-d state

vector consists of the aggregate number of blocks secretly

mined by attackers over the subset of chains being attacked,

the aggregate number of blocks released by normal miners

over the attacked chains, and the aggregate number of blocks

released over the chains other than the attacked ones. Even

though, the state space in the Markov chain model is still large,

requiring much effort to solve the problem to be developed in

this paper.

Our model is capable of analyzing Chainweb with an

arbitrary number of parallel chains as long as the size of the

target chain set is 4. The Markov chain based analysis brings

an insightful, in fact counterintuitive finding that the attackers

need less computation power to harvest additional rewards

through withholding when Chainweb contains a larger number

of chains; while the common understanding is that the more

chains are used, the more tamper-proof the system is. Our

analysis will give technical explanations for this interesting

finding. The main contributions of this paper are summarized

as follows.

1) We demonstrate in Chainweb how the selfish mining

attackers can concentrate their mining power on part of

chains, and strategically conduct either selfish mining or

normal mining according to the system state for long-

term reward gains.

2) We develop a Markov chain model for studying the

selfish mining attacks on Chainweb. This model captures

the complex interactions among the attackers and normal

miners in the system.

3) We utilize the Markov chain to quantitatively and rig-

orously analyze the reward gain by selfish mining. The

analytical results give us a counterintuitive finding that

the attackers would succeed easier when Chainweb has

a larger number of chains.

4) We conduct simulations with different chain settings.

The simulation results match our analytical results well,

justifying the effectiveness and accuracy of the mathe-

matical analysis.

The remainder of this paper is organized as follows. Section

II gives the background of Chainweb. Section III describes the

selfish mining attack model. Section IV develops the Markov

chain modeling. Section V shows the numerical results and the

performance analysis. Section VI reviews more related work.

Section VII concludes this paper.

II. OVERVIEW OF CHAINWEB

This section briefly introduces the PoW, blockchain mining,

and Chainweb mining.

A. PoW and blockchain mining

PoW is a consensus protocol that enables blockchain par-

ticipants to validate new blocks and maintain the common

block history. The action of trying to generate new blocks is

called block mining. The blockchain participants who involve

working on generating new blocks are called block miners.

PoW requires miners to compute the hash of a random number

(nonce) combined with the transactions and other metadata to

check if the hashed value meets the criteria. If so, the miner

successfully mines one block and immediately broadcasts it.

Otherwise, the miner needs to try a different nonce until she/he

finds a valid block or receives a valid block from other miners.

Once a new block arrives at all miners and is verified as valid,

the length of the blockchain is extended by 1. If miners receive

more than one valid block with the same block height (the

number of blocks preceding a particular block) in a small time

interval, they may choose to mine on one of the new blocks.

In this way, PoW assures that no miner can generate a valid

block without devoting enough effort. As a result, it is nearly

impossible for an adversary to develop a whole counterfeit

chain to replace the genuine chain. The blockchain’s tamper-

proof property comes from here.

B. Chainweb Mining

Unlike traditional blockchain mining, Chainweb miners can

mine blocks on different chains simultaneously. The trans-

action processing rate increases linearly with the number of

chains. Chainweb was originally launched with a 10-chain

configuration and then extended to 20 chains with all the

history blocks reserved. The developers can further increase

the number of chains to meet the needs of the transaction

processing rate. Chainweb binds all the chains together using

a cross-referencing feature. The cross-referencing relationships

are demonstrated using undirected graphs. Since settings with

different number of chains have different graphs, for the

illustration purpose, we redraw the originally 10-chain graph

in the Chainweb white paper [14] to show the relationships.

In Fig. 1, each vertex represents a single chain, and the edges

between the vertices indicate the mutual cross-referencing

relationships. For example, The four red vertices show that

Chain 3 cross-references Chain 1, 5, and 8. Suppose a miner

wants to mine a block on a certain chain with block height

N + 1, the miner needs to refer to not only the block on this

chain with block height N , but also the blocks on its cross-

referencing chains with block height N .

Fig. 2a shows the mining process in Chainweb blockchain.

The blocks indicated by vertices on each vertical line are

with the same block height. The same-chain referencing and

cross-chain referencing are shown by the solid arrows and

dotted arrows, respectively. The block on Chain m with block
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together like a rope and prevents certain chains from growing

much faster than other chains, which leaves a difficult task to

attackers who try to secretly mine a longer single chain or a

longer whole braid of chains to override the public chains,

similar to what the selfish miner does in the single-chain

blockchain system. The Chainweb white paper [14] gives

the probability of an attacker mining privately being able to

override the full public chain braid, which shows that the

attack is nearly impossible.

Though it is barely feasible to attack the entire chain braid,

concentrating mining power on a part of chains, withholding

and releasing mined blocked later may give an attacker some

extra mining reward. This paper aims to study this kind of

mining attack on Chainweb blockchain. Although the real

Chainweb has upgraded from a 10-chain configuration to 20

chains, for ease of demonstration, we focus on the 10-chain

Chainweb as the logic of both settings is similar. As the Fig. 1

shows, any chain can reach all the other chains in no more than

2 ªhopsº. This indicates that as long as one or more blocks

with height N − 1 are unavailable, miners can not start to

mine any blocks with height N +1. Fig. 2b gives an example

that the absence of block ⟨3, N − 1⟩ restricts the subsequent

development of block ⟨1, N⟩, ⟨3, N⟩, ⟨5, N⟩, ⟨8, N⟩, and all

the blocks with height N + 1. In our attack model, there

are miners with two roles: attackers and honest miners. No

matter how many miners participate in the Chainweb network,

only the proportion of the computational power counts. All

the miners mine honestly and individually by default, whereas

attackers need to work as a party with central coordination.

The attackers and honest miners can be treated as two mining

pools [16], taking a percentage of α and 1−α of total mining

power, respectively.

The attackers act like opportunists. Taking the Fig. 2b as

an example, during the block mining process, all the blocks

except the one on Chain 3 with height N − 1 are available.

At this specific time, all miners, including attackers and

honest miners, are still mining honestly. Based on the cross-

referencing relationship, the block ⟨1, N⟩, ⟨3, N⟩, ⟨5, N⟩, and

⟨8, N⟩ do not exist since block ⟨3, N − 1⟩, the block they

reference to, is not available. Moreover, all the blocks with

height N + 1 do not exist for the same reason. We do not

know whether the other blocks with height N exist since they

are minable.

Once the block ⟨3, N − 1⟩ is released by a certain miner

and noticed by the attackers, the block ⟨1, N⟩, ⟨3, N⟩, ⟨5, N⟩,
and ⟨8, N⟩ becomes minable. Instead of honestly mining on

all minable blocks among all chains, the attackers will start

the attack by first putting all the mining power evenly on the

block ⟨1, N⟩, ⟨3, N⟩, ⟨5, N⟩, and ⟨8, N⟩. The corresponding

chains of these four blocks form a target chain set. In this

case, Chain 3 is the center chain of the target chain set since

it has referencing relationships with all the other three chains.

Once the attackers have generated the four blocks on the target

chains with height N , the attackers will concentrate all mining

power on the block ⟨3, N + 1⟩. These five blocks form an

umbrella. The essential principle is that the attackers would

never release any secretly mined block until the collection

of the whole umbrella blocks is complete. Similar to the

single-chain blockchain’s block confirmation scheme, a certain

block is confirmed to be ultimately on the chain with a

high probability only when several blocks are buried on it.

Blocks in the Chainweb blockchain also follow this rule.

However, attackers mining secretly on the umbrella blocks and

broadcasting them all together would significantly improve the

odds that other miners switch from the blocks with smaller

block height to the umbrella, accept and finally include the

umbrella in the Chainweb ledger. Plus, the corresponding

blocks mined by the honest miners will be totally orphaned,

and the devoted mining power is wasted.

Consequently, when the umbrella revealed by the attackers

reaches the whole Chainweb network ahead of other honest

miners’, we assume that the attack succeeds, and the attackers

can gain all the five-block rewards. Only when all the blocks

belonging to the umbrella are released by the honest miners

earlier than the attackers can the attack be judged as a failure.

The attackers would switch to honest mining after either

success or failure of the attack and wait for the next chance to

launch the attack. Please be noted that the example includes

but is not limited to the scenario with the umbrella centering on

Chain 3. The center of the target umbrella constantly changes

according to the last block completed at a particular block

height.

IV. MARKOV CHAIN MODELING

This section first develops a Markov chain based modeling

of the selfish mining attack on Chainweb blockchain. To sim-

plify the analysis, we constrain the honest miners’ behaviors

to the fact that the honest miner will not allocate their mining

resource on any minable blocks with block height N+1 except

for block ⟨3, N +1⟩. This constraint forces the honest miners

to put more mining power to the target umbrella, making it

harder for the attackers to compete in the umbrella race. As

a result, the selfish mining attack’s numerical result can be

considered a lower bound of the attackers’ revenue. After

that, by calculating the stationary probability distribution of

each state, we obtain the overall probability of the attack

being successful and the absolute rewards of the selfish mining

attack. Furthermore, we obtain the weights of each starting

state by normalizing the probability distribution of the number

of blocks on the chains other than the target chain set. Then

convert the absolute block rewards to long-term block rewards

of the attack by analyzing the proportion of blocks mined by

the attackers to the total number of blocks mined during the

attack. Finally, we define extra rewards and attack efficiency

as additional performance metrics to evaluate for a better

attacking timing according to the mining power.

A. Markov Chain Model

We leverage a discrete Markov chain to model the selfish

mining attack process. The key factors of the process are the
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dynamics of the number of blocks generated on the target

block set and the blocks on the other chains. Also, during the

Chainweb mining, the mining power distributed among the

chains would change rapidly according to the dynamics of the

block distribution. Furthermore, during the attack, the block

distribution on the target block set and the other chains, and

whether the blocks are mined by honest miners, who publish

blocks immediately, or attackers, who keep blocks secretly,

have different impacts on the mining power distribution, which

further influences the mining process. Therefore, developing

a Markov chain model is very challenging to completely

represent the attack procedure without too complex model.

Our model can analyze Chainweb with an arbitrary number

of parallel chains as long as the size of the target chain set is

4. As for the states of the model, as shown in Fig. 3, besides of

two states ªHonest miners winº and ªAttackers winº which are

denoted as ªHWº and ªAWº, all the other states are denoted

by a 3-tuple (i, j, k) to represent the distribution of the existed

blocks with height N . The first two elements i and j denote

the attackers’ secretly mined blocks and the blocks mined and

released by the honest miners among the four target chains,

respectively. The third element k represents the number of

generated blocks on the chains other than the target chains,

all by the honest miners. i and j are integers having the same

range, from 0 to 4, while k ranges from 0 to T − 4, where

T denotes the total number of parallel chains designed in the

Chainweb blockchain system, taking the value either 10 or

20 in our analytical model. Recall that the attackers initialize

the attack on a target chain set right after the last block with

a certain block height, say N − 1, being mined out. At this

initial stage, none of the target blocks exists. However, since

all blocks with height N − 1 were already there except the

last one, at this moment, the T − 4 blocks with height N

are minable. Consequently, at the beginning of the attack, the

number of blocks with height N excluding the target blocks

could vary from 0 to T − 4. Thus, the possible initial state of

the attack in the Markov chain model is denoted as (0, 0,K),
where K ∈ {0, . . . , T − 4} is the value of k. For ease of

demonstration, we call that states with the same value of k

are in the same layer.

The discrete random process can be considered as the

sequence {Xn} with values from a finite set A =
{HW,AW, (i, j, k)|i, j ∈ {0, 1, . . . , 4}, k ∈ {0, . . . , T − 4}}.

The process is said to be in state u at time n if Xn = u with

u ∈ A. The state transition happens when any new block is

mined out during the attack. From the Markov chain property,

the state Xn + 1 depends only upon the previous state Xn,

where the transition probability is

Puv = P{Xn+1 = v|Xn = u}, u, v ∈ A. (1)

The Markov chain model shown in Fig. 3 depicts the

attacking process. Fig. 4 shows the probability transitions

between states in layer k. Let us take an example attack with

0,0,T-4 0,1,T-4 0,2,T-4 0,3,T-4 0,4,T-4

1,0,T-4 1,1,T-4 1,2,T-4 1,3,T-4 1,4,T-4

2,0,T-4 2,1,T-4 2,2,T-4 2,3,T-4 2,4,T-4

3,0,T-4 3,1,T-4 3,2,T-4 3,3,T-4 3,4,T-4

4,0,T-4 4,1,T-4 4,2,T-4 4,3,T-4 4,4,T-4

0,0,0 0,1,0 0,2,0 0,3,0 0,4,0

1,0,0 1,1,0 1,2,0 1,3,0 1,4,0

2,0,0 2,1,0 2,2,0 2,3,0 2,4,0

3,0,0 3,1,0 3,2,0 3,3,0 3,4,0

4,0,0 4,1,0 4,2,0 4,3,0 4,4,0

0,0,T-5 0,1,T-5 0,2,T-5 0,3,T-5 0,4,T-5

1,0,T-5 1,1,T-5 1,2,T-5 1,3,T-5 1,4,T-5

2,0,T-5 2,1,T-5 2,2,T-5 2,3,T-5 2,4,T-5

3,0,T-5 3,1,T-5 3,2,T-5 3,3,T-5 3,4,T-5

4,0,T-5 4,1,T-5 4,2,T-5 4,3,T-5 4,4,T-5

r0,T-5

r00
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Fig. 3: Markov chain model of the selfish mining attack.

p0k
0,0,k 0,1,k

p2k
0,2,k 0,3,k

p4k
0,4,k

p1k p3k

HW

p0k
1,0,k 1,1,k

p2k
1,2,k 1,3,k

p4k
1,4,k

p1k p3k
q q q q q

p0k
2,0,k 2,1,k

p2k
2,2,k 2,3,k

p4k
2,4,k

p1k p3k

p0k
3,0,k 3,1,k

p2k
3,2,k 3,3,k

p4k
3,4,k

p1k p3k
q q q q q

q q q q q

p0k
4,0,k 4,1,k

p2k
4,2,k 4,3,k

p4k
4,4,k

p1k p3k
q q q q q

AW
q q q q q

Fig. 4: The probability transitions between states in layer k.

an attacker Alice equipped with mining power α and honest

miners with power 1−α in total. Before the attack is launched,

Alice mines honestly with power α. When Alice notices that

the last block is mined out with height N −1, she will switch

her mining power to the corresponding target chains to mine

the four target blocks. At this time, suppose that there already

exist l blocks with height N , the first state should be (0, 0, l).
The state will transit no matter which new block being mined
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out. The state transits from (i, j, k) to (i + 1, j, k) if Alice

solves a new block out of the target blocks, with transition

probability q equalling to Alice’s mining power α, i.e.,

q = P(i,j,k),(i+1,j,k) = α,

i ∈ {0, 1, . . . , 3}, j ∈ {0, 1, . . . , 4}, k ∈ {0, . . . , T − 4}.
(2)

However, honest miners mining out a new block out of

Alice’s target blocks will lead to a transition from (i, j, k)
to (i, j + 1, k), with probability pjk, i.e.,

pjk = P(i,j,k),(i,j+1,k) =
(1− α)(4− j)

T − k − j
,

i ∈ {0, 1, . . . , 4}, j ∈ {0, 1, . . . , 3}, k ∈ {0, . . . , T − 4},

(3)

and p4k = p3k, because the completion of blocks with height

N in the umbrella will invoke the top block of the umbrella

with height N+1 minable. Similarly, a new block mined out of

the blocks other than Alice’s target blocks by any honest miner

can trigger the state to transit from (i, j, k) to (i, j, k+1). This

cross-layer transition probability can be written as

rjk = P(i,j,k),(i,j,k+1) =
(1− α)(T − 4− k)

T − k − j
,

i ∈ {0, 1, . . . , 4}, j ∈ {0, 1 . . . , 3}, k ∈ {0, . . . , T − 5},

(4)

and r4k = r3k. There are also the transitions from either the

ªHonest miners winº or ªAttackers winº state back to one of

the initial states (0, 0,K) with probability

PHW,initial = PAW,initial =
1

T − 4 + 1
, (5)

which indicate that the current umbrella is completed, and

Alice starts the attack on a new umbrella. The probabilities

of the transitions other than those mentioned above are set

to 0. Thus, including the ªHWº and ªAWº states, the total

number of states would be 25×(T−3)+2. The Markov chain

can be described by a [25× (T − 3) + 2]×[25× (T − 3) + 2]
transition probability matrix P as









P000,000 P000,010 ··· P000,(4,4,T−4) P000,HW P000,AW

P010,000 P010,010 ··· P010,(4,4,T−4) P010,HW P010,AW

...
...

. . .
...

...
...

PHW,000 PHW,010 ··· PHW,(4,4,T−4) PHW,HW PHW,AW

PAW,000 PAW,010 ··· PAW,(4,4,T−4) PAW,HW PAW,AW









. (6)

B. Stationary Distribution and Probability of the Attack Being

Successful

Let πu denote the stationary probabilities of the Markov

chain, where u ∈ A, which can be solved by the following

equations:

π(i,j,k)|i ̸=0,j ̸=0 = π(i−1,j,k)q + π(i,j−1,k)pj−1,k

+ π(i,j,k−1)rj,k−1,

i, j ∈ {0, 1, . . . , 4}, k ∈ {0, . . . , T − 4},

(7)

π(0,0,k) =
1

T − 4 + 1
(πHW+πAW ) + π(0,0,k−1)r0,k−1,

k ∈ {0, . . . , T − 4}
(8)

πHW =

4
∑

i=0

T−4
∑

k=0

π(i,4,k)p4k, (9)

πAW =

4
∑

j=0

T−4
∑

k=0

π(4,j,k)q, (10)

∑

u∈A

πu = 1. (11)

For those invalid states, i.e., (−1, ∗, ∗), (∗,−1, ∗) and

(∗, ∗,−1), the values of π are set to 0.

The large state space makes it hard to get the stationary

probabilities with a variable α in the symbolic form. Therefore,

we just represent the stationary probability as πu and use the

specific values of α to get the results.

The stationary probability is the proportion of the total time

the process will be in a certain state. ªHWº and ªAWº are the

only two states representing the termination of each attack

round. Thus, we can obtain the success probability of the

attackers as

Psuc =
πAW

πHW + πAW

. (12)

C. Weighted Initial States and Attackers’ Rewards

Since each success of the attack would bring the attackers

rewards of all the five blocks in the umbrella, a naive and

straightforward way to evaluate the attackers’ block rewards

would be

B1 = 5× Psuc. (13)

However, in the long-term run, to alleviate the effect of

difficulty adjustment, the ratio of the blocks obtained by

the attackers through the attack to the total blocks mined

out during each attack round is more suitable to justify the

effectiveness of the selfish attack, where an attack round is

defined as a process from the beginning of an attack to the

completion of an umbrella. Therefore, in this subsection, we

define this ratio as the relative rewards and quantitatively

analyze the attackers’ relative rewards.

The total blocks mined out throughout each attack round

consist of four parts, which are shown as follows.

The expectation of blocks obtained by

1) the attackers on the umbrella when ªAttackers winº,

denoted as B1;

2) the honest miners on the umbrella when ªHonest miners

winº, denoted as B2;

3) the honest miners on the other T − 4 chains when

ªAttackers winº, denoted as B3;
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4) the honest miner on the other T−4 chains when ªHonest

miner winsº, denoted as B4.

The attackers’ relative rewards can be defined as

Rattack =
B1

B1 +B2 +B3 +B4
. (14)

B1 has been discussed in (13). In the denominator, B1 and

B2 can be treated as a whole with B1 + B2 = 5 since all

the blocks in an umbrella would be obtained at the end of

each round either by attackers or honest miners. As for the

analysis of B3 and B4, we should focus on the distribution

of the number of already existing blocks on the T − 4 chains

at the beginning of each attack round. Suppose that there are

l ∈ {0, . . . , T − 4} blocks on the T − 4 non-target chains

with height N at the start of an attack round. Only T − 4− l

blocks remain to be mined by the honest miners with respect

to B3 and B4. The corresponding initial state of the attack in

this round would be (0, 0, l). Specifically for this round, states

in Markov chain model with (∗, ∗, k′) where k′ < l are all

invalid. All the valid states (4, ∗, ∗) and (∗, 4, ∗) are of our

interest as they are one transition away to the ªAWº or ªHWº

state.

As we need to count the different situations based on the

T − 4 potential initial states of an attack round, through the

stationary probability of the Markov chain model discussed

above according to (7)-(11), we can get the conditional initial

state probabilities as follows.

πl
init =

π(0,0,l)
∑T−4

k=0 π(0,0,k)

, l ∈ {0, 1, . . . , T − 4} (15)

Let π′
u, u ∈ A denote the probability that the state transiting

from an initial state (0, 0, l) to u , represented by Fig. 3 and

derived by the transition probability matrix from each initial

state as follows.

π′
(i,j,k)|i ̸=0,j ̸=0 = π(i−1,j,k)q + π(i,j−1,k)pj−1,k

+ π(i,j,k−1)rj,k−1,

i, j ∈ {0, 1, . . . , 4}, k ∈ {0, . . . , T − 4},

(16)

π′
(0,0,k=l) = 1, l ∈ {0, . . . , T − 4} (17)

The transition probabilities of the Markov chain model still

hold. Given an attack round with initial state (0, 0, l), the

expected number of blocks Bl
3 mined out by the honest miners

if the attack round termination triggered by the attackers

completing the umbrella ahead of the honest miners would

be

Bl
3 =

T−4
∑

k=l

4
∑

j=0

q(k − l)π′
(4,j,k). (18)

Summing up the expected blocks weighted by πl
init would

give the result of B3

B3 =
T−4
∑

l=0

πl
initB

l
3. (19)

Similarly, given a attack round with initial state (0, 0, l), the

expected number of blocks Bl
4 mined out by the honest miners

if the attack round termination triggered by the honest miners

completing the umbrella ahead of the attackers would be

Bl
4 =

T−4
∑

k=l

4
∑

i=0

p4k(k − l)π′
(i,4,k). (20)

B4 can be expressed as

B4 =
T−4
∑

l=0

πl
initB

l
4. (21)

Thus we can combine (13)-(21) to get the attackers’ relative

rewards.

D. Performance Metrics

In a healthy block mining environment, all miners mine

honestly. Suppose Bob’s mining power takes up β percentage

of total mining power. Bob mines honestly in a healthy

environment with all his mining power in a relatively long

period τ . The number of blocks generated during τ is Bτ . On

average, Bob would earn β×Bτ block rewards. In other words,

an honest miner’s block rewards are always proportional to his

percentage of mining power.

In this way, Alice, owing α percentage of mining power,

would gain α% of the total number of blocks generated in the

whole blockchain network. If Alice conducts our proposed

selfish mining attack, she will receive Rattack% of the total

number of blocks generated during the attack. Noted that

the Rattack contains a variable α. Thus, assuming attackers

with power of α, we define extra rewards as the difference

between the attackers’ relative rewards earned by attacking

and expected rewards earned by normal mining, i.e.,

Eextra = Rattack − α. (22)

Obviously, potential miners would only launch the selfish

mining attack when they possess mining power that makes

Eextra > 0.

It is also worth discovering the relationship between the

mining power devoted and the extra rewards gained. We define

attack efficiency η to describe it.

η =
Eextra

α
(23)

The attack efficiency indicates the capability of the selfish

mining attack. Therefore, rational attackers should plan their

mining power to balance achieving high extra rewards and

high attack efficiency.
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are better than those in a 10-chain scenario. Besides that, the

difference between the profit threshold delivers an exciting

finding: attacking in the 20-chain setting is easier than in the

10-chain setting. This contradicts the claim in Chainweb white

paper, saying the security level increases as the number of

chains in the system expands. To analyze the reason, we need

to recall that the core of the attack is to compete with the so-

called umbrella. Suppose that attackers devote all their power

to the target umbrella. However, the attackers’ competitor is

actually part of the honest miner’s power distributed on the

attackers’ target umbrella. Since the honest miners always

allocate their mining power evenly among all minable blocks,

the more chains in the Chainweb, the less portion of power

on the umbrella. In other words, the power of attackers’

competitors is diluted. Therefore, the claim in the white paper

may be valid regarding the attack of replacing the whole braid

of chains, but not suitable for the selfish attack in Chainweb.

C. Countermeasures Against the Attack

The mining attacks can cause harm and devastate a

blockchain system. Therefore, it is critical and urgent to study

the countermeasures against the potential attack.

1) Pool size limitation: Although the blockchain is a dis-

tributed system, the mining pool concept somewhat brings

centralization. Our results indicate the attackers can earn

extra benefits with at least 38% power. However, owning this

amount of power is not feasible for any individual. The attack

can be prevented by setting a maximum pool size threshold

to regulate large mining pools.

2) Miners’ reactions to forks: The attack leverages the

longest chain rule to achieve the goal. Therefore, if miners are

more conservative and cautious about switching to the longer

chains, the effect of the attack can be alleviated. For example,

the system could set a block height interval and suggest the

miners switch to a longer chain only when the block difference

exceeds the block height interval.

VI. RELATED WORK

A. Throughput Improvement

There are many designs targeting throughput improvement.

Directed acyclic graph (DAG) proposed in [4] adds more

flexibility to generate new blocks. [24] systematically conclude

the DAG based blockchains, where Prism [5], [6] defines three

types of blocks that collaborate to achieve the best throughput

and a confirmation latency, and OHIE [7] achieves high

throughput with long confirmation delay. [25] proposes a weak

consensus algorithm that maintains only relative positions of

messages to construct a blockchain system Sphinx with high

transaction throughput. Chainweb [14] adopts a parallel chain

structure, each of which has cross-referencing relationships

with its peer chains. The parallelism design increases the

system throughput linearly as the number of chains grows. In

addition, the cross-referencing feature offers an excellent fork

resistance level. These extraordinary designs provide a massive

opportunity for Chainweb to become a popular blockchain.

The public version of Chainweb has been released by Kadena

and is now fully accessible to the public for block mining,

token trading, etc [26].

In addition to the consensus mechanisms, reducing the

number of transactions processed by miners can also improve

the throughput. Either sharding or off-chain payment channels

can achieve this. Sharding technology partitions the nodes

into small portions call shards. All shards can work on fewer

transactions in parallel. OmniLedger [27] is a typical scalable

and secure sharding blockchain system. Bitcoin-NG proposed

in [28] defines key blocks and micro blocks to collect transac-

tions. Once the key block is generated, its corresponding miner

becomes the leader in generating micro blocks. Off-chain

payment channel method [11] such as Lightning Network [12]

is designed for Bitcoin blockchain to enable fast transactions.

B. Security in Blockchain

Mining attack is a security issue that severely destroys

the block mining incentive mechanism and vastly impacts

the health of the cryptocurrency ecosystem. Usually, attackers

conduct mining attacks by deviating their mining behaviors

from the original protocols to earn more block rewards than

mining normally. Selfish mining proposed by Eyal et al. [15]

allows attackers to harvest more block rewards through mining

secretly and disclosing blocks later. The block withholding

attack (BWH) has been proposed and studied in [16]. The

philosophy of BWH is to split and reallocate the attacker’s

mining power into different mining pools to share the rewards

from the infiltrated pool without contributing any valid blocks.

Fork after withholding attack (FAW) has been proposed by Y.

Kwon et al. in [19] as an advanced version of BWH attack to

hold the rewards gained via BWH as a lower bound. The FAW

attack enables the infiltrating part of the attackers to deliber-

ately generate a fork in the filtrated pool as far as possible

to improve the probability of winning more block rewards.

Other mining attacks, such as stubborn mining, also undermine

the security of the traditional blockchain [20]. Eclipse attack

[22] is a DoS based attack that isolates the victim nodes

by jamming all connections to earn extra mining rewards.

Some systematical studies in [29]±[31] evaluate the impacts on

various blockchains of various factors such as network delay,

mining power distribution, transaction throughput, and block

size.

VII. CONCLUSION

Our work presents the first systematical model to analyze

the selfish mining on the Chainweb blockchain. We describe

the attack procedure in detail and develop a complete and

accurate Markov chain based model to analyze the selfish

mining attack. The result reflects that the attack is effective.
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We also conduct simulations that verify our results. The profit

threshold shows an insightful and counterintuitive finding that

the attackers are easier to succeed in 20-chain than in 10-chain

setting.
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