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Abstract. Quantified information flow (QIF) has emerged as a rigor-
ous approach to quantitatively measure confidentiality; the information-
theoretic underpinning of QIF allows the end-users to link the computed
quantities with the computational effort required on the part of the
adversary to gain access to desired confidential information. In this work,
we focus on the estimation of Shannon entropy for a given program I7.
As a first step, we focus on the case wherein a Boolean formula ¢(X,Y)
captures the relationship between inputs X and output Y of I7. Such
formulas ¢(X,Y’) have the property that for every valuation to X, there
exists exactly one valuation to Y such that ¢ is satisfied. The existing
techniques require O(2™) model counting queries, where m = |Y'|.

We propose the first efficient algorithmic technique, called Entropy
Estimation to estimate the Shannon entropy of ¢ with PAC-style guar-
antees, i.e., the computed estimate is guaranteed to lie within a (1 £ £)-
factor of the ground truth with confidence at least 1 — §. Further-
more, EntropyEstimation makes only O(Z4%")) counting and sam-
pling queries, where m = |Y'|, and n = |X|, thereby achieving a sig-
nificant reduction in the number of model counting queries. We demon-
strate the practical efficiency of our algorithmic framework via a detailed
experimental evaluation. Our evaluation demonstrates that the proposed
framework scales to the formulas beyond the reach of the previously
known approaches.

1 Introduction

Over the past half-century, the cost effectiveness of digital services has led to
an unprecedented adoption of technology in virtually all aspects of our modern
lives. Such adoption has invariably led to sensitive information being stored in
data centers around the world and increasingly complex software accessing the
information in order to provide the services that form the backbone of our mod-
ern economy and social interactions. At the same time, it is vital that protected
information does not leak, as such leakages may have grave financial and societal

EntropyEstimation is available open-sourced at https://github.com/meelgroup/
entropyestimation. The names of authors are sorted alphabetically and the order does
not reflect contribution.
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