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Nearly all software built today impinges upon end-user privacy and needs to comply with relevant regula-

tions. Therefore, there have been increasing calls for integrating considerations of compliance with privacy

regulations throughout the software engineering lifecycle. However, software engineers are typically trained

in the technical fields and lack sufficient knowledge and support for sociotechnical considerations of privacy.

Privacy ideation cards attempt to address this issue by making privacy compliance understandable and ac-

tionable for software developers. However, the application of privacy ideation cards in real-world software

projects has not yet been systemically investigated. The effectiveness of ideation cards as a pedagogical tool

has not yet been examined either. We address these gaps by studying how teams of undergraduate students

applied privacy ideation cards in capstone projects that involved building real-world software for industry

sponsors. We found that privacy ideation cards fostered greater consideration and understanding of the ex-

tent to which the projects aligned with privacy regulations. We identified three main themes from student

discussions of privacy compliance: (i) defining personal data; (ii) assigning responsibility for privacy com-

pliance; and (iii) determining and exercising autonomy. The results suggest that application of the cards for

real-world projects requires careful consideration of intersecting factors such as the stage at which the cards

are used and the autonomy available to the developers. Pedagogically, ideation cards can facilitate low-level

cognitive engagement (especially the cognitive processes of meaning construction and interpretation) for

specific components within a project. Higher-level cognitive processes were comparatively rare in ideation

sessions. These findings provide important insight to help enhance capstone instruction and to improve pri-

vacy ideation cards to increase their impact on the privacy properties of the developed software.
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1 INTRODUCTION

Privacy can be characterized as the right of individuals to have control over data about them-
selves [4]. With rapid technological progress and the evolution of the Internet from “a web of
pages to a web of people” [40], companies and governments are gaining new powers of surveil-
lance and manipulation over citizens by gathering, sharing, and using the vast amount of personal
data generated by people’s everyday online and offline activities [16, 34, 51]. Users increasingly
recognize that receiving personalized services and other benefits often requires disclosure of per-
sonal data. At the same time, users report being concerned about how their data is collected, used,
and stored. In a 2019 Pew survey of 4,272 American adults, 81% of the respondents felt that they
had little control over the data collected about them by companies, 79% said they were not confi-
dent that companies would handle their personal data responsibly, and 70% said their data is less
secure compared to five years ago [3].
The past couple of decades have seen the issue of personal data protection addressed via a num-

ber of important privacy regulations, such as European Union (EU) General Data Protection

Regulation (GDPR) [19] and various U.S. state-level privacy laws, including the most recent
California Consumer Privacy Act (CCPA) [7]. Complying with these laws by implementing
the regulatory requirements in software systems necessitates translating complex social, legal, and
ethical matters into technical system requirements and operation [24], thus raising a number of
challenges for software professionals. First, legal regulations are written using jargon not easily
accessible to system designers and developers [2]. Second, consideration of legal implications is
typically handled by legal compliance teams rather than developers [45]. Third, regulations are
usually framed in general terms to ensure broad coverage at high levels, thus making it difficult to
apply them to low-level specifics of software implementation [12].

To include privacy considerations within the software lifecycle, rather than considering them as
an afterthought relegated to those handling quality assurance and legal compliance, researchers
and regulators have proposed the Privacy by Design (PbD) framework for software develop-
ment [8, 9]. The central philosophy of PbD is to “create a sustainable data protection system
through the early use of adapted privacy enhancing technologies in the design of the processing op-
erations and throughout the lifecycle of the data” [10]. However, PbD has been criticized as vague
and ineffectual because it does not include specific tools and methods to train software engineers
to deploy these principles, models, and mechanisms into real-world systems [24, 49, 53, 54, 58].
To facilitate practical application of PbD principles, Luger et al. [36] proposed a set of Privacy
Ideation Cards (PICs) to make privacy regulations more understandable and accessible to soft-
ware professionals. However, their empirical investigation of the application of PICs was limited
to pre-defined system descriptions created by the researchers themselves. As a result, the impact
of PICs has not yet been explored in real-world software development.
Further, it has been widely recognized that adequately trained software professionals are key

to facilitating effective translation of privacy principles into system requirements [30, 49]. Ac-
cordingly, instilling privacy proficiency in software students before they graduate and join the
workforce can promote more effective consideration of privacy compliance in the software in-
dustry in general [14, 30, 35]. Although most software engineering curricula require students
to work on real-world projects as a capstone experience, these projects typically do not ex-
plicitly require students to consider privacy aspects related to the projects. PICs could be used
to help students learn about and address privacy aspects of their capstone projects. However,
their utility as a pedagogical tool for inexperienced software professionals has not yet been
examined.
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To fill the two gaps identified above, we formulated the following two research questions:

— RQ1:What are themain considerations related to privacy compliance in real-world software
projects?

— RQ2: To what extent do privacy ideation cards help students consider the privacy aspects
pertaining to real-world software?

We addressed the above two research questions by conducting three iterations of ideation ses-
sions using PICs in undergraduate capstone courses involving real-world projects. Each iteration
involved one cohort of software students who engaged in team sessions in which the teams applied
PICs to reflect on the privacy aspects related to their capstone projects. We analyzed how student
teams applied PICs to their capstone projects using the reflective practitioner’s perspective [26, 48].
Based on our analysis, we make the following contributions:

— We empirically demonstrate the extent to which PICs are applicable to real-world software
projects, highlighting their important strengths and shortcomings as a practical tool for soft-
ware professionals.

— We apply the reflective practitioner’s perspective to software engineering education and
show that PICs can be a useful pedagogical tool to help software students learn about privacy.

— We surface several themes that can serve as the foundation for privacy education in the
computing disciplines.

— We apply our insight to provide a number of suggestions for improving PICs, pedagogical
strategies, and software development practices to support privacy considerations.

In the following section, we review current approaches to privacy compliance in software en-
gineering and summarize Lugar et al.’s [36] study on utilizing PICs that inspired our work. We
additionally discuss the reflective practitioner perspective in the context of software development
that guided our analysis of student learning in ideation sessions using PICs. Next, we present
the research design, including the context and participants, the ideation activity procedures, and
details of the data collection and analysis. Based on the analysis, we proceed to answer the two re-
search questions mentioned above. We then discuss the insight gained from the findings to present
a range of privacy considerations that are not yet fully supported in the training of software en-
gineers and apply the insight to provide suggestions for improving PICs, software engineering
education, and software development practices. Finally, we acknowledge a few limitations before
concluding with proposing promising directions for future research.

2 RELATEDWORK

In this section, we review three areas of scholarship that inform our research: (1) the PbD frame-
work and previous attempts to apply this framework to real-world software development, (2) the
use of ideation cards to support design, including software design and development, and (3) the
reflective practitioner perspective that guided our analysis of student reflection and learning using
PICs along with its connection to software development.

2.1 Privacy by Design

PbD emphasizes the importance of considering privacy as an integral part of the products or ser-
vices from the outset, rather than tacking it later on as a response to problems [9, 14]. PbD outlines
seven guiding principles [8]:

(1) Proactive not Reactive; Preventative not Remedial;
(2) Privacy as the Default Setting;
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(3) Privacy Embedded into Design;
(4) Full Functionality—Positive-Sum, not Zero-Sum;
(5) End-to-End Security—Full Lifecycle Protection;
(6) Visibility and Transparency—Keep it Open; and
(7) Respect for User Privacy—Keep it User-Centric.

Despite the comprehensiveness of the PbD approach, researchers have pointed to a disconnect
between the tenets of PbD and its application in practice [24, 49, 53, 54, 58]. Simply put, it is
hard to translate the ideas of PbD into a set of practices that are useful and meaningful to software
designers [54]. Spalding and Tsai [52] outlined several phases of the software development lifecycle
and proposed a set of strategies to help prioritize PbD in each of these phases. These strategies
include interviewing users in the early stages to understand diverse user needs, workingwith cross-
disciplinary teams during the middle stages to ensure effective communication, and conducting
surveys to understand reasons for user abandonment [52].

Some studies have attempted to capture privacy and security requirements at the early stages
of software development. A branch within such studies has aimed to extricate design principles
from convoluted legal texts. For instance, Antón and Earp [2] analyzed a set of privacy policies
and presented a taxonomy of privacy requirements so that designers could comprehend the poli-
cies and apply them to reduce privacy vulnerabilities of websites. Similarly, Maxwell et al. [39]
proposed a legal cross-reference taxonomy to guide engineers in deriving privacy compliance re-
quirements from laws and regulations that contain internal or external cross-references within the
legal text. Another branch of research has focused on privacy risks associated with specific tech-
nologies. For example, Alqassem [1] proposed a framework to analyze the Internet of Things

(IoT) user interaction in real time and take into account the complexity and unpredictable changes
in the interaction that affect privacy and security. Contextually appropriate privacy requirements
for mobile devices is another area that has received substantial research attention. For example,
Thomas et al. [56] developed a problem analysis framework that helps extract and refine privacy
requirements associated with mobile applications.
During the middle stages of software development, researchers have investigated the imple-

mentation of PbD to help developers actualize design ideas in code. For example, Rubinstein and
Good [47] argue that privacy considerations should be included in the definition of software re-
quirements and proposed the application of several engineering and usability principles in privacy
design practices. Similarly, van Rest et al. [58] suggest that domain-specific applications would
benefit from the use of design patterns grounded in PbD, such as privacy needs identification, vul-
nerability assessment, revocable privacy, and privacy statements. Likewise, Hoepman [27] derived
eight privacy design strategies based on current data protection legislation to help with the design
and evaluation of privacy-friendly software systems.
In the post-development stages, the core privacy-related tasks are gathering and analyzing user

feedback on privacy-related matters [52]. Although it is valuable to understand user evaluation of
the product for future improvement, the lack of effectiveness of such late consideration of privacy
compliance is what prompted calls for PbD in the first place [9]. A core tenet of the PbD philosophy
is that privacy compliance should be “Preventative, not Remedial” [8].
The work discussed above demonstrates a growing interest in employing PbD throughout soft-

ware design, development, and testing. However, the strategies, tactics, and patterns provided
in the literature are largely sets of higher-level guidelines. Although these guidelines are use-
ful as a direction to pursue, they do not provide the vehicle to reach the destination. Moreover,
there is a lack of empirical evidence examining how software developers consider and implement
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privacy-related matters within various phases of the software lifecycle. Our study attempts to fill
these gaps.

2.2 Ideation Cards

Ideation cards are practical design tools intended to stimulate reflection and creative thinking
with the aim of helping to “define constrained design problems within a broader overall problem
space” [23]. Ideation card activities have been used in multiple disciplines for various purposes,
such as approaching problems from an indirect angle in creative dilemmas with cards for Oblique
Strategies [18], attending to human values during the design process by using the Envisioning
Cards [21], brainstorming security threats via the Security Cards [15], and raising awareness and
altering perceptions of computer security by playing with cards in the Control-Alt-Hack game.
Luger et al. [36] explored the use of ideation cards for discussions related to data protection

and privacy aspects of software. They developed a deck of ideation cards with one suit pertain-
ing to privacy regulations. This “Regulation” suit contains cards that cover four major concepts
in EU GDPR: (1) data breach notification, (2) explicit and informed consent, (3) the right to be
forgotten, and (4) privacy by design. To contextualize privacy compliance and address other key
factors in developing usable systems, the complete card deck includes three other suits: System,
User group, and Constraint. Luger et al. [36] examined the use of these cards in a study that in-
cluded 21 software professionals with varied backgrounds and specialties (e.g., user experience,
software architecture, programming, and engineering) and between 1 and 16 years of industry ex-
perience. These participants were grouped into four teams of five or six members each. The teams
used the ideation cards in a pre-defined system design scenario in which cards from each suit
were drawn progressively within the session, with the Regulation cards drawn last [36]. As each
card was drawn, the team discussed modifications to the system based on the content of the card.
Based on these sessions, Luger et al. [36] found that ideation cards can serve as a useful prompt
in the software design and development process to help improve regulatory compliance regarding
privacy aspects. Discussions pertaining to privacy during these sessions revealed several themes,
including different interpretations of the designers’ roles in privacy compliance and the location
of data storage [36].
However, Luger et al. [36] used carefully crafted scenarios specifically designed to impinge upon

privacy. Therefore, there is a need to examine the extent to which their observations hold true in
real-world software projects that are more diverse and complex in nature. Moreover, the partici-
pants in Luger et al. [36] were industry professionals. The extent to which novice developers, such
as software students who are about to join the workforce, can use PICs remains to be studied.

2.3 Reflective Learning and Practice

The principal function of PICs is to “prompt and encourage reflection on aspects of data protection
law” [36]. Reflection is a conscious learning activity that involves examining one’s experiences,
actions, and emotions and interpreting them in order to learn from them [5]. By critically reflecting
on their assumptions, habits, and beliefs, professionals can transform their “taken-for-granted”
frame of reference [5, 41] and draw out new knowledge and higher-order understanding. Therefore,
reflection has been viewed as a vital component of professional practice and an integral part of
higher-level thinking and learning [37].
Reflective learning has been a popular approach in project-based disciplines that involve arti-

fact design and development, such as architecture and music composition. Reflection can facilitate
a learning dialogue between the implicit and subconscious experience of an experiential learning
activity and the explicit consideration of the concept in a consciousmanner [31]. Hazzan [26] exam-
ined software engineering education practices and proposed reflective learning as a habit-of-mind
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for software development. The justification for adopting a reflective practitioner’s perspective in
software engineering education stems from a dual perspective:

“. . . from an architectural-design perspective and from an engineering perspective. The
combination of these two points of view captures the development of software systems
as a process which, on the one hand, is guided by creative thinking, and on the other
hand, receives feedback from the engineering-scientific mode of thinking by pointing
to reliability, complexity, and other engineering considerations” [26].

By adopting a reflective thinking mode, software designers and developers are better able to ex-
amine an issue of concern and change their conceptual perspectives and courses of actions [6].
Reflection is a cognitive process that can range from a lower or shallow level to a deeper or

transformational level [25, 28, 33, 50]. The aim of developing and enhancing higher-order think-
ing in learning activities has been amajor educational goal across disciplines, including computing
education [38, 57]. Problematically, however, reflection is an internal cognitive process that cannot
be directly observed. This raises the question of how to evaluate reflection and related practices.
To address this problem, Leung et al. [33] proposed an analytical framework for reflective learning
by drawing upon Schön’s reflective learning theory [48], Resnick’s higher-order thinking occur-
rences [46], and Donald’s working model of higher-order learning [17]. The framework describes
five levels of cognitive processes in reflective learning, with each process containing different learn-
ing tasks that signify cognitive involvement. From low to high cognitive levels, these five processes
are as follows:

(1) Meaning construction: to frame the characteristics of an idea.
(2) Interpretation: to understand the meaning of an idea.
(3) Change: to change the current practices or perception.
(4) Validation: to verify the validity of ideas.
(5) Generalization: to develop a general inference for practices.

Privacy compliance is typically not a topic familiar to software students [2, 45]. As a stimulant
for reflective learning, PICs are a promising thinking tool to expose students to a set of privacy-
related concepts and considerations. When software students engage physically with PICs, they
interact with the underlying concepts associated with the cards and ponder the relevance and
implication of the cards through discussion [23]. We examined the reflective learning processes
of meaning construction and mental reinvestment induced by the use of PICs. To that end, we
adopted a modified version of Leung et al.’s [33] analytical framework to examine the aspects of
learning that emerged in the ideation activity.

3 METHOD

Capstone projects allow students to put their skills to the test to solve real-world problems [59].
Therefore, capstone projects are instrumental in helping students develop the hard and soft skills
required for their future careers. Those who sponsor these projects can make progress on lower-
priority activities and gain access to a pool of graduating software developers for recruitment [22].
We addressed our research questions with an empirical investigation of student teams in a two-

term capstone course in Informatics at the University of California, Irvine, a large public univer-
sity in the United States. As a requirement for this course, students work in teams of four to six
on projects provided by external sponsors, such as corporations, government organizations, edu-
cational institutions, and non-profits. For instance, the student teams we studied were creating an
email scheduler, improving the User Interface (UI) design of a video game, developing a conver-
sational application, and so on. These projects revolve around developing a software system, at
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Table 1. Summary of the Student Teams who Participated in the Study Across the Three Iterations
of the Study, Indicating Whether the Ideation Sessions were Conducted in the First or the

Second Term of the Capstone Course

Academic year Term of course Number of teams Number of students

2015–2016 Second (Winter 2016) 8 35
2016–2017 First (Fall 2016) 7 31
2017–2018 First (Fall 2017) 9 40

TOTAL 24 106

least at the level of a functional prototype or proof-of-concept, along with associated documenta-
tion such as requirements (in the form of use cases or user stories), designs (in the form of Unified
Modeling Language [UML] diagrams or UI/User eXperience [UX] mockups), test cases, and
test results. Most students who take the course have no prior real-world industry experience. How-
ever, approximately 15–20% of them have limited exposure to industry via internships. In essence,
the capstone projects in the course provide teams with a supervised and controlled real-world
experience analogous to that of an individual industry internship.
For the study, we developed a set of PICs for the U.S. regulatory context and used these cards to

engage each team in an ideation session. During these sessions, the teams discussed the application
of the drawn cards to their respective capstone projects. We conducted the ideation sessions in
three different offerings of the course: (1) Fall 2015–Winter 2016; (2) Fall 2016–Winter 2017; and
(3) Fall 2017–Winter 2018. The ideation sessions were conducted as a mandatory part of the course.
However, it was optional to permit the use of the data for research. To avoid coercion, the course
instructorwas not involved in the administration of any study procedures and had no knowledge of
whether a student consented to permit the session data to be used for research purposes. Similarly,
the researchers were not involved with the course in any other way and had no knowledge of,
or influence over, grades connected to the ideation session component of the course. All study
procedures were reviewed and approved by the Institutional Review Boards (IRBs) of Indiana
University and the University of California, Irvine.
We conducted the ideation sessions with the first student cohort in the second term of the course

(i.e., Winter 2016). Upon initial data analysis, we discovered that the ideation sessions, although
beneficial, could not induce a meaningful impact on the projects because they occurred too late
within the project schedule. Therefore, we moved the subsequent ideation sessions to the first
term of the course offerings (i.e., Fall 2016 and Fall 2017, respectively). Table 1 summarizes the
information of student teams who participated in the three iterations of the ideation sessions, and
Table 2 provides a brief description of each capstone project.

In the following subsections, we explain the development of the PICs used in the study, the
protocol followed during the ideation sessions, and the data collection and analysis approach.

3.1 Development of Privacy Ideation Cards

Inspired by the work of Luger et al. [36], we used an equivalent deck of ideation cards (see Ap-
pendix), containing 29 cards in total. These cards are grouped under three themed suits: User
(9), Constraint (11), and Regulation (9). The User and Constraint suits cover two regularly con-
sidered factors in the design process. They were included in the card deck to contextualize the
discussion. Our PICs cover the U.S. regulatory context by selecting privacy guidelines from the
Office of Economic Co-operation and Development (OECD) [44] and the Fair Information
Practice Principles from the Federal Trade Commission (FTC) [20], which provide a basis for
the U.S. regulatory framework.We consulted with privacy lawyers in the United States to use these
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Table 2. Summary of the Student Team Projects Including the Academic Year in which the Project was
Developed, Team Name, Project Nature (Frontend or Backend), and Description

Academic Team Project Project
Year # Nature Description

2015–2016 1 Frontend
A mobile application that helps students browse available tasks and get
recruited by companies.

2 Frontend
A dashboard for electronics that collects data and displays it such that
users can read it better and arrange it the way they want.

3
Frontend &
Backend

A cloud document management system to be integrated with other
products.

4
Frontend &
Backend

A Chrome extension to clear all saved form data, such as browsing
information and cookies, with a single button.

5 Backend
A sales trend system that pulls data from various sources to check
effectiveness of the sales strategies.

6 Backend
A data exploration tool to gather user information, such as name, age,
address, consumer information, and IP address, for a market aggregator.

7 Frontend
A book recommendation page to be integrated in the university system
where professors post recommended readings.

8 Frontend A form-building tool to be integrated in other products.

2016–2017 9 Frontend A dashboard for a database provided by the company.
10 Frontend A video game UI, such as the player perspective, audio, and replay.

11 Frontend
A dashboard for a marketing company to aggregate and track their
analytics and marketing tools, including e-commerce and social media
(e.g., Facebook and Instagram) data.

12 Backend A scheduling management system for healthcare providers.

13
Frontend &
Backend

A customized email scheduler for end users to receive a visualization of
their dashboards.

14
Frontend &
Backend

A smart office assistant application to increase the productivity and
efficiency of meetings (e.g., by tracking topics and progress).

15 Backend
A web application that uses community user input of temperature data to
improve the accuracy of weather prediction.

2017–2018 16 Backend A system to help an instructor recruit project sponsors for courses.

17
Frontend &
Backend

A suite of mini games to help parents, educators, and medical
professionals detect signs of early speech development delay based on
children’s interactions with the games.

18 Backend A real-time currency conversion tool.

19 Frontend
A system that helps a bio-med company automate scheduling across its
different campuses.

20 Backend
A parking monitor system that uses a camera to detect the movement of
cars in parking spots.

21 Frontend The sign-up function on the corporate website of a data provider.
22 Frontend The patient login function of a healthcare application.
23 Backend Improvements to the system for unsubscribing from email newsletters.

24 Frontend
An application to train people regarding communication skills for job
interviews by analyzing responses to various questions and scenarios.

guidelines for creating a set of Regulation cards comparable to those derived from the EU GDPR.
Figure 1 shows two example cards from each of the three suits.

3.2 Ideation Session Protocol

In the ideation sessions, the teams were asked to apply the cards to their software projects. They
drew cards from the deck and discussed the relevance of the cards to their projects. Figure 2 shows
the general flow of activities during each ideation session. As instructed, each team drew one
User card, one Constraint card, and two Regulation cards, in that order. However, we let the teams
skip the drawn card if the team members found that it was not applicable or relevant to their
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Fig. 1. Examples of ideation cards: two User cards (orange), two Constraint cards (blue), and two Regulation
cards (purple).

project. Time permitting, we allowed the teams to draw one or twomore cards if the teammembers
expressed interest in doing so. Based on the experience with the first two cohorts, we decided to
have the teams in the third cohort draw two Constraint cards to produce more detailed and richer
discussion. In the ideation session, the team members discussed each drawn card separately for
about 5 minutes per card, ending with an approximately 10-minute discussion of all drawn cards
considered together as a set. We provided the suggested duration for the discussion as such limits
“can symbolize and facilitate the possibility for meaningful use in a brief amount of time” [21].
The facilitator’s main responsibilities were to introduce the cards and the activity at the start of
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Fig. 2. Protocol of each ideation session, wherein the student team drew one User card, one Constraint card,
and two Regulation cards as instructed and then discussed the application of the cards to the project.

Table 3. Summary of Cards That Each Team Drew in the Ideation Sessions

Team # User Cards Constraint Cards Regulation Cards

1 Second Language User Control Breach Notification; Explicit Consent
2 Mental Health Social Sharing; User Control*;

Limited Connection
Subject Access; Data Minimization

3 Gender Spectrum Minimal Distraction Security; Notice
4 Mental Health Limited Connection*; Social

Sharing; User Control
Accountability*; Data Minimization*;
Notice*

5 Older People Social Sharing Explicit Consent; Subject Access*
6 Second Language*;

Ex-Offenders*;
Visual Impairment

Low Cost; Low Energy Security; Data Minimization*; Notice*;
Purpose Specification

7 Mental Health Social Sharing Explicit Consent; Notice
8 Visual Impairment Limited Connection Notice; Purpose Specification

9 Mental Health Careful Collection Subject Access; Purpose Specification
10 Older People; Ex-Offenders Data Minimization Explicit Consent; Breach Notification
11 Gender Spectrum*; Second

Language
Low Energy*; Social Sharing Security; Purpose Specification

12 Second Language Minimal Distraction Notice; Data Minimization
13 Visual Impairment User Control; Breach Notification Breach Notification; Subject Access
14 Mental Health*; Visual

Impairment
Minimal Distraction Data Quality; Purpose Specification

15 Mental Health Social Sharing Explicit Consent; Security

16 Country of Residence Low Energy*; Data Monetization* Data Minimization*; Subject Access*
17 Mental Health; Second Language Privacy; Minimal Distraction Subject Access; Data Quality
18 Country of Residence*; Visual

Impairment*; Children
Social Sharing*; Default Sharing*;
Minimal Distraction; Careful
Collection*

Data Quality; Breach Notification*;
Data Minimization

19 Older People; Second Language Minimal Distraction Subject Access; Data Quality
20 Gender Spectrum*; Visual

Impairment; Older People*;
Second Language

Privacy; Low Cost Data Minimization*; Purpose
Specification; Data Quality; Explicit
Consent

21 Second Language; Low Literacy Data Minimization; Social
Sharing*; Privacy

Subject Access; Accountability*; Notice

22 Gender Spectrum Low Cost; Minimal Distraction Data Minimization; Explicit Consent
23 Older People*; Mental Health Default Sharing*; Low Cost Purpose Specification*; Data Quality;

Data Minimization*; Security
24 Visual Impairment Data Minimization*; Low Cost Subject Access; Security; Purpose

Specification
∗ = Cards that were found inapplicable to the team projects.

the session and answer any procedural questions and monitor discussion time during the session.
Table 3 lists the sets of cards that the teams drew in their respective ideation sessions. A researcher
assisted by the last author acted as the facilitator for the first cohort while the last author was the
facilitator for the latter two cohorts.
After the facilitator introduced the cards and the activity at the beginning of the ideation session,

the team members engaged in a general discussion of their project. There were no designated
topics for this discussion, and team members were free to talk about anything of their choice. For
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example, some teams gave a brief overview of their project for the facilitator’s benefit, and some
others chose to use this time to organize their project-related tasks.
Following the general discussion, the facilitator instructed the teams to draw a User card from

the shuffled, face-down card deck and discuss how their system might support the needs of the
user group presented on the card. For example, a team who drew the Older People card proposed
that this user base might be “not used to using technology all the time” so their system would have
to display information in simpler terms.
After 5 minutes of discussing the User card, the facilitator instructed the teams to draw a Con-

straint card to discuss how their system might deal with the presented constraint. For example, a
team who drew the Low Energy card considered making the system available offline so that the
system could operate with low levels of power consumption when necessary.
Next, the facilitator instructed the teams to choose cards from the Regulation suit. Students en-

gaged in a 5-minute discussion on how the regulatory concept of the first drawn card was related
to their project and repeated the process with a second card. For example, a team who drew the
Explicit Consent card decided to provide a checkbox for their users to confirm that they explic-
itly consented to data collection. In the rest of the article, we focus on the discussion stimulated by
the Regulation cards. While User and Constraint cards were useful for contextualizing the ideation
session, we exclude the data and results related to these cards as these are orthogonal to the scope
of the research questions addressed in this article.
When the teams finished discussing the drawn cards individually, the facilitator asked the teams

to have a 10-minute overall discussion considering all cards drawn during the session. Students
took a broad look at the scenario as a whole and talked about what they needed to do to satisfy
the various requirements stated in the drawn cards taken together. We video recorded all sessions
and additionally took photographs of any artifacts, such as drawings, white board notes, and so
on, produced by the student teams during the sessions.
One week after the activity, we asked the teams to submit a report on their ideation session

experience, including a summary of any changes they planned to make to their projects based on
the discussions that occurred during the ideation sessions. The changes could pertain to any as-
pects of the project, such as changing the user interface, adding components connected to privacy
compliance (e.g., a notice to inform users of the purpose of data collection), raising privacy issues
with their sponsors, and so on.

3.3 Data Collection and Analysis

We collected and analyzed data only for the sessions for which all team members consented to the
research use of the data. Datawas collected from twomain sources: video recordings of the ideation
sessions and post-session reports from the teams. Audio from the recordings was transcribed ver-
batim, and the video was used to add relevant contextual information, such as the specific card
that was being discussed. For 24 student teams, all members (106 participants in total) consented
to having their ideation sessions be part of the research, and 21 out of these 24 teams submitted
post-session written reports.
We analyzed the transcripts and post-session reports using qualitative content analysis [29]. To

answer RQ1 (i.e., “What are the main considerations related to privacy compliance for real-world
projects?” ), we adopted a bottom-up approach using techniques from grounded theory [13], al-
lowing common themes to emerge from the data without a priori assumptions. Specifically, we
adopted Straussian grounded theory [13, 55] and coded for themes as a team using an iterative
process, starting with open coding, followed by axial and selective coding.
To answer RQ2 (i.e., “To what extent do ideation cards help students reflect and learn the privacy

aspects pertaining to real-world software?” ), we proceeded top-down and used the validated coding
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Table 4. The Operational Coding Framework Used to Analyze Student Reflection in the Ideation
Sessions, Including the 14 Observable Tasks That Correspond to One of Five Cognitive Processes, Along

with Examples of Each Task from the Student Discussions of Regulation Cards

Cognitive Process Code Observable Task Example

1. Meaning construction MA Ask a question. “Is it just like securing the data?”
MI Identify relevant information. “In terms of the scope of our project, the

data is straight up from that database.”
MC Connect information to personal

experience and practice.
“Yeah; it’s like when you have a Fitbit.”

2. Interpretation IS Specify an important or
controversial issue.

“Their location too would be important
because we don’t want people finding
other people’s addresses.”

IC Compare with familiar norms,
ideas, or practices.

“Google just tells you the highlights, like in
three bullet points.”

IP Propose a hypothesis or
assumption.

“They probably already have used it
before.”

3. Change CR Revise or replace a previous idea
or practice.

“So basically we have to lock every option
until we see a signature.”

CS Suggest a new idea or practice
without making concrete plans.

“We keep the database simple.”

CA Adopt a new idea or practice with
plans to implement.

“We could do some sort of referral system
where the physician gives you a referral
code to enter when you first login.”

4. Validation VG Agree with the information
provided.

“Yeah, something like that sounds like a
good idea.”

VI Identify flaws in, or express doubt
over, information provided.

“I don’t think our filter handles any of
those.”

VS Assess knowledge and practice. “I think the idea of security was there
because we’d been working with IP
addresses, but we couldn’t figure out how.”

5. Generalization GD Draw a conclusion based on
research or experience.

“So basically, step 1, they create the
account. . . . Step 2, they are in . . . and then
they can upload photos.”

GP Plan to apply or look into the
information provided.

“I think we should talk to [sponsor] about
it as well as consider the terms and
agreements.”

framework provided by Leung et al. [33], with the following few modifications to tailor it to our
study:

(1) We operationalized the code “Connect information to experience and practice” tomean “Con-
nection information to personal experience and practice” because students described their
personal experience anecdotally in relation to the card drawn.

(2) We combined the original codes “Revise an idea or practice” and “Replace an idea or practice”
as they were not distinctively separable in our data.

(3) We extended the definition of code “Identify flaws in the information provided” by adding
“express doubt over” to capture situations in which students were unsure about the informa-
tion provided.

(4) We removed the code “Apply information provided in other contexts” because we did not
observe any such task in our data.

Table 4 presents our adjusted coding framework and provides examples from the data to illus-
trate the codes.
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The first two authors independently applied the above modified framework to code a random
sample of 10% of the data and compared the results of the individual coding. The two coders
discussed and resolved all discrepancies until they reached consensus. The second author then
coded the rest of the data, supervised by the first author. We identified 14 tasks, each connected
to one of five cognitive processes. The second author then applied the 14 codes corresponding
to each of these tasks to all ideation session transcripts, yielding a total of 2,642 coded segments
within the transcripts. We engaged in a second coding pass to check the results for accuracy and
consistency. For this article, we used the 636 coded segments pertaining to the Regulation cards.
We do not report the remaining coded segments as they related to the User and Constraint cards.

For a quantitative comparison of the extent to which the teams responded to different Regulation
cards, we used the number of lines in the respective transcripts to measure how much the teams
discussed each card. We operationalized a line as one interactive round, where a team member
continued the discussion by building on the ideas of others or proposing a new idea. The number
of lines is a reasonable metric because it shows the level of engagement independent of the influ-
ence of other factors, such as differences in talking speed and pauses in interaction. Specifically,
for every card, we counted the number of lines of discussion that were about that card in each
transcript and added them across all transcripts. We then divided the sum by the number of times
the card was drawn across all sessions to yield the average number of lines prompted by the card.

4 FINDINGS

The analyses mentioned in the previous section enabled us to evaluate the application of PICs as
a tool for the design and development of real-world software and a pedagogical instrument for
teaching privacy-related matters to software students. We discuss each aspect in turn.

4.1 RQ1: Privacy Compliance in Real-World Projects

Application of PICs to real-world software projects surfaced three main considerations about pri-
vacy compliance. Specifically, developers need to determine (1) the connection of their systemwith
various kinds of privacy-affecting data, (2) their responsibilities regarding the collected data, espe-
cially if they are a third party receiving data collected by another party, and (3) their autonomy
in proposing and implementing privacy-related functionalities. The following subsections cover
each aspect in detail.

4.1.1 Defining Personal Data. In line with the principles fromwhich they were derived, the Reg-
ulation cards use the term “personal data” to refer to the data that is subject to privacy regulations
and compliance. The OECD defines personal data as “any information relating to an identified or
identifiable individual (data subject)” [44]. However, what data was considered personal, and thus
subject to the regulations presented on the cards, was often unclear to the students. For example,
in Team 8’s discussion, one member argued that “name, or even gender associated with name”
could be sensitive and should be treated as potential personal data, while another member felt
personal data is only those pieces of information that are really sensitive, such as “bank account
information.” In another case, members of Team 20, which was building a parking monitor with
a camera hanging at the top to see a parking spot, claimed that their system did not proactively
collect any personal data:

“We did not intentionally collect who you are, what your name is, how old you are
. . . just care about the car.” – (Team 20)
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However, as the discussion went on, one team member changed his opinion:

“There is a personal perspective to it because it has the license plate and people’s faces
on it.” – (Team 20: Student 5)

These examples show that the teams often struggled to reach a consensus on what should be
treated as personal data. In many cases when they were indecisive, their definitions focused more
on the repercussions of potential data breaches rather than the nature of the information that
makes data subjects identifiable.

4.1.2 Assigning Responsibility for Privacy Compliance. The projects often used data from multi-
ple sources, including that collected independently by external services. In such cases, team mem-
bers were often confused about whether they should be held responsible for data protection and
whether the regulations were applicable to the data made accessible to them as a third party. For
example, Team 4 built their browser extension using a paid service by Google and decided that
the Data Minimization and Notice cards could not be applied to the project. Instead, the team
members felt that Google assumed the responsibility to adhere to these regulations.
In another example, Team 5 was building a sales trend system that did not collect data directly

from people but acquired its data from various third-party sources, such as social media services.
Although such data included personally identifiable information, the team members quickly as-
serted that the Subject Access card did not apply to their project because they were not the
active data collection agent. Team 5 responded similarly to the other Regulation card, Explicit
Consent:

“Well, the data that we have has been obtained from other people so they’ve already
have gotten their permission. You would think that if it is collecting data about them,
they’ve already given explicit consent. It’s like Ticketmaster. You give your consent
as you’re using Instagram, as you’re using Facebook, they’re collecting that data from
Facebook and Instagram.” – (Team 5)

In general, the teams that were not the ones directly collecting the information rarely decided
on proactive measures to comply with the privacy regulations and seldom chose to have further
discussions over related issues, even though they were using the data actively in their projects.

4.1.3 Determining and Exercising Autonomy. The teams developed the projects based on the re-
quirements provided by the sponsors. We noticed that the teams working in a large organizational
context were more limited in their decisions, while those working on more independent projects
tended to generate more concrete plans and make relevant changes to respond to the privacy
regulations.
Some teams (e.g., Teams 3, 7, and 21) were developing test-version projects to be incorporated

within the respective company’s existing infrastructure and systems and felt that they lacked suf-
ficient autonomy, control, or knowledge to suggest and influence changes to the provided require-
ments. For example, Team 3, which was developing a cloud document management system to be
integrated with the other products of the company, commented on the Security card:

“We don’t know their [host site] architecture so we don’t know what protections they
have against like data loss or whatever.” – (Team 3)

As a result, the teammembers decided that they need not worry about the matter because security
was a matter to be addressed by others in the sponsor’s company.

On the contrary, the teams dealing with standalone systems (e.g., Teams 1, 9, and 22) seemed to
have much more autonomy over privacy compliance measures. For example, members of Team 22
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Table 5. Summary of Interaction Related to Each Regulation Card Across All Teams in the
Three Sessions, Including the Sum of the Number of Lines in the Transcripts Where the

Students Discussed a Specific Regulation Card, the Number of Times the Card was Drawn,
and the Mean Number of Lines in the Transcripts Covering Discussions of the

Card (Sorted from Highest to Lowest)

Regulation Card Total Number Number of Mean Lines per

of Lines Ideation Sessions Ideation Session

Explicit Consent 288 7 41.1
Subject Access 303 9 33.7
Breach Notification 134 4 33.5
Security 150 6 25.0
Purpose
Specification

197 8 24.6

Notice 167 7 23.9
Data Quality 124 6 20.7
Data Minimization 175 9 19.4
Accountability 37 2 18.5

TOTAL 1,575 58 27.2

discussed the Explicit Consent card by pondering over their roles as developers and actively
performing a critical examination of their plans.

“Essentially it is already being covered in the current design. The waiver that they sign
is the one that [the sponsor] is actually getting updated by lawyers right now. So in a
weird way, we are covered in that a lawyer has written that part for us. [The sponsor]
is the one pushing for it. We just have to ensure that, especially since it is on our end
and not the other parts of the app that the user is signing, no data can be acquired
until that waiver is signed. So we have to basically lock every option until we see a
signature.” – (Team 22)

These examples illustrate that levels of perceived and actual autonomy in the development pro-
cess can influence the extent to which developers will engage with privacy aspects, including
compliance.

4.2 RQ2: Reflection and Learning Supported by Privacy Ideation Cards

To understand the impact of PICs on learning about privacy compliance in software development,
we compared how students responded to the different PICs and examined the various cognitive
processes stimulated by the PICs during the ideation sessions.

4.2.1 Responses to Different Regulation Cards. The mean number of lines of team discussion
for each Regulation card varied from 18.5 to 41.1 (see Table 5), with a mean of 27.2 across all cards.
The Explicit Consent card induced the most extensive discussion (41.1 lines on average). The
teams discussed whether they had included a user consent element in the design, whether they
should seek explicit consent before or after user login, and whether consent was applicable if they
received data originally collected by another service. On the other hand, the Accountability card
generated the least amount of discussion (18.5 lines on average). In the two cases when this card
was drawn, one team decided this card was not applicable because the project did not collect any
personal data (Team 4), while the other team was unable to understand the meaning of the card
(Team 21). The discussions regarding the other cards fell somewhere in between these two ends.
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Fig. 3. Distribution of cognitive processes across all teams that participated in the ideation sessions. The
processes of “Meaning construction” and “Interpretation” were dominant.

4.2.2 Distribution of Tasks Across the Cognitive Processes. We identified a total of 636 observ-
able instances of 14 cognitive tasks covering five types of cognitive processes that occurred during
the ideation session discussions related to the Regulation cards. Among the five cognitive pro-
cesses connected to these tasks, students engaged primarily in the surface-level cognitive process
of “Meaning Construction” (n = 263, 41.4%). The highest-order cognitive process, “Generalization,”
was observed the least (n = 32, 5%). The disproportionate focus on the lower-level tasks indicates
that the ideation sessions led the teams to consider framing the basic concepts and characteristics
of privacy compliance for the software they were developing, but the students found it difficult to
generalize the concepts further to proceed to higher-order tasks, such as proposing concrete plans
to change current practices, verifying the validity of their perceptions, and extrapolating to other
scenarios. Figure 3 shows the distribution of the five cognitive processes across all 24 teams that
participated in the ideation sessions.
In terms of specific tasks, the top three represented in the data were “MI: Identify relevant

information” (n = 121, 19%), “MA: Ask a question” (n = 118, 18.6%), and “CS: Suggest a new idea
or practice without making concrete plans” (n = 91, 14.3%). The least prevalent cognitive tasks
were “CR: Revise or replace a previous idea or practice” (n = 5, 0%), “GD: Draw a conclusion
based on research or experience” (n = 10, 1.6%), and “CA: Adopt a new idea or practice with plans
to implement” (n = 11, 1.7%). Figure 4 presents the distribution of the 14 tasks reflective of the
different cognitive processes.
The majority of surface-level cognitive tasks were performed when students were trying to

make sense of the concepts related to the Regulation cards and determine the characteristics of the
underlying ideas. When the teams drew a Regulation card, the team members asked each other
about its meaning and confirmed whether the card was applicable to their projects. For example,
Team 19 discussed the Subject Access card, trying to figure out the exact requirements associated
with the card.

— Team 19: Student 1: “Okay, so Subject Access. System should provide means for es-
tablishing the existence and nature of any personal data held about a data subject,
the purpose of its use, and the identity of the data controller. It should let the users
have access to their data.”

— Team 19: Student 2: “So, is it just like securing the data?”
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Fig. 4. Distribution of the tasks reflective of cognitive processes across all teams that participated in the
ideation sessions. The most frequently occurring tasks were “MI: Identify relevant information,” “MA: Ask a
question,” and “CS: Suggest a new idea or practice without making concrete plans.”

— Team 19: Student 1: “Oh, so just like you should know why you’re storing the data
that you’re storing, pretty much? Like you shouldn’t be storing random information
about the users. . . ”

According to GDPR, subject access allows individuals to request and receive a copy of all personal
data that a company or organization has collected about them. Yet, this team seemed to confuse it
with the principles of data security and purpose specification.

In another example, Team 13 expressed confusion over the Breach Notification card, ques-
tioning why users would need to be notified. The team members seemed to believe that users
might not care about their data anymore once it was handed over to the organization. They felt
that notifying the users about a data breach was not as important as notifying the organization’s
administration. As a result, the students were not concerned about complying with the principle,
as they did not grasp the rationale and utility of doing so. This indicates a general lack of under-
standing and appreciation for the basic values and concepts of privacy compliance.

— Team 13: Student 1: “Breach notification. You’re required to inform users of data
breaches, loss damage, or illicit access without undue delay.”

— Team 13: Student 2: “Letting people know or figuring out if there was a breach?”
— Team 13: Student 1: “Yeah, there was a breach. . . ”
— Team 13: Student 2: “Why does it matter? It’s not like anyone signs up for it (laughs).

Seriously, though, like the only person it would have to notify is the admin.”

Despite the above challenges, the PICs did inspire the student teams to make adjustments and
actively comply with several regulations. However, the majority of the changes were proposed
without concrete implementation plans, as reflected in the code “CS: Suggest a new idea or practice
without making concrete plans.” For example, immediately after Team 23 drew the Data Quality
card, one student asserted that the solution would be to “keep the data simple,” but the team did
not continue on to suggest any actionable changes to their system to keep the data simple. Another
example is the response of one member from Team 1 to the Breach Notification card: “If there
was a breach then the only possible way would be emailing. We have an email service.” Yet, there
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was no further conversation about how to operationalize this idea and actively use the emailing
system to generate and deliver breach notifications.
On rare occasions, teams were able to propose changes with tangible plans. For example, Team

12, which was developing a scheduling management system for healthcare providers, engaged in a
long discussion about the Notice card. The teammembers decided to follow the privacy standards
of the Health Insurance Portability and Accountability Act (HIPAA) and implement the
change with a concrete plan of “encrypting the data.”

“Yeah, we’ll need to obfuscate all data held in the database so that if anybody gets the
database dump, all our information is obfuscated, and we’ll probably need to look at
encrypting the traffic to and from the cloud so that people aren’t intercepting packets.”
– (Team 12)

Overall, most discussions of the Regulation cards remained at the surface level of cognitive en-
gagement. Higher-level cognitive processes were comparatively rare in the ideation sessions. Since
the discussions were limited by the scope of the projects, it is perhaps to be expected that general-
ization tasks were underrepresented, as these typically require experience and reflection that occur
over a longer term. During the ideation sessions, the majority of reflection focused on meaning
construction and interpretation, with limited occurrences of changing or consolidating existing
ideas (see Figure 3). The prevalence of lower-level cognitive tasks indicates a general lack of ba-
sic understanding and consideration of privacy compliance in the initial project design to begin
with. In other words, students were unfamiliar with privacy regulations and principles pertaining
to the systems they were building and/or did not take privacy compliance into active considera-
tion during requirements gathering and subsequent design generation. As a result, they typically
lacked any existing experiences or practices that they could criticize or consolidate. On the other
hand, the cards inspired the teams to rethink their systems and prompted changes in their original
approaches, as evidenced by the practices of “suggesting a new idea or practice without making
concrete plans” or “adopting a new idea or practice with plans to implement.”

5 DISCUSSION

The motivation behind our research was to understand how PICs could be applied as a privacy
compliance tool for real-world software projects and as a pedagogical instrument to improve pri-
vacy proficiency of software students as novice developers who are about to join the workforce.
Our findings show that PICs are a promising tool for engaging software professionals with issues
of privacy compliance in their projects. At the same time, the findings point to a range of consid-
erations for successful application of PICs within software development processes. Pedagogically,
PICs induce surface-level cognitive processes, at least at the first attempt.

5.1 Privacy Compliance in Real-World Projects

Unlike the simulated design scenarios used by Luger et al. [36], we examined the application of
PICs in real-world software projects. Luger et al. [36] intentionally constructed their scenarios to
impinge upon legal and ethical issues regarding data use. In our study, the software projects were
not fictitious, but assigned by external sponsors to address real-world problems independent of
our research. Our exploration revealed that the application of PICs in-the-wild differs from that in
pre-crafted scenarios in several notable ways.
The features and requirements of real-world software projects are framed by the in situ prop-

erties of the system and shaped by software industry practices. As a result, in contrast to simu-
lated design scenarios created specifically with the PICs in mind, not all Regulation cards might
be applicable to a given project. For example, Team 9, which developed a dashboard for an
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existing database, did not need to collect any data directly. Therefore, the Regulation cards drawn
by the team, Subject Access and Purpose Specification, were not directly applicable to the
development activities for the project. In addition, in a typical real-world industry project, devel-
opers are not the only, or even the main, decision makers for privacy compliance matters. As our
study shows, developer autonomy is greatly influenced by the characteristics of the project and the
nature of the organization. The teamsworking on amore independent system hadmore freedom to
respond to the regulations, while the teams developing a system with multiple dependencies with
other systems in the organizations tended to consider themselves as mere bystanders in matters of
privacy compliance. A lack of sufficient autonomy can prevent developers from being motivated to
consider and engineer privacy compliance in the systems they develop, thus undermining the core
vision of PbD. PICs can help address this issue by serving as tool that can increase the engagement
of software engineers in discussions of privacy implications of the software they build.
Ambiguity regarding data classification poses a challenge when applying PICs in real-world

projects. The PICs we used did not include a specific definition for the term “personal data,” re-
lying instead on a shared understanding of the term as understood in common practice. While a
definition is essential from a regulatory point of view, we found that it was difficult to disentangle
personal information from sensitive information from a software developer’s point of view. Some
considered the term personal data as being applicable only to highly sensitive pieces of data, such
as social security numbers, medical records, or banking information. Many were unsure whether
personal data covers seemingly benign pieces of information, such as name, gender, age, and so
on. While it is reasonable that sensitive personal data is afforded greater protection, many privacy-
related regulations require special treatment for any information that can reveal someone’s iden-
tify. As such, personal data can cover a wide variety of information, such as name, location, online
identifiers, license plates, biometrics, and so on. Our study shows that a lack of knowledge and
agreement over personal data can get in the way of more nuanced discussions regarding privacy
implications, thus affecting privacy compliance.
It was unclear who was responsible for privacy compliance when data was accessed as a third

party. For instance, many teams seemed to be relieved that they collected no data themselves,
instead using the data provided by other services and platforms, such as Google and Twitter. Since
they did not proactively collect or store any user data themselves, they considered themselves
not responsible for privacy compliance aspects. However, as those handling the data, third-party
software developers are not free from the liability. Using third-party data may even complicate
the situation as system developers need to know more details about collection and compliance
processes used by the first party that obtained the data.
In terms of scheduling the ideation session, students found the PICs activity particularly useful at

the beginning of the project. Due to logistical constraints, the first iteration of the ideation sessions
was carried out in the second term of the course, 2weeks before code freeze.Most students reported
that it was simply too late to introduce any of the privacy-related ideas spurred by the sessions
into design and development. Based on the experience of the first cohort, we moved the ideation
sessions in the other two iterations to the middle of the first term, just after the teams received
their project details and started early work on their plans. Students in the latter two iterations
considered the timing beneficial for them to take privacy into consideration early on.

“It’s good since we have not actually started coding, it’s good for us to start thinking
about all the things.” – (Team 21)

Aligned with the philosophy of PbD, scheduling the ideation sessions at the early stages of soft-
ware development prods software engineers to adopt proactive measures to address privacy con-
siderations in the development process. For example, when discussing the Privacy card, Team 17
proposed the addition of a consent form:
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“If you’re asking for information when they sign up for it, that’s collecting stuff too.
Because right now we have their names, their birthdays, their contact information
. . . that’s big stuff. And the fact that they are participating in this . . . if that stuff is tied to-
gether. So to go back to this all you really need is a consent form, preferably an IRB [In-
stitutional Review Board] form that promises that it’s going to be private.” – (Team 17 )

5.2 Learning about Privacy via the Reflective Ideation Activity

We systematically examined student engagement in the ideation session as a reflective learning
opportunity. We found that ideation cards were successful in triggering lower-level cognitive pro-
cesses for specific components within a project. As Figure 3 shows, 81.1% of the 636 cognitive
tasks we observed fell into the lower-level categories (i.e., Meaning construction, Interpretation,
and Change). A closer look at the the distribution of specific codes and the content of the interac-
tion suggests that students had not previously considered privacy compliance issues at all. As a
result, the PICs prompted them to spend a considerable amount of time discussing and negotiating
the meaning of each card and confirming whether the card was relevant to their projects in the
first place.
These findings suggest that PICs are a promising pedagogical tool to expose student software

developers to knowledge about privacy regulations as an initial step for improving the privacy
properties of their software. This observation further confirms the gap between advocating the
importance of privacy requirements and the practical application of these requirements in real-
world software development. To many developers, privacy consideration come second to ensur-
ing that software is functional. In addition, project sponsors and managers might view privacy
considerations as the purview of legal compliance teams and/or designated privacy managers, so
they may not task developers with privacy requirements [45]. As a result, software engineers are
neither trained to keep privacy in mind when developing software nor equipped with sufficient
knowledge to understand and comply with up-to-date regulations. PICs can help address this issue
by providing a learning opportunity for students and sponsors, thus advancing the PbD agenda.
When comparing the amount of interaction generated by each Regulation card, we noted that

the Explicit Consent, Subject Access, and Breach Notification cards ranked at the top,
while Accountability, Data Minimization, and Data Quality spurred the least discussion. In
discussions spurred by the PICs, students often drew upon their previous experiences as users of
particular technologies (e.g., Google apps). For instance, students from Team 1 realized that they
could apply the Explicit Consent card when users sign up, “like how people have the terms
and regulations.” They continued that explicit consent “is for protecting the company more. . .We
need the legal protection. We have to have the explicit consent of ‘I have signed this waiver. By
signing here, I say I have read this and I understand this.’” The discussions during the ideation
sessions indicated that students leverage implicit knowledge of privacy compliance measures that
are observable in the systems and services they use. Practical examples based on the UX of widely
used systems can serve as a lead-in topic that instructors can use to make privacy compliance more
relatable by building upon the prior knowledge of the students as users. On the other hand, cards
like Accountability and Data Minimization are associated with background processes that are
not as directly accessible to students in their everyday use of technology. Consequently, students
may find these cards vague and hard to decode.
To comply with privacy regulations, a common strategy adopted by the students was emulating

the operation of mainstream services. It is undeniable that studying and following established
practices and standards provides easily accessible solutions to tackle issues. Inexperienced
developers, in particular, are more likely to be influenced by the background set by mainstream
services and consider it as the correct way to comply with privacy regulations. However, this
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practice can be problematic if students follow these practices unconditionally without reflection,
even when they notice problems with typical privacy compliance measures. For example, one
member of Team 1 commented: “It’s funny that people don’t read it [the privacy consent] but
they just check it anyway. Even for Facebook and Snapchat. . . no one reads it. They just press
okay, you can take all my photos.” The reliance on using familiar practices as standard approaches
points to the need for privacy-related critique of common design patterns prior to incorporating
them within other projects.

6 IMPLICATIONS

We discuss the implications of our findings from two perspectives: software engineering education
and PIC design.

6.1 Implications for Software Engineering Education

Based on the analysis of the ideation sessions, we propose the following measures to facilitate
the use of PICs as a pedagogical instrument to help software students learn about privacy-related
practices.

Hold an information session at the beginning. For promoting more higher-order discussion over
PICs in ideation sessions, we propose holding a brief information session or workshop to go over
key privacy principles prior to the ideation sessions. Such an introduction could include a set of
definitions that clarify the key terms related to the PICs as well as examples of typical privacy
compliance practices in industry.

Provide PICs as a reference tool. Because of the time constraints in our ideation sessions, each
team could draw only four to six cards in total. The discussion therefore focused mainly on lim-
ited topics directly related to the drawn cards. Moreover, due to the specifics of each project, some
Regulation cards were not applicable. Students wished to see the other cards to gain a more com-
prehensive consideration of the compliance requirements. Accordingly, we suggest providing the
entire set of ideation cards as a reference tool for capstone courses so that students can utilize
them throughout the project as needed.

Repeat ideation sessions. When students received the initial instructions for the projects, they
began by clarifying requirements and planning the development steps. Applying PICs at early
stages of the projects may have contributed to the lower-level discussion of the meaning and
applicability of the PICs in the projects. It could be beneficial to conduct the ideation sessions
multiple times during the capstone course to capture different stages of the projects. Along with
the ideation sessions, instructors could assign a privacy-focused deliverable. For instance, such a
deliverable could mimic privacy impact assessments that are being used increasingly in relation
to technology [43, 62]. Further, the task related to such a deliverable can serve as a self-directed
learning opportunity in which students externalize their thoughts and document the improvement
in their understanding and practices for developing privacy-compliant software.

Adopt active strategies to facilitate discussion. In order to prompt more higher-order reflection,
we suggest that the facilitator provide guidance and clarification during the ideation sessions.
This could help students better differentiate seemingly similar cards. In addition, some facilitation
strategies, such as introducing real-world cases, inviting questions, asking for clarification, sug-
gesting comparisons, prompting summary, and so on, can promote more higher-order thinking in
reflective discussion [42, 60]. In this regard, the facilitator could play a role akin to that of a product
manager or a privacy manager.
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Incorporate privacy in software engineering education. Privacy regulations and principles are be-
coming increasingly vital for personal and corporate use of technology. Yet, current software engi-
neering curricula lack adequate training for these purposes. Therefore, in the long run, there is a
pressing need for privacy-related curricular content in software engineering education. Such cur-
ricula can ensure that students will be equippedwith basic privacy proficiency prior to entering the
workforce. Research on privacy-related education has thus far focused mostly on user education
by challenging and correcting misconceptions that guide their online behavior [11, 32, 61]. How-
ever, educating software professionals on privacy-related matters is equally important because
they are the ones who design and develop the systems that must be privacy compliant and serve
the privacy needs and expectations of the users.

Communicate proactively with sponsors about privacy compliance. To improve privacy protection
within their projects, some teams in our study planned to bring up privacy-related matters with
their sponsors.

“There is a lot we don’t know like a lot of stuff that he [the sponsor] takes care of in the
backend that we don’t really touch, so it could be good just to have that conversation
with him to start.” – (Team 21)

Working within an organization necessarily restricts the freedom of developers to work as they
please. However, the organizational context should not be a barrier that prevents software engi-
neers from designing proactively for privacy compliance. Without empowering developers with
the knowledge and autonomy they need tomake privacy-related design decisions, PbDwill remain
disconnected from the development stage of the software lifecycle in practice. To address this issue
within capstone courses, we advocate greater communication and transparency between student
teams and their industry sponsors regarding the handling of privacy-related matters. In particu-
lar, the relationship between the teams and their sponsors should emphasize shared interest and
responsibility regarding privacy compliance.

6.2 Implications for PIC Design

In addition to perceptions of the ideation activities, the reports submitted by the teams after the
ideation sessions pointed to several suggestions for PIC design.

Make the cards aesthetically pleasing and fun. The aesthetics of the cards and the game element
involved in their use contributed to the students enjoying use of the cards as stimulative props for
reflection. For instance, the students found the color schemes and icons attractive (“The cards are
really cute.” “The icon is very good.”). The inclusion of the game element (i.e., card playing) made
the learning activity enjoyable and relatable as the students had fun drawing and examining the
cards (“I almost feel like it’s a game.” “It’s like we are playing a game.”). As one student commented,
“It feels natural to start talking about these cards.”

Avoid lengthy descriptions and jargon. Most prominently, the students suggested rewording the
text on some Regulation cards for greater clarity:

“They [the cards] were kind of wordy, some of them. The ones with multi-line sen-
tences were hard to understand . . . like the Subject Access one. I don’t know what
this is saying. You read it like three times.” – (Team 17 )

There is a tension between sufficiently capturing complex regulatory nuance while keeping
the text short and easily understandable by a lay person. Clearer and shorter descriptions could
reduce the cognitive burden of understanding the cards. It would also be worthwhile to refine

ACM Transactions on Computing Education, Vol. 21, No. 4, Article 34. Publication date: October 2021.



Promoting Privacy Considerations in Real-World Projects 34:23

the descriptions through an iterative process that incorporates student feedback. In fact, the card
design process could itself be educational by serving to engage software students in learning about
privacy aspects of technology and helping develop an appreciation for the PbD approach.

Include illustrative examples. Supporting examples to illustrate application of the concept con-
nected to a card could help enhance comprehension. The students sometimes failed to differenti-
ate the nuance between different cards because they lacked prior exposure to the basic concepts
presented in the ideation cards. For instance, the students complained that some cards presented
overlapping concepts, thus coming across as repetitive. For example, a student argued that the
Notice and Purpose Specification cards cover a similar concept.

“I noticed that the two cardswe happened to get are fairly similar: Notice and Purpose
Specification. Both go with the idea that you have to be explicit and make sure the
user knows what the information is and what it’s being used for. So those kind of went
hand in hand.” – (Team 8)

In cases such as the one mentioned above, illustrative examples could help students grasp
nuanced differences and become familiar with basic privacy-related concepts. However, providing
examples could have a priming effect that prevents a full examination of the matter. Therefore,
if examples are included, they should be chosen carefully to avoid constraining people’s thought
processes.

7 LIMITATIONS AND FUTURE WORK

Our study has the following main limitations. First, we were able to conduct the ideation session
only once during each offering of the two-term course because of logistical constraints. Therefore,
our results might not present a comprehensive view of privacy compliance as an ongoing practice
throughout the software development lifecycle. Future studies could repeat the ideation sessions
multiple times during a project and examine the changes across the stages in privacy compliance
proficiency and processes.
Second, participants in the study were university students. While the capstone course facilitated

an investigation of PICs as a pedagogical tool, the students were not yet industry professionals.
Future studies with industry professionals could help understand the generalizability of PICs as a
training tool for experienced developers.
Third, we could not investigate how the student teams implemented the proposed changes in

their projects due to confidentiality concerns of the sponsors. Future studies should study how
ideas generated in the ideation sessions influence properties of the code and outcomes of the
projects.
Fourth, we used time-limited discussion to focus participant attention and facilitate meaningful

discussion in a brief amount of time based on an established protocol of ideation card activities
(e.g., [18, 21]). Since complex cognitive tasks typically require extra processing time, the time limit
may, however, create constraints that could inhibit students from moving to a higher-order cogni-
tive thinking. Future studies could investigatewhether an extended discussion time induces higher-
order thinking in ideation activities and examine how the cognitive processes unfold over time.

8 CONCLUSION

Inspired by the philosophy of PbD, we developed and tested a suit of PICs in real-world under-
graduate software engineering projects to support student learning of privacy concepts related
to technology. By applying the PICs in ideation sessions in three offerings of a capstone course,
we found that PICs foster greater student consideration and understanding of the extent to which
their software design and implementation align with contemporary privacy regulations. We
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demonstrate that PICs are a promising resource that helps fill privacy-related knowledge gaps
among undergraduate software students. In addition, PICs can be an effective training tool to
promote strategic privacy-related learning among professionals. Application of PICs in real-world
software development can enhance privacy compliance and promote greater use of PbD principles
in the software industry.

APPENDICES

A IDEATION CARDS: USER

Users: The people who use your system.

Number Card Description

1 Older People Your users might be age 65 or older.
2 Mental Health Your users might suffer from poor mental health.
3 Children Your users might be children or adolescents.
4 Visual Impairment Your users might be blind or have other visual impairments that

could impact their use of the system.
5 Poor Literacy Your users might be adults with low levels of literacy.
6 Gender Spectrum Your users might identify with any of a range of different genders.
7 Ex-Offenders Your users might be ex-offenders and might include people on pro-

bation.
8 Second Language Your users might understand English as a second or third language

at varying levels of fluency.
9 Country of Residence Your users might reside in a country other than your own.

B IDEATION CARDS: CONSTRAINT

Constraints: Limitations applied to your system.

Number Card Description

1 Default Sharing The system should allow for default sharing with third
parties.

2 Limited Connection The system should be able to operate with limited or
sporadic network connectivity.

3 Social Sharing The system should engage with third-party social
media services.

4 Low Cost The system should be designed as inexpensively as
possible.

5 Data Maximization The system should collect as much data as possible
about the user.

6 Privacy The system should enhance a user’s perception of
privacy.

7 Minimal Distraction The system should not distract the user from primary
goals or day-to-day activities.

8 Data Minimization The system should collect as little data as possible.
9 Careful Collection The system should not collect (by accident or intention)

any third-party data.
10 Low Energy The system should rely on low levels of power or

energy to operate.
11 User Control The system should allow the user a high level of

control.
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C IDEATION CARDS: REGULATION

Regulations: Legal requirements for your system.

Number Card Description

1 Notice You should provide notice to users about what data is to
be collected, how it will be used and disseminated, and
how it will bemaintained. Howwill your system do that?

2 Explicit Consent You should only collect personal data after the user has
given explicit and informed consent to data collection
for a specific purpose. How does your system go about
obtaining explicit consent from users?

3 Purpose Specification The purposes for which personal data are collected
should be specified at the time of data collection, and
you should use the data collected only for the purposes
specified. How does this impact your system?

4 Data Minimization You should collect personal data only if it is directly rele-
vant and necessary to accomplish the purposes specified
at the time of collection. How does your system ensure
this is so?

5 Data Quality Personal data should be relevant to the purposes for
which it is to be used, accurate, complete, and up to date.
How does your system ensure that data quality is main-
tained?

6 Subject Access Systems should provide means for establishing the exis-
tence and nature of any personal data held about a data
subject, the purpose of data use, and the identity of the
data controller. How does your system make this possi-
ble?

7 Security Personal data should be protected by reasonable secu-
rity safeguards against such risks as loss, unauthorized
access, destruction, use, modification, disclosure, and so
on. What security issues might affect your system, and
how does your system address those issues?

8 Breach Notification You are required to inform users of data breaches (loss,
damage, or illicit access) without undue delay.Whatmea-
sures do you have in place for such a scenario?

9 Accountability A data controller should be accountable for complying
with the measures you have in place for protecting per-
sonal data of users. How will your system support ac-
countability?
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