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A bstr a ct — O v e r t h e l ast d e c a d e, I nt e r n et of T hi n gs (I o T) h as
p e r m e at e d o u r d ail y lif e wit h a b r o a d r a n g e of a p pli c ati o ns.
H o w e v e r, a l a c k of s uf fi ci e nt s e c u rit y f e at u r es i n I o T d e vi c es
r e n d e rs I o T e c os yst e ms v ul n e r a bl e t o v a ri o us n et w o r k i nt r usi o n
att a c ks, p ot e nti all y c a usi n g s e v e r e d a m a g e. P r e vi o us w o r ks h a v e
e x pl o r e d usi n g m a c hi n e l e a r ni n g t o b uil d a n o m al y d et e cti o n
m o d els f o r d ef e n di n g a g ai nst s u c h att a c ks. I n t his p a p e r, w e
p r o p os e F e C o, a f e d e r at e d- c o nt r asti v e-l e a r ni n g f r a m e w o r k t h at
c o o r di n at es i n- n et w o r k I o T d e vi c es t o j oi ntl y l e a r n i nt r usi o n
d et e cti o n m o d els. F e C o utili z es f e d e r at e d l e a r ni n g t o all e vi at e
us e rs’ p ri v a c y c o n c e r ns as p a rti ci p ati n g d e vi c es o nl y s u b mit
t h ei r m o d el p a r a m et e rs r at h e r t h a n l o c al d at a. C o m p a r e d t o
p r e vi o us w o r ks, w e d e v el o p a n o v el r e p r es e nt ati o n l e a r ni n g
m et h o d b as e d o n c o nt r asti v e l e a r ni n g t h at is a bl e t o l e a r n a m o r e
a c c u r at e m o d el f o r t h e b e ni g n cl ass. F e C o si g ni fi c a ntl y i m p r o v es
t h e i nt r usi o n d et e cti o n a c c u r a c y c o m p a r e d t o p r e vi o us w o r ks.
B esi d es, w e i m pl e m e nt a t w o-st e p f e at u r e s el e cti o n s c h e m e t o
a v oi d o v e r fitti n g a n d r e d u c e c o m p ut ati o n ti m e. T h r o u g h e xt e nsi v e
e x p e ri m e nts o n t h e N S L- K D D d at as et, w e d e m o nst r at e t h at F e C o
a c hi e v es as hi g h as 8 % a c c u r a c y i m p r o v e m e nt c o m p a r e d t o
t h e st at e- of-t h e- a rt a n d is r o b ust t o n o n-II D d at a. E v al u ati o ns
o n c o n v e r g e n c e, c o m p ut ati o n o v e r h e a d, a n d s c al a bilit y f u rt h e r
c o n fi r m t h e s uit a bilit y of F e C o f o r I o T i nt r usi o n d et e cti o n.

I. I N T R O D U C T I O N

T h e l ast d e c a d e h as s e e n a n e x p o n e nti al gr o wt h of t h e I n-
t er n et of T hi n gs (I o T) d e vi c es. H a vi n g a c hi e v e d t h e mil est o n e
of 1 2 billi o n c o n n e ct e d d e vi c es i n 2 0 2 0, it is esti m at e d t h at b y
2 0 2 5 t h er e will b e m or e t h a n 3 0. 9 billi o n I o T d e vi c es i n t h e
m ar k et 1 . I o T st arts a n e w p ar a di g m w h er e billi o ns of s m art
d e vi c es wit h e m b e d d e d c o m p ut ati o n al c a p a bilit y a n d I nt er n et
c o n n e cti vit y c a n a ut o m ati c all y w or k wit h mi ni m al h u m a n
i nt er v e nti o n. D u e t o l o w c ost a n d v ers atilit y, I o T d e vi c es
ar e b ei n g us e d i n al m ost all s e ct ors: h e alt h c ar e, s m art citi es,
a gri c ult ur e, a n d tr a ns p ort ati o n, t o n a m e a f e w [ 1] –[ 3].

H o w e v er, s u c h a p er v asi v e n ess als o i n cr e as es t h e ris k of
d at a br e a c h es a n d c y b er att a c ks. I n t h e p ast d e c a d e, w e h a v e
s e e n i n cr e as e d att a c ks i n v ol vi n g I o T d e vi c es a n d I o T s yst e ms.
M a n y of t h e I o T d e vi c es h a v e li mit e d o n- d e vi c e r es o ur c es s u c h
as c o m p uti n g p o w er a n d m e m or y, w hi c h li mits t h e a m o u nt
a n d t y p es of s e c urit y m e c h a nis ms t h at c a n b e i m pl e m e nt e d
i n t h e m. M a n y I o T m a n uf a ct ur es ar e n ot s e c urit y-s a v v y. I n a
r us h t o r oll o ut n e w pr o d u cts, v er y oft e n o nl y mi ni m al s e c urit y
f e at ur es ar e i n cl u d e d, n ot t o m e nti o n pr o vi di n g o n g oi n g s u p-
p ort or s oft w ar e s e c urit y u p d at es. T h e d ef a ult c o n fi g ur ati o n
of a n I o T d e vi c e us u all y r e m ai ns i n pl a c e if n o o n e m a k es
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t h e eff ort t o c h a n g e it [ 4]. O n e n ot a bl e att a c k o n I o T is
Mir ai [ 5] w hi c h o v er w h el m e d s e v er al hi g h- pr o fil e t ar g ets wit h
m assi v e distri b ut e d d e ni al- of-s er vi c e ( D D o S) att a c ks i n l at e
2 0 1 6. M or e t h a n h alf a milli o n d e vi c es w er e i nf e ct e d i n a
f e w m o nt hs. S e c urit y p at c hi n g is o n e p ossi bl e r e m e d y t o
t h e s e c urit y iss u es. H o w e v er, m a n y d e vi c es l a c k a p pr o pri at e
f a ciliti es f or a ut o m at e d s e c urit y u p d at es, or t h er e m a y b e
si g ni fi c a nt d el a ys u ntil d e vi c e m a n uf a ct ur ers pr o vi d e t h e m.
C o nsi d eri n g t h at I o T d e vi c es t y pi c all y c o n n e ct t o t h e I nt er n et
t hr o u g h a l o c al g at e w a y, a m or e pr a cti c al a n d eff e cti v e i d e a
t o s e c ur e I o T d e vi c es a n d s yst e ms is t o i m pl e m e nt a n I D S
i n t h e l o c al g at e w a y. A n I D S c o nti n u o usl y m o nit ors i n c o mi n g
d at a str e a ms g e n er at e d b y di v ers e s o ur c es a n d a n al y z es t h e m
t o d et e ct c y b er t hr e ats.

I d e all y, a n et w or k I D S d e vi c e s h o ul d b e pl a c e d at a d at a
c o n c e ntr ati o n p oi nt i n t h e n et w or k f or b est p erf or m a n c e. F or
i nst a n c e, m ost oft e n a n I D S d e vi c e is d e pl o y e d b e hi n d t h e
fir e w all at t h e g at e w a y of a n e d g e n et w or k. F or a n I D S i n
a n I o T n et w or k, t h er e ar e t w o m ai n pl a c e m e nt str at e gi es:
distri b ut e d a n d c e ntr ali z e d. I n a distri b ut e d pl a c e m e nt [ 6],
[ 7], a l o c al g at e w a y or e d g e r o ut er i n d e p e n d e ntl y m a n a g es
its o w n I D S f or t h e l o c al n et w or k. D u e t o t h e s c ar cit y of l o c al
d at a, distri b ut e d I D S m a y s uff er l o w a c c ur a c y. O n t h e ot h er
h a n d, t h e risi n g c o n c er n of pri v a c y p os es gr e at c h all e n g es
t o a c e ntr ali z e d pl a c e m e nt [ 8], [ 9]. L e g al r estri cti o ns ( e. g.,
HI P A A 2 ) a ct u all y pr o hi bit c oll e cti n g a n d st ori n g c ert ai n t y p es
of us er d at a t o a c e ntr al s er v er. I n o ur p urs uit t o d esi g n a n
ef fi ci e nt, a c c ur at e, y et pri v a c y- c o ns ci o us I D S f or I o T n et w or k,
w e r es ort t o t h e F e d er at e d L e ar ni n g ( F L) fr a m e w or k [ 1 0] –
[ 1 2]. F L e n a bl es l o c al g at e w a ys t o c o o p er ati v el y c o ntri b ut e t o
t h e tr ai ni n g of a gl o b al m o d el b y pr o vi di n g t h eir l o c al m o d el
p ar a m et er t o a c e ntr al s er v er. T hr o u g h a n it er ati v e l e ar ni n g
pr o c ess, t h e gl o b al m o d el a c hi e v es g o o d g e n er ali z ati o n b y
l e ar ni n g k n o wl e d g e fr o m a l ar g e n u m b er of I o T d e vi c es. H o w-
e v er, d u e t o d e vi c e h et er o g e n eit y (i n t er ms of c o m m u ni c ati o n
pr ot o c ols a n d c o- e xisti n g t e c h n ol o gi es), t h e p att er n of n or m al
n et w or k tr af fi c v ari es dr a m ati c all y a m o n g diff er e nt t y p es of
I o T d e vi c es. L e ar ni n g a u ni v ers al m o d el a cr oss all diff er e nt
d e vi c e t y p es m a y r e n d er t h e I D S us el ess. T o a d dr ess t his
pr o bl e m, w e c h o os e t h e d e vi c e-t y p e-s p e ci fi c d esi g n [ 4] t h at
b uil ds a n I D S m o d el f or e a c h t y p e of I o T d e vi c es, w hi c h t e n ds
t o pr o vi d e m or e a c c ur at e m o d els.

I n g e n er al, t h er e e xist t w o m ai n a p pr o a c h es f or i ntr usi o n d e-
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t e cti o n: a n o m al y- b as e d I ntr usi o n D et e cti o n S yst e m (I D S) a n d
si g n at ur e- b as e d I D S [ 1 3] –[ 1 6]. A n a n o m al y- b as e d I D S l e ar ns
a m o d el t h at r e pr es e nts t h e n or m al b e h a vi or a n d g e n er at es a n
al ar m w h e n t h e d e vi ati o n of a n i n c o mi n g i nst a n c e fr o m t h e
n or m al b e h a vi or s ur p ass es a s e c urit y t hr es h ol d. A si g n at ur e-
b as e d I D S d et e cts i ntr usi o ns b y c o m p ari n g i n c o mi n g tr af fi c
wit h t h e s a v e d si g n at ur es i n a d at a b as e of k n o w n att a c ks. D u e
t o t h e n at ur e of t h eir d esi g n, si g n at ur e- b as e d I D Ss ar e n ot a bl e
t o d et e ct z er o- d a y att a c ks. We f o c us o n a n o m al y- b as e d I D S
i n t his p a p er d u e t o its s u p eri or c a p a bilit y of d et e cti n g n o v el
att a c ks. Wit h t h e gr e at s u c c ess of m a c hi n e l e ar ni n g i n p att er n
r e c o g niti o n, utili zi n g m a c hi n e l e ar ni n g i n a n o m al y- b as e d I D Ss
is a si g ni fi c a nt tr e n d i n t h e l ast t w o d e c a d es. I n t h e m a c hi n e-
l e ar ni n g- b as e d I D Ss, it is criti c al t o l e ar n a n or m al pr o fil e.
W hil e b ei n g a bl e t o d et e ct n o v el att a c ks, t h e m a c hi n e-l e ar ni n g-
b as e d I D Ss als o s uff er fr o m t h e hi g h f als e- p ositi v e r at e ( F P R)
c o m p ar e d t o t h e si g n at ur e- b as e d I D Ss. A f als e p ositi v e o c c urs
w h e n a n i n c o mi n g b e ni g n tr af fi c i nst a n c e d e vi at es fr o m t h e
l e ar n e d pr o fil e a n d is mis cl assi fi e d as m ali ci o us. D u e t o t h e
l ar g e v ari a bilit y of n or m al n et w or k tr af fi c, it h as b e e n a r e al
c h all e n g e f or t h e m a c hi n e-l e ar ni n g- b as e d I D Ss t o fi n d st a bl e
n oti o ns of n or m alit y f or s u c h n or m al tr af fi c.

E xtr a cti n g t h e c o m m o n pr o p erti es of b e ni g n v ari ati o ns
pr e cis el y a n d eff e cti v el y is a k e y st e p i n l e ar ni n g a st a bl e
n or m al pr o fil e. T his p a p er pr o p os es a n e w w a y t o a c hi e v e
t his — e m pl o yi n g c o ntr asti v e l e ar ni n g [ 1 7] –[ 1 9] t o tr a nsf or m
a n ori gi n al tr af fi c i nst a n c e i nt o a n e w r e pr es e nt ati o n. S p e ci fi-
c all y, w e b uil d a f e e d-f or w ar d arti fi ci al n e ur al n et w or k ( A N N)
t h at t a k es a n ori gi n al tr af fi c i nst a n c e as i n p ut a n d o ut p uts a n e w
r e pr es e nt ati o n. O ur g o al is t o l e ar n a n e w f e at ur e s p a c e w h er e
t h e b e ni g n r e pr es e nt ati o ns li e i n a s m all cl ust er w hil e att a c k
r e pr es e nt ati o ns st a y f ar fr o m t h e b e ni g n cl ust er s o t h at t h e
diff er e nti ati o n of t h e t w o c a n b e m a d e e asi er. B y mi ni mi zi n g
t h e v ol u m e of a h y p er-s p h er e t h at e n cl os es t h e r e pr es e nt ati o ns
of t h e n or m al d at a, w e c a n tr ai n a n A N N m o d el t h at is a bl e
t o e xtr a ct t h e c o m m o n pr o p erti es of b e ni g n v ari ati o ns m or e
pr e cis el y, w hi c h l e a ds t o i m pr o v e d r o b ust n ess of t h e n or m al
pr o fil e a n d si g ni fi c a ntl y r e d u c e d F P R. F urt h er m or e, i n or d er
t o r e d u c e t h e c o m p ut ati o n o v er h e a d, w e b uil d a li g ht w ei g ht
A N N wit h o nl y t w o hi d d e n l a y ers f or r es o ur c e- c o nstr ai n e d
I o T d e vi c es.

Fi n all y, w e b uil d F e C o , a F e d er at e d- C o ntr asti v e-l e ar ni n g
fr a m e w or k, b y i n c or p or ati n g F L i nt o t h e c o ntr asti v e-l e ar ni n g-
b as e d I D S t o a c hi e v e a c c ur at e d et e cti o n a n d pr es er v e d at a
pri v a c y si m ult a n e o usl y. I n t h e F e C o d esi g n, e a c h l o c al g at e w a y
m a n a g es a l o c al I D S m o d el a n d all g at e w a ys c o o p er ati v el y
w or k wit h a c e ntr al s er v er t o b o ost l o c al d et e cti o n p erf or-
m a n c e. T o a v oi d t h e o v er fitti n g of a n I D S m o d el t o irr el e v a nt
f e at ur es, w e pr o p os e a t w o-st e p f e at ur e s el e cti o n s c h e m e f or
pr e- pr o c essi n g t h e i n p ut d at a. We r e m o v e l ess si g ni fi c a nt
f e at ur es a n d o nl y r et ai n ess e nti al i nf or m ati o n f or d et e cti o n.
We e xt e nsi v el y e v al u at e F e C o usi n g a n et w or k tr af fi c d at as et
(i. e., N S L- K D D d at as et [ 2 0]) t o d e m o nstr at e t h e eff e cti v e n ess
of F e C o i n d et e cti n g i ntr usi o ns. O ur c o ntri b uti o ns ar e s u m m a-
ri z e d as f oll o ws:

• We pr o p os e a n o v el m et h o d f or b uil di n g t h e “ n or m ” i n

a n a n o m al y- b as e d I D S b y l e ar ni n g n e w r e pr es e nt ati o ns
f or n et w or k tr af fi c b as e d o n c o ntr asti v e l e ar ni n g. Wit h
t h e pr o p os e d n e w m et h o d, t h e l e ar n e d r e pr es e nt ati o ns of
b e ni g n i n p uts li e o nl y i n a s m all cl ust er, e n a bli n g F e C o
t o e xtr a ct a st a bl e t e m pl at e f or b e ni g n i n p uts. E xt e nsi v e
e v al u ati o n r es ults s h o w t h at r e pr es e nt ati o n l e ar ni n g i n
F e C o si g ni fi c a ntl y b o osts its d et e cti o n a c c ur a c y c o m p ar e d
t o pr e vi o us w or ks.

• We pr o p os e a t w o-st e p f e at ur e s el e cti o n s c h e m e t o r e d u c e
t h e ris k of o v er fitti n g. O ur f e at ur e s el e cti o n s c h e m e
e x pl oits f e at ur e c orr el ati o n a n d i m p ort a n c e a n d e xtr a cts
o nl y t h e ess e nti al i nf or m ati o n f or i ntr usi o n d et e cti o n.
S u c h a s c h e m e als o h el ps r e d u c e c o m p ut ati o n c o m pl e xit y
as a r es ult of s m all er i n p ut di m e nsi o n alit y, m a ki n g F e C o
m or e s uit a bl e f or r es o ur c e- c o nstr ai n e d I o T d e vi c es.

• We e xt e nsi v el y e v al u at e F e C o usi n g t h e N S L- K D D
d at as et a n d c o m p ar e it wit h 1 1 b as eli n es. T h e r es ults
d e m o nstr at e t h e eff e cti v e n ess of c o ntr asti v e-l e ar ni n g-
b as e d I D S, s h o wi n g a n 8 % a c c ur a c y i m pr o v e m e nt o v er
t h e st at e- of-t h e- art. F or z er o- d a y att a c ks (i. e., att a c ks
u ns e e n b y t h e tr ai ni n g d at as et), F e C o a c hi e v es a r e c all
8 % t o 4 2 % hi g h er t h a n ot h er b as eli n es. F e C o is r o b ust
t o n o n-II D (I n d e p e n d e nt a n d I d e nti c all y Distri b ut e d) d at a
b y s h o wi n g c o nsist e nt a c c ur a c y i n diff er e nt d at a distri-
b uti o ns. We als o i n v esti g at e F e C o o n t h e c o n v er g e n c e
p erf or m a n c e, s c al a bilit y, a n d o v er h e a d t o s h o w t h at it is
s uit a bl e f or I o T s yst e ms.

II. R E L A T E D W O R K

We f o c us o n a n o m al y- b as e d I D Ss i n t his p a p er. T h e k e y
c o m p o n e nt of a g e n er al a n o m al y- b as e d I D S is a m o d el t h at c a n
r e pr es e nt t h e l e giti m at e tr af fi c. I n w h at f oll o ws, w e r e vi e w t h e
a n o m al y- b as e d I D Ss wit h a f o c us o n t h e I D Ss i n t h e d o m ai n
of I o T.

I D S pl a c e m e nt is a n i m p ort a nt d esi g n c h oi c e i n I o T s yst e ms
c o m p ar e d t o c o m p ut er n et w or ks. T h er e e xist t hr e e I D S pl a c e-
m e nt str at e gi es: distri b ut e d I D S pl a c e m e nt [ 6], [ 7], c e ntr ali z e d
I D S pl a c e m e nt [ 8], a n d h y bri d I D S pl a c e m e nt [ 9]. R e c e ntl y,
wit h t h e a d v a n c es of F e d er at e d L e ar ni n g ( F L) [ 1 0], F L- b as e d
I D Ss [ 4], [ 2 1], [ 2 2] ar e b e c o mi n g i n cr e asi n gl y p o p ul ar. F L
all o ws a distri b ut e d pl a c e m e nt t o h a v e a b ett er g e n er ali z ati o n
p erf or m a n c e as it t a k es a d v a nt a g e of di v ers e s ets of tr ai ni n g
d at a fr o m a l ar g e n u m b er of I o T d e vi c es F L als o pr o vi d es
b ett er pri v a c y- pr es er v ati o n i n I D Ss c o m p ar e d t o c e ntr ali z e d
pl a c e m e nt. N g u y e n et al. [ 4] ar e t h e first t o e m pl o y F L i n
a n o m al y- b as e d I D Ss. I n t h eir d esi g n, a l o c al g at e w a y us es its
l o c al d at a t o tr ai n t h e m o d el a n d s u b mits t h e m o d el p ar a m et ers
t o t h e cl o u d s er v er. T h e cl o u d s er v er t h e n a g gr e g at es t h es e
l o c al m o d els i nt o a gl o b al m o d el. Si n c e t h e n, m ulti pl e w or ks
( e. g., [ 2 1] [ 2 2]) h a v e e x pl or e d t h e us e of F L fr a m e w or k
t o e n a bl e d e c e ntr ali z e d e d g e d e vi c es t o l e ar n a n a n o m al y
d et e cti o n m o d el usi n g o nl y o n- d e vi c e d at a at e a c h e d g e d e vi c e.

I n t h e ar e a of a n o m al y- b as e d I D Ss, m a c hi n e l e ar ni n g m e c h-
a nis ms h a v e b e e n e xt e nsi v el y r es e ar c h e d i n t h e lit er at ur e.
T h e m ost p o p ul ar str at e g y f or d et e cti n g att a c ks is t o m o nit or
a n et w or k’s a cti vit y a n d r e p ort p ot e nti al a b n or m al e v e nts:
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d e vi ati o ns fr o m pr o fil es of n or m alit y pr e vi o usl y l e ar n e d fr o m
b e ni g n tr af fi c [ 4], [ 2 3] –[ 2 5]. D u et al. [ 2 4] pr o p os e d D e e p L o g
t h at utili z es L o n g S h ort- Ter m M e m or y t o m o d el a s yst e m l o g
as a n at ur al l a n g u a g e s e q u e n c e. D e e p L o g a ut o m ati c all y l e ar ns
l o g p att er ns fr o m n or m al e x e c uti o n a n d d et e cts a n o m ali es
w h e n l o g p att er ns d e vi at e fr o m t h e l e ar n e d p att er n. Mirs k y
et al. [ 2 5] pr o p os e d t o utili z e a n e ns e m bl e of a ut o e n c o d ers
t o diff er e nti at e b et w e e n n or m al a n d a b n or m al tr af fi c p att er ns.
T h e a ut o e n c o d er r e c o nstr u cts a n i n p ut a n d c o m p ut es t h e r e c o n-
str u cti o n err or i n t er ms of r o ot m e a n s q u ar e d err ors ( R M S E).
A n al ar m is g e n er at e d w h e n R M S E v al u e e x c e e ds a t hr es h ol d.
N g u y e n et al. [ 4] m o d el e d n et w or k p a c k ets as s y m b ols i n a
l a n g u a g e e n a bli n g t h e us e of G at e d R e c urr e nt U nits ( G R U))
f or a n o m al y d et e cti o n. S p e ci fi c all y, t h e G R U m o d el esti m at es
a pr o b a bilit y of t h e n e xt s y m b ol, a n d a n al ar m is r ais e d if t h e
o c c urr e n c e pr o b a biliti es of a s uf fi ci e nt n u m b er of p a c k ets f all
b el o w a d et e cti o n t hr es h ol d.

B esi d es t h e m e c h a nis ms dis c uss e d a b o v e, s o m e ot h er I D Ss
dir e ctl y l e ar n a bi n ar y cl assi fi er f or d et e cti n g i ntr usi o ns. P a-
j o u h et al. [ 2 6] pr o p os e d a T D T C t h at utili z es t w o tir es of
cl assi fi c ati o n t o i m pr o v e d et e ct r at e. T D T C first us es t h e N ai v e
B a y es cl assi fi er t o i d e ntif y a n o m al o us b e h a vi or. T h e n a K-
N e ar est N ei g h b or m o d el is us e d t o f urt h er d et e ct a n o m ali es
fr o m t h os e i nst a n c es t h at ar e cl assi fi e d as n or m al b y t h e N ai v e
B a y es m o d el. R at h or e et al. [ 2 7] pr o p os e d a n E S F C M m et h o d
t h at i nt e gr at es a F u z z y C- M e a ns wit h t h e E xtr e m e L e ar ni n g
M a c hi n e ( E L M) cl assi fi er t o a c hi e v e ef fi ci e nt att a c k d et e cti o n
i n I o T. Wa n g et al. [ 2 8] e x pl oit e d t h e p erf or m a n c e of a n
i ntr usi o n d et e cti o n cl assi fi er a g ai nst e v asi v e i ntr usi o ns. M or e
m a c hi n e-l e ar ni n g- b as e d I D Ss ar e dis c uss e d i n s ur v e y p a p ers
[ 2 9], [ 3 0].

III. S Y S T E M M O D E L A N D T H R E A T M O D E L

We ass u m e a n I o T n et w or k wit h m ulti pl e t y p es of I o T
d e vi c es ( e. g., I P c a m er a, s m art li g ht) c o n n e ct e d vi a a l o c al
g at e w a y. As s h o w n i n Fi g. 1, w e f o c us o n t h e d e vi c e-t y p e-
s p e ci fi c I D S d esi g n. F or e a c h t y p e of d e vi c e, a n u m b er of
g at e w a ys c o o p er ati v el y l e ar n a n I D S m o d el t hr o u g h a n F L
fr a m e w or k. A n F L s yst e m i n v ol v es t w o m ai n c o m p o n e nts:
l o c al g at e w a ys (i. e., cli e nts) a n d a m o d el a g gr e g at or, w hi c h
w e d es cri b e b el o w.

A l o c al g at e w a y G is a cli e nt of t h e F L s yst e m a n d m a n a g es
I D Ss f or d et e cti n g c o m pr o mis e d I o T d e vi c es i n t h e l o c al
n et w or k. G m a y m a n a g e m ulti pl e I D Ss if t h er e ar e m ulti pl e
d e vi c e t y p es pr es e nt i n t h e l o c al n et w or k. G c a n c h o os e
w h et h er or n ot t o p arti ci p at e i n t h e l e ar ni n g pr o c ess b as e d
o n its c o m p ut ati o n c a p a bilit y, w hi c h r es ults i n t w o o p er ati o n
m o d es: l e ar ni n g m o d e a n d c o ns u m er m o d e. G i n l e ar ni n g m o d e
is a cli e nt of t h e F L s yst e m, w hil e G i n c o ns u m er m o d e o nl y
r e q u est a n I D S m o d el fr o m a c e ntr al s er v er. I n t h e r est of
t h e p a p er, t h e d ef a ult m o d e f or G is l e ar ni n g m o d e. G is als o
r es p o nsi bl e f or i d e ntif yi n g t h e t y p e of d e vi c es w h e n a n e w I o T
d e vi c e j oi ns t h e l o c al n et w or k. S u c h d e vi c e-t y p e-i d e nti fi c ati o n
t e c h ni q u es w er e w ell st u di e d i n [ 3 1] –[ 3 3]. We ass u m e G t o
h a v e a c c ess t o t h e n et w or k tr af fi c of t h e I o T d e vi c es i n t h e
l o c al n et w or k, w hi c h is t h e s a m e as [ 4], [ 2 5].

L o c al N et w or k 1                    
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Fi g. 1: T h e s yst e m d esi g n of o ur d e vi c e-t y p e-s p e ci fi c I D S – F e C o.
L o c al g at e w a ys c o o p er ati v el y tr ai n a n I D S m o d el f or e a c h t y p e of
I o T d e vi c es t hr o u g h F L. T h e d et ail of t h e I D S s h o w n as a bl u e i c o n
i n t his fi g ur e is d e pi ct e d i n Fi g. 3.

A m o d el a g g r e g at o r A is r es p o nsi bl e f or a g gr e g ati n g t h e
p ar a m et er u p d at es of a n I D S m o d el fr o m G s a n d s e n di n g t h e
u p-t o- d at e I D S m o d el t o G s . T y pi c all y, A w o ul d b e r u n b y a
s er vi c e pr o vi d er s u c h as A m a z o n, G o o gl e, Mi cr os oft, et c.

T h e F L pr o c ess b et w e e n A a n d G c a n b e e x pl ai n e d as
f oll o ws. I n t h e b e gi n ni n g, A r a n d o ml y i niti ali z es a gl o b al
m o d el Θ . I n e a c h tr ai ni n g r o u n d, A s el e cts a s u bs et of cli e nts
a n d distri b ut es t h e c urr e nt gl o b al m o d el Θ t o t h e s el e ct e d
cli e nts. E a c h s el e ct e d cli e nt i niti ali z es its l o c al I D S m o d el θ
b y Θ a n d c o nti n u es tr ai ni n g t h e m o d el wit h its l o c al d at a.
I n t h e pr o p os e d F e C o s yst e m, t h e l o c al tr ai ni n g is b as e d o n
a c o ntr asti v e l e ar ni n g al g orit h m (s e e S e c. I V). Aft er s e v er al
l o c al tr ai ni n g e p o c hs, G u pl o a ds its m o d el w ei g hts θ i t o A .
At t h e e n d of e a c h r o u n d, A a g gr e g at es l o c al m o d els r e c ei v e d
fr o m G s f oll o wi n g a n a g gr e g ati o n r ul e s u c h as Fe d S G D a n d
Fe d Av g [ 1 0]. At t h e e n d of a F L t as k, A o ut p uts t h e fi n al
gl o b al m o d el.

T h r e at M o d el: I o T d e vi c es ar e e as y t ar g ets of m a n y
n et w or k- b as e d i ntr usi o ns, s u c h as u n a ut h ori z e d a c c ess, a d-
dr ess s p o o fi n g, f als e d at a i nj e cti o n, disr u pti o n of n et w or k
c o n n e cti vit y. O n c e c o m pr o mis e d, t h e y t e n d t o b e e x pl oit e d
t o l a u n c h att a c ks t o ot h er n et w or k c o m p o n e nts or s er vi c es. I n
t his p a p er, o ur g o al is t o d et e ct m ali ci o us n et w or k tr af fi c f or
eit h er p ur p os es.

I V. F E C O D E S I G N

A. W or k fl o w of I D S

T h e w or k fl o w of t h e pr o p os e d F e C o is s h o w n i n Fi g. 2
w hi c h pr o vi d es a n o v er all vi e w of its o p er ati o ns. F or m o d el
tr ai ni n g, ( 1 ) a l o c al g at e w a y G r e q u ests i niti al I D S m o d el
p ar a m et ers a c c or di n g t o t h e t y p es of I o T d e vi c es a n d i niti ali z es
its I D S m o d el wit h t h e r e c ei v e d p ar a m et ers; ( 2 ) G t h e n

e xtr a cts si g ni fi c a nt f e at ur es fr o m t h e r a w tr af fi c d at a a n d ( 3 )
f e e ds t h e e xtr a ct e d f e at ur es i nt o t h e I D S m o d el; G f urt h er
tr ai ns t h e l o c al I D S m o d el usi n g t h e c o ntr asti v e l e ar ni n g al g o-
rit h m a n d ( 4 ) u pl o a ds t h e m o d el p ar a m et er u p d at e t o m o d el

a g gr e g at or A . St e ps 1 - 4 r e p e at u ntil t h e gl o b al m o d el

c o n v er g es. F or i ntr usi o n d et e cti o n, ( 5 ) G us es t h e l o c al I D S
t o d et e ct i ntr usi o ns w hil e m o nit ori n g t h e n et w or k tr af fi c of
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C o ntr a sti v e-l e ar ni n g- b a s e d I D SF e d er at e d A g gr e g ati o n

Fi g. 2: T h e w or k fl o w of F e C o.

I o T d e vi c es. We c a n s e e fr o m Fi g. 2 t h at t h er e ar e t hr e e
i m p ort a nt c o m p o n e nts i n F e C o i n cl u di n g Fe at ur e S el e cti o n ,
C o ntr asti v e-l e ar ni n g- b as e d I D S , a n d Fe d er at e d A g gr e g ati o n .
We will i ntr o d u c e t h e t hr e e c o m p o n e nts i n d et ail r es p e cti v el y
i n t h e r est of t his s e cti o n.

B. Fe at ur e S el e cti o n

I n F e C o, We c h o os e t o p erf or m f e at ur e s el e cti o n t o r e m o v e
f e at ur es t h at ar e e x pli citl y d e m o nstr at e d irr el e v a nt t o i ntr usi o n
d et e cti o n. We pr o p os e a t w o-st e p f e at ur e s el e cti o n s c h e m e
t o s el e ct ess e nti al f e at ur es f or I D S. B y r e m o vi n g r e d u n d a nt
f e at ur es, w e si m plif y t h e m o d el ar c hit e ct ur e a n d r e d u c e t h e
tr ai ni n g ti m e as w ell.

1) R e d u n d a nt Fe at ur e R e m o v al: N ot all t h e st atisti c al at-
tri b ut es c o nt ai n u ni q u e i nf or m ati o n of a n i n di vi d u al tr af fi c
fl o w. F or e x a m pl e, a f e at ur e wit h z er o v ari a n c e e x hi bits a
c o nst a nt v al u e i n t h e d at as et, a n d t h us it c o nt ai ns n o us ef ul
i nf or m ati o n f or i ntr usi o n d et e cti o n. T h er ef or e, w e first r e m o v e
t h e z er o- v ari a n c e f e at ur es. F urt h er m or e, a f e at ur e v e ct or m a y
c o nt ai n r e d u n d a nt i nf or m ati o n if t h er e e xist m ulti pl e hi g hl y
c orr el at e d f e at ur es. If w e us e all t h e hi g hl y c orr el at e d f e at ur es
f or m o d el tr ai ni n g, it is li k el y t o c a us e o v er fitti n g b e c a us e
t h er e e xists a n i m pli cit e m p h asis o n t h es e c orr el at e d f e at ur es.
T o r e d u c e t h e ris k of o v er fitti n g, w e us e t h e S p e ar m a n r a n k
c orr el ati o n c o ef fi ci e nt [ 3 4] t o q u a ntif y t h e c orr el ati o ns a m o n g
t h e n u m eri c al f e at ur es a n d t h e n k e e p o nl y o n e f e at ur e f or e a c h
s et of hi g hl y c orr el at e d f e at ur es.

2) Fe at ur e I m p ort a n c e R a n ki n g: I n F e C o, w e pr o p os e
f e at ur e i m p ort a n c e r a n ki n g t o r a n k t h e i m p ort a n c e of f e at ur es.
We e m pl o y diff er e nt m et h o ds t o m e as ur e t h e i m p ort a n c e
of c at e g ori c al f e at ur es ( e. g., t h e pr ot o c ol t y p e a n d s er vi c e
t y p e) a n d n u m eri c al f e at ur es ( e. g., s o ur c e b yt es) si n c e t h e y
c o ntri b ut e t o t h e fi n al pr e di cti o n diff er e ntl y. S p e ci fi c all y, w e
utili z e m ut u al i nf or m ati o n ( MI) b et w e e n a f e at ur e a n d t h e
o ut p ut l a b el t o m e as ur e t h e i m p ort a n c e of a c at e g ori c al f e at ur e.
A z er o MI i m pli es t h at t h e o ut p ut l a b el is i n d e p e n d e nt of
t h e t ar g et f e at ur e. T h e MI r a n g es fr o m z er o t o o n e, a n d a
hi g h er MI m e a ns a hi g h er si g ni fi c a n c e. F or n u m eri c al f e at ur es,
w e e m pl o y a n al ysis of v ari a n c e ( A N O V A) t o e v al u at e f e at ur e
i m p ort a n c e. I n A N O V A, t h e o bs er v e d v al u es of a f e at ur e ar e
di vi d e d i nt o t w o gr o u ps t h at ar e attri b ut a bl e t o diff er e nt v al u es
of t h e l a b el. A N O V A m e as ur es w h et h er or n ot t h e t ar g et

f e at ur e is st atisti c all y diff er e nt i n t h es e t w o gr o u ps. I n pr a cti c e,
t h e A N O V A s c or e is t h e r ati o of t h e v ari a n c e b et w e e n t h e
t w o gr o u ps t o t h e v ari a n c e wit hi n t h e s a m e gr o u p. A l ar g er
A N O V A s c or e m e a ns hi g h er i m p ort a n c e.

T h e a n al ysis of t h e pr o p os e d f e at ur e s el e cti o n m et h o ds a n d
t h e i m p a ct of s u c h d at a pr e pr o c essi n g o n t h e p erf or m a n c e of
F e C o ar e e v al u at e d a n d r e p ort e d i n S e cti o n V- C.

C. C o ntr asti v e-l e ar ni n g- b as e d I D S

C o ntr asti v e-l e ar ni n g- b as e d I D S is t h e b uil di n g bl o c k of
F e C o. It is d e pl o y e d f or t h e tr ai ni n g pr o c ess at e a c h G .
C o ntr asti v e l e ar ni n g is first pr o p os e d t o i m pr o v e r e c o g niti o n
a c c ur a c y i n t h e c o m p ut er visi o n fi el d. O ur g o al of d e pl o yi n g
c o ntr asti v e l e ar ni n g is t o tr ai ns a m o d el t h at pr o d u c es si mil ar
r e pr es e nt ati o ns f or all n or m al tr af fi c i nst a n c es a n d m a k e t h e
i ntr usi o n r e pr es e nt ati o ns f ar fr o m n or m al r e pr es e nt ati o ns. We
b uil d a bi n ar y I D S m o d el a n d f or m all y i ntr o d u c e C o ntr asti v e-
l e ar ni n g- b as e d I D S b el o w.

We ass u m e e a c h r e c or d i n t h e tr ai ni n g d at as et c o nsists of
t w o fi el ds: i n p ut f e at ur e v e ct or x i ∈ R d a n d o ut p ut l a b el
y i ∈ { 0 , 1 } w h er e 0 i n di c at es a n or m al tr af fi c fl o w a n d 1
i n di c at es a n i ntr usi o n. T h e g o al of t h e c o ntr asti v e l e ar ni n g
al g orit h m is t o l e ar n a n e w r e pr es e nt ati o n (r at h er t h a n a l a b el)
f or e a c h i n p ut i nst a n c e. S p e ci fi c all y, c o ntr asti v e l e ar ni n g tr ai ns
a n A N N m o d el t h at t a k es x i ∈ R d as i n p ut a n d o ut p uts a n e w
r e pr es e nt ati o n z i ∈ R o . T h e A N N m o d el c a n b e r e pr es e nt e d
b y a f u n cti o n f θ : R d → R o w h er e θ d e n ot es t h e m o d el
p ar a m et ers. T h e A N N m o d el of F e C o c o nsists of f o ur l a y ers:
t h e i n p ut l a y er, t w o hi d d e n l a y ers, a n d fi n all y t h e o ut p ut l a y er.
T h e c orr es p o n di n g si z e of e a c h l a y er is d , 1 2 8, 2 5 6, a n d o ,
r es p e cti v el y. T h e d ef a ult v al u e f or o is 1 2 8.

F or c o n v e ni e n c e, w e us e v i = f θ (x i ) t o d e n ot e t h e o ut p ut
of a b e ni g n i n p ut x i a n d u i = f θ (x i ) t o d e n ot e t h e o ut p ut
of a n i ntr usi o n i n p ut x i . We ass u m e t h e d at as et c o nt ai ns N
n or m al tr af fi c fl o ws a n d M i ntr usi o n tr af fi c fl o ws. F or e a c h
p air of n or m al i n p uts, w e c a n o bt ai n r e pr es e nt ati o n v i a n d
r e pr es e nt ati o n v j . O ur g o al is t o m a xi mi z e t h e si mil arit y
b et w e e n v i a n d v j a n d mi ni mi z e t h e si mil arit y b et w e e n v i

a n d u m |m ∈ [M ] ( w e d e fi n e [M ] : = { 1 , 2 , ..., M } ). T o a c hi e v e
t his g o al, w e d e fi n e a l oss f u n cti o n L i j :

L i j = − l o g
e x p( v T

i v j / τ )

e x p( v T
i v j / τ ) +

M
m = 1 e x p( v T

i u m / τ )
, ( 1)

w h er e τ ∈ [ 0, 1] d e n ot es a t e m p er at ur e p ar a m et er, a n d
e x p ( v T

i v j / τ )

e x p ( v T
i v j / τ ) + M

m = 1 e x p ( v T
i u m / τ )

r e pr es e nts t h e li k eli h o o d t h at

v i is cl os e t o v j . L i j , t h e l oss f u n cti o n, is t h e n e g ati v e
l o g arit h m of t h e li k eli h o o d f u n cti o n. Si mil arl y, w e c a n o bt ai n
L j i . T h e o v er all l oss f u n cti o n of t h e p air v i a n d v j is t h e
s u m m ati o n of L i j a n d L j i . We t h e n s u m u p t h e l oss f u n cti o ns
f or all p airs of n or m al v e ct ors a n d o bt ai n a l oss f u n cti o n L :

L =
1

N (N − 1)

N

i = 1

N

j = i + 1

L i j + L j i . ( 2)

We us e a st o c h asti c gr a di e nt d es c e nt ( S G D) o pti mi z er t o
mi ni mi z e t h e l oss f u n cti o n L . B y mi ni mi zi n g t h e l oss f u n cti o n,

1 4 1 2
A ut h ori z e d li c e n s e d u s e li mit e d t o: t o I E E E x pl or e pr o vi d e d b y U ni v er sit y Li br ari e s | Vir gi ni a T e c h. D o w nl o a d e d o n J ul y 1 8, 2 0 2 2 at 2 2: 1 0: 0 7 U T C fr o m I E E E X pl or e.  R e stri cti o n s a p pl y.  



<latexit sha1_base64="a9+Clow42iBG/Kz3M2JTm657WDk=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBbBU0mKqCcpePFYwX5gG8pmO2mXbjZhdyKU0H/hxYMiXv033vw3btsctPXBwOO9GWbmBYkUBl332ymsrW9sbhW3Szu7e/sH5cOjlolTzaHJYxnrTsAMSKGgiQIldBINLAoktIPx7cxvP4E2IlYPOEnAj9hQiVBwhlZ6DPtZD0eAbNovV9yqOwddJV5OKiRHo1/+6g1inkagkEtmTNdzE/QzplFwCdNSLzWQMD5mQ+haqlgExs/mF0/pmVUGNIy1LYV0rv6eyFhkzCQKbGfEcGSWvZn4n9dNMbz2M6GSFEHxxaIwlRRjOnufDoQGjnJiCeNa2FspHzHNONqQSjYEb/nlVdKqVb3Lau3+olK/yeMokhNySs6JR65IndyRBmkSThR5Jq/kzTHOi/PufCxaC04+c0z+wPn8AefPkRA=</latexit>

f ✓

<latexit sha1_base64="a9+Clow42iBG/Kz3M2JTm657WDk=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBbBU0mKqCcpePFYwX5gG8pmO2mXbjZhdyKU0H/hxYMiXv033vw3btsctPXBwOO9GWbmBYkUBl332ymsrW9sbhW3Szu7e/sH5cOjlolTzaHJYxnrTsAMSKGgiQIldBINLAoktIPx7cxvP4E2IlYPOEnAj9hQiVBwhlZ6DPtZD0eAbNovV9yqOwddJV5OKiRHo1/+6g1inkagkEtmTNdzE/QzplFwCdNSLzWQMD5mQ+haqlgExs/mF0/pmVUGNIy1LYV0rv6eyFhkzCQKbGfEcGSWvZn4n9dNMbz2M6GSFEHxxaIwlRRjOnufDoQGjnJiCeNa2FspHzHNONqQSjYEb/nlVdKqVb3Lau3+olK/yeMokhNySs6JR65IndyRBmkSThR5Jq/kzTHOi/PufCxaC04+c0z+wPn8AefPkRA=</latexit>

f ✓
<latexit sha1_base64="a9+Clow42iBG/Kz3M2JTm657WDk=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBbBU0mKqCcpePFYwX5gG8pmO2mXbjZhdyKU0H/hxYMiXv033vw3btsctPXBwOO9GWbmBYkUBl332ymsrW9sbhW3Szu7e/sH5cOjlolTzaHJYxnrTsAMSKGgiQIldBINLAoktIPx7cxvP4E2IlYPOEnAj9hQiVBwhlZ6DPtZD0eAbNovV9yqOwddJV5OKiRHo1/+6g1inkagkEtmTNdzE/QzplFwCdNSLzWQMD5mQ+haqlgExs/mF0/pmVUGNIy1LYV0rv6eyFhkzCQKbGfEcGSWvZn4n9dNMbz2M6GSFEHxxaIwlRRjOnufDoQGjnJiCeNa2FspHzHNONqQSjYEb/nlVdKqVb3Lau3+olK/yeMokhNySs6JR65IndyRBmkSThR5Jq/kzTHOi/PufCxaC04+c0z+wPn8AefPkRA=</latexit>

f ✓

<latexit sha1_base64="a9+Clow42iBG/Kz3M2JTm657WDk=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBbBU0mKqCcpePFYwX5gG8pmO2mXbjZhdyKU0H/hxYMiXv033vw3btsctPXBwOO9GWbmBYkUBl332ymsrW9sbhW3Szu7e/sH5cOjlolTzaHJYxnrTsAMSKGgiQIldBINLAoktIPx7cxvP4E2IlYPOEnAj9hQiVBwhlZ6DPtZD0eAbNovV9yqOwddJV5OKiRHo1/+6g1inkagkEtmTNdzE/QzplFwCdNSLzWQMD5mQ+haqlgExs/mF0/pmVUGNIy1LYV0rv6eyFhkzCQKbGfEcGSWvZn4n9dNMbz2M6GSFEHxxaIwlRRjOnufDoQGjnJiCeNa2FspHzHNONqQSjYEb/nlVdKqVb3Lau3+olK/yeMokhNySs6JR65IndyRBmkSThR5Jq/kzTHOi/PufCxaC04+c0z+wPn8AefPkRA=</latexit>

f ✓

<latexit sha1_base64="YDXjcbFpmrROPts61kh5NxEEi3c=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKewGUY8BQTwmYB6QLGF20puMmZ1dZmaFuAS8e/GgiFc/yZt/4+Rx0GhBQ1HVTXdXkAiujet+ObmV1bX1jfxmYWt7Z3evuH/Q1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoauq37lFpHstbM07Qj+hA8pAzaqxUf+gVS27ZnYH8Jd6ClGCBWq/42e3HLI1QGiao1h3PTYyfUWU4EzgpdFONCWUjOsCOpZJGqP1sduiEnFilT8JY2ZKGzNSfExmNtB5Hge2MqBnqZW8q/ud1UhNe+hmXSWpQsvmiMBXExGT6NelzhcyIsSWUKW5vJWxIFWXGZlOwIXjLL/8lzUrZOy9X6mel6vXjPI48HMExnIIHF1CFG6hBAxggPMELvDp3zrPz5rzPW3POIsJD+AXn4xsSzo2J</latexit>z <latexit sha1_base64="YDXjcbFpmrROPts61kh5NxEEi3c=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKewGUY8BQTwmYB6QLGF20puMmZ1dZmaFuAS8e/GgiFc/yZt/4+Rx0GhBQ1HVTXdXkAiujet+ObmV1bX1jfxmYWt7Z3evuH/Q1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoauq37lFpHstbM07Qj+hA8pAzaqxUf+gVS27ZnYH8Jd6ClGCBWq/42e3HLI1QGiao1h3PTYyfUWU4EzgpdFONCWUjOsCOpZJGqP1sduiEnFilT8JY2ZKGzNSfExmNtB5Hge2MqBnqZW8q/ud1UhNe+hmXSWpQsvmiMBXExGT6NelzhcyIsSWUKW5vJWxIFWXGZlOwIXjLL/8lzUrZOy9X6mel6vXjPI48HMExnIIHF1CFG6hBAxggPMELvDp3zrPz5rzPW3POIsJD+AXn4xsSzo2J</latexit>z <latexit sha1_base64="YDXjcbFpmrROPts61kh5NxEEi3c=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKewGUY8BQTwmYB6QLGF20puMmZ1dZmaFuAS8e/GgiFc/yZt/4+Rx0GhBQ1HVTXdXkAiujet+ObmV1bX1jfxmYWt7Z3evuH/Q1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoauq37lFpHstbM07Qj+hA8pAzaqxUf+gVS27ZnYH8Jd6ClGCBWq/42e3HLI1QGiao1h3PTYyfUWU4EzgpdFONCWUjOsCOpZJGqP1sduiEnFilT8JY2ZKGzNSfExmNtB5Hge2MqBnqZW8q/ud1UhNe+hmXSWpQsvmiMBXExGT6NelzhcyIsSWUKW5vJWxIFWXGZlOwIXjLL/8lzUrZOy9X6mel6vXjPI48HMExnIIHF1CFG6hBAxggPMELvDp3zrPz5rzPW3POIsJD+AXn4xsSzo2J</latexit>z<latexit sha1_base64="YDXjcbFpmrROPts61kh5NxEEi3c=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKewGUY8BQTwmYB6QLGF20puMmZ1dZmaFuAS8e/GgiFc/yZt/4+Rx0GhBQ1HVTXdXkAiujet+ObmV1bX1jfxmYWt7Z3evuH/Q1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoauq37lFpHstbM07Qj+hA8pAzaqxUf+gVS27ZnYH8Jd6ClGCBWq/42e3HLI1QGiao1h3PTYyfUWU4EzgpdFONCWUjOsCOpZJGqP1sduiEnFilT8JY2ZKGzNSfExmNtB5Hge2MqBnqZW8q/ud1UhNe+hmXSWpQsvmiMBXExGT6NelzhcyIsSWUKW5vJWxIFWXGZlOwIXjLL/8lzUrZOy9X6mel6vXjPI48HMExnIIHF1CFG6hBAxggPMELvDp3zrPz5rzPW3POIsJD+AXn4xsSzo2J</latexit>z

<latexit sha1_base64="OfQIAI3TBScPT7xFFNmHZx+PzZg=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKewGUY8BQTwmYB6QLGF20puMmZ1dZmbFsAS8e/GgiFc/yZt/4+Rx0GhBQ1HVTXdXkAiujet+ObmV1bX1jfxmYWt7Z3evuH/Q1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoauq37lFpHstbM07Qj+hA8pAzaqxUf+gVS27ZnYH8Jd6ClGCBWq/42e3HLI1QGiao1h3PTYyfUWU4EzgpdFONCWUjOsCOpZJGqP1sduiEnFilT8JY2ZKGzNSfExmNtB5Hge2MqBnqZW8q/ud1UhNe+hmXSWpQsvmiMBXExGT6NelzhcyIsSWUKW5vJWxIFWXGZlOwIXjLL/8lzUrZOy9X6mel6vXjPI48HMExnIIHF1CFG6hBAxggPMELvDp3zrPz5rzPW3POIsJD+AXn4xsPxo2H</latexit>x <latexit sha1_base64="OfQIAI3TBScPT7xFFNmHZx+PzZg=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKewGUY8BQTwmYB6QLGF20puMmZ1dZmbFsAS8e/GgiFc/yZt/4+Rx0GhBQ1HVTXdXkAiujet+ObmV1bX1jfxmYWt7Z3evuH/Q1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoauq37lFpHstbM07Qj+hA8pAzaqxUf+gVS27ZnYH8Jd6ClGCBWq/42e3HLI1QGiao1h3PTYyfUWU4EzgpdFONCWUjOsCOpZJGqP1sduiEnFilT8JY2ZKGzNSfExmNtB5Hge2MqBnqZW8q/ud1UhNe+hmXSWpQsvmiMBXExGT6NelzhcyIsSWUKW5vJWxIFWXGZlOwIXjLL/8lzUrZOy9X6mel6vXjPI48HMExnIIHF1CFG6hBAxggPMELvDp3zrPz5rzPW3POIsJD+AXn4xsPxo2H</latexit>x <latexit sha1_base64="OfQIAI3TBScPT7xFFNmHZx+PzZg=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKewGUY8BQTwmYB6QLGF20puMmZ1dZmbFsAS8e/GgiFc/yZt/4+Rx0GhBQ1HVTXdXkAiujet+ObmV1bX1jfxmYWt7Z3evuH/Q1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoauq37lFpHstbM07Qj+hA8pAzaqxUf+gVS27ZnYH8Jd6ClGCBWq/42e3HLI1QGiao1h3PTYyfUWU4EzgpdFONCWUjOsCOpZJGqP1sduiEnFilT8JY2ZKGzNSfExmNtB5Hge2MqBnqZW8q/ud1UhNe+hmXSWpQsvmiMBXExGT6NelzhcyIsSWUKW5vJWxIFWXGZlOwIXjLL/8lzUrZOy9X6mel6vXjPI48HMExnIIHF1CFG6hBAxggPMELvDp3zrPz5rzPW3POIsJD+AXn4xsPxo2H</latexit>x <latexit sha1_base64="OfQIAI3TBScPT7xFFNmHZx+PzZg=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKewGUY8BQTwmYB6QLGF20puMmZ1dZmbFsAS8e/GgiFc/yZt/4+Rx0GhBQ1HVTXdXkAiujet+ObmV1bX1jfxmYWt7Z3evuH/Q1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoauq37lFpHstbM07Qj+hA8pAzaqxUf+gVS27ZnYH8Jd6ClGCBWq/42e3HLI1QGiao1h3PTYyfUWU4EzgpdFONCWUjOsCOpZJGqP1sduiEnFilT8JY2ZKGzNSfExmNtB5Hge2MqBnqZW8q/ud1UhNe+hmXSWpQsvmiMBXExGT6NelzhcyIsSWUKW5vJWxIFWXGZlOwIXjLL/8lzUrZOy9X6mel6vXjPI48HMExnIIHF1CFG6hBAxggPMELvDp3zrPz5rzPW3POIsJD+AXn4xsPxo2H</latexit>x

B e ni g n Tr a ffi c Fl o w s I ntr u si o n s

attr a ct

r e p elr e p elr e p el

r e p el

?

<latexit sha1_base64="+PVXO6nGyx9oulBVbszG/DWDg1k=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKqMeiF48V7Ae0oWy2m3bpZhN2J0IN/RFePCji1d/jzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//ci1EbF6wEnC/YgOlQgFo2ildi+gOnua9ssVt+rOQVaJl5MK5Gj0y1+9QczSiCtkkhrT9dwE/YxqFEzyaamXGp5QNqZD3rVU0YgbP5ufOyVnVhmQMNa2FJK5+nsio5ExkyiwnRHFkVn2ZuJ/XjfF8NrPhEpS5IotFoWpJBiT2e9kIDRnKCeWUKaFvZWwEdWUoU2oZEPwll9eJa1a1bus1u4vKvWbPI4inMApnIMHV1CHO2hAExiM4Rle4c1JnBfn3flYtBacfOYY/sD5/AGpTI/K</latexit>

z̄
<latexit sha1_base64="YDXjcbFpmrROPts61kh5NxEEi3c=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKewGUY8BQTwmYB6QLGF20puMmZ1dZmaFuAS8e/GgiFc/yZt/4+Rx0GhBQ1HVTXdXkAiujet+ObmV1bX1jfxmYWt7Z3evuH/Q1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoauq37lFpHstbM07Qj+hA8pAzaqxUf+gVS27ZnYH8Jd6ClGCBWq/42e3HLI1QGiao1h3PTYyfUWU4EzgpdFONCWUjOsCOpZJGqP1sduiEnFilT8JY2ZKGzNSfExmNtB5Hge2MqBnqZW8q/ud1UhNe+hmXSWpQsvmiMBXExGT6NelzhcyIsSWUKW5vJWxIFWXGZlOwIXjLL/8lzUrZOy9X6mel6vXjPI48HMExnIIHF1CFG6hBAxggPMELvDp3zrPz5rzPW3POIsJD+AXn4xsSzo2J</latexit>zB e ni g n

A v er a g e

Si mil arit y

<latexit sha1_base64="a9+Clow42iBG/Kz3M2JTm657WDk=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBbBU0mKqCcpePFYwX5gG8pmO2mXbjZhdyKU0H/hxYMiXv033vw3btsctPXBwOO9GWbmBYkUBl332ymsrW9sbhW3Szu7e/sH5cOjlolTzaHJYxnrTsAMSKGgiQIldBINLAoktIPx7cxvP4E2IlYPOEnAj9hQiVBwhlZ6DPtZD0eAbNovV9yqOwddJV5OKiRHo1/+6g1inkagkEtmTNdzE/QzplFwCdNSLzWQMD5mQ+haqlgExs/mF0/pmVUGNIy1LYV0rv6eyFhkzCQKbGfEcGSWvZn4n9dNMbz2M6GSFEHxxaIwlRRjOnufDoQGjnJiCeNa2FspHzHNONqQSjYEb/nlVdKqVb3Lau3+olK/yeMokhNySs6JR65IndyRBmkSThR5Jq/kzTHOi/PufCxaC04+c0z+wPn8AefPkRA=</latexit>

f ✓

<latexit sha1_base64="OfQIAI3TBScPT7xFFNmHZx+PzZg=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKewGUY8BQTwmYB6QLGF20puMmZ1dZmbFsAS8e/GgiFc/yZt/4+Rx0GhBQ1HVTXdXkAiujet+ObmV1bX1jfxmYWt7Z3evuH/Q1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoauq37lFpHstbM07Qj+hA8pAzaqxUf+gVS27ZnYH8Jd6ClGCBWq/42e3HLI1QGiao1h3PTYyfUWU4EzgpdFONCWUjOsCOpZJGqP1sduiEnFilT8JY2ZKGzNSfExmNtB5Hge2MqBnqZW8q/ud1UhNe+hmXSWpQsvmiMBXExGT6NelzhcyIsSWUKW5vJWxIFWXGZlOwIXjLL/8lzUrZOy9X6mel6vXjPI48HMExnIIHF1CFG6hBAxggPMELvDp3zrPz5rzPW3POIsJD+AXn4xsPxo2H</latexit>x

D e ci si o n

T e sti n g Tr a ffi c Fl o w

Tr ai ni n g P h a s e T e sti n g P h a s e

S h ar e W ei g ht s

Fi g. 3: T h e tr ai ni n g pr o c ess a n d t esti n g pr o c ess of t h e c o ntr asti v e-l e ar ni n g- b as e d I D S.

w e c a n a c hi e v e t h e g o al of m a xi mi zi n g t h e si mil arit y a m o n g
n or m al r e pr es e nt ati o ns a n d mi ni mi zi n g t h e si mil arit y b et w e e n
n or m al r e pr es e nt ati o ns a n d i ntr usi o n r e pr es e nt ati o ns.

We i nt uiti v el y i nt er pr et t h e l e ar ni n g pr o c ess i n Fi g. 3 as
w ell. We c a n s e e t h at t h e n or m al z s (i. e., v i ) attr a cts e a c h ot h er
w hil e t h e y r e p el i ntr usi o n z s (i. e., u j ) i n t h e tr ai ni n g pr o c ess.
Aft er s e v er al it er ati o ns, w e c a n l e ar n a m o d el f θ t h at o ut p uts a
n e w r e pr es e nt ati o n f or e a c h i n p ut i nst a n c e. I n t h e n e w f e at ur e
s p a c e, t h e r e pr es e nt ati o ns of b e ni g n tr af fi c fl o ws ar e e x p e ct e d
t o f all i nt o a c o m p a ct cl ust er, w hil e t h os e of i ntr usi o n tr af fi c
fl o ws ar e f ar fr o m s u c h a cl ust er. I n t h e t esti n g p h as e, w e
c oll e ct t h e r e pr es e nt ati o ns of b e ni g n tr af fi c fl o ws a n d us e t h e
a v er a g e v al u e of t h e n or m ali z e d r e pr es e nt ati o ns as t h e n or m al
t e m pl at e z̄ :

z̄ =
1

i ✶ (y i = 0)
i

(✶ (y i = 0)
f θ (x i )

∥ f θ (x i )∥ 2
), ( 3)

w h er e ✶ (.) is t h e i n di c at or f u n cti o n, a n d ✶ (y i = 0) e q u als 1

if y i = 0 , ∥ .∥ 2 d e n ot es t h e L 2 - n or m f u n cti o n a n d f θ ( x i )
∥ f θ ( x i ) ∥ 2

r e pr es e nts a n or m ali z e d r e pr es e nt ati o n. Aft er o bt ai ni n g t h e
n or m al t e m pl at e z̄ , w e utili z e t h e c osi n e si mil arit y esti m at or t o
m e as ur e t h e si mil arit y S (x t e s t

j ) b et w e e n a n u p c o mi n g tr af fi c
fl o w x t e s t

j a n d t h e n or m al t e m pl at e:

S (x t e s t
j ) =

z̄ T f θ (x t e s t
j )

∥ z̄ ∥ × ∥ f θ (x t e s t
j )∥

. ( 4)

T h e si mil arit y s c or e S (x t e s t
j ) r a n g es fr o m 0 t o 1. We n e e d a

t hr es h ol d s c or e 0 ≤ ρ ≤ 1 f or d et er mi ni n g w h et h er x t e s t
j is

a n a n o m al y or n ot. I n o ur p a p er, w e o bt ai n t h e t hr es h ol d ρ b y
c al c ul ati n g t h e st atisti cs of t h e s c or es of b e ni g n tr ai ni n g d at a.
P arti c ul arl y, w e first s ort t h e s c or es of b e ni g n d at a i n as c e n di n g
or d er a n d o bt ai n t h e s ort e d s e q u e n c e S = [ S 1 , S2 , ..., SN ].
T h e n w e s el e ct t h e p -t h p er c e ntil e of S as t h e t hr es h ol d ρ . I n
F e C o, w e first c al c ul at e d t h e i n d e x r of t h e s c or e t o s el e ct:

r =
p

1 0 0
∗ N , ( 5)

w h er e ⌊ .⌋ d e n ot es t h e r o u n d d o w n f u n cti o n, a n d 0 ≤ p ≤ 1 0 0
r e pr es e nts a p er c e nt a g e n u m b er. We o bt ai n ρ = S r w hi c h is
t h e r -t h e ntr y of S . We c a n m a n u all y s el e ct a v al u e f or p . We
s h o ul d s el e ct a s m all v al u e f or p ( e. g., p = 5 ) as a l ar g er p
l e a ds t o a hi g h er F P R. T h e fi n al d e cisi o n ŷ j is m a d e b y

ŷ j = ✶ (S (x t e s t
j ) < ρ ). ( 6)

A n i n p ut i nst a n c e is pr e di ct e d as a n i ntr usi o n if its si mil arit y
s c or e is s m all er t h a n t hr es h ol d ρ .

D. Fe d er at e d A g gr e g ati o n

We b uil d F e C o b y i n c or p or ati n g t h e c o ntr asti v e-l e ar ni n g-
b as e d I D S i nt o t h e f e d er at e d l e ar ni n g fr a m e w or k. I n t h at
c as e, e a c h cli e nt p arti ci p at es i n t h e F L pr o c ess b y pr o vi di n g
its m o d el p ar a m et er u p d at e. We utili z e t h e F e d A V G [ 1 0]
al g orit h m t o a g gr e g at e t h e u p d at es fr o m m ulti pl e cli e nts. I n
ti m e st e p t, t h e m o d el a g gr e g at or A c o m p ut es t h e gl o b al m o d el
p ar a m et er Θ t b y:

Θ t = Θ t − 1 +
i

c i ∗ (θ i − Θ t − 1 ), ( 7)

w h er e θ i is t h e l o c al m o d el p ar a m et ers at cli e nt i a n d c i is a
w ei g ht c o ef fi ci e nt. I n o ur p a p er, c i b as e d o n t h e si z e of l o c al
tr ai ni n g d at as et at cli e nt i. P arti c ul arl y, w e d e fi n e c i as t h e
r ati o of t h e si z e of t h e l o c al tr ai ni n g d at as et at cli e nt i t o t h e
n u m b er of t ot al tr ai ni n g s a m pl es at all s el e ct e d cli e nts.

V. E X P E R I M E N T A L R E S U L T S

A. D at as ets a n d E x p eri m e nt S etti n gs

We i m pl e m e nt F e C o i n t h e P y T or c h pl atf or m [ 3 5]. We r a n
all t h e e x p eri m e nts o n a s er v er e q ui p p e d wit h a n I nt el C or e
i 7- 8 7 0 0 K C P U 3. 7 0 G H z× 1 2, a G e F or c e R T X 2 0 8 0 Ti G P U,
a n d U b u nt u 1 8. 0 4. 3 L T S. We e x p eri m e nt wit h F e C o usi n g t h e
n et w or k tr af fi c d at as et, N S L- K D D. T h e N S L- K D D d at as et is
wi d el y us e d f or I o T s c e n ari os [ 2 7], [ 2 9], [ 3 6] d u e t o l a c k of
d e di c at e d d at as ets i n I o T.

T h e N S L- K D D d at as et [ 2 0] i n cl u d es b e ni g n tr af fi c a n d f o ur
c at e g ori es of i ntr usi o ns, i. e., D o S, Pr o bi n g, R e m ot e-t o- L o c al
( R 2 L), a n d Us er-t o- R o ot ( U 2 R). E a c h c at e g or y of i ntr usi o n
c o nt ai ns s e v er al s u b- cl ass es as s h o w n i n T A B L E I. T h e w h ol e
d at as et i n cl u d es a tr ai ni n g s et a n d a t esti n g s et, a n d t h e
tr ai ni n g s et c o nt ai ns 1 2 5, 9 7 3 r e c or ds w hil e t h e t est s et 2 2, 5 4 4
r e c or ds. N ot e t h at s o m e i ntr usi o n s u b- cl ass es e xist o nl y i n
t h e t esti n g s et, i. e., t h e y ar e u ns e e n i n t h e tr ai ni n g s et ( e. g.,
ms c a n, s ql att a c k), w hi c h m a k es it p ossi bl e t o e v al u at e F e C o
a g ai nst z er o- d a y att a c ks. E a c h r e c or d c o nsists of 4 1 attri b ut es
e xtr a ct e d fr o m a tr af fi c fl o w a n d a l a b el i n di c ati n g its c at e g or y
(i. e., N or m al, D o S, Pr o bi n g, R 2 L, or U 2 R). I n pr a cti c e, it
is e as y t o e xtr a ct attri b ut es fr o m n et w or k p a c k ets b y usi n g
e xisti n g p a c k et a n al y z ers ( e. g., Wir e S h ar k 3 ).

3 htt ps:// w w w. wir es h ar k. or g/
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T A B L E I: Cl ass es of I ntr usi o ns a n d s u b- cl ass es i n t h e N S L- K D D D at as et.

D o S ( 1 0) Pr o b e ( 6) R 2 L ( 1 6) U 2 R ( 7)
Att a c ks i n b ot h

Tr ai ni n g & Testi n g S et
b a c k, l a n d, N e pt u n e, p o d,

s m urf, t e ar dr o p
i ps w e e p, n m a p,
p orts w e e p, s at a n

ft p writ e, g u ess p ass w d, i m a p,
m ulti h o p, p hf, w ar e z m ast er

b uff er o v er fl o w, l o a d m o d ul e,
p erl, r o ot kit

Att a c ks o nl y i n Testi n g S et
a p a c h e 2, m ail b o m b,

pr o c esst a bl e, u d pst or m
ms c a n, s ai nt

htt pt u n n el, n a m e d, s e n d m ail,
s n m p g et att a c k, s n m p g u ess, xl o c k,

xs n o o p, w or m
ps, s ql att a c k, xt er m

Att a c ks o nl y i n Tr ai ni n g S et s p y, w ar e z cli e nt

S o m e p a p ers [ 3 7], [ 3 8] r e p ort e d d et e cti o n a c c ur a c y as hi g h
as 9 9 % o n t h e N S L- K D D d at as et. H o w e v er, t h es e w or ks
i ntr o d u c e a n e w s plitti n g o n t h e d at as et. T h e y eit h er c o m bi n e
t h e tr ai ni n g s et a n d t esti n g s et i nt o o n e t h e n r a n d o ml y s plit
it i nt o t w o s ets f or tr ai ni n g a n d t esti n g, or dir e ctl y s plit
t h e tr ai ni n g s et i nt o t w o s ets. S u c h arr a n g e m e nts c a n o nl y
d e m o nstr at e t h e eff e cti v e n ess of I D S m o d els i n d et e cti n g
k n o w n i ntr usi o ns b ut n ot u ns e e n i ntr usi o ns. I n t his p a p er, w e
tr ai n o ur I D S m o d el wit h t h e tr ai ni n g s et a n d e v al u at e it usi n g
t h e t esti n g s et t o e x pli citl y s h o w its p erf or m a n c e i n d et e cti n g
u ns e e n i ntr usi o ns.

Ot h er d ef a ult s etti n gs of F e C o ar e s h o w n as f oll o ws. I n
or d er t o b ett er si m ul at e t h e distri b ut e d c h ar a ct eristi cs of a r e al
F L s yst e m, w e c h o os e 5 0 cli e nts w hi c h is r el ati v el y l ar g er t h a n
1 0 a n d 1 5 us e d i n [ 4], [ 2 1]. We g e n er at e d at a f or cli e nts b y
s plitti n g t h e w h ol e d at as et. T h er ef or e, t h e n u m b er of cli e nts
a n d t h e si z e of l o c al d at a w o ul d b e i n v ers el y pr o p orti o n al t o
e a c h ot h er. B y usi n g diff er e nt s plitti n g str at e gi es, w e o bt ai n
b ot h II D d at a a n d n o n-II D d at a ( S e e S e c. V- E f or d et ail). F or
d at a pr e pr o c essi n g, w e first us e o ur f e at ur e s el e cti o n s c h e m e
t o r e m o v e 1 0 attri b ut es fr o m t h e 4 1 attri b ut es. T h e n w e us e t h e
o n e- h ot e n c o di n g m et h o d t o m a p t h e r e m ai ni n g 3 1 attri b ut es
i nt o 1 1 2 i n p ut f e at ur es. T h e si z e of t h e i n p ut l a y er a n d t h e
o ut p ut l a y er of t h e A N N m o d el i n F e C o ar e d = 1 1 2 a n d
o = 1 2 8 , r es p e cti v el y. T h e m a c hi n e l e ar ni n g b as eli n es us e d f or
c o m p aris o n ar e i m p ort e d fr o m s ci kit-l e ar n [ 3 9]. I n F e C o, e a c h
cli e nt us es a n S G D o pti mi z er wit h a l e ar ni n g r at e of 0. 0 0 1 f or
l o c al tr ai ni n g. T h e cli e nts p erf or m f o ur e p o c hs of l o c al tr ai ni n g
b ef or e s e n di n g its m o d el p ar a m et ers t o A i n e a c h F L r o u n d.
We s et t h e n u m b er of t ot al F L r o u n ds as 1 5.

B. E v al u ati o n M etri cs

F or a bi n ar y d et e cti o n pr o bl e m, t h er e ar e f o ur i m p ort a nt
t er ms: Tr u e P ositi v e ( T P) m e a ns c orr e ctl y d et e ct e d as a n
i ntr usi o n; F als e P ositi v e ( F P) m e a ns i n c orr e ctl y d et e ct e d as
a n i ntr usi o n; Tr u e N e g ati v e ( T N) m e a ns c orr e ctl y d et e ct e d
as b e ni g n; F als e N e g ati v e ( F N) m e a ns i n c orr e ctl y d et e ct e d
as b e ni g n. We us e N ∗ t o r e pr es e nt t h e n u m b er of ∗ ∈
{ T P, T N, F P, F N } . We c o m p ut e fi v e e v al u ati o n m etri cs: a c-
c ur a c y A = N T P + N T N

N T P + N F P + N T N + N F N
, r e c all R = N T P

N T P + N F N
,

pr e cisi o n P = N T P

N T P + N F P
, F 1 s c or e F = 2 × P × R

P + R , a n d F als e

P ositi v e R at e ( F P R) f p r = N F P

N F P + N T N
. We als o pr o vi d e t h e

r e c ei v er o p er ati n g c h ar a ct eristi cs ( R O C) c ur v e b y pl otti n g R
a g ai nst F P R at v ari o us t hr es h ol d s etti n gs. T h e A U C s c or e is
d e fi n e d as t h e ar e a u n d er t h e R O C c ur v e.

C. Fe at ur e S el e cti o n

H er e w e s h o w t h e pr o c ess of o ur t w o-st e p f e at ur e s el e cti o n
s c h e m e usi n g N S L- K D D as a n e x a m pl e.

We first r e m o v e t h e z er o- v ari a n c e f e at ur e (i. e.,
‘ n u m o ut b o u n d c m ds’) fr o m t h e d at as et. T h e n w e e v al u at e
t h e f e at ur e c orr el ati o n a n d s h o w t h e h e at m a p of t h e
c orr el ati o n m atri x i n Fi g. 4( a). We f urt h er p erf or m hi er ar c h y
cl ust eri n g o n t h e c o m p ut e d c orr el ati o ns a m o n g f e at ur es,
s h o w n i n Fi g. 4( b). F o c usi n g o n t h e h ei g ht at w hi c h a n y
t w o o bj e cts ar e j oi n e d t o g et h er, w e c a n s e e t h e h ei g ht of t h e
li n k t h at j oi ns ‘f e at ur e 0’ a n d ‘f e at ur e 2 3’ is t h e s m all est,
i n di c ati n g t h at t h e t w o f e at ur es ar e t h e m ost c orr el at e d. We
c a n f urt h er o bt ai n t h e s e c o n d m ost c orr el at e d f e at ur e p air a n d
t h e t hir d m ost c orr el at e d f e at ur e p air. We r a n d o ml y r e m o v e
o n e f e at ur e fr o m t h e t hr e e f e at ur e p airs as r e m o vi n g t h es e
f e at ur es d o es n ot d e gr a d e t h e d et e cti o n p erf or m a n c e.

S e c o n d, w e e v al u at e i m p ort a n c e s c or es f or all f e at ur es. We
s h o w t h e r a n ki n g of MI s c or es a n d A N O V A s c or es i n Fi g. 4( c).
T h e MI s c or e of F e at ur e 3 2, 3 3, 3 6 (i. e., ‘l a n d’, ‘r o ot s h ell’,
‘is h ost l o gi n’) is z er o, i m pl yi n g t h at t h e y ar e irr el e v a nt t o
i ntr usi o n d et e cti o n. T h er ef or e, w e r e m o v e t h e t hr e e f e at ur es.
N ot e t h at t h e A N O V A s c or es ar e s h o w n o n a l o g arit h mi c
s c al e as t h e s c or es v ar y dr a m ati c all y a m o n g diff er e nt f e at ur es.
U nli k e MI s c or es, A N O V A s c or es h a v e n o z er o e ntri es. We
st art wit h r e m o vi n g t h e f e at ur es wit h t h e l o w est A N O V A s c or e.
We v ar y t h e n u m b er K of f e at ur es t o r e m o v e. I nt uiti v el y,
us ef ul i nf or m ati o n m a y b e dis c ar d e d if K is t o o l ar g e, w hil e
r e d u n d a nt i nf or m ati o n m a y r es ult i n o v er fitti n g if K is t o o
s m all. We t u n e K ∈ { 0 , 1 , 2 , 3 , 4 } t o s h o w t h e i m p a ct of K o n
d et e cti o n a c c ur a c y. Fi g. 5( a) s h o ws t h e p erf or m a n c e of F e C o
wit h diff er e nt K . We c a n s e e t h at b ot h a c c ur a c y a n d t h e F 1
s c or e i n cr e as e wit h K ≤ 3 , i m pl yi n g t h at r e m o vi n g f e at ur es
wit h l o w si g ni fi c a n c e c o ul d b o ost t h e d et e cti o n p erf or m a n c e.
We s el e ct K = 3 as t h e a c c ur a c y p e a ks at K = 3 .

D. Perf or m a n c e of Fe C o

We first i n v esti g at e t h e p erf or m a n c e of F e C o u n d er t h e c e n-
tr ali z e d s etti n g t o f o c us o n e v al u ati n g o ur c o ntr asti v e-l e ar ni n g-
b as e d I D S. We e v al u at e t h e i m p a cts of gl o b al a g gr e g ati o n of
F L i n n e xt p art. We c o m p ar e t h e p erf or m a n c e of F e C o t o b ot h
st at e- of-t h e- art I D Ss [ 2 6], [ 2 7], [ 3 6] a n d s o m e ot h er wi d el y-
us e d m a c hi n e l e ar ni n g b as eli n es i n cl u di n g s u p p ort v e ct or m a-
c hi n e ( S V M), v ari ati o n al a ut o e n c o d er ( V A E), is ol ati o n f or est
(Is o F or est), m ultil a y er p er c e ptr o n ( M L P), l o gisti c r e gr essi o n
( L G R), B er n o ulli n ai v e B a y es ( B N B), K- n e ar est n ei g h b ors
( K N N), a n d d e cisi o n tr e e cl assi fi er ( D T C).

As s h o w n i n S e c. I V- C, t h e t hr es h ol d f or i ntr usi o n d et e cti o n
is c o m p ut e d b y m a n u all y s el e cti n g t h e q u a ntil e n u m b er p .
Fi g. 5( b) s h o ws t h e p erf or m a n c e of F e C o wit h diff er e nt p
v al u e. We c a n s e e t h at t h e r e c all i n cr e as es wit h p a n d t h e
F P R als o i n cr e as es as e x p e ct e d. T h e a c c ur a c y a n d F 1 s c or e

1 4 1 4
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1 2: d s t _ h o s t _ s r v _ r e r r o r _ r a t e
1 3: d s t _ h o s t _ s e r r o r _ r a t e
1 4: d s t _ h o s t _ diff _ s r v _ r a t e
1 5: w r o n g _f r a g m e n t
1 6: h o t
1 7: s r v _ s e r r o r _ r a t e
1 8: c o u n t
1 9: n u m _f ail e d _l o gi n s
2 0: n u m _ c o m p r o mi s e d
2 1: d s t _ h o s t _ r e r r o r _ r a t e
2 2: d s t _ b y t e s
2 3: r e r r o r _ r a t e
2 4: s u _ a t t e m p t e d
2 5: s a m e _ s r v _ r a t e
2 6: u r g e n t
2 7: s r c _ b y t e s
2 8: d s t _ h o s t _ c o u n t
2 9: d s t _ h o s t _ s r v _ diff _ h o s t _ r a t e
3 0: s r v _ c o u n t
3 1: d s t _ h o s t _ s a m e _ s r v _ r a t e
3 2: l a n d
3 3: i s _ h o s t _l o gi n
3 4: i s _ g u e s t _l o gi n
3 5: l o g g e d _i n
3 6: r o o t _ s h ell
3 7: p r o t o c ol _ t y p e
3 8: s e r vi c e
3 9: fl a g
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Fi g. 4: ( a) T h e h e at m a p of t h e S p e ar m a n c orr el ati o ns. ( b) T h e d e n dr o gr a m of t h e c orr el ati o n cl ust eri n g. ( c) T h e r a n ki n g of MI s c or es a n d
A N O V A s c or es f or c at e g ori c al f e at ur es a n d n u m eri c al f e at ur es, r es p e cti v el y.

T A B L E II: P erf or m a n c e ( %) of F e C o i n C e ntr ali z e d S etti n g.

M et h o d A c c ur a c y R e c all Pr e cisi o n F 1 s c or e F P R
F e C o ( o urs) 8 9. 5 5 8 6. 8 0 9 4. 3 9 9 0. 4 4 6. 8 2
E S F C M [ 2 7] 8 0. 6 9 8 0. 7 2 8 0. 8 5 8 0. 4 5 -
T w o- Ti er [ 3 6] - 8 2. 0 0 - - 5. 4 3
T D T C [ 2 6] - 8 4. 8 6 - - 4. 8 6

V A E 8 1. 7 7 7 3. 7 1 9 2. 7 8 8 2. 1 5 7. 5 8
Is o F or est 7 9. 5 4 6 9. 3 5 9 2. 9 0 7 9. 4 2 7. 0 0

M L P 7 9. 6 5 6 6. 4 1 9 6. 8 5 7 8. 8 0 2. 8 5
S V M 7 7. 2 6 6 4. 6 5 9 3. 3 5 7 6. 4 0 6. 0 9
L G R 7 5. 8 3 6 6. 0 5 8 8. 5 9 7 5. 6 8 1 1. 2 4
B N B 7 7. 6 3 6 3. 2 7 9 6. 1 2 7 6. 3 1 3. 3 8
K N N 7 7. 5 8 6 2. 3 9 9 7. 2 3 7 6. 0 1 2. 3 5
D T C 7 7. 3 6 6 4. 0 1 9 4. 4 4 7 6. 3 0 4. 9 8

first i n cr e as e dr a m ati c all y wit h t h e i n cr e as e of p t h e n d e cr e as e
sl o wl y. Gi v e n s u c h r es ults, it is i nt uiti v e t h at o n e c a n s el e ct
t h e v al u e f or p b as e d o n t h e d esir e d F P R. We s h o ul d s el e ct a
s m all p if w e d esir e a l o w F P R. I d e all y, F P R s h o ul d b e v er y
cl os e t o t h e v al u e of p / 1 0 0 if t h e l e ar n e d m o d el g e n er ali z e d
w ell o n t h e t esti n g s et. I n pr a cti c e, w e s et p = 5 , a n d g et
F P R = 6 .8 % i n t h e t esti n g s et. T his dis cr e p a n c y m a y b e d u e
t o n o v el att a c ks i n t h e t esti n g s et. H o w e v er, w e b eli e v e t h at
t h e s m all g a p b et w e e n F P R = 6 .8 % a n d 5 / 1 0 0 c o n fir ms t h at
F P R w o ul d a p pr o xi m at e t h e v al u e of p / 1 0 0 .

We s h o w t h e d et e cti o n p erf or m a n c e of F e C o a n d ot h er
b as eli n es i n T A B L E II. We s et p = 5 t o o bt ai n t h es e r es ults.
F e C o a c hi e v es d et e cti o n a c c ur a c y as hi g h as 8 9. 5 5 %. Fr o m
T A B L E II w e c a n s e e t h at F e C o o ut p erf or ms ot h er m et h o ds
b y a c hi e vi n g b ot h t h e hi g h est r e c all a n d t h e hi g h est a c c ur a c y.
N ot e t h at s o m e e ntri es of T A B L E II ar e missi n g b e c a us e
t h e y w er e n ot pr o vi d e d i n t h e r ef er e n c es. T o d e m o nstr at e
F e C o’s c a p a bilit y i n d et e cti n g z er o- d a y att a c ks, w e s plit t h e
t esti n g att a c ks i nt o k n o w n att a c ks a n d n o v el att a c ks (i. e.,
att a c ks u ns e e n i n t h e tr ai ni n g d at a). We pr es e nt t h e r e c all
of F e C o f or n o v el t esti n g att a c ks i n T A B L E III. We c a n s e e
F e C o a c hi e v es a r e c all 8 % t o 4 2 % hi g h er t h a n ot h er m a c hi n e
l e ar ni n g b as eli n es. S V M, B N B, K N N, D T C, a n d M L P a c hi e v e
l ess t h a n 5 0 % r e c all, w hi c h i n di c at es t h e y ar e n ot s uit a bl e f or
d et e cti n g z er o- att a c ks.

A m o n g all t h e m et h o ds s h o w n i n T A B L E II, F e C o, Is o F or-
est, a n d V A E s h ar e a si mil ar d et e cti o n str at e g y t h at d et e cts
i ntr usi o ns b y l e ar ni n g a m o d el t o c h ar a ct eri z e d b e ni g n tr af fi c.

T A B L E III: R e c all ( %) of F e C o f or N o v el Testi n g Att a c ks.

F e C o  V A E Is o F or est  M L P S V M  L G R  B N B  K N N  D T C
7 8. 4 5 7 0. 0 8 6 1. 9 4 4 8. 4 3 3 5. 6 0 5 2. 2 4 5 9. 8 4 4 2. 7 2 4 9. 7 3

T h es e m et h o ds c o m p ut e a s c or e f or i n p uts usi n g t h e l e ar n e d
m o d el. T h e o ut p ut l a b els ar e pr e di ct e d b y c o m p ari n g t h e
s c or es t o a t hr es h ol d. C o ns e q u e ntl y, a diff er e nt t hr es h ol d
w o ul d l e a d t o diff er e nt d et e cti o n a c c ur a c y. We pl ot t h e R O C
c ur v es of t h e t hr e e m et h o ds i n Fi g. 5( c). E a c h p oi nt i n o n e
c ur v e c orr es p o n ds t o t h e r e c all a n d F P R u n d er o n e s p e ci fi c
t hr es h ol d. We c a n s e e t h at F e C o a c hi e v es t h e hi g h est r e c all
u n d er t h e s a m e F P R c o m p ar e t o Is o F or est a n d V A E. O b vi-
o usl y, F e C o o ut p erf or ms t h e ot h er t w o m et h o ds i n t er ms of
A U C s c or e as w ell.

T o b ett er u n d erst a n d t h e p erf or m a n c e of F e C o, w e f urt h er
l o o k i nt o t h e r e c all of F e C o f or e a c h c at e g or y of i ntr usi o n
att a c ks (i. e., D o S, Pr o bi n g, R 2 L, a n d U 2 R). I nt uiti v el y, f or
o n e att a c k c at e g or y, t h e r e c all m e a ns t h e pr o p orti o n of r e c or ds
d et e ct e d as i ntr usi o ns, i. e., l a b ell e d wit h ‘ 1’. F or m all y, t h e
r e c all of e a c h att a c k c at e g or y i ∈ { 1 , 2 , 3 , 4 } (1 f or ‘ D o S’,
2 f or ‘ Pr o b e’, 3 f or ‘ U 2 R’, a n d 4 f or ‘ R 2 L’) is d e fi n e d as

R (i) =
j ✶ ŷ j = 1 & y m ul t i

j = i

y m ul t i
j = i

, ( 8)

w h er e ŷ j d e n ot es t h e pr e di cti o n of F e C o o n t h e j -t h d at a
r e c or d, a n d it t a k es a v al u e of eit h er 0 or 1 as F e C o is a bi n ar y
I D S. N ot e t h at w e h a v e tr u e l a b els of w h et h er a t esti n g r e c or d
is ‘ N or m al’ or ‘I ntr usi o n’ (i. e., y j ∈ { 0 , 1 } ) a n d w h et h er a
t esti n g r e c or d is ‘ N or m al’, ‘ D o S’, ‘ Pr o b e’, ‘ U 2 R’, or ‘ R 2 L’
(i. e., y m ul t i

j ∈ { 0 , 1 , 2 , 3 , 4 } ).
I n T A B L E I V, w e s h o w t h e c o nf usi o n m atri x i n cl u di n g t h e

att a c k-s p e ci fi c r e c all. H er e w e o mit t h e r e c all of ‘ N or m al’ as
n or m al tr af fi c is n ot a n att a c k. Fr o m T A B L E I V, w e c a n s e e
t h at F e C o a c hi e v es hi g h er r e c all o n b ot h D o S att a c k a n d Pr o b e
att a c k, w hil e t h e d et e cti o n r at e o n R 2 L is as l o w as 0. 5 1. T o
t h e b est of o ur k n o wl e d g e, all w or ks wit h e v al u ati o ns o n t h e
N S L- K D D d at as et s h o w a l o w d et e cti o n p erf or m a n c e o n R 2 L
as w ell [ 2 6], [ 3 6]. T h er e ar e t w o p ossi bl e r e as o ns b e hi n d t h e
l o w d et e cti o n r at e o n R 2 L: 1) t h e n u m b er of tr ai ni n g i nst a n c es
b el o n gi n g t o R 2 L att a c k is as s m all as 9 9 5, a n d 2) t h er e ar e

1 4 1 5
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Fi g. 5: F e C o p erf or m a n c e u n d er t h e c e ntr ali z e d s etti n g. ( a) T h e a c c ur a c y a n d F 1 s c or es of F e C o wit h diff er e nt n u m b er of r e m o v e d f e at ur es
K . ( b) A c c ur a c y, F 1 s c or e, r e c all, a n d F P R of F e C o wit h diff er e nt p er c e nt a g e v al u e p . ( c) R O C c ur v es of F e C o, V A E, a n d Is o F or est. ( d)
A c c ur a c y of F e C o wit h tr ai ni n g d at a c o nt ai ni n g o nl y o n e att a c k ( D o S, Pr o b e, R 2 L, or U 2 R).

m a n y n e w att a c ks i n t h e t esti n g s et t h at d o n ot e xist i n t h e
tr ai ni n g s et as s h o w n i n T A B L E I.

T o i n v esti g at e t h e i m p a ct of d at a distri b uti o n, w e e v al u at e
F e C o u n d er t h e s c e n ari o w h e n w e o nl y h a v e p arti al d at a dr a w n
fr o m t h e w h ol e d at a distri b uti o n. I n p arti c ul ar, w e s a m pl e
t h e d at a b el o n gi n g t o o n e att a c k c at e g or y ( e. g., ‘ D o S’) a n d
t h e n or m al d at a (i. e., ‘ N or m al’). I n ot h er w or ds, e a c h F e C o
m o d el i n t h es e e x p eri m e nts is tr ai n e d fr o m r e c or ds of o nl y
o n e att a c k c at e g or y a n d ‘ N or m al’ cl ass. As a r es ult, t h e
d et e cti o n p erf or m a n c e of s u c h F e C o m o d els is e x p e ct e d t o
b e l o w er t h a n t h at of F e C o m o d els tr ai n e d fr o m t h e w h ol e
N S L- K D D d at as et. We e v al u at e t h e d et e cti o n a c c ur a c y wit h
t h e s a m e t esti n g d at as et of N S L- K D D a n d s h o w t h e r es ults
i n Fi g. 5( d). We c a n s e e t h e d et e cti o n a c c ur a c y wit h p arti al
d at a is l o w er t h a n t h at wit h t h e w h ol e N S L- K D D d at as et,
w hi c h is as e x p e ct e d. T h e a c c ur a c y of t h e F e C o m o d el tr ai n e d
wit h o nl y ‘ R 2 L’ a n d ‘ N or m al’ is as l o w as 5 0. 8 %. T his
o bs er v ati o n i n di c at es t h at s elf-l e ar ni n g m a y r es ult i n e xtr e m el y
l o w d et e cti o n a c c ur a c y as t h e l o c al d at a m a y n ot e x hi bit t h e
o v er all d at a distri b uti o n.

E. Perf or m a n c e of Fe C o

H er e w e f o c us o n t h e p erf or m a n c e of F e C o i n t h e f e d-
er at e d s etti n g. T o pr es e nt a t h or o u g h c o m p aris o n, w e h a v e
t hr e e diff er e nt l e ar ni n g fr a m e w or ks: F L, s elf-l e ar ni n g, a n d
c e ntr ali z e d l e ar ni n g. I n s elf-l e ar ni n g, t h e tr ai ni n g pr o c ess is
d o n e at t h e l o c al d e vi c e usi n g t h e l o c al d at a. C e ntr ali z e d
l e ar ni n g r ef ers t o F e C o i n v esti g at e d i n S e c. V- D. F urt h er m or e,
d at a distri b uti o n is o n e of t h e bi g g est f a ct ors t h at i m p a ct F L
p erf or m a n c e. T h er ef or e, w e pr o p os e t o e x pl or e t hr e e diff er e nt
d at a distri b uti o ns, i n cl u di n g o n e II D d at a distri b uti o n a n d t w o
n o n-II D d at a distri b uti o ns. F or t h e II D d at a distri b uti o n, w e
r a n d o ml y s el e ct a s u bs et of e a c h cl ass i n t h e w h ol e tr ai ni n g
d at as et as t h e l o c al d at a of o n e cli e nt. I n n o n-II D- 1, w e ass u m e
t h at e a c h cli e nt o nl y h as n ∈ { 1 , 2 , 3 , 4 } o ut of t h e t ot al
f o ur i ntr usi o n att a c k c at e g ori es. I n n o n-II D- 2, e a c h cli e nt h as
n = 1 i ntr usi o n c at e g or y. F or b ot h n o n-II D- 1 a n d n o n-II D- 2,
w e ass u m e all us ers h a v e b e ni g n d at a, i. e., d at a fr o m ‘ N or m al’
cl ass. n o n-II D- 2 is a s p e ci al c as e of n o n-II D- 1 a n d tr ai ni n g
o n n o n-II D- 2 is m or e c h all e n gi n g t h a n ot h er s etti n gs d u e t o
f e w er att a c k c at e g ori es f or tr ai ni n g. M e a n w hil e, w e us e t h e
s a m e t esti n g d at a i n all s etti n gs f or f air c o m p aris o n.

T A B L E I V: D et e cti o n p erf or m a n c e ( %) i n c e ntr ali z e d s etti n g

Pr e di cti o n
T ot al R e c all ( %)

N or m al I ntr usi o n

Gr
ou

nd
Tr

ut
h N or m al 9 0 4 9 6 6 2 9 7 1 1 -

D o S 2 1 2 7 2 4 6 7 4 5 8 9 7. 1 6
Pr o b e 9 5 2 3 2 6 2 4 2 1 9 6. 0 8
R 2 L 1 3 5 2 1 4 0 2 2 7 5 4 5 0. 9 1
U 2 R 3 5 1 6 5 2 0 0 8 2. 5 0

We s h o w t h e d et e cti o n p erf or m a n c e of F e C o wit h c o m bi n a-
ti o ns of t h e t hr e e l e ar ni n g t y p es a n d t hr e e d at a distri b uti o ns i n
T A B L E V. I n s elf-l e ar ni n g, t h e v al u e of e v al u ati o n m etri cs
is s h o w n as a n a v er a g e d v al u e o v er all cli e nts. C o m p ar e d
wit h s elf-l e ar ni n g, F L a c hi e v es hi g h er a c c ur a c y, r e c all, a n d
pr e cisi o n r e g ar dl ess of t h e d at a distri b uti o n. F urt h er m or e, F L
a c hi e v es si mil ar d et e cti o n p erf or m a n c e u n d er t h e t hr e e d at a
distri b uti o ns, i m pl yi n g t h at F e C o is a bl e t o o bt ai n st a bl e
l e ar ni n g p erf or m a n c e wit h diff er e nt d at a distri b uti o ns. U nli k e
F L, t h e p erf or m a n c e of s elf-l e ar ni n g h e a vil y d e p e n ds o n t h e
d at a distri b uti o n. We c a n s e e t h at s elf-l e ar ni n g a c hi e v es as l o w
as 6 7. 6 6 % a v er a g e a c c ur a c y u n d er n o n-II D- 2 d at a distri b uti o n.
O n e n oti c e a bl e r es ult is t h at t h e d et e cti o n a c c ur a c y of F L is
still l o w er t h a n t h e c e ntr ali z e d l e ar ni n g. I n pr a cti c e, c e ntr ali z e d
l e ar ni n g is dif fi c ult t o d e pl o y d u e t o pri v a c y c o n c er ns. We f ur-
t h er s h o w t h e b o x- pl ot of s elf-l e ar ni n g a c c ur a c y of 5 0 cli e nts
i n Fi g. 6( a) t o f urt h er a c c o m m o d at e T A B L E V ( T A B L E V
o nl y s h o ws t h e a v er a g e a c c ur a c y a m o n g cli e nts). We c a n s e e
t h at t h e v ari a n c e of t h e a c c ur a c y of n o n-II D- 2 is m u c h l ar g er
t h a n t h os e of II D a n d n o n-II D- 1.

We h a v e a n ot h er o bs er v ati o n w h e n c o m p ari n g t h e p erf or-
m a n c e of F e C o wit h diff er e nt d at a distri b uti o ns b ut t h e s a m e
l e ar ni n g fr a m e w or k. I n t h e F L s etti n g, t h e a c c ur a c y of F e C o
o n n o n-II D- 1 is 8 6. 2 3 % w hi c h is hi g h er t h a n t h e 8 5. 6 5 %
a c c ur a c y a c hi e v e d o n II D d at a. Si mil ar p h e n o m e n a o c c ur i n
s elf-l e ar ni n g as w ell. T h e p ossi bl e r e as o n b e hi n d t his is t h at:
t h e II D d at a c o nt ai n a r el ati v el y l ar g e n u m b er of att a c k s u b-
cl ass es (i. e., 2 0) wit hi n t h e s m all l o c al d at as et. T h er ef or e, it
b e c o m es dif fi c ult t o l e ar n a st a bl e r e pr es e nt ati o n of b e ni g n
i nst a n c es w h e n c o ntr asti v e l e ar ni n g it er ati v el y p us h es b e ni g n
r e pr es e nt ati o ns a w a y fr o m s o m a n y diff er e nt att a c ks. O n t h e
c o ntr ar y, i n t h e n o n-II D- 1 s etti n g, e a c h cli e nt p oss ess es o nl y
a s u bs et of att a c k cl ass es t h us a s m all er n u m b er of att a c k
s u b- cl ass es. T h er ef or e, it is e asi er t o l e ar n a st a bl e n or m al
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T A B L E V: P erf or m a n c e of F e C o i n F L, s elf-l e ar ni n g, a n d c e ntr ali z e d l e ar ni n g fr a m e w or ks.

L e ar ni n g T y p e D at a Distri b uti o n A c c ur a c y  R e c all Pr e cisi o n F 1 s c or e F P R  D o S Pr o b e  R 2 L  U 2 R

F L
II D 8 5. 6 5 8 1. 1 5 9 2. 7 3 8 6. 5 5 8. 4 1 9 2. 6 9 9 8. 6 8 3 5. 0 0 7 4. 0 0

n o n-II D- 1 8 6. 2 3 8 2. 1 0 9 2. 8 9 8 7. 1 6 8. 2 9 9 3. 1 2 9 5. 6 7 4 1. 0 3 7 2. 5 0
n o n-II D- 2 8 5. 5 3 7 7. 9 0 9 5. 9 3 8 5. 9 8 4. 2 6 8 3. 3 3 9 5. 2 9 3 6. 4 9 7 6. 5 0

S elf-l e ar ni n g
II D 8 1. 9 1 7 4. 5 3 9 2. 2 1 8 2. 4 3 8. 3 3 8 7. 6 6 9 2. 1 4 2 4. 3 3 6 3. 0 7

n o n-II D- 1 8 2. 6 2 7 5. 6 9 9 2. 3 9 8 3. 2 1 8. 2 3 9 0. 4 8 8 7. 3 7 2 5. 6 3 7 1. 8 1
n o n-II D- 2 6 7. 6 6 4 6. 5 1 9 3. 8 9 6 2. 2 1 4. 3 9 5 4. 2 0 4 7. 2 2 2 4. 1 4 5 9. 2 5

C e ntr ali z e d L e ar ni n g - 8 9. 5 5 8 6. 8 0 9 4. 3 9 9 0. 4 4 6. 8 2 9 7. 1 6 9 6. 0 8 5 0. 9 1 8 2. 5 0

ii d n o n-ii d- 1 n o n-ii d- 2

D a t a Di s t ri b u ti o n

0. 4

0. 5
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0. 7

0. 8

0. 9
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M e a n

M e di a n

2 5 %- 7 5 %

( a)

0 2 4 6 8 1 0

T r ai ni n g R o u n d

0. 5
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1. 5

2. 0

2. 5
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s
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n o n-ii d- 1

n o n-ii d- 2

( b)

1 0 2 0 3 0 4 0 5 0 6 0

N u m b e r of Cli e n t s

0. 7 5

0. 8 0

0. 8 5

0. 9 0

0. 9 5
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F L

S elf- L e a r ni n g

( c)

1 0 2 0 3 0 4 0 5 0 6 0

N u m b e r of Cli e n t s
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3 0

6 0

9 0

1 2 0
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n
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e
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n

d
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P e r- cli e n t

T o t al

( d)

Fi g. 6: E v al u ati o ns of F e C o. ( a) A c c ur a c y distri b uti o n of F e C o i n s elf-l e ar ni n g m o d e. ( b) C o n v er g e n c e p erf or m a n c e of F e C o i n F L m o d e.
( c) A c c ur a c y of F e C o wit h diff er e nt n u m b er of cli e nts. T h e si z e of p er- cli e nt d at a g et s m all er w h e n t h e n u m b er of cli e nts i n cr e as es si n c e
t h e si z e of t ot al d at a is t h e s a m e; ( d) P er- cli e nt r u n ni n g ti m e a n d t ot al r u n ni n g ti m e of all cli e nts.

t e m pl at e. T h e p erf or m a n c e of n o n-II D- 2 is w ors e t h a n II D
p ossi bl y b e c a us e o v er fitti n g o c c urs as t h e att a c k c at e g ori es i n
t h e l o c al d at a ar e t o o li mit e d.

We st u d y t h e c o n v er g e n c e p erf or m a n c e of F e C o b y pl otti n g
t h e v al u e of l oss t hr o u g h t h e tr ai ni n g pr o c ess. As s h o w n i n
Fi g. 6( b), t h e l oss dr o ps s h ar pl y at t h e b e gi n ni n g of t h e tr ai ni n g
pr o c ess, d e cr e as es sl o wl y aft er c ert ai n e p o c hs, a n d fi n all y st a ys
st a bl e. We c a n s e e t h at t h e l oss of F e C o r e a c h es t h e st a bl e
st at e f ast u n d er t h e t hr e e d at a distri b uti o ns, i m pl yi n g t h at F e C o
c o n v er g es aft er a s m all n u m b er of l e ar ni n g r o u n ds.

We als o e x pl or e t h e s c al a bilit y of F e C o b y v ar yi n g t h e
n u m b er of cli e nts. We s h o w t h e a c c ur a c y of F e C o wit h
diff er e nt n u m b er of cli e nts i n Fi g. 6( c). We c a n s e e t h at t h e
a c c ur a c y of s elf-l e ar ni n g d e cr e as es m o n ot o ni c all y wit h t h e
i n cr e as e of t h e n u m b er of cli e nts. T his is b e c a us e t h at t h e
si z e of t h e l o c al d at a als o d e cr e as es wit h t h e i n cr e as e of t h e
n u m b er of cli e nts as t h e y ar e i n v ers el y pr o p orti o n al t o e a c h
ot h er. H o w e v er, t h e a c c ur a c y of F L d o es n ot s h o w a d e cr e asi n g
tr e n d. T his o bs er v ati o n i n di c at es t h at F e C o s c al es w ell wit h
t h e n u m b er of cli e nts i n t h e F L m o d e.

We s h o w t h e o v er h e a d of F e C o i n Fi g. 6( d). S p e ci fi c all y, w e
pr es e nt t h e p er- cli e nt r u n ni n g ti m e a n d t h e t ot al r u n ni n g ti m e
of all cli e nts f or o n e F L r o u n d. N ot e t h at a F L r o u n d m e a ns
t h at t h e s el e ct e d cli e nts fi nis h tr ai ni n g t h eir l o c al m o d els a n d
u pl o a d t h e m o d el p ar a m et ers f or o n e ti m e. We e v al u at e t h e
r u n ni n g ti m e wit h t h e n u m b er of cli e nts r a n gi n g fr o m 1 0 t o 6 0.
N ot e t h at a l ar g er n u m b er of cli e nts m e a ns a s m all er d at as et
at t h e l o c al cli e nt as dis c uss e d a b o v e. We c a n s e e t h at t h e p er-
cli e nt r u n ni n g ti m e d e cr e as es wit h t h e i n cr e as e of t h e n u m b er
of cli e nts w hil e t h e t ot al r u n ni n g ti m e st a ys a p pr o xi m at el y t h e
s a m e. T h e p er- cli e nt r u n ni n g ti m e is as l o w as 1. 8 7 8 s e c o n ds
w h e n t h e l o c al d at a c o nt ai ns 2 0 0 0 r e c or ds, i n di c ati n g t h at
F e C o r e q uir es r el ati v el y littl e c o m p ut ati o n r es o ur c e. We pl a n
t o i m pl e m e nt F e C o i n a g at e w a y d e vi c e i n o ur f ut ur e w or k t o

d e m o nstr at e t h at F e C o is aff or d a bl e e v e n i n a l o c al g at e w a y
wit h l o w c o m p ut ati o n c a p a cit y.

VI. C O N C L U S I O N

I n t his p a p er, w e pr o p os e F e C o, a m a c hi n e-l e ar ni n g- b as e d
I D S f or I o T n et w or ks. F e C o i n c or p or at es c o ntr asti v e l e ar ni n g
i nt o t h e f e d er at e d l e ar ni n g fr a m e w or k t o s u p p ort distri b ut e d
i ntr usi o n d et e cti o n w hil e pr es er vi n g us er d at a pri v a c y. M or e
i m p ort a ntl y, F e C o f e at ur es a n o v el d et e cti o n m et h o d b as e d
o n n et w or k tr af fi c r e pr es e nt ati o n l e ar ni n g t hr o u g h c o ntr asti v e
l e ar ni n g. W hil e l e ar ni n g f or t h e n et w or k tr af fi c r e pr es e nt a-
ti o n, F e C o tri es t o m a xi mi z e t h e dist a n c e b et w e e n b e ni g n
a n d m ali ci o us s a m pl es a n d at t h e s a m e ti m e mi ni mi z e t h e
dist a n c e a m o n g b e ni g n s a m pl es. T h e r es ults ar e t h at i n t h e
n e w f e at ur e s p a c e c o nsisti n g of t h es e l e ar n e d r e pr es e nt ati o ns,
n or m al i nst a n c es li e i n a s m all h y p er-s p h er e. T his eff e cti v el y
e n a bl es F e C o t o a c hi e v e b ett er d et e cti o n a c c ur a c y t h a n ot h er
b as eli n es as F e C o o bt ai ns a m or e st a bl e n or m al pr o fil e of
n et w or k tr af fi c. I n or d er t o a v oi d o v er fitti n g, w e f urt h er pr o-
p os e a t w o-st e p f e at ur e s el e cti o n s c h e m e t o r e m o v e r e d u n d a nt
f e at ur es b ef or e l e ar ni n g. T h e f e at ur e s el e cti o n s c h e m e als o
d e cr e as es c o m p ut ati o n c o m pl e xit y, w hi c h m a k es F e C o m or e
s uit a bl e f or r es o ur c e- c o nstr ai n e d I o T d e vi c es. T hr o u g h e xt e n-
si v e e v al u ati o ns o n t h e N S L- K D D d at as et, w e d e m o nstr at e t h e
hi g h eff e cti v e n ess of c o ntr asti v e l e ar ni n g i n I D S wit h a n 8 %
a c c ur a c y i m pr o v e m e nt o v er t h e st at e- of-t h e- art. We als o i n-
v esti g at e F e C o o n its c o n v er g e n c e p erf or m a n c e, o v er h e a d, a n d
s c al a bilit y, d e m o nstr ati n g its a p pli c a bilit y f or I o T n et w or ks.

A C K N O W L E D G M E N T

T his w or k w as s u p p ort e d i n p art b y t h e Of fi c e of N a v al
R es e ar c h u n d er gr a nt N 0 0 0 1 4- 1 9- 1- 2 6 2 1, t h e N ati o n al S ci e n c e
F o u n d ati o n u n d er gr a nts C N S- 1 8 3 7 5 1 9 a n d C N S- 1 9 1 6 9 0 2,
a n d t h e Vir gi ni a C o m m o n w e alt h C y b er I niti ati v e ( C CI).

1 4 1 7
A ut h ori z e d li c e n s e d u s e li mit e d t o: t o I E E E x pl or e pr o vi d e d b y U ni v er sit y Li br ari e s | Vir gi ni a T e c h. D o w nl o a d e d o n J ul y 1 8, 2 0 2 2 at 2 2: 1 0: 0 7 U T C fr o m I E E E X pl or e.  R e stri cti o n s a p pl y.  
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