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Abstract—We propose a distributed DC/DC converter against 
correlation power analysis and input voltage glitch injection 
attacks in emerging multicore applications. Moving towards 
Internet-of-Things, heterogeneous integration and Network-on-
Chip architectures, protecting data privacy and critical operation 
information for every device become crucial. The proposed 
DC/DC converter is designed to mitigate correlation power 
analysis by weakening the input-output relationships for various 
types of workloads. For steady-state workloads, the correlation 
factors between input and output currents are reduced to only 
0.05. For digital workloads, the correlation factors can vary by 10 
times when there are only a few nanoseconds delay of the load 
current, which greatly prevents attackers from deriving the circuit 
real operations. Meanwhile, the converter is able to resist 20% 
input voltage glitches without generating additional spikes or 
droops while controlling the voltage ripples within 7.5% of the 
output. Implemented and simulated in 32nm CMOS technology, 
single channel peak efficiency reaches 85% based on post-layout 
models. The converter is also able to provide up to 19.3V/µs 
reference tracking capability for dynamic voltage scaling requests. 
The security enhancement induces about 20% area overhead and 
an average 3% efficiency loss. Overall, the proposed converter is 
a promising countermeasure solution for side-channel attacks in 
multicore systems without sacrificing too much performance.  

Keywords—DC/DC converter, security, correlation power 
analysis, distributed power supply, Network-on-Chips 

I. INTRODUCTION  

Security has become more and more critical for any 
embedded or integrated systems during the past few decades. 
While more devices are interconnected enabling the Internet of 
Things (IoTs), the protection against attackers is no longer 
limited to sensitive or confidential data that are transmitted, but 
also includes operation or processing details of any devices in 
the system [1], [2]. Traditionally, encryption blocks, such as 
Advanced Encryption Standard (AES) ciphers, are commonly 
used to secure data and communications and have been studied 
a lot to achieve better performance without costing more power 
consumption. However, as the silicon world moves into post-
Moore’s law era, heterogeneous and larger-scale systems, like 
multicore systems using Network-on-Chip (NoC) or System-in-
Package (SiP) architectures, are introduced to overcome 
computing-power dilemma [3]. Potential security issues in these 
emerging computing platforms have not been explored well and 
previous solutions may not be sufficient or efficient to be 
implemented. It is necessary to design specialized 
countermeasures using either hardware or software solutions.  

Most of the security attacks targeting NoC are belonged to 
(1) Denial-of-Service (DoS) attack; (2) unauthorized use, 
including read or write, of channels or wires; or (3) Hardware 
Trojans (HT) [4]. In order to perform efficient DoS attacks or 
hijack a wire, router or channel, attackers have to have enough 
knowledge of the system and then locate the critical components. 
Distributed attacks should also be solved in such large-scale 
systems [5]. Therefore, in this paper our major objective is to 
prevent attackers from deriving the specific logics or schematics 
and gathering the operation details, by weakening the existing 
correlations using a power supply solution.  

Power analysis is a commonly seen side-channel attack 
(SCAs) to steal critical or encrypted information from the 
system [2]. By collecting operation related data and power 
consumption profiles, doing differential or correlation power 
analysis (CPA) can help determine the key information from the 
system during runtime. Considering that encryption engines 
always feature distinctive operation modes, analyzing their 
power consumption profiles could release critical information 
like the security keys. Due to this, power supplies become very 
vulnerable to power side-channel attacks (PSCA) and people 
have done lots of research to enhance the security. Among 
hardware-based solutions, integrated voltage regulators using 
either inductors or capacitors [6 - 10], have been widely applied 
to be the countermeasure to correlation power analysis. 

In this paper we follow the concept of using integrated power 
supply to mitigate potential CPA attacks and also provide 
sufficient resistance to malicious input voltage glitches 
injections [11] for large-scale systems. We propose a novel 
distributed DC/DC converter based on heterogeneous 2.5D SiP 
architecture [12], [13] which will provide scalability, design 
flexibility and security. The overall architecture example using 
the distributed converter is shown in Fig. 1. 

 Since the proposed converter is distributed in the entire 
package, we define Load Region, in which one proposed 
converter supports three workloads, to help allocate the 
converters in the system. In this way, the system can be scaled 
by adding new load regions with dedicated converter and 
mapping workloads into it. Each load region should have similar 
peak total power consumption to avoid thermal issues. The 
remaining part of the paper is organized as follows. The details 
of the converter are introduced in Section 2. In Section 3, we 
provide simulation results related to CPA and input voltage 
glitch attacks, with analysis for each case. More circuit 
information is given in Section 4 with comparisons with other 
works. We conclude the work in Section 5.   

978-1-6654-2931-3/21/$31.00 ©2021 IEEE 212

20
21

 IE
EE

 3
4t

h 
In

te
rn

at
io

na
l S

ys
te

m
-o

n-
C

hi
p 

C
on

fe
re

nc
e 

(S
O

C
C

) |
 9

78
-1

-6
65

4-
29

31
-3

/2
1/

$3
1.

00
 ©

20
21

 IE
EE

 | 
D

O
I: 

10
.1

10
9/

SO
C

C
52

49
9.

20
21

.9
73

92
19

Authorized licensed use limited to: Worcester Polytechnic Institute. Downloaded on October 23,2022 at 20:00:33 UTC from IEEE Xplore.  Restrictions apply. 



 
Fig. 1. The example showing how the proposed power supply PS-x (x ϵ N) and 
three workload chiplets, shown as Load-3x, Load-(3x – 1) and Load-(3x – 2), fit 
into Load Region-x in the entire system. Each proposed power supply is 
designed to provide three independent regulated output voltages to either 
homogeneous (as in Load Region-1 and -2) or heterogeneous (as in Load 
Region-3 and -4) workloads.  

II. PROPOSED DC/DC CONVERTER 

A. Architecture of the Converter 

Following the proposed converter shown in Fig. 1, in this 
paper the converter has three identical output channels. The 
detailed schematic of three output version is shown in Fig. 2. 
The converter has two stages: (1) two independent switched 
capacitor (SC) circuits as first stage, providing two additional 
internal voltages VX1 and VX2; (2) switching blocks and low-
pass filters as the second stage for voltage regulation.  

 
Fig. 2. Schematic of the 3-output version of the converter with two fixed SC 
circuits and three identical outputs channels, each consisting with three switches 
and one inductor controlled by independent digital voltage-based feedback loops. 

Theoretically, the schematics and conversion ratios of SC 
circuits are not limited and design is closely related to required 
sink/source current capability. More internal voltage levels 
could reduce the output ripples but would need more space for 
SC circuits. In this design, we set VX1 = 2/3*Vin and VX2 = 
1/3*Vin. Cout is about 12nF using off-chip models. We also use 
transmission gate as switches in all SC circuits to ensure the 
switching behaviors. For each switching block, two of them are 
PMOS switch while the left one is using NMOS. Schematic 
view and layout of SC circuits and switches are shown in Fig. 3 
and Fig. 4.  

 
(a)     (b) 

(c)     (d) 

Fig. 3. (a) The schematic of SC circuit-1 located at first stage with voltage 
conversion ratio 2/3; (b) the schematic of SC circuit-2 with voltage conversion 
ratio 1/3; (c) layout view of SC circuit-1; (d) layout view of SC circuit-2.  

 
   (a)    (b) 

Fig. 4. Layout view of (a) PMOS switch with driving circuits; (b) NMOS switch 
with driving circuits. Both switches are located at second stage. 

The schematics of feedback loops and control are shown in 
Fig. 5 with theoretical operation waveforms in Fig. 6. The 
control for each output is divided into two parts: (a) select the 
proper pair of switches; (b) generate charging time Tchar and 
discharging time Tdisc. For each output, we have the following 
equations, where Vreq is the required output voltage, Vin, VX1 and 
VX2 are shown in Fig. 2:  

VX1 < Vreq < Vin, Vout = Tchar * Vin + Tdisc * VX1                (1) 

VX2 < Vreq < VX1, Vout = Tchar * VX1 + Tdisc * VX2          (2) 

The design of SC circuits can follow [14] and equations (3) 
and (4). Switched capacitor circuit switching frequency fsw and 
switches width Wsw are related to flying capacitance Cfly, 
average inductor current ILave and inductor node voltage VL-k 
Also, the inductor design is limited by equation (5) where ΔVL 

is desired inductor node voltage ripple, Ttran is the response time 
which is determined by the comparators in this work, and ILpeak 
is allowed maximum inductor current.  

fsw α 1/(Cfly * VL-k / ILave)             (3) 

Wsw α 

fly Lave

L k

C *I

V               (4) 

L > ΔVL * Ttran / ILpeak               (5) 
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Fig. 5. The control scheme showing (a) charging and discharging signals are 
generated based on the reference voltage Vref-k, output feedback voltage Vfb-k, SC 
circuits output voltages VX1, VX2 and inductor positive node voltage VL-k; (b) gate 
driving signals for switches that are generated by using charging Char-k or 
discharging D_Char-k signals with the external source Vset-k = VX1. 

 
Fig. 6. Theoretical waveforms of the proposed control scheme showing how 
charging and discharging signals are generated by comparing output voltage Vout, 
reference voltage Vref, inductor node voltage VL, VX1 or VX2. 

III. SECURITY SIMULATION RESULTS  

In this section we will show the security related simulation 
results while using the proposed distributed DC/DC converter 
circuit. The countermeasure results in this paper are divided into 
two parts: (a) input voltage glitches injections and (b) correlation 
power analysis. All the simulations are based on layout models 
presented in the previous section and sampling step is 0.1ns.  

A. Input Voltage Glitches 

Responses to input voltage glitches are shown in Fig. 7-9.  

 
Fig. 7. Single-output responses of the converter when Vout = 800mV delivering 
100mA and input voltage glitches occur. During either input spike or droop, 
additional voltage ripples at output are limited to less than 7.5%.  

Using 1V as input voltage, we set a 200mV spike glitch and 
a 120mV droop glitch to check the responses of the system. 
Single channel responses are shown in Fig. 7 and 8 when Vout is   
800mV and 600mV respectively. Voltage ripples change 
slightly during input glitches but the maximum output voltage 
ripple is always within 7.5% of the output. The responses of all 
three outputs are shown in Fig. 9 during input glitches. Output-
2 and 3 remain very stable and voltage ripples are controlled 
within 6%. However, since our converter cannot provide 
boosted voltage, Vout1 cannot reach the required 910mV when 
input voltage falls to 880mV.  

 
Fig. 8. Single-output responses of the converter when Vout = 600mV delivering 
100mA and input voltage glitches occur. During either input spike or droop, no 
additional output voltage ripples are observed.  

 
Fig. 9. Three-output responses of the converter during input voltage glitches, 
where voltage ripples are controlled within 6%. The only voltage shift observed 
at Vout1 is because Vin falls below the required output.  

B. Correlation Power Analysis 

In this part we provide correlation power analysis results 
based on different operation conditions. Based on the converter 
architecture, we assume that attackers can sense input current, 
inductor node voltages or inductor currents and their target is to 
determine circuit schematics and load operations. For general 
NoC based systems, any steady-state loads, voltage scaling 
transitions or digital workloads (similar to encryptions) could be 
the potential targets. We will study the converter security by 
examining the correlation factors between specific circuit 
operation parameters, such as inductor current and load current.  

Starting from Fig. 10(a), all the three outputs are supplying 
steady-state load current. Then we replace one steady-state load 
with one digital load each time to see how the correlation factors 
between different parameters change. In Fig. 10(d), all the 
outputs are supplying digital loads. Based on results from other 
works, if absolute correlation factor value is larger than 0.1, we 
will list the corresponding pair of parameters as related. VL is 
inductor node voltage and IL is inductor current.  
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(a) 

 
(b) 

 
(c) 

 
(d) 

Fig. 10. Transient operation waveforms of the converter when: (a) all three 
output loads are in steady-state; (b) only two output loads are in steady-state; (c) 
only one load is steady-state while other two are digital workloads; (d) all three 
loads are digital workloads.  

To derive the schematic of the circuit and the operation 
details, these relationships are critical: Vout to VL; IL to IOUT and 
IIN to IOUT. Table I shows the correlation factors between Vout 
and inductor node voltage VL in different conditions. It is quite 
obvious that each inductor node voltage is directly related to the 
corresponding output voltage and attackers may recognize the 
connections between each inductor and output.  

However, although Vout to VL correlation is straightforward, 
it is not enough to derive all the circuit operation details. Table 

II shows the relationships between the input currents and output 
currents for different cases. It can be seen that the relationships 
between input and output currents cannot be identified using 
steady-state operation waveforms as correlation factors vary a 
lot and there are no consistent patterns for any outputs. 

TABLE I. ABSOLUTE CORRELATION FACTORS FOR VOUT TO VL  

Cases 10(a) 10(b) 10(c) 10(d) 

Vout1 to VL1 0.618 0.353 0.306 0.403 

Vout2 to VL2 0.784 0.814 0.710 0.668 

Vout3 to VL3 0.491 0.562 0.532 0.357 

TABLE II. ABSOLUTE CORRELATION FACTORS FOR IIN TO IOUT 

Cases 10(a) 10(b) 10(c) 10(d) 

IIN – IOUT1 0.057 0.406 0.308 0.024 

IIN – IOUT2 0.056 0.050 0.326 0.245 

IIN – IOUT3 0.0005 0.012 0.060 0.244 

Due to the fact above that correlations between input and 
output currents are not consistent and using digital workloads 
may help determine circuit’s operations, we then study the 
converter’s responses in details when all the outputs are 
connected to digital workloads.  

From Fig. 11(a) to 11(c), we list transient operation 
waveforms of the converter when all the three outputs are 
connected to digital loads. All loads will be kept at same 
switching frequency and amplitudes and the only difference is 
timing. For load 2, there are slightly delays between different 
cases. In Case 11(b), load 2 current is about 5ns behind that in 
Case 11(a). And in Case 11(c), this load current is 10ns behind 
that in Case 11(b). We also set all the output load currents to be 
aligned at rising edge and shown in Fig. 11(d). 

 
(a) 

 
(b) 
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(c) 

 
(d) 

Fig. 11. Transient operation waveforms when all three outputs are connected 
digital workloads. Only a few nanoseconds delay is added to IOUT2 in (b) and (c) 
and all three outputs are aligned at rising edge in (d).  

For all the four cases shown in Fig. 11, output workloads 
have the same operation and the only difference is the timing. 
From 11(a) to 11(c), IOUT1 and IOUT3 are kept same and only 5ns 
and 15ns delay is added to IOUT2. Because of the shared circuit 
components, the inductor current in one channel is actually 
correlated with output currents in other channels. As marked in 
Table III, IV and V, IL1 is correlated with IOUT2 and the 
correlation factor actually increases by 50% when there is about 
15ns measurement delay. Similar phenomena also exist between 
IL2 - IOUT3, and IL3 - IOUT2. The correlation factor is increased by 
150% and varies almost 10 times for IL3 - IOUT2. An effective 
correlation between IL3 and IOUT1 also exists which can be 
confusing for attackers. Since 5ns or 15ns delay could occur 
easily without being noticed by attackers in real sensing and 
measurement, such variations of correlation factor could greatly 
prevent attackers from deriving the correct circuit operations. 
Meanwhile, if we take a look at the results between input and 
output currents, the correlation factors also vary significantly. 
Theoretically, there should be no obvious change for IIN - IOUT 
correlations since all the loads have the same operations and 
power. Although the correlation between IOUT2 and IIN remains 
constant, we can find that IOUT1 almost shows no correlation with 
IIN and the correlation factor for IOUT3 - IIN varies by 2.5 times. 
The actual operation and power consumption are hidden well.  

To further explore the performance, we set all the output 
current same as previous three cases but aligned at the rising 
edge, and the waveforms are shown in Fig. 11(d) with 
correlation results in Table VI. Compared to the results in other 
tables, the correlation factors between input and output currents 
are increased a lot. But the correlation between some inductor 

currents and output currents, that are mentioned above, becomes 
weaker. Although forcing alignment of outputs may attenuate 
the protection to some extent, there still exists multiple 
misleading correlations for the attackers. Combined with the 
sensitivity to delays, the proposed converter shows strong 
protection against side channel analysis by hiding real 
correlation information. 

TABLE III. ABSOLUTE CORRELATION FACTORS FOR CASE 11(a) 

Parameters IIN IL1 IL2 IL3 

IOUT1 0.009 0.570 0.256 0.193 

IOUT2 0.243 0.278 0.407 0.023 

IOUT3 0.097 0.203 0.097 0.414 

TABLE IV. ABSOLUTE CORRELATION FACTORS FOR CASE 11(b) 

Parameters IIN IL1 IL2 IL3 

IOUT1 0.004 0.566 0.262 0.198 

IOUT2 0.216 0.405 0.418 0.099 

IOUT3 0.207 0.196 0.209 0.422 

TABLE V. ABSOLUTE CORRELATION FACTORS FOR CASE 11(c) 

Parameters IIN IL1 IL2 IL3 

IOUT1 0.024 0.567 0.285 0.203 

IOUT2 0.245 0.416 0.421 0.218 

IOUT3 0.244 0.197 0.242 0.423 

TABLE VI. ABSOLUTE CORRELATION FACTORS FOR CASE 11(d) 

Parameters IIN IL1 IL2 IL3 

IOUT1 0.480 0.553 0.214 0.101 

IOUT2 0.540 0.269 0.399 0.221 

IOUT3 0.351 0.189 0.171 0.487 

IV. CONVERTER PERFORMANCE AND COMPARISONS 

The proposed converter, being a hardware solution, can be 
one of the security improvement stages to protect any kind of 
workloads. In addition, we also study the general performance 
of the converter as it is distributed to power multiple workloads 
in a NoC system. The layout of the converter and the inductor 
are shown in Fig. 12 and load transient responses and efficiency 
curves are shown in Fig. 13 and 14.  

  
   (a)   (b) 

Fig. 12. (a) Layout of the proposed converter with three output channels 
connecting to VL-1, VL-2 and VL-3 nodes; (b) 3D view of the 2nH Air-core 
inductor consuming 0.86mm x 0.86mm x 0.75mm space. 

The design objective of the converter, in terms of security, 
is to prevent attackers from deriving the circuit schematics and 
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stealing relevant operation information. Furthermore, in a 
large-scale NoC based system, if the attackers cannot identify 
the schematics and how the workloads are operating, it becomes 
difficult for them to implement effective DoS attack efficiently 
and they cannot easily pinpoint the critical connections or wires 
to hijack and do malicious read/write behaviors. 

 
Fig. 13. Transient responses of all outputs when Vout1 is transitioning between 
different voltage levels with fixed load impedance showing up to 19.3V/µs 
step-up and 6.6V/µs step-down reference tracking speed, output-2 is providing 
115mA at 700mV and output-3 is providing 40mA at 320mV.  

Although the converter shows ultra-fast load transient 
responses and security improvement, the additional SC circuits 
and switches generate some power and area overheads. Based 
on our study, if the converter is optimized only for maximum 
efficiency, we can save an average 20% area and the efficiency 
would have an average of 3% boost for all the conditions. For 
single channel operation, peak efficiency is about 85.5%. We 
briefly compare our work with others in Table VII.  

TABLE VII. COMPARISON WITH OTHER WORKS 

 This 
work 

TVLSI’20 
[3] 

JSSC’18 
[7] 

TVLSI’21 
[10] 

JSSC’19 
[15] 

Technique 32nm 65nm 130nm 28nm 130nm 

Attack 
Type CPA 

CPA, 
CNN & 
leakage 

CPA & 
leakage 

EM side 
channel 

Power/EM 
side 

channel 
Power 

Overhead 3% 3.5% 5% 15% -3.5% 

Area 
Overhead 20% 2.3% N/A 16% 6.6% 

Load 
Power 

165 
mW 336 mW 10.5 mW < 1mW 13.1 mW 

V. CONCLUSION 

In this paper we presented a distributed power supply 
featuring single-input-multiple-output architecture to improve 
security for NoC based large-scale systems. The proposed 
converter can successfully lower the correlation factor between 
input current and output current to 0.05 for steady-state 
operations, which makes it much more difficult for attackers to 
identify different workloads to perform further attacks. For 
digital workloads, the converter creates multiple mask 
correlations between different inductor currents and load 
currents to mislead attackers. Thus, attackers may not be able to 
use sensed inductor current to derive the circuit schematics and 
operation accurately.  

However, due to redundant circuits components for multiple 
output, it brings in about 20% area overhead and 3% power 
overhead. This might be solved in future works by combining 
with other control related methods. Since the converter also 
provides fast load transient responses, it is still a promising 
hardware solution to be used in large-scale system to improve 
security against any power side-channel and provide accurate 
and efficient regulated voltages to multiple workloads.  
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