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ABSTRACT

Future communication will be characterized by
ubiquitous connectivity and security. These fea-
tures will be essential requirements for the efficient
functioning of futuristic applications. In this article,
in order to highlight the impact of blockchain and
6G on future communication systems, we catego-
rize these application requirements into two broad
groups. In the first category, called Requirement
Group | (RG-1), we include the performance-re-
lated needs on data rates, latency, reliability and
massive connectivity, while in the second category,
called Requirement Group Il (RG-I1), we include
the security-related needs on data integrity, non-re-
pudiability, and auditability. With blockchain and
6G, network decentralization and resource sharing
would minimize resource under-utilization, there-
by facilitating RG-I targets. Furthermore, through
appropriate selection of blockchain type and con-
sensus algorithms, RG-ll needs of 6G applications
can also be readily addressed. Through this study,
the combination of blockchain and 6G emerges
as an elegant solution for secure and ubiquitous
future communication.

INTRODUCTION

As 5G is approaching commercial readiness, 6G
vision papers have started to appear in the liter-
ature [1-5]. These papers identify some key 6G
applications and services such as Human Bond
Communication (HBC), Multi-sensory eXtended
Reality Applications (XR), Wearable Technology
based Futuristic Applications (WTech), Large-
scale connected autonomous systems (LS-CAS),
and greater support for several vertical domains.
These applications have very stringent require-
ments of data rate, latency and reliability. The
nature of data collected by several 6G applica-
tions will be increasingly sensitive and critical.
The successful adoption of 6G applications by
the users would therefore require strict data
security guarantees. Blockchain is a distribut-
ed ledger technology where cryptography and
hash functions are used to form a chain of data
blocks, created when an event occurs and ver-
ified in a decentralized way using consensus
algorithms [6]. Blockchain, initially only used
in cryptocurrencies, is now being used in other
application domains such as smart grid, connect-
ed vehicles, and Internet of Things. [7-10].

Blockchain is believed to be a key technology
in 6G applications [1, 2, 4]. The stringent network
performance requirements of these applications
will require support of technologies such as Recon-
figurable Intelligent Surfaces (RIS), TeraHertz (THz)
communication, Artificial Intelligence (Al) and small
cell networks. To enable efficient combination of
these technologies for the provision of resources
to achieve the performance requirements, collab-
oration and coordination in a transparent and trus-
tless environment is needed. These technologies
also require dense network deployments which will
lead to more infrastructure and complicated net-
work deployment. Network decentralization will be
needed to simplify the network deployment. Block-
chain will provide the desired transparency and
trustlessness in the decentralized network. Block-
chain will also provide the strict security require-
ments of future communication systems because
of its built-in security features.

Based on the application requirements, the
decentralization, security and scalability of block-
chain can be fine tuned by selection of appro-
priate blockchain components. Consensus is an
important property in blockchain systems which
ensures that all the nodes agree on the network
state. By a careful consideration of consensus
algorithms and protocols, blockchain can attain
superior and diverse security features such as data
integrity, non-repudiation, and auditability [7, 11].
Appropriate selection of a communication network
can have an impact on the decentralization and
scalability of the system. For example, if latency
is not an issue but decentralization and scalability
are required, Proof-of-Work (PoW) can be used. If
the system is required to converge in a very short
time, 6G can be used with communication-inten-
sive mechanisms such as Practical Byzantine Fault
Tolerance (PBFT).

We divide 6G application requirements into two
broad categories with the objective of making the
blockchain and 6G combination easier to under-
stand. In the first category, called Requirement
Group | (RG-), we include the performance-related
needs on data rates, latency, reliability and massive
connectivity. These performance requirements will
help enable ubiquitous communication. In the sec-
ond category, called Requirement Group Il (RG-I),
we include the security-related needs on data integ-
rity, non-repudiability, and auditability. The major
contributions of this article are as follows:
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+ We identify the requirements for optimal per-
formance of 6G applications. We divide these
requirements into two groups based on tradi-
tional and security requirements.

+ We discuss the combination of blockchain and
6G for these application requirements. The
decentralization and trustlessness and the secu-
rity features of blockchain will cater to both
types of application requirements.

+ We consider the blockchain employment in an
LS-CAS scenario. We derive the time required
to detect malicious miners in a blockchain sys-
tem. By simulation results, we show that block-
chain will help detect malicious miners and 6G
will help accelerate this detection.

6G APPLICATIONS AND THEIR REQUIREMENTS

In this section, we discuss some futuristic 6G
applications as shown in Fig. 1 and discuss their
requirements.

6G APPLICATIONS

Human Bond Communication: This applica-
tion is concerned with data from all five human
senses to allow more expressive, realistic and
holistic information exchange between humans
and machines. This application would require
strict security guarantees because a lot of intimate
data would be transmitted.

Multi-Sensory eXtended Reality Applications:
By combining information from human senses,
human gestures, the surrounding environment, and
multiple data sources, XR applications can provide
a fully-immersive user experiences. Data integrity
is required for this application because any data
attack by a malicious entity could change the
entire user experience.

Wearable Technology Based Futuristic Appli-
cations: Another key area is wearable technology
(implantable sensors, wearable clothing, brain-com-
puter-interface (BCI)), which requires ultra-reliability
for reliable data exchange. Existing 5G systems fall
short in leveraging the numerous potential oppor-
tunities beyond traditional healthcare scenarios.

Large-Scale Connected Autonomous Systems:
Another area where 6G can find potential appli-
cations is connected robotics and autonomous
systems, which include drone-delivery systems,
autonomous cars, autonomous drone swarms,
vehicle platoons, and autonomous robotics [1].
These applications simultaneously demand all three
5G service classes, and network slicing in 5G may
not be the ideal way to achieve the requirements
of such applications.

Greater Support for Vertical Domains: For
vertical industries in which similar products or ser-
vices are developed, produced, and provided (e.g.,
manufacturing, energy, health, automation), 3GPP
has defined multiple key performance indicators
(KPIs) for several core and secondary quality of
service (QoS) parameters. 5G massive machine
type communication (mMTC) will not be able to
keep up with the increasing number of connected
devices in vertical industries.

6G APPLICATION REQUIREMENTS
We divide 6G application requirements into
two broad categories with the objective of
making it easier to understand blockchain
utility. In the first category, we group those
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FIGURE 1. 6G Applications.

requirements that have always remained a
major consideration in all the previous gen-
erations of wireless communication systems.
These traditional requirements include ultra-re-
liability, low-latency, enhanced data rates,
and massive connectivity. We refer to these
as “Requirement-Group-1” (RG-I). 6G applica-
tions will demand several orders of magnitude
improvements in RG-I values. In the second
category, we include privacy and confidential-
ity, data integrity, non-repudiability, and audit-
ability requirements. We refer to these, mostly
security-related requirements, as “Requirement-
Group-IlI” (RG-I1). 6G applications are envi-
sioned to use and manipulate the large amount
of data produced by human senses/organs,
and autonomous agents that necessitate the
inclusion of both types of requirements as
inherent and necessary components/features.

In 6G vision papers, we find a lot of discus-
sion on various technologies that can help in
the further improvements in RG-I values. Some
of these front-runner 6G technologies include
THz communication, RIS [1, 2, 4] and Al [3, 12].
We anticipate that the advancements in these
new technologies and new network architec-
tures will enable ultra-reliable, low-latency, and
enhanced broadband connectivity for a massive
number of devices in 6G communication sys-
tems. On the other hand, in 6G literature, there
is not much discussion about RG-Il. This is due to
several reasons. The exact definition and scope
of security-related requirements may vary in dif-
ferent application scenarios due to the nature of
involved entities such as operators, equipment,
and machines, and assigning responsibility for
the fulfillment of these requirements is also not
straightforward. As the application and use-case
landscape in future 6G applications becomes
more and more complex, fixing RG-II values also
becomes challenging.
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Category Sub-category Description Blockchain based solution
Spectrum owners can coordinate with each other to provide — Spectrum usage information can be
Spectrum management ) )
spectrum resource for high data rates stored on blockchain
o : : Infrastructure location, ownershi
3D communication infrastructure is mobile, dense and : ) . ership
Resource Infrastructure and asset : ; ; ; information, usage information,
diverse with complex ownership models. Its management is ) : )
management  management _ ; maintenance requirements, and useful life
) a challenging task for one entity ) ;
solutions data can be stored on blockchain
) Un-utilized computing power or storage space anywhere in )
Computing power and puting p £€ space anyw Computing power and data space shared
the network can shared to reduce battery drainage, decrease : )
data storage management ) information can be stored on blockchain
task latency, balance resources, and improve performance
Al model : ; Hard trained Al model parameters are
Al models can be trained for complex operational and )
parameter Al securely stored on and retrieved from

management

environmental optimization tasks

blockchain

TABLE 1. Blockchain Based Resource and Al model parameter management for RG-1 in 6G applications.

BLOCKCHAIN AND 6G

In this section, we first discuss blockchain fol-
lowed by the combination of blockchain and 6G
from the RG-l and RG-II perspectives.

BLOCKCHAIN

Blockchain is a distributed ledger in which informa-
tion is stored as a chain of data blocks. Blockchain
is an amalgamation of several technologies for net-
work, consensus and automation management. All
these technologies have to be carefully combined
and selected to attain the desired security features
required for the underlying application scenario. As
the use cases of blockchain are expanding, so are
the number of available options to build a block-
chain. With respect to administrative control, block-
chain can be either public, consortium or private.
Any node can join, leave, read or write on the public
blockchain and it is completely decentralized. In con-
sortium and private blockchains, the write access is
owned respectively by a group of organizations and
a single organization. PoW algorithms provide the
greatest amount of security features in terms of data
immutability but their use on resource-constrained
nodes becomes challenging. PoS variants like dPoS,
on the other hand, can be made more secure by
engaging a large number of verifiers in the network
which increases the communication overhead and
the time required for reaching consensus. Automa-
tion on blockchain is managed through smart con-
tracts which are computer programs stored on the
blockchain to define the contractual obligations and
enable the automatic transfer of assets between
peers when the required conditions are met.

BLOCKCHAIN AND 6G RG-!

For RG-I targets, 6G is expected to be 3D inte-
grated with infrastructure elements being present
in all three dimensions. The management of this
infrastructure and asset will be a challenging task.
The spectrum, storage and computation sharing
models will also become more complex. Al will
be an essential part for resource optimization. The
management of trained models will become com-
plex. Blockchain will provide the essential trus-
tless environment and security required for the
resource and Al management (Table 1).

Resource Management Solutions: 6G applica-
tions would demand a large amount of spectrum,
computing power, and other available resources
and infrastructure.

Spectrum Management: High data rate
requirements of 6G applications can be aided by
spectrum sharing as data rate is directly proportion-
al to the available bandwidth. To maximize spec-
trum utilization, licensed spectrum owners as well
as unlicensed spectrum operators in any band can
coordinate and cooperate with each other under
different terms and conditions automated through
smart contracts which are deployed on a block-
chain. The spectrum sharing framework described
in [13] for 5G can be applied. In this framework,
when a user requests the desired bandwidth, the
primary operator (the operator who has the regis-
tration information of the user) checks to see if it
has the desired resources. If not, it requests the sec-
ondary operator regarding the resource availability.
Once confirmed, the primary operator sends the
user’s information to the secondary operator, who
sends a service level agreement (SLA) to the prima-
ry operator and provides the required permission
to use the spectrum. The authorized node veri-
fies the transaction and adds it to the blockchain.
This framework can be made more secure for 6G
by choosing a consortium blockchain along with
appropriate consensus algorithms.

In such an improved framework, a transaction
containing both the operator identities, user iden-
tity, and start and end time of spectrum usage is
added to the current block which is verified by
the network. Once verified, the new block con-
taining the spectrum sharing transaction is added
to the blockchain.

Infrastructure and Asset Management: Dense
deployment of communication devices in all three
spatial dimensions owned by multiple operators or
some specialized asset service providers (SASPs)
(e.g., specializing in communication drones, HAPs,
submarines) in 6G would be critical for RG-I tar-
gets. At the same time, maximum utilization of all
the available resources would ensure the quali-
ty of service (QoS) of 6G users and would also
maximize the revenues of network operators
and SASPs. We explain the utility of blockchain
through an example of a user wanting to decrease
the communication latency by finding the best
communication relays provided by the SASPs. In
a blockchain-assisted infrastructure and asset man-
agement system, an authenticated and registered
user will search for the nearest communication
relays. The relays check the registration information
of the user and its network from the blockchain
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and then provide the desired connectivity to the
user according to the SLAs available in the smart
contract for that network. The transaction is record-
ed on the blockchain after verification through an
appropriate consensus algorithm.

Computing Power and Data Storage Man-
agement: Many 6G applications would require a
large amount of data from a very large number of
sensors and nodes. For example, to provide fully
immersive XR experiences, thousands (if not mil-
lions) of extremely small sensors may be required.
Processing all this data into meaningful rich infor-
mation will require a huge amount of computing
power. However, even with future enhancements
in battery technologies, such intensive applica-
tions will severely deplete the battery and storage
of mobile devices, and computing and storage
resources might also be inadequate. For compute
power and storage management, authenticat-
ed users could use a public blockchain. We can
assume a double auction market model where
some users in need of computing power or stor-
age space would submit their asks (required
resources and price) while others with spare com-
puting power or storage space can place their
bids (available resources and price). In every
such market round, bids and asks are matched
and a market clearing price is determined. The
double auction algorithm is automated through a
smart contract. The transactions are added to new
blocks which are verified through consensus and
added to the blockchain.

Al Model Parameter Management Solutions:
Operational and environmental intelligence may
be achieved in 6G networks with the help of Al
With network densification, novel RIS-based chan-
nel models, multiple conflicting objectives, and an
extremely large number of variables, optimization
problems in 6G networks would become NP-hard.
Instead of applying traditional optimization, deep
learning techniques will mostly be used for efficient
optimization of network resources in rapidly chang-
ing operational and environmental conditions. Al
models are difficult to train but very efficient to
use and produce results in no time. In this context,
blockchain may be used to safely store the hard-
found Al model training parameters.

BLOCKCHAIN AND 6G RG-II

In the following, we provide definitions of data
integrity, non-repudiation and auditability. These
are essential security features for 6G applications
and have not been clearly defined previously in
that context.

Data Integrity: Data integrity refers to the
detection of unauthorized changes in data. Data
integrity attacks deliberately modify the original
information to corrupt a communication system for
some malicious gains. Data integrity breaches may
create safety issues in several control applications
in vertical domains and LS-CAS applications.

Non-Repudiation: Non-repudiation refers to
the availability of irrefutable proof of who per-
formed a certain action even if the nodes in the
network are not cooperating. As Al is becoming
commonplace, we anticipate a very large number
of machine-type nodes in 6G applications to mimic
some form of human intelligence. In this context,
non-repudiation will become an important require-
ment in several 6G applications.

Auditability: Auditability is concerned with the
ability to reconstruct a complete history of a cer-
tain event or action from the historical records. In
many LS-CAS applications where critical decision
making is involved, auditability would be required
to fix liability in case of malfunctions, conflicts, or
to safeguard commercial and financial interests.

With these definitions and in order to better
understand the advantages provided by blockchain
for RG-ll targets of 6G applications, we present a
brief discussion of security related options avail-
able in 4G and 5G systems. The legacy authen-
tication mechanisms in previous generations of
communication systems mostly employ symmet-
rickey cryptography where the same key is used
for encryption and decryption of data [14]. Up to
4G communication systems, the Authenticated key
agreement protocol (AKA) and Extensible Authenti-
cation Protocols (EAP) frameworks are largely used.
AKA is a challenge-and-response based authenti-
cation protocol, while in EAP, the user provides
an identity to the eNodeB which is then authenti-
cated by the authentication server. On the other
hand, in 5G communication systems, asymmetric
public-key-infrastructure (PKI) based cryptography,
which provides stronger security properties than
symmetric key cryptography, is used [15]. There
is no protection in 4G communication systems for
user data integrity. In 5G communication systems,
protection of user data integrity is mandatory over
the air interface. Integrity protection is resource
demanding, therefore, the maximum data rate for
integrity protected data traffic in 5G is limited to
64kb/s. 4G communication systems have no provi-
sion for non-repudiation because of symmetric key
cryptography, while non-repudiation protection is
provided by 5G due to PKI based cryptography. In
both 4G and 5G communication systems, there is
no defined mechanism for auditability of data.

Integration of blockchain in 6G would not only
help but also control RG-II targets. Through the
appropriate selection of network, consensus, and
automation management algorithms, blockchain
can provide desired levels of data integrity, non-re-
pudiation and auditability. Blockchain allows asym-
metric PKI based cryptography and the inclusion of
privacy preservation frameworks for greater data
privacy and confidentiality. Blockchain accepts new
blocks only after verification through a consen-
sus mechanism among multiple P2P nodes. Every
block is linked to its parent block (previous block
in the chain) by a cryptographic hash function. This
allows auditability and makes it possible to verify
data all the way back to the genesis block. Data
integrity in any block can be easily verified sim-
ply by checking the hash-trees. Moreover, as the
blockchain size increases, data tampering becomes
even more difficult because of the linkage between
all the chained blocks.

In addition to that, some state-of-the-art security
technologies in practical communication systems
are used in 5G. The encryption system used in 5G
is 128-NIAT which provides a 128 bit security level,
that is, equivalent to that of AES 128. Blockchain
utilizes two different levels of security where, for
data verification, the data is encrypted. For data
storage, the hash of the block is cascaded into the
next block. For privacy, 5G uses the Elliptic Curve
Integrated Encryption System (ECIES). Here the
International Mobile Subscriber Identity (IMSI) of

Integration of block-
chain in 6G would
not only help but
also control RG-II
targets. Through the
appropriate selection
of network, consensus,
and automation man-
agement algorithms,
blockchain can provide
desired levels of data
integrity, non-repudi-
ation and auditability.
Blockchain allows
asymmetric PKI based
cryptography and the
inclusion of privacy
preservation frame-
works for greater data
privacy and
confidentiality.
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FIGURE 2. Blockchain-based reputation and dPoS Implementation for LS-CAS

application.

the user is encrypted multiple times to generate
different identities every time. In blockchain, priva-
cy is ensured by generating a different key pair for
every transaction to avoid linking of transactions.
The control plane of 5G is logically centralized
using SDN and NFV. This highlights an obvious vul-
nerability related to availability. Blockchain, being a
decentralized network, provides better availability.

CASE STUDY AND SIMULATION RESULTS

In this section, we present a case study to show
how blockchain and 6G combined can provide
a fast and secure communication system. We
consider an LS-CAS example which is a data-cen-
tric and machine-centric application and a large
amount of critical data is automatically generat-
ed and shared between autonomous nodes. Such
applications have already been discussed in 4G
and 5G communication systems. However, we will
demonstrate that combining blockchain and 4G
or blockchain and 5G cannot achieve the same
level of synergy that we can obtain with blockchain
and 6G, because the superior security features of
blockchain require resource-intensive consensus
algorithms and superior communication networks.
Therefore, when 6G speeds are combined with
blockhain security, we achieve the desired goal of
truly fast and secure communication.

LS-CAS SCENARIO

Our LS-CAS scenario consists of autonomous
vehicles and delivery drones (collectively referred
to as User Equipments (UE)) and Road Side Units
(RSU). We assume that some RSUs are fixed while
others are drone-mounted. In this application, we
have U2U (user equipment to user equipment),
U2l (user equipment to infrastructure) and 121
(infrastructure to infrastructure) communications.
UEs and RSUs together form a large-scale wire-
less-connected distributed autonomous system.
We assume UEs are equipped with several sen-
sors and state-of-the art camera systems. The data

generated by UEs might represent real-time road
maps, location information, infotainment, RSU
reputation information, sensor readings, or any
other information related to UE safety, transpor-
tation or entertainment needs. This data should
be shared in the network with low latency while
ensuring data integrity which is important for
safe navigation and other reasons. In a scenar-
io where this system is under attack from some
malicious actors (RSUs and colluding vehicles)
inside the network who can tamper data for their
advantage, we need a mechanism to detect data
tampering and also to recognize malicious actors.
With the introduction of blockchain and its fea-
tures, such data integrity attacks and bad actors
can be easily recognized.

SECURE ENHANCED DP0S ALGORITHM FOR LS-CAS

We consider a blockchain-based setup similar to
[8]. This blockchain uses a secure and enhanced
dPoS algorithm and there are numerous safeguards
for the protection of shared data. We assume
RSUs have the necessary resources to implement
and store the blockchain. The data shared among
the UEs is sent to the RSUs, which run a dPoS
consensus algorithm for block mining. We assume
that RSUs are not fully trusted and can get com-
promised. Additionally, some UEs can also collude
with the compromised RSUs. Therefore, miner rep-
utations are updated after a complete round of
data exchange and the record is uploaded to the
blockchain. In the following, we explain one round
of block creation and reputation updates. This pro-
cess is also depicted in Fig. 2.

First, the stakeholders (vehicles/drones) partic-
ipate in a voting process to determine active and
standby miners according to the reputation scores.
Active miners are a pre-defined number of higher
reputation miners from all the miners, and they act
as block managers in a round-robin fashion for the
following rounds. Real-time data is shared among
UEs and the data sharing record is shared with the
nearest available RSU. UEs also upload recently cal-
culated reputation scores to the nearest RSU. RSUs
route this data to the block manager of that round.

Active and standby miners are split into different
types based on their reputation scores. The block
manager designs a smart contract for each type
and broadcasts the unverified data block along
with the different smart contracts. Smart contracts
are designed such that a verifier gets maximum util-
ity only if it attempts the respective smart contract.
The block is verified and the verification results are
audited by the local neighborhood, after which the
block is sent back to the block manager.

The block manager receives the verification
reports and creates a new data block based on a
2/3 majority consensus basis. After consensus, the
block manager broadcasts the new block and the
RSUs add this block to their local blockchain cop-
ies. UEs download the latest data block from their
nearest RSU, check the accuracy of their previous
transactions, and accordingly update the reputa-
tion score of the RSU for the next round.

There are numerous safeguards in this dPoS
scheme to allow for the detection of malicious
actors and collusion attacks. However, it is also
obvious that the detection of any malicious
activity largely depends on the amount of time
required to complete different tasks in each
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Small-scale

Medium-scale ~ Large-scale Very-large-scale

I network network network network
Total number of active and standby miners 100 1000 10000 20000
Total number of vehicular and drone users 100 1000 10000 20000
Vote Size IKB 10KB 100KB 200KB
: i I0Mb/s{4G), 10Mb/s(4G), I0Mb/s{4G), 10Mb/s(4G),
i eploss 500MD/S5G.  500Mb/sBG).  500Mb/s5G).  500Mb/s(5G),
P 100Gb/s(6G) 100Gb/s(6G) 100Gb/s(6G) 100Gb/s(6G)
Data block size before verification 10KB 100KB 5MB 10MB
Reputation block size before verification 1.5KB 15KB 150KB 300KB
Size of smart contract 2KB 15KB 150KB 200KB
Types of Verifiers 10 10 10 10
Number of active miners 15 41 199 255
Number of RSUs with UE data record [10, 40| [100, 400] [1000, 4000 [1500, 6000]
Maximum end to end number of hops 8 23 71 100
TABLE 2. Parameters and their values.
round. We can divide the latency of different 100000 46
steps in each round into transmission latency, _ 25% m33% B 50% 46 =
computational latency and information diffusion Z o000 H25% E33% 850% = =
latency. Due to the availability of relatively fast g ;
processors in vehicles and RSUs, we neglect the s 55 5456
. . « R 5G 255
computational latency and thus the time for one 3 1o00 e 3 — ]
round of this step will depend on the network 2 ] S
speeds and network scale. 2 100 5 l'e6
5 :
7
THE ROLE OF COMMUNICATION NETWORKS 8 g pem
To show the role of communication networks -‘é s
(4G/5G/6G) we perform some simulations. In 314
these simulations, we assume a total area of g s o6
150km2. UE positions are randomly initialized £ : ﬂg!\ SR Sk S
and RSUs are uniformly deployed across the net- = small-Scale Medium-Scale Large-Scale Very-Large-
work. The positions and the range of RSUs are set Network Network Network Scale Network

according to the density of network deployment.
The weight of positive and negative interactions
is set as 0.4 and 0.6, respectively. The probability
of successful message transmission is 0.7. These
parameters are derived from [8]. The adjustment
factor for the number of hops is set to be 0.75.
The reputation scores are computed using a multi-
weight subjective logic (MWSL) model [8]. We
consider four different network scales, that is,
small-scale, medium scale, large-scale, and very-
large-scale. Different parameters required in the
simulation (e.g., average number of hops to block
manager, types of verifiers, number of RSUs with
UE records) are adjusted according to the net-
work scale. In these simulations, we consider an
attack scenario where a miner starts to behave
maliciously after 20 rounds. The malicious miner
also colludes with 25 percent, 33 percent and
50 percent of UEs in order to get high reputa-
tion scores. We consider the ability of the block-
chain-based scheme to detect the malicious miner
in 4G, 5G and 6G networks. Important simulation
parameters are given in Table 2.

In Fig. 3, we plot the amount of time required
to detect a malicious miner for different network
sizes in 4G/5G/6G for different attack scenarios.
As we increase the network size, the amount of
time required for the detection of malicious min-
ers increases. Similarly, for the same network size,

FIGURE 3. Time required to detect malicious miner for different collusion rates

in different sized networks.

as we increase the percentage of colluding UEs,
the amount of time required to detect a malicious
miner also increases. The performance of a 4G net-
work is only adequate in a small and medium-scale
network where at 50 percent collusion it is able to
detect the malicious miner in 15s and 340s, respec-
tively. In large and very-large-scale networks, at 50
percent collusion, a 5G network requires 681s and
1826s, respectively to detect a malicious miner.
On the other hand, a 6G network only requires
25s and 53s, respectively, in large and very-large-
scale networks to detect a malicious miner at 50
percent collusion.

In order to clarify the importance of block-
chain in this scenario, we consider an adversary,
which behaves honestly for 20 interactions and
then switches between malicious and honest
behavior for 15 and 5 interactions alternative-
ly. We use blockchain with the MWSL model
as well as blockchain with the beta and sigmoid
reputation models. In the beta reputation model,
the beta probability density function is used to
combine feedback and derive reputation. In the
sigmoid model, reputation is calculated as a sig-
moid function of an overall impact of honest and
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malicious behavior. Using appropriate parameters
and considering 33 percent network collusion,
we observe that some blockchains are able to
detect malicious miners, while others are not, as
shown in Fig. 4. Even using 6G will not help in
those cases. Using the latency results of 6G, we
will see that malicious miners are detected the
earliest when using 6G with an appropriate block-
chain model. This result shows that in LS-CAS,
the appropriate selection of blockchain structure
is necessary for detecting malicious activity, and
therefore improving the system integrity. Along
with blockchain, 6G is the most appropriate tech-
nology that will facilitate timely detection. In that
sense, blockchain and 6G will form an ideal com-
bination for the application used, that is, LS-CAS.
These simulation results are very promising and
suggest the use of more secure blockchain imple-
mentations in 6G are possible as both complement
each other. Secure consensus algorithms enhance
security of 6G applications while 6G enables their
implementation through its faster speeds. At the
same time, the creation of a trustless environment
in 6G by more secure blockchain implementations
would benefit RG-l by eliminating under-utilization
of critical resources deployed under complex own-
ership and sharing models. Some challenges for
wider blockchain implementations in 6G would
require further research in the following directions:

+ Sharding and sub-blockchain techniques could
be utilized for further reduction in convergence
times in very large blockchain networks.

+ Smart contracts optimization techniques are
necessary for decreasing block size and con-
sensus latency. Smart contracts should also be
written extremely carefully to make them less
vulnerable to hackers.

+ Larger network sizes translate into larger stor-
age requirements. Off-chain storage can be
used and a signature associated with the block
can be stored on the chain.

+ Without compromising the security features,
there is a clear need for less resource intensive
consensus algorithms.

CONCLUSION

In this article, we have discussed the potential of
blockchain and 6G for future communication and
highlighted a synergy between them. We have
divided 6G application requirements into perfor-
mance related (RG-1) and security related (RG-II)
groups with the objective of making the synergy
more understandable. We have shown that the
trustless nature of blockchain would make it eas-
ier to manage and audit 3D network resources
and Al model parameters in 6G networks with
complex ownership models. This flexible use of
increasingly large and complex network resourc-
es in 6G with the help of blockchain would sig-
nificantly facilitate RG-I targets. Furthermore,
through the appropriate selection of blockchain
type and consensus algorithms, the RG-Il needs of
6G applications could also be readily addressed.
Therefore, blockchain and 6G combined can pro-
vide secure and ubiquitous communication.
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