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ABSTRACT

This paper takes a first look at the potential consequences of cyber-
attacks against structural control systems. We design algorithms
and implement them in a testbed and on well-known benchmark
models for buildings and bridges. Our results show that attacks
to structures equipped with semi-active and active vibration con-
trol systems can let the attacker oscillate the building or bridge
at the resonance frequency, effectively generating threats to the
structure and the people using it. We also implement and test the
effectiveness of attack-detection systems.
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1 INTRODUCTION

Since 1980, 258 weather and climate-related natural hazards in the
United States (US) have resulted in $1.75 trillion cumulative costs
of damage to cities [80]. To reduce these costs, civil infrastructures
are being equipped with various sensors for health monitoring and
structural control [65]. Sensors can measure physical quantities
related to the building motion, such as strain, acceleration, velocity,
displacement, pressure, temperature, and ground motion [21, 102].
Structures equipped with control devices can adapt in real-time to
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counteract extreme dynamic loads such as earthquakes or wind
storms.

Among 525 buildings of 250 meters or greater height worldwide,
18% (97) are equipped with dynamic modification devices [56]. This
statistic increases to 39% if we consider buildings constructed in
the last decade. Without considering their height, in Japan alone,
more than 50 buildings have Active Mass Dampers (AMD) to control
building vibrations [102], and more than 30 high-rise buildings have
been instrumented with semi-active variable oil dampers [35, 50].

Structural vibration control systems are particularly useful for
tall buildings, often affected by wind-induced vibrations. Wind-
induced vibrations in tall buildings have proven to cause building
motion sickness to the occupants during normal operations [57, 58]
and supplemental damping can mitigate these vibrations. Life-cycle
cost analysis about the investment in control devices, including
semi-active friction devices, has shown that structural control pro-
vides significant economic benefits on tall buildings subjected to
wind loading [29, 64], among other natural hazards.

While structural control provides many benefits, as far as we are
aware, these systems have not been studied from a security per-
spective. As the popularity of structural control increases, we need
to start assessing and improving the security posture. This paper
presents the first study of attacks against control systems in civil
engineering structures. We consider two types of attacks: Denial of
Service (DoS) attacks, where the attacker disables the activation of
specific actuators, and False Data Injection (FDI) attacks, where the
attacker forces the actuators to follow an attack command.

Our contributions include the following: (1) we are the first
research paper to study the impact of attacks to structural control
systems, (2) we provide the first algorithm for optimal DoS attacks
trying to maximize the impact of external vibrations, (3) We identify
metrics, testbeds, and benchmark models of buildings and bridges
to evaluate the effectiveness of our methods, (4) We design and test
the first effective attack-detection method in structural control, (5)
We make all our algorithms and models open to the community
https://github.com/BuildingResearch/security.

2 RELATED WORK

Attacks to CPS Attacks to Cyber-Physical Systems (CPS) can hap-
pen in a variety of components, including sensors, controllers, and
actuators: (1) an attacker can inject false data into the system by
faking sensor data (e.g., if the sensor data is unauthenticated or if
the attacker has the key material for the sensors) and cause the
control logic of the system to act on malicious data [59]. (2) The at-
tacker can delay or even completely block the information from the
sensors to the controller, causing it to operate with stale data [54].
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(3) The attacker may be able to compromise the controller and
send incorrect control signals to the actuators [63]. (4) The attacker
can delay or block any control command, thus causing a denial
of control to the system [4]. (5) The attacker can compromise the
actuators and execute a control action that is different to what
the controller intended [88]. And, (6) the attacker may be able to
physically attack the system (e.g.. physically destroying part of the
infrastructure and combine this with a cyber attack) [5].

All these attacks can be classified as either a False Data Injec-
tion FDI or a Denial of Service DoS attack. FDI [49, 59] and DoS
attacks [4] have been discussed in the context of cyber-physical
systems since 2009. In a Denial-of-Service (DoS) attack [4], the
adversary prevents the controller from receiving sensor measure-
ments, or the physical system from receiving a proper actuation
command. To launch a denial of service, the adversary can jam the
communication channels, compromise devices and prevent them
from sending data, attack the routing protocols, or even turn off the
lights (without electricity, control systems won’t work). Similarly
physical side channel attacks can inject false signals into a system,
they can also be used to cause DoS attacks [71]. Attackers in close
proximity of a target device can also damage them physically.

In a False Data Injection (FDI) attack [49, 59], the adversary
sends false information where a malicious value (at time t) a(t) will
be different than the non-attacked value u(t) (a(t) # u(t)). The
adversary can launch these attacks by obtaining the secret key of
some sensors, controllers, or actuators (if the communications are
authenticated). Several control systems are air-gaped, and assume a
trusted environment once a device is inside this air-gaped network,
so a malicious insider doesn’t need to worry about authentication.
CPS can be compromised even without a computer-based exploit
in what has been referred to as transduction attacks [34]. By tar-
geting the way sensors capture real-world data, the attacker can
inject a false sensor reading or even a false actuation action, by
manipulating the physical environment around the sensor [34, 36].
For example attackers can use speakers to affect the gyroscope of a
drone [82], exploit unintentional receiving antennas in the wires
connecting sensors to controllers [76], or use intentional electro-
magnetic interference to cause a servo (an actuator) to follow the
attacker’s commands [76].

Popular examples of FDI attacks include scaling attacks a(t) =
au(t) [86], bias attacks a(t) = u(t)+b [13, 16], delay attacks a(t) =
u(t — d) [86], and random attacks (where a(t) is a random value
at each time) [26, 98]. These attacks were successfully applied to
power systems [86], a power plant boiler [98], water plants [13],
robotic vehicles [16], and autonomous vehicles [26]. These simple
attacks, however, do not succeed when targeting a structural control
system.

One critical difference between structural control systems and
most other cyber-physical systems is that attacks against structural
control are not obvious. In a power grid, you know that opening
circuit breakers will disconnect systems. In a vehicle, you know
that you can crash another vehicle by accelerating to top speed.Ina
water system, you know that if you inject liquid into a tank and do
not let it out, it will cause an overflow, etc. In contrast, in structural
control systems it is not obvious how to attack the system in a
way that it causes any significant effect. In particular, because each
actuator’s energy is small compared to the whole structure, most
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random attacks or heuristics will not have any significant effect.
An attack against structural control systems needs to be strategic
in the way frequencies, magnitudes, and phases are injected at each
of the compromised endpoints.

To target structural control systems, we need to focus on analyz-
ing the response of the structure to various types of vibrations. This
is called frequency analysis. This paper is related to previous work
that exploits when physical systems are sensitive to oscillations
at specific frequencies. For example, an external acoustic signal
tuned at a specific frequency can deteriorate the accuracy of Micro-
Electro-Mechanical Systems (MEMS) gyroscopes [89]. The power
grid might also be vulnerable to small oscillations being amplified
by the system [46, 100]. Our proposed FDI attacks are closest to the
work of Dadras et al. [22], where the authors study how malicious
vehicles in a platoon can make small oscillations in their speed, be
amplified by their neighbors, making the system unstable.

Our FDI attacks extend previous work by designing a new algo-
rithm that finds a (local) optimal amplitude, phase, and frequency
of attacks (rather than just finding a parameter of a predefined
control). In addition, work on DoS attacks is (as far as we are aware)
completely novel. To design our DoS attacks we need to evalu-
ate the potential frequency response of the structure to a future
unknown perturbation. We are not aware of anything similar in
previous work on CPS attacks. Our final novelty when compared
to previous work, is the use-case of structural control, which hasn’t
been previously explored.

Building Automation Security In terms of applications, our
study is related to the security of Building Automation Systems
(BAS) [18, 70]. BAS can monitor and control Heating, Ventilation,
and Air Conditioning (HVAC), lighting, energy consumption and
physical security (cameras, key cards, etc.). Previous research fo-
cused on proposing new security for the Building Automation and
Control Network (BACnet) protocol [11, 31, 32], as well as for im-
proving the security of endpoint devices in BAS [95, 96].

Despite these research efforts, ethical hackers as well as attack-
ers, have found several ways to attack these systems. For example,
ethical hackers took control of the building control system of a
Google office in Australia [104], a ransomware gang attacked a
hotel in Austria four times, disabling their electronic keys [8], a
DDoS attack cut heat to apartments in Finland [62], and vulner-
abilities found in one of the most popular software frameworks
to create building automation controls (the Niagara framework)
had vulnerabilities that could have allowed attackers from taking
remote control to access systems, elevators, HVAC systems, alarms,
and other critical operations [105]. The interest of attackers in struc-
tural control (wherever available) is the logical next step and this
paper is the first proposal for understanding the potential impacts
of sophisticated structural control attacks, as well the first study to
propose new countermeasures.

3 STRUCTURAL CONTROL

Vibration control of structures can adapt in real-time to minimize
the movements of a building, bridge, or wind turbine during ex-
treme events [44]. Structural control systems have three major
components: (i) sensors to capture the state of the environment, (ii)
a computer to process the information from the sensors and make
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Figure 1: Top: (a)-(c) The Bandaijima 31-story building in
Niigata, Japan, equipped with 72 hydraulic oil dampers
(HiDAX-s) by Kajima Corporation. Bottom: (d)-(f) The
Danube City Tower in Vienna, Austria, instrumented with
two semi-active vibration absorbers based on Maurer MR
dampers and two independent real-time controllers (Cour-
tesy of Felix Weber [99]).

decisions based on the information, and (iii) actuators to perform
the actions determined by the computer system [20].

Standard sensors for structural monitoring include Linear vari-
able differential transformers (LVDTs), velocity transducers, ac-
celerometers, and load cells, which measure displacement, velocity,
acceleration, and force, respectively. These sensors can work as
linear proportional devices in the frequency range of 0.1-100 Hz,
covering the frequency band of structural vibration under seismic
or wind excitation.

Actuators are the set of physical devices that execute the in-
structions from the controller [20]. There are four main types of
structural control actuators: passive, semi-active, active, and hybrid
(which combine active and passive actuators). Passive actuators
dissipate the power of external perturbations and do not receive
any control [30]. Passive control devices include linear viscous
dampers, friction dampers, tuned mass dampers, and tuned liquid
column dampers [42, 48]. Active and semi-active systems have
an external energy source to activate hydraulic, electromechani-
cal, or electromagnetic systems. Active control actuators include
HiDAX-s, linear pistons, and mass dampers. Semi-active control
actuators include magneto-rheological (MR) dampers [17] and fric-
tion dampers [23, 24, 39]. Active and semi-active dampers improve
energy dissipation capacity, and create a safer structure when com-
pared to passive devices [1, 55, 102]. Examples of active and semi-
active dampers can be found on bridges and buildings worldwide,
as shown in Fig. 1 and Fig. 2.

In this paper we focus on the following three actuators: Magneto-
Rheological MR Dampers, Active Mass Dampers AMDs, and Ac-
tive Tuned Mass Dampers ATMDs. An MR damper has a fluid

1322

CCS ’21, November 15-19, 2021, Virtual Event, Republic of Korea

Figure 2: Top: Perspective view of a highway bridge
equipped with dampers in Orange County, California, and
close-up to the installed dampers (Source: Google Street
View 33°51°27.5"N 117°58°46.9"W). Bottom: Highway bridge
in Oklahoma, US, instrumented with semi-active variable
friction control devices (Source: DoT [69]).

controlled by a magnetic field. By varying the power of an electro-
magnet, we can control the damping characteristics of the shock
absorber. Active mass damping approaches consist of applying a
dynamic modification system in a few locations in the structure. An
AMD controls the movement of a mass to counteract vibrations in
the structure. An ATMD consists of an actuator placed between the
structure and a tuned mass damper, a system composed of a mass,
spring, and damper (adequately tuned) attached to a structure to
reduce its dynamic response.

In our simulations we use bridge and building benchmarks pro-
posed by the Committee on Structural Control of the American
Society of Civil Engineers (ASCE) [27, 67, 78].

3.1 Vulnerabilities and Adversary Model

Structural control systems integrate various operational technolo-
gies such as Industrial PCs (Regular Windows PCs that pass safety
standards because of their enclosures), Ethernet networks (e.g.,
EtherCAT) or in legacy implementations serial lines (e.g., RS422),
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Figure 3: Operational Technology for structural control of
the Guangzhou TV Tower (adapted from a diagram in [66]).
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Figure 4: Operational technology for structural control of
the Walnut Bridge (adapted from a diagram in [68]).

embedded computers near sensors and actuators to capture and
convert physical signals to computer information [10, 61, 81, 101].
Fig. 3 illustrates how computers and networks are integrated in the
control of the Guangzhou tower, Fig. 4 shows the technology in the
Walnut Creek Bridge, and Fig. 5 illustrates how an AMD actuator
is instrumented within the Kyobashi Seiwa Building.

As we can see, these systems use computers and networks that
can be attacked with methods that worked for similar technolo-
gies [6, 15,40, 52, 79, 106]. In general, these networks are air-gapped
and assume a trusted insider setting, but as the Stuxnet attack
showed, air-gapped networks are not immune to attacks (especially
not against state-sponsored attacks). A malicious insider, an un-
trusted contractor, a supply-chain attack, or malware on a device
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Figure 5: AMD instrumentation (adapted from [60]).

crossing the air-gapped network (such as USB drives) can defeat
this isolation.

Attacks Passive Semi-active Active Hybrid
DoS Y X X X
FDI X X X

Table 1: Possible Attacks for Each Type of Actuator. Y de-
notes physical attacks. X denotes that the attack can be
launched through a cyber-attack.

Once inside the system, the attacker can launch a variety of DoS
or FDI attacks. DoS attacks can be launched by blocking (or not even
sending) the control signal to active or semi-active actuators. DoS
attacks can also occur by shutting down the electric power to the
building: without power, active and semi-active actuators cannot
be controlled. Finally, an insider can launch DoS attacks against
passive actuators (the attacker can physically destroy the damper).
FDI attacks can be launched by an attacker that compromised the
industrial PC. The industrial PC can then send malicious control
signals to the active or semi-active actuators. A malicious supply
chain attack providing a compromised microcontroller can also
be used to launch FDI attacks. Table 1 shows a summary of this
discussion.

In this paper, we assume an attacker that can disrupt the com-
munication link to the actuators (DoS attack), and another one who
has partial (or total) access to the control system and can send false
control commands to the actuators (FDI attack). We also assume
the attacker has some knowledge about the operation and design
of the structural control system.

3.2 Damage Metrics

To understand the impact of attacks, we need to look at how struc-
tural engineers evaluate risks to buildings and bridges. The standard
ASCE 7-16 [51] is an integral part of building codes in the US and
is adopted by the International Building Code, the International
Existing Building Code, the International Residential Code, and
the NFPA 5000 Building Construction and Safety Code. In ASCE
7-16, the primary metric to evaluate the effects of wind and seis-
mic events is the Inter-Story Drift (ISD) (lateral deflection of a
building) as drifts damage cladding, nonstructural walls, and par-
titions [87]. The allowable drift limits placed by ASCE 7-16 are
functions of the risk category and type of seismic forces. ASCE
7-16 Section 12.12 states the allowable drift for any floor in most
structures is 0.020hgyx, 0.015hgx, 0.010hsy, for Risk Category I or I,
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Figure 6: ISD vs. damage. Top: Steel. Bottom: Concrete.

111, and IV, respectively, where hgy is the story height below level
x. The Risk Category is based on the risk to human life, health,
and welfare associated with structural damage or by the nature
of their occupancy or use. For example, buildings designated as
essential facilities such as hospitals have a Risk Category IV and
will require a drift limit of 1% of the height of all floors. Buildings
that create a substantial risk to human life have a Risk Category III,
and buildings that pose a low risk to human life are Risk Category I.
Similarly, the National Building Code of Canada limits ISD to 1% of
the height of the floors for post-disaster buildings that must remain
in operation immediately after an earthquake [33].

Fig. 6 illustrates the ISD-damage relationship for concrete and
steel buildings, adapted from the NEHRP Guidelines for the Seismic
Rehabilitation of Buildings [77]. If a building has an ISD above
its elastic range, a few places start presenting some permanent
distortion; however they are repairable by replacing the affected
components. A more severe ISD can create visible deformation in
beams and columns. Damage in concrete structures is evident with
the propagation of cracks instead of distortion of components. If the
displacements in the structure are higher, there is extensive cracking
and severe damage in the structure that can bring the structure near
collapse [77]. We can see that a 1% ISD is at the boundary between
reparable and irreparable damages. We highlight this value in our
simulations to show when attacks can cause significant damages.

Since bridges do not have several stories, we need to use a dif-
ferent metric. The most common metrics for predicting bridge
damages are the lateral displacement and the lateral force [41]. We
will use them to analyze the impact of attacks on bridges.

4 DESIGNING OPTIMAL ATTACKS

Buildings, bridges, and soil/rock formations have several vibration
frequencies at which they tend to oscillate more strongly, as il-
lustrated in Fig. 7. When these peaks are large enough, they are
called resonant frequencies. An attacker trying to damage an in-
frastructure can launch DoS or FDI attacks to change the frequency
response of the building and maximize the magnitude and the num-
ber of amplifying frequencies. In addition, if a building vibrates at
the same frequency as the input seismic wave, the vibrations may
double in amplitude, causing devastating consequences [3].
Launching attacks to drive a building or a bridge to oscillate
at a resonant frequency is not obvious. This section studies the
risk that sophisticated attackers may pose when they design a
strategic attack. We assume that the adversary has gained (full or
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Figure 7: Frequency response associated with the vibration
modes of the 20-story benchmark steel building.

partial) access to the building’s control system. We consider DoS
attacks (interrupting communications to actuators) and FDI attacks
(sending false commands to actuators) and demonstrate their effects
on real and simulated scenarios based on well-known benchmarks
from structural engineering societies. We first define a dynamical
system model that characterizes the controlled structure and later
propose strategies to design attacks that maximize their impact
over the building.

4.1

The design of active and semi-active vibration controllers uses well-
known equations of motion for a building or bridge (see Appendix
A) that describe how the lumped masses, stiffness, and damping
properties of the elements of a structure interact to change their
position, velocity, and acceleration [43]. The model has three main
variables: i) the structure’s state variables x, which typically in-
clude displacements and their velocities at different points in the
structure; ii) the forces that are exerted by the actuators trying to
stabilize the structure u; and iii) forces that are exerted by external
disturbances such as earthquakes and wind w. If we denote the
variations of the structure’s state variables by x (the derivative of x
with respect to time), the mathematical model of the structure is

Mathematical Description of a Structure

x=Ax+Bu+Ew

(1)

z =Fx

where A, B, and E are matrix elements that are used to represent the
combined action of variables x, u, and w. The matrix F is a mask that
selects only those state variables that we want to attack. Therefore, z
contains such variables. A popular vibration control system consists
of a feedback control strategy represented by u = —Rx, where R is
a matrix gain [107]. Structural engineers design this control matrix
to reduce the displacement of the structure caused by external
disturbances.
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4.2 Denial of Service (DoS) Attack

A DoS attack is opportunistic, and therefore it will only be damag-
ing if it is launched during an occurring natural event (earthquake
or high winds). Since attackers cannot predict the type of vibra-
tions this natural hazard will create in the structure, they need
to maximize the damage over the maximum number of potential
perturbations. To capture this criterion, we study the H, norm of
a system [107], which can be seen as the power of the response
of the dynamical system to external disturbances for a wide range
of frequencies. A large Hy norm indicates that the response of the
structure to external disturbances will be large as well for a wide
range of frequencies. If the DoS attack is designed in a way to
maximize the Hy norm, then it has a high chance of damaging the
system.
The H; norm of Eq. (1) is defined as:

1 +00
Hawllz = (—/
27 J

Now, let x5 be a n-dimensional binary vector that indicates what
actuators the adversary will disconnect: entry i is 1 if the i-th is not
attacked, and 0 otherwise. The Hz norm of the controlled system
with the feedback matrix gain R is defined as hz(xs) = |[Hzwl|2,
where Hy, (jw) = F(jol — Ay) 7 E, Ay = A +BRyey, and Rpeqy =
diag(1 — xs)R. Then, the actuators to be affected by the DoS attack
can be chosen by the following optimization process:

1/2
Trace(Hzw(jo)Hj,, (jo))dw

@)

maximize hy(Xs)
Xs €ZN

n
subject to: Z xl=k
i=1

xlef{0,1} Vi=1,...,n

4.3 False Data Injection (FDI) Attack

An adversary launching an FDI attack on the control system changes
the system’s frequency response (e.g., it changes the curve in Fig. 7).
Therefore we need a process based on two steps: i) finding those k
actuators such that, if their control is blocked, then the response
of the system controlled by the remaining n — k actuators is maxi-
mized at a particular frequency of the force exerted by the blocked
actuators; and ii) designing the control signals at the frequency
with the maximum response of the system to be injected to the
attacked actuator.

In contrast to DoS attacks, an FDI attack will attempt to maxi-
mize the frequency response of an individual frequency of attack.
Therefore in this case we use the Ho, norm of a system [107], which
is the maximum gain of the system for a given control input at a
specific frequency. This norm can be seen as the maximum response
of the system for a given set of inputs that oscillate at a specific fre-
quency. The He norm is computed using the representation of the
structure in Eq. (1) and the control policy that defines the stabilizing
forces u as follows. Let H;, (jw) be the transfer function matrix of
the structure, representing the response of the stable system with
outputs z for the input control signals u. These input signals are
the ones that inject energy into the system to try to control the
vibrations of the structure. Let 657 (w) be the largest singular value
of matrix Hz, (jw). Then, the Ho, norm of a system with transfer
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function H;y, (jo) is
l1zll2

Ilullzo 1ull2

[1Hzulloo = Sl:)p op(w) = ®3)

Let x5 be a n-dimensional binary vector that indicates what
actuators are not attacked by the adversary: entry i is 1 if the i-th
is not attacked, and 0 otherwise. The Hs, norm of the controlled
system with the feedback matrix gain R is defined as heo(x5) =
[[Hzu||oo, where Hzy (jw) = F(jwl — Acl)ilB’ Acp = A+ BRpew,
and Ry, = diag(1—x;)R. Here, Hyy, is the transfer function matrix
that captures the response of the outputs of the controlled system
z with the control inputs u. The attack is designed in two steps:

Step 1: The adversary determines which actuators will be dis-
connected from the central control system such that the peak of the
frequency response of the system is maximized, via the following
optimization process:

©

maximize heo(Xs)
X5 EZM

n
subject to: Zxézk
i=1
xlef{0,1} Vi=1,...,n

Step 2: The adversary needs to determine the magnitude and
phase of the signals that will be injected into the actuators. From
Eq. (3), the Ho norm corresponds to the largest singular value of
matrix Hz, (jw), that is, 6 (w). We know that the input vector
that produces this maximum gain corresponds to the right-singular
vector associated with the largest singular value 61 (w) [38]. This
right-singular vector contains the amplitude and phases that the
sinusoidal signals to be injected into the actuators. This vector is
known as the direction of the input signal. This is a unitary vector,
meaning that amplitudes of the sinusoidal signals are such that the
Euclidean norm of this vector is 1. The magnitude of this vector
can be amplified by any constant that keeps the signals inside the
range of operation of the actuators.

5 OQUANSER TESTBED

Our first experiment is conducted using Quanser’s bench-scale
model that emulates a building equipped with active mass dampers
(AMDs) subjected to earthquake loading, as shown in Fig. 8. The
plant is a two-story building-like structure with two active masses!
and a shake table that generates an external earthquake-like dis-
turbance?. Two accelerometers are used to estimate the position
and velocity of two different points of the structure relative to the
ground. The frame of the structure is made of steel and has a flexible
facade. The computer program sending commands to the actua-
tors (AMDs) is a Linear Quadratic Regulator (LQR), an algorithm
commonly used to suppress vibrations in tall buildings [73]. The
parameters of the mathematical model of the structure as in Eq. (1)
and the control parameters of the LQR are given in Appendix B.
The state variables from the vector x in Eq. (1) are (i) the position
of the moving cart at floor 1 x,1, (ii) the position of the moving cart
of floor 2 x.2, (iii) displacement at floor 1 xf1, (iv) displacement at
floor 2 x5, (v) velocity of cart 1 X¢1, (vi) velocity of cart 2 i, (vii)

!https://www.quanser.com/products/active-mass-damper
Zhttps://www.quanser.com/products/shake- table-ii/
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Figure 8: Experimental setup: Quanser’s shake table with
two-floor plants equipped with two active mass dampers
(AMDs) and accelerometers to estimate position and veloc-
ity. Variables x.; and x., indicate the position of carts 1 and
2; variables xy; and x; indicate the position of stories 1 and
2, variables u; and uy are the control signals of carts 1 and
2, and variable %, indicate the acceleration produced by the
earthquake-like disturbance produced by the shake table.

Table 2: H, norm for different configurations of the system
in Fig. 8 under DoS attacks.

Attack configuration H norm (dB)

Uncontrolled -16.26
Controlled -19.53
DoS on u; -16.57
DoS on up -19.46

velocity of floor 1 relative to the ground X ¢y, and (viii) velocity of
floor 2 relative to the ground % s. The vector z defines the variables
that we want to attack, namely the ISD at floors 1 and 2, and their
velocities.

5.1 DoS Attack

We used the optimization process in Eq. (2) to design a DoS attack
on the two-story building, based on the physical equations of the
testbed (see Appendix B). In this process, the H» norm is computed
from the response of the system for external disturbances at fre-
quencies ranging from 0Hz to 10Hz, which is the maximum allowed
vibration frequency of the structure. In this case study, the attacker
evaluates the response of the system for four different scenarios:
the controlled system (no disconnections), disconnecting actuator 1
(u1), disconnecting actuator 2 (u2), or disconnecting both actuators.
Fig. 9 shows the frequency response, and Table 2 shows the Hj
norm in these scenarios.

From Fig. 9 and Table 2, we can see that an adversary that con-
ducts the optimization process in Eq. (2) to deliver a DoS attack on
this building will disconnect all actuators if possible. If the adversary
can only disconnect one actuator, it will choose actuator 1.

To illustrate this result, we tested two external disturbances. First,
we used the Kanai-Tajimi model [53, 85], which is commonly used
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Figure 9: Response of the system in Fig. 8 for different fre-
quencies when the two actuators are disconnected (uncon-
trolled), only actuator 1 (u;) is disconnected, only actuator
2 (uy) is disconnected, and when the control system of the
bench-scale structure is completely functional (controlled).
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Figure 10: Our experimental results in the testbed match our
prediction that disconnecting u; will cause a larger maxi-
mum ISD than disconnecting u;.

to artificially generate earthquake-like disturbances, to create 200
time-series of artificial ground motions with different frequencies
ranging from 1 Hz to 11 Hz. This range of frequencies is commonly
seen in earthquakes[43]. In these experiments, 70.5% of the time,
disconnecting actuator 1 produced a larger ISD than disconnecting
actuator 2, confirming the prediction of our theory and optimization
problem.

Second, we tested the laboratory bench-scale model by discon-
necting one actuator when the disturbance is the time series cor-
responding to the recording of the famous Kobe earthquake that
occurred in Japan in 1995 [74]. This recording is widely used as a
reference to test vibration attenuation systems due to its impact on
civil structures. Fig. 11 shows the response of the system when the
DoS attack disconnects actuator 1 and when the attack disconnects
actuator 2. The maximum ISD per story is shown in Fig. 10. The
behavior of this real bench-scale model shows that a DoS attack
that blocks actuator 1, as it was designed, has a bigger impact than
the one that blocks actuator 2 (confirming our prediction again).
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Figure 11: ISD vs. time of the bench-scale structure for two
different DoS attacks (above: blocking actuator 1, and below:
blocking actuator 2), when the Kobe earthquake-like distur-
bance is exerted on the system.
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Figure 12: ISD vs. time for each FDI attack on the bench-scale
structure.

5.2 FDI Attack

We now use the design process in Section 4.3 to design an FDI attack
for the testbed based on the model in Appendix B. Fig. 13 shows
the frequency response of the building with respect to the action
of uy (signal of actuator 1) on the system and the response of the

building with respect to the action of uy (actuator 2) on the system.
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From these plots, the highest peak occurs when u; is manipulated.
Since these responses are shown on a logarithmic scale (decibels),
the difference between these two responses is significant. Here, the
highest peak occurs at 0.68Hz. Using this information, the adversary
injects a control command with a frequency of 0.68Hz. In the second
step of the FDI attack design process, the adversary determines the
magnitude and phase of the attacks sent to actuators.
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Figure 13: Frequency response of the system with respect
to ul (actuator 1) and with respect to uy (actuator 2). Note
that the system’s response with respect to u; has its highest
peak when actuator 1is manipulated at 0.68 Hz; the response
of the system with respect to uy has its highest peak when
actuator 2 is manipulated at 0.70Hz.
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Figure 14: Our experimental results confirm our theoretical
prediction that the attack with u; would cause larger dam-
ages (a larger maximum ISD).

For comparison purposes, we also studied the scenario when
only actuator 2 is attacked using a signal at a frequency where
the maximum peak occurs, that is, 0.70Hz (see Fig. 13). The ISD vs.
time in the real plant for both attacks is shown in Fig. 12. Fig. 14
shows the maximum ISD for both attacks. From these experimental
results, it is clear that attacking signal u; is the best decision that
an attacker should take based on the model to generate the worst
damage in the structure. This is consistent with the result in Fig.
13 obtained from the mathematical model of the building. Fig. 15



Session 5A: Control System Security

Figure 15: A video can be seen at https://youtu.be/vM_
nl1t92N]g.

shows the maximum displacement of the real plant when the attack
on one of the actuators is deployed.

To show that our designed attack using Eq. (4) is the one that will
generate the largest impact on the structure, we injected signals on
actuator 1 at different frequencies but with the same amplitude. We
injected sinusoidal actuation signals at frequencies 1.11 Hz, 1.27 Hz,
and 1.43 Hz for comparison purposes and compared them to our
predicted optimal attack at 0.68Hz Fig. 16 shows the results using
these test signals. An anonymized video of this comparison can
be seen at https://youtu.be/vM_n1t92N]Jg. We confirm that these
higher-frequency attacks result in smaller ISDs than our optimal
design.

2 — T T T
! AN
= ! / AN
£ i/ N,
[ i/ 7 AN
g o/ "
= 1}
; 1 ///,’ ’_,-" —-#-—Designed u;
3 ‘/;a/ ’_4-" —-©-—u; with frequency 1.11 Hz
2 //(/ _ Pt uy with frequency 1.27 Hz
/‘/,:_,.f‘ ————— uy with frequency 1.43 Hz
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Figure 16: Maximum ISD for each story of the bench-scale
structure for u; at different frequencies. Our predicted opti-
mal attack oscillates at 0.68Hz.

6 ATTACKING A BUILDING WITH
SEMI-ACTIVE DAMPERS

To study more realistic scenarios, we start using standard models of
large scale structures. This case study consists in a benchmark 20-
story building shown in Fig. 17 supplied by the Structural Engineer
Association of California (SAC) [84]. The structure has magnetorhe-
ological (MR) fluid dampers at every story that work as semi-active
control devices, and it is modeled as an in-plane lumped-mass shear
structure.

The mass of story 1 is 1.126 X 10° kg, masses from story 2 to
story 19 are 1.100 x 10° kg, and the mass of story 20 is 1.170 x 10°
kg. The inter-story stiffness are the following: from story 1 to story
5 are 862.07 x 10> kN/m, from story 6 to story 11 are 554.17 x 103
kN/m, from story 12 to story 14 are 453.51 X 10° kN/m, from story
15 to story 17 are 291.23 X 10° kN/m, for story 18 and story 19 are
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256.46 x 10> kN/m, and for story 20 is equals to 171.70 x 10% kN/m
per [97].

A ¥
RN 3

signals

'
'
'
'
'
Control !
'
'
'

Figure 17: a) Benchmark 20-story high-rise building, b) its
layout of actuators, and c) a close-up of the MR damper.

The state variables of the vector x are the displacement and
velocity of each of the 20 stories of the building. Similarly, since the
adversary wants to maximize the ISD, z in Equation (1) is defined as
a vector of the ISD at each floor. The ASCE 7-16 standard states that
ISD ratios above 1% can compromise the integrity of the structure.

The dynamic behavior of the MR damper is based on the Bouc-
Wen hysteretic model in parallel with a dashpot added for a nonlin-
ear "roll-off" effect. The force produced by this model is a function
of the velocity of the device, an evolutionary variable, a set of param-
eters controlling the behavior of the hysteresis, and the command
voltage applied to the current driver. The values of the parameters
used in this study have a capacity of 1000kN [103] and scaled to
have this capacity with a maximum voltage of 10 V.

The control algorithm for this system consists of an LQR al-
gorithm as the primary controller that determines the command
force (f;), and a clipped-optimal controller that defines the in-
put voltage to the MR dampers (v). The latter can be expressed
as [28]w = VipaxH((fc — f)f), where f is the force of the MR
damper, Vjqx is the maximum voltage, and H(.) is the Heaviside
step function.

We used the optimization process in Equation (2) to design a
DoS attack on the 20-story building. Fig. 18 shows the Hy norm
and the maximum ISD ratio for all stories when the DoS attack is
deployed on k actuators, from k = 1 to k = 20, when the building is
under a 0.7 “El Centro” earthquake [90].

Note that when you only disconnect 12 actuators you get a
better attack (higher ISD) than when you disconnect all 16 of them.
Furthermore, the ISD ratio surpasses the safety limit of 1% after
disabling only 5 actuators! This information is important, because
an attacker might not be able to attack every actuator. With the
proposed algorithm, an optimal attack can be designed for whatever
number of actuators an attacker can affect.

Fig. 19 shows which actuators are disabled by the genetic algo-
rithm for each designed attack. It can be seen that the algorithm


https://youtu.be/vM_n1t92NJg
https://youtu.be/vM_n1t92NJg
https://youtu.be/vM_n1t92NJg
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Figure 18: (a) H; norm of the system for each k attacked ac-
tuators. (b) maximum ISD ratio for all stories when the at-
tacker has blocked k signals from the designed DoS attack.
The horizontal line indicates the 1% safety level, any ISD
above that is dangerous for the building.
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Figure 19: Actuators disabled for every k.

tends to disable the actuators located in the top floors. This is in-
tuitive as actuators in the top floors can compensate better the
vibrations in the building.

To show that our attacks are optimal, we compare our results
with random disconnections of actuators. Fig. 20 shows that our
optimal attack is considerably more effective.

7 ATTACKING A BUILDING WITH ACTIVE
DAMPERS

We use the same 20-story benchmark building but the control sys-

tem is replaced by two different mass damper systems as shown in

Fig. 21. The first one is an Active Mass Damper (AMD) where an
auxiliary mass is connected to the structure through an actuator,
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Figure 20: Comparison between the optimal attack and other
different selections for k=5, with the actuators disabled in
each attack.

and the second is an Active Tuned Mass Damper (ATMD) where
the mass is connected to the structure through an actuator, a spring,
and a damping device [73]. The latter is known as Hybrid control
because it is a combination of an active component (actuator) and
a passive component (spring and damping) that increase the reli-
ability of the system if there is a malfunction of the actuator, an
energy outage, or, in this case, a cyberattack.

M

a) b)

O__0O
77777

Mg

O

/

Figure 21: a) Benchmark 20-story high-rise building with a
mass damper, b) AMD model, ¢) and ATMD model.

The state variables of the vector x for this case are the displace-
ment and velocity of each of the 20 stories, as well as the displace-
ment and velocity of the auxiliary mass. Similar to the previous
case study, the output vector z in Eq. (1) is a vector of the ISD for
each floor.

First the AMD is considered with a mass ratio of 2% of the first
modal mass, corresponding to 332 tons, an actuator with maximum
capacity of 2MN, a maximum stroke of 50 cm, and an LQR control
algorithm [47]. The LQR is designed with the identity matrix and
a control force weight as R = 1074, The ATMD is considered
with the same mass ratio, actuator and LQR controller as the AMD,
and the optimal tuning of the spring and damping is evaluated
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using the Sadek criterion [75]. Since the movement of the mass is
limited by the stroke of the actuator, this state is bounded during
the simulation by generating a stopping force [19].

Our study shows that i) a DoS attack to the single actuator can
compromise the integrity of the structure, and additionally, the
attacks are more successful on the AMD than the ATMD thanks
to the additional reduction of vibrations provided by the passive
component of the ATMD; and ii) FDI attacks that are able to inject
energy to the system causing similar or worse damages than those
caused by natural hazards. Contrarily to the DoS results, the FDI
is more effective on the ATMD than the AMD because the passive
component assists the oscillation of the attacking signal.

7.1 DoS Attack

[Ny |

Floor
CNWAUIDONOOOSNWPROIDNEOO

\ . —-=-AMD controlled
= — — AMD attacked
—»—ATMD controlled
——ATMD attacked

1.2

0.4 0.6 0.8 1
Maximum ISD ratio per floor (%)

Figure 22: Maximum ISD ratio per floor for the AMD and
ATMD systems controlled and under a DoS attack

The system was subjected to a Kobe earthquake disturbance,
with a scaling factor of 0.4. In Fig. 22, the maximum ISD per floor
can be seen when the Kobe disturbance was applied to the ATMD
and AMD systems, both controlled and attacked. Note that the
DoS attack generates higher ISD ratios for the AMD system. This
can be explained by the passive dynamics involved in the ATMD
model. When the AMD actuator is disconnected, the system is
essentially left as if no preventive measure was installed. On the
contrary, when the ATMD actuator is disconnected, there still is
a passive component mitigating the effect of the disturbance by a
small margin. However, the DoS attack is highly effective in both
cases, where floors 15 and 18 surpass de 1% limit even when they
were within safe ranges on the controlled system

A more detailed effect of the DoS attack can be seen in Fig. 23.

Even though the maximum ISD ratio of the roof is higher than 1%
for the four simulated systems, it is still considerably higher when
the DoS attack is performed. It is also notable how other ISD ratio
values are mitigated in other instants of the time response by the
control system, which reduce the oscillations performed by the
system, diminishing the overall damage to the structure during the
earthquake. All of this proves the effectiveness of the DoS attack,
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Figure 23: (a) Time response of the ISD ratio for the roof for
the AMD system. (b) Time response of the ISD ratio for the
roof for the ATMD system.

and while it may be slightly more effective in the AMD system,
disabling the actuator causes high damage in both systems.

7.2 FDI Attack

The FDI attack was designed by using the two step process from
section 4.3. We obtained the frequency response in Fig. 24 from
the singular value decomposition of the systems. The specified Ho
norm is the maximum value seen in the plot. The frequencies for
both systems are very similar: Hopp; = 0.2847Hz for the AMD
and Hoppy = 0.2787Hz for the ATMD. Despite this similarity, we
can predict that the FDI attack will be more effective on the ATMD
system, since the Ho, norm is higher for this case.

Figures 25 and 26 present the Maximum ISD ratios per floor and
the ISD ratio of the roof during the attack for the injected signal. As
predicted by the SVD analysis, the attack has a significantly higher
impact for the ATMD system, where the ISD ratios are over 1% for
every floor, and as high as 3% on the roof. This means that a critical
damage is achieved for the entire building structure. As for the FDI
attack on the AMD system, it has less significant effects. In spite
of this, permanent damage is achieved on the structure on floors
15 and 20, which shows that this attack still can have devastating
consequences on both systems.
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Figure 24: SVD for the AMD and ATMD models with the ac-
tuator force as input.
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Figure 26: Time response of the roof ISD ratio during the FDI
attack.

Fig. 26 reveals that the system has repeated oscillations over
the maximum ISD ratio. This means that every additional oscilla-
tion will be even more damaging. While ISD ratios above 1% are
achieved for only a few instants during an earthquake (even when a
DoS attack is performed), values above 1% are achieved repeatedly
during the FDI attack. Furthermore, this attack requires no external
disturbance to generate damage to the structures. Consequently,
for active dampers, an FDI attack poses a greater danger than a DoS
attack.
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Figure 27: (a) H; norm of the system for each k attacked ac-
tuators. (b) maximum displacement at mid-span when the
attacker has blocked k signals from the designed DoS attack.
The horizontal line indicates the 2% safety level, any higher
displacement is dangerous for the bridge.

8 CASE STUDY: ATTACKING A BRIDGE
WITH SEMI-ACTIVE DAMPERS

Our final case study investigates the effect of DoS attacks on a
benchmark model from the ASCE community [2] to study the struc-
tural performance of a bridge with semi-active dampers subjected
to historical earthquakes. Researchers have used this benchmark
problem to test the performance of control algorithms in reducing
vibrations and mitigate damage caused by seismic events [12, 45, 94].
The bridge is equipped with 20 MR fluid dampers with a maximum
capacity of 1MN, nonlinear isolation bearings, and a sensor net-
work capturing acceleration and displacement at the abutments and
bent columns. Fig. 4 shows a plan view of this smart bridge. The
control algorithm consists of an LQR algorithm as the primary con-
troller that determines the command force and a clipped-optimal
controller that defines the input voltages to the MR dampers.

Since bridges do not have different floors, we cannot use ISD
to measure the impact of attacks. Instead, we use the maximum
displacement at mid-span to evaluate safety [2]. In particular, we
study the maximum displacement at mid-span for DoS during the
Kobe earthquake [74]. We want to see if the attack exceeds the
maximum safe displacement of 2% of the height of the bridge where
potential spalling, a non-reparable damage on the columns of the
bridge, starts to appear [93]
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We use the optimization process in Eq. (2) again to design a DoS
attack on the highway bridge, based on the linear mathematical
model from [2]. Fig. 27 shows the H, norm of the system and the
maximum displacement at mid-span for the DoS attack on the most
damaging k actuators, from k = 1 to k = 20.
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Figure 28: (a) Layout of the actuators on the bridge. (b) Actua-
tors disabled for every designed attack with k ranging from
1 to 20.

Notice that only 5 disabled actuators are required to surpass the
maximum safe displacement for this bridge. This information is
important, because an attacker might not be able to attack every
actuator. Fig. 28 shows the histogram of the number of times each
actuator is disabled for the 20 DoS attacks. This shows that the
mid-span displacement is heavily dependant on the horizontal ac-
tuators, more specifically actuators 17 and 19 located in the bent
column of the bridge. This is another intuitive result, because the
displacements in the horizontal direction are usually double the
magnitude of the vertical direction on this particular bridge model
and the design of the attacks identified this characteristic through
the Hy norm. Also, the actuators in the bent column are the most
crucial because they support the mid-span of the bridge.

We again show that our attacks are optimal, with a comparison
to other attacks that deactivate k=6 actuators at random, as shown
in Fig. 29.

9 CONCLUSIONS

A structural control system is designed to reduce vibrations and
tolerate uncertainties caused by variations in the structure, dynamic
loads, or disturbances in the measurements and actuation signals

1332

CCS ’21, November 15-19, 2021, Virtual Event, Republic of Korea

Maximum safe .~
Displacement

No actuators disabled
- - --Optimal attack to 6 actuators
-—--Random attack to 6 actuators

[T ()

O—=NWAUIDNOO—NW-AUID N0

EEE SRR Thk SRt SRR PR

20 30 40
Time (s)

Figure 29: Comparison of response in time between the con-
trolled bridge structure, the optimal attack, and a random
selection for k=6.

[7, 25, 83]. However, to our knowledge, there are no studies that
design and evaluate structural control systems in scenarios where
the structure is subject to attacks. In this paper, we showed that
simple disconnections of some of the actuators, or the injection of
signals on the actuators at specific frequencies, magnitudes, and
phases, may cause critical damage to the structure. This first look
at attacks against structural control systems is a crucial step to
define criteria for the design and evaluation of structural control
systems that consider not only robustness in its common use, but
also resilience to attacks.

As part of our contributions to this new area of inquiry, we (1)
Propose a set of benchmarks to evaluate the security of structural
control systems. Not only did we find and argue for the use of high-
fidelity industry-approved simulations of buildings and bridges, but
we also propose a set of standard earthquake models to consider in
these studies. (2) Propose a set of metrics to measure the impact of
attacks on buildings (ISD) and on bridges (maximum displacement
and acceleration at mid-span). (3) Design two types of attacks (DoS
and FDI) and show how their effects are better than other heuristic
attacks (e.g., in the Quanser testbed, we showed how our proposed
attack is better than others). (4) We start the discussion on unique
defenses for these types of attacks. Based on our previous work
on physics-based attack detection [9, 37, 72, 91], in Appendix C
we design and test a new model-based attack detection tool that
can identify both DoS and FDI attacks on actuators (or sensors).
To detect attacks from the controller itself, we need an additional
model of the control system.

This paper is the first type of research in this direction, and we
hope it can motivate more work in this safety-critical system. Future
work includes studying mitigation strategies such as redesigning
the system when it is found vulnerable to our attacks and proposing
attack-resilient-control algorithms.
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A STRUCTURE’S EQUATION OF MOTION

We can model the frame shown in Fig.30a as the simple, dynami-
cally equivalent model shown in Fig. 30b. In this model, the lateral
stiffness of the columns is modeled by the spring (k), the damping
is modeled by the shock absorber (c) and the mass of the floor is
modeled by the mass (m). Figure 30c shows the free body diagram of
the structure. The forces include the spring force f;(t), the damping
force fy(t), the external dynamic load on the structure p(t), and
the inertial force f;(t). These forces are defined as:

fs = kq(t) Ja = cq(t) fi = mg(t) ®)
where ¢(t) is the first derivative of the displacement with respect to
time (velocity) and ¢(t) is the second derivative of the displacement
with respect to time (acceleration). Summing the forces shown in
Figs. 30b and c, we obtain the following:

DF =mij(t) = p(t) - cq(t) — kq(t) ©)

Translating this concept to a multiple degree of freedom and
its equivalent dynamic model is shown in Fig. 31, with n-degrees
of freedom subjected to m; external excitation and my controlling
devices, we obtain the following expression:

Mq(2) + Cq(t) +Kq(t) = Tyu(t) + Tpp(t) ™)

where q(t) € R™! is the displacement vector relative to the ground,
M, C,K € R™" are the mass, damping, and stiffness matrices, re-
spectively; u(t) € R™X! js the control force vector; T, € R™™2
and Ty € R™™ are the control and excitation location matrices,
respectively. In terms of calculating the inter-story drift (ISD), the
displacement is shown Fig. 31 and the calculated inter-story drift
is determined by Ay = (g2 — q1) with the inter-story drift ratio
computed as, A2 = (q2 — q1)/h2 and A1 = q1/h1 . In the case of
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the building subjected to seismic loading, the spatial load pattern
vector Tp is equal to —M {i}nxlqg(t) where the external excita-
tion gg4(t) is the ground acceleration time history. Chen et al. [14]
and Connor and Laflamme([21] provide additional information of
the mathematical derivation of buildings equipped with control
devices.

B MODEL OF QUANSER’S BENCH-SCALE
TESTBED

The state variables that define the mathematical representation of
the structure according to Equation (1) are chosen to be: (i) the
position of the moving cart at story 1 x¢1, (ii) the position of the
moving cart of floor 2 xcz, (iii) displacement at story 1 xy, (iv)
displacement at story 2 x5, (v) velocity of cart 1 X1, (vi) velocity
of cart 2 & fy, (vii) velocity of story 1 relative to the ground %7, and
(viii) velocity of story 2 relative to the ground x ;. These are the
variables that are considered to provide information about the state
of the structure. The output vector z corresponds to the inter-story
drifts Axg; = xpy and Axp, = xp — xf1. The state-space vector of
the plant is given by

. . . . 1T
X=[xc1 Xe2  Xf1 Xf2  Xel Xe2 Xf1 xfz] .

The parameters of the state-space representation of the structure
in Equation (1) are:

0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0
A= 0 0 0 0 0 0 0 1
~10 0 0 87.61 —43.73 30.09 0o of°
0 0 0 87.60 30.09 —4373 0 O
0 0 —6641 66.41 0 0 0 0
0 0 66.41 —140.89 2.64 2.64 0 0

0 0o [0]

0 0 0

0 0 0

0 0 0

B= 7.2714  —5.6968]’ E= -1

—5.6968  7.2714 0

0 0 -1

|—0.4078  —0.4078| | 0|

Matrix F is chosen to compute the inter-story drift for each floor:

0 0 1 0 0 0 0 O
F= 00 -1.1 0 0 0 O
o 0 0 O 0 0 0 O
o 0 0 0 0 0 0 O

The feedback control gain used to define the control strategy is
computed using the LQR method and is given by R as follows:

_|7.0244 —-0.8110 42.2172 —80.4384

103627 3.1414 8.8323  —14.0781
-0.1108 —0.2989 -1.1316 —11.8019
0.0319 0.0874 0.0148 —2.2558

Here, the control action is defined by the feedback gain u = —Rx to
reduce the effect vibrations on the structure.
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Figure 30: a) Single degree of freedom structure, b) Mass with spring and damper, c) Free Body Diagram

)40,

Figure 31: Two-degree of freedom structure with an active
bracing system equipped with 2 hydraulic actuators

C DEFENSES

We have seen that attacks against structural control systems can
pose significant damages. Therefore in this section we start the
discussion on potential defenses to attacks against structural control
systems. In particular, we focus on how to detect these attacks.

Taking advantage of the physical model of the system, it is possi-
ble to construct an independent reference monitor that uses existing
or redundant sensor measurements (e.g., place additional vibration
sensors in an independent network) to estimate the sensor mea-
surements 7 and compute a residual r = y? — § comparing how the
system should be behaving with what we measure. This type of
approach has been widely studied in the literature, [37, 92] and we
can adapt these defenses to civil structures.

These detectors can determine if sensors or actuators are under
attack. To detect the attack, the measurements obtained with the
sensors are compared with our expected estimate of the behavior
of the system. When a historical difference between those values is
large, we raise an alert.

It is easier to keep track of anomalies in discrete time [37], there-
fore we use a discrete version of the Luenberger observer to estimate
the system states. The state estimation X and the output estimation
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Z are given by,
%[k + 1] = A%%[k] + B4u[k] + L(z[k] - F¥%[k])
a[k] = Fé%[k],

where Ad, B4 ,and F9 are a discrete version of the system in Eq. (1),
L is matrix selected such that the eigenvalues of A% — LF? are inside
the unit circle, and x[0] is the initial condition of the estimator.

The difference between what we expect and what we measure is
called a residue r[k]:

rilk] = |zi[k] = Z;[k]],

where z; refers to the measurement obtained with the i’ h Sensor,
and ; refers to the estimation of the it/ output.

When the system is under attack, the residues r are large. To
determine if such difference is large enough to raise an alarm, we
use the non-parametric cumulative sum (CUSUM). Unlike other
tests, the CUSUM considers not only the current residue but also the
historical behavior of the residues. We select this detector because
it outperforms other statistics [92]. For the CUSUM, we define a
new statistic for each sensor S;[k], which is given by,

Silk + 1] = max{0, S;[k] + ri[k] — b;},

where S;[0] = 0, and b; > 0 is selected to prevent that statistic
increases without attack. The parameter is tuned such that, in a
scenario without attack,

E[r;[k] - bi] <0,

where E[-] is the expected value. An alarm is raised for the it"
sensor when the statistic exceeds a threshold S;[k] > 7;, 7; > 0.
Commonly, the statistic is reset to zero S; [k + 1] = 0 once an alarm
is raised. However, for illustration purposes, we will not reset the
CUSUM in the results of this section. The selection of the parameter
7j is a trade-off between the time taken to detect an attack and the
false alarm rate: a large threshold will give us low false alarms, but
then, the time to detect an attack will increase. A block diagram
that summarizes the anomaly detection strategy is presented in Fig.
32.

We study the performance of this defense in the 20-story building
with an ATMD.

One of our unanticipated challenges of using a model-based
anomaly detection in structural control, is that the system generates
false alarms whenever there is an earthquake, as seen in Fig. 33a.
So if a DoS attack is launched during an earthquake, it would be



Session 5A: Control System Security

Actuators |—>| Building |—>| Sensors l—
Controller |<—

Estimator

Figure 32: Model-based anomaly detection.

impossible to determine if the alert is the result of an attack or the
earthquake.

To address this problem, we need to measure ground seismic sig-
nals. Fortunately, seismic waves can be recorded with seismographs
and their size or intensity can be estimated using the Moment
magnitude or the Richter scale. Most structural health monitoring
systems include an accelerometer installed in the ground to cap-
ture earthquake signals in real time and trigger the control system.
These accelerometers can be digital seismographs or the same type
of sensors used inside the structure [20].

6 60
s4
A 5 40
False
2 alarm 20
0 0
0 10 20 30 0 10 20 30 40
Time [s] Time [s]
(a) (b)

Figure 33: Anomaly detection statistic when there is no at-
tack but during an earthquake for a) a detector that does not
consider the earthquake and b) a detector that considers the
earthquake.

With earthquake measurements, we need to select the discretiza-
tion time to ensure that the earthquake is properly sampled. Since
the maximum frequency of an earthquake is 10 Hz, we select a
sampling time of Ty = 0.01s.
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With this new system, the estimator receives a noisy version of
the earthquake instead of the actual signal. For this new detector,
the CUSUM parameters are tuned by generating different earth-
quakes using the Kanai-Tajimi model for each of the one thousand
simulations used to tune the CUSUM.Fig. 33b shows the CUSUM
for this new detector during El Centro earthquake.

We now consider the performance of this attack-detector when
facing a DoS attack during an earthquake, and an FDI attack without
an earthquake. The results of those scenarios are presented in Figs.
34a and 34b, respectively. Our system detects the DoS attack at time
4.78 s before the ISD ratio reaches 1% (that is, the attack is detected
before they damage the structure). We detect an FDI attack even
faster and well before any damage to the system.

To sum up, model-based anomaly detection algorithms can be
used to detect both, DoS and FDI attacks to structural control sys-
tems; however, we need to measure the earthquake during a DoS
attack (in addition to measuring the control and sensor signals from
all other floors).

‘
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I | N~ 1SD ratio _ 1
I
I
I
I
I
I

;(— Attack detected
Attack detected

|
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0.1 detected Attack
2 / detected
0 0
0 10 20 30 0 10 20 30
Time (s) Time (s)
@ (b)

Figure 34: Detection of the a) DoS and b) FDI attacks using a
detector that considers the disturbances.
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