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Abstract—The technology advance and convergence of cyber
physical systems, smart sensors, short-range wireless communi-
cations, cloud computing, and smartphone apps have driven the
proliferation of Internet of things (IoT) devices in smart homes
and smart industry. In light of the high heterogeneity of IoT
system, the prevalence of system vulnerabilities in IoT devices
and applications, and the broad attack surface across the entire
IoT protocol stack, a fundamental and urgent research problem
of IoT security is how to effectively collect, analyze, extract,
model, and visualize the massive network traffic of IoT devices
for understanding what is happening to IoT devices. Towards
this end, this paper develops and demonstrates an end-to-end
system with three key components, i.e., the IoT network traffic
monitoring system via programmable home routers, the backend
IoT traffic behavior analysis system in the cloud, and the frontend
IoT visualization system via smartphone apps, for monitoring,
analyzing and virtualizing network traffic behavior of heteroge-
neous IoT devices in smart homes. The main contributions of
this demonstration paper is to present a novel system with an
end-to-end process of collecting, analyzing and visualizing IoT
network traffic in smart homes.

I. INTRODUCTION

The last two decades have witnessed the rapid adoption and
deployment of IoT devices such as smart lights, smart locks,
IP cameras, smart motion sensors, and smart thermostats in
homes, cities, and factories for a broad range of innovative
services and applications [1]. However, the recent spate of
cyberattacks exploiting system vulnerabilities and insufficient
security management of IoT devices have created challenges
for securing IoT devices, data, and services [2], [3], [4].

In light of the high heterogeneity of IoT devices, the
prevalence of system vulnerabilities in IoT devices, and the
broad attack surface across the entire IoT protocol stack,
a fundamental and urgent research problem of IoT security
and monitoring is how to effectively collect, analyze, extract,
model, and visualize the massive network traffic of IoT devices
for understanding the activities, behaviors, and statuses of
heterogeneous IoT devices [5]. Towards this end, this paper
develops and demonstrates an end-to-end system for moni-
toring, analyzing and virtualizing network traffic behavior of
heterogeneous IoT devices in smart homes.

II. TOT MONITORING AND VISUALIZATION SYSTEMS

Figure 1 illustrates an overall system of our developed
end-to-end system for monitoring and visualizing network

traffic behaviors of IoT devices in smart homes. The system
includes three key components: i) the IoT network traffic
monitoring system via programmable home routers, ii) the
backend IoT traffic behavior analysis system - Prometheus, and
iii) the frontend IoT visualization system via smartphone apps
- Epimetheus. The system continuously monitors, collects, and
characterizes network traffic behavior of heterogeneous IoT
devices in smart homes, and provides companion smartphone
apps to visualize traffic summaries and behavioral patterns of
these IoT devices.
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Fig. 1: The system architecture of the developed end-to-end
system for monitoring and visualizing traffic behaviors of IoT
devices in smart homes.

A. 10T Network Traffic Monitoring via Programmable Routers

In this project, we explore programmable home routers
to capture and collect IoT network traffic in smart homes.
Specifically, we use the small and affordable computers, i.e.,
Raspberry Pi, as the routers and wireless access points of
the smart homes. Thanks to Debian-based operating system,
i.e., Raspberry Pi OS, we install and configure softflowd and
nfdump tools to continuously capture network traffic of all
IoT device in smart homes, and export network flow records
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every 5 minutes or any other configurable export frequency to
Prometheus, our backend IoT traffic behavior analysis system.

B. Backend IoT Traffic Behavior Analysis System

The backend IoT traffic behavior analysis system, namely
Prometheus, runs on the cloud, so the smartphone apps could
connect the system anytime and anywhere to retrieve network
traffic statistics and summaries over the Internet. Prometheus
builds a user authentication and authorization module for cre-
ating user accounts and passwords, associating Raspberry Pis
with user accounts for protecting user privacy, and supporting
the standard OAuth 2.0 authorization protocol.

Based on the raw network traffic data from Raspberry Pi,
Prometheus analyzes the traffic on the fly to generate the top
applications and remote Internet systems for each IoT device
in smart homes, as well as to send the traffic summaries
and statistics with timestamps into a MySQL database on the
backend system using encrypted connections.

In addition to the traffic volume analysis and the top
applications and remote Internet systems, Prometheus also
uses entropy to calculate the probability distributions on traffic
features from IoT network traffic [6]. The entropy measure
quantifies the probability distributions of a given variable,
reflecting the underlying randomness or certainty in the ob-
servations. For example, given the m unique values of the
variable z, i.e., £1,22,...,%,, We can calculate the entropy
as H(z) = —Y_i", p(xi)logap(z;), where p(z;) denotes the
probability of the value x; observed in the data-set. If there is
one and only one value in the observations, H (x) becomes the
minimum entropy, i.e., 0. On the other hand, if each observed
value has the equal probability of 1/m, H(z) becomes the
maximum entropy, i.e., logam. To compare the entropy values
for different IoT devices, we use the standardized or nor-
malized entropy Hs(z) = H(x)/logam. The value of H,(z)
follows in the range of [0, 1], where H(x) of 1 indicates the
random distribution of the variable and H(z) of 0 indicates
the deterministic distribution. In other words, the standardized
entropy measures provide critical insights on traffic behavioral
features of smart home IoT devices.

C. Frontend IoT Visualization System via Smartphone App

The smartphone app we developed for visualization IoT net-
work traffic patterns, namely Epimetheus, provides authorized
and authenticated home users a simple interface on iOS or
Android phones to view a variety of traffic summaries and
statistics including the active list of IoT devices in smart
homes, the application breakdown for each IoT device, and the
time series traffic graphs for each IoT device. Figures 2(a)b)
show two smartphone app screenshots illustrating the list of
active IoT devices in the smart home and sample time series
traffic graphs for two selected IoT devices.

III. DEMONSTRATIONS

IoT Network Traffic Capture via Raspberry Pi: We will
demonstrate the feasibility of Raspberry Pi to capture network
traffic flows in smart home network with heterogeneous IoT
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Fig. 2: Two screenshots from the Epimetheus iOS app.

devices. To illustrate Raspberry Pi’s capability in network
traffic capture and collection, we will show how to run
softflowd and nfdump on Raspberry Pi OS to capture IoT
network network and extract the records of network flows in
smart homes.

IoT Network Traffic Analysis: We will show how
Prometheus, the backend IoT monitoring system, explores and
analyzes IoT network traffic flows collected on Raspberry
Pi and generates important traffic characteristics of each IoT
device in the smart home. For each IoT device, the traffic
characteristics will include the top applications and the top
Internet hosts baed on the traffic volume exchange between the
device and the remote Internet systems, as well as include the
traffic distributions with entropy measures on the applications
and the Internet hosts.

IoT Traffic Behavioral Virtualization: We will also
demonstrate Epimetheus, the frontend IoT visualization app on
both iOS and Android smartphones. The Epimetheus smart-
phone app will support a variety of features such as user login,
IoT device summary, probability distribution charts, and time
series traffic graphs.
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