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ABSTRACT

Smartphone users install numerous mobile apps that require ac-
cess to different information from their devices. Much of this in-
formation is very sensitive, and users often struggle to manage
these accesses due to their lack of tech expertise and knowledge
regarding mobile privacy. Thus, they often seek help from others
to make decisions regarding their mobile privacy and security. We
embedded these social processes in a mobile app titled “CO-0PS”
("Community Oversight for Privacy and Security”). CO-oPS allows
trusted community members to review one another’s apps installed
and permissions granted to those apps. Community members can
provide feedback to one another regarding their privacy behaviors.
Users are also allowed to hide some of their mobile apps that they
do not like others to see, ensuring their personal privacy.

CCS CONCEPTS

« Security and privacy — Social aspects of security and pri-
vacy.
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1 INTRODUCTION

85% of US citizens own smartphones [17] and 77% of them reported
that they downloaded and installed mobile applications ("apps")
on their smartphones [6]. These mobile apps often require access
to users’ sensitive information, like contact data, emails, location,
calendars, and even browser history [1]. Although most of these
apps request users’ permission before accessing any information
or resources, many apps secretly gathered users’ system resources
(e.g., camera, GPS) and private information (e.g., contacts list, text
messages, emails) without users’ consent [7, 19]. Therefore, most
smartphone users are concerned about their mobile information
privacy as they are not aware of how these mobile apps are using
these resources [10]. This lack of transparency and users’ lack of
privacy and security knowledge cause them to seek advice and
guidance from their close ones for making their digital privacy
and security choices [11]. People also often learn about privacy
and security from others in their social network, and this indi-
rect learning eventually influences them to change their privacy
behavior [12, 20].

Therefore, many researchers have acknowledged the importance
of these social processes for managing individual, and collective
digital privacy and security [9, 16, 18]. Some other recent studies
proposed mechanisms that allowed trusted members of a commu-
nity to help one another in making their digital privacy and security
decisions [4, 8]. For example, Chouhan et al. proposed a mechanism
titled Community Oversight for Privacy and Security ("CO-oPS")
that allowed a group of trusted members of a community to help
one another manage their mobile privacy and security, utilizing
the concepts of individual participation, transparency, trust, and
awareness. We converted this Community Oversight mechanism
into a mobile app titled CO-oPS [8]. CO-oPS allows individuals to
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review the apps installed and permissions granted on their commu-
nity members’ phones. It also lets users provide direct feedback to
one another about their privacy and security behavior.

2 BACKGROUND

The proliferation of smartphone devices and the usage of mobile
applications caused mobile phone users be over-exposed to the app
permission requests and therefore they often overlook the permis-
sion prompts [21]. Mobile app users often do not fully understand
what these mobile app permissions do and what are they used
for and they do not even know where their data are being sent
through accepting these permissions [5, 13, 14]. Recent privacy
research [7, 19] also reported that many third party mobile apps
automatically grant some permissions and accessed users’ sensitive
information which the users never explicitly acknowledged [19].

Due to the lack of privacy awareness and transparency among
these app permissions, technology users often seek advice and
guidance from their loved ones to make decisions regarding privacy
and security [11, 15]. People also learn from their social network
and eventually get influenced to change their privacy behavior [12,
20]. Hence, many network privacy researchers emphasized the
importance of social collaboration [9, 16, 18] in managing privacy
and security. With a goal to implement a technological solution
to provide this social collaboration ability, we developed a novel
mobile application titled CO-oPS (Community Oversight for Privacy
and Security). The purpose of this app is to help mobile users
mitigate their privacy awareness and knowledge gap by allowing
them interact with their community and work together to keep their
information safe from third party mobile apps. The next section
discusses the overview and functionality of the features of our
proposed mobile privacy app CO-oPS.

3 CO-OPS APP DESIGN

CO-0oPS allows all community members to review the apps installed
on one another’s phones. It also allows checking what permissions
are granted or denied to the installed apps. So, CO-0oPS does not
just let users monitor other community members’ apps installed,; it
enables them to watch whether these apps access any sensitive data
(e.g., contacts, emails, photos, location, browser history) from their
phones. It also allows users to hide any of their own apps that they
are not comfortable sharing with others, supporting their personal
privacy. We developed this app based on the design suggestions
made in our previous study by Chouhan et al [8]. They proposed
a novel mechanism for users to interact with people they trust
to help one another make digital privacy and security decisions
regarding mobile app permissions. Their participatory design study
provided some design suggestions to translate this framework into
mobile app features. We leveraged those feature suggestions and
implemented a full-functioning mobile app in this work. CO-oPS
app includes six main features: 1) Community Apps, 2) Own Apps,
3) App Permissions, 4) Community Members, 5) Individual Apps,
and 6) Community Feed.

- Community Apps (Figure-1): Under the Discovery tab, the All
Apps section presents the list of all apps that are installed on all
community members’ phones. The icon and name of the app is
displayed, along with the word "Installed" if the user has that app
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Skype Permissions:

Granted Denied

Camera 3/4 &
Granted

Required to be able to access the camera device

Accounts
Granted

1/4 2

Allows access to the list of accounts in the Accounts
Service
Contacts (Read) 2/42
Granted

Allows an application to read the user's contacts
data

Storage (Read) 4/4 2
Granted

Allows an application to read from external storage
Phone (Read) 1/4 2
Granted

Allows read only access to phone state, including the
current cellular network information, the status of
any ongoing calls, and a list of any PhoneAccounts
registered on the device
Microphone 4/4 2
Granted

Allows an application to record audio.
Contacts (Write) /4 2
Granted

Allows an application to write the user's contacts
data

CANCEL SETTINGS

Figure 3: App Permissions

on their phone. On the right side of the screen is a number indicating
how many members of the community have the app installed, along
with a three line menu icon that will open an app permissions
dialogue box. The All Apps section can be used to find apps that
others in the community are using and find potentially concerning
apps that a user may want to discuss with the other members.

- Own Apps (Figure-2): The Installed section displays only apps
that the user has installed on their own device. Alongside the icon
and name of each app is a switch that allows users to toggle the
visibility of each app between "Visible" and "Hidden". Apps on your
device that are changed to hidden will not be viewable to other
members of the community. Information shown on the right side
of the screen for each app is the same as in the All Apps section.

- App Permissions (Figure-3): The App Permissions section ap-
pears as a dialogue box and shows how many community members
have granted or denied a permission for a specific app. For each
permission an app requests there will be a description of what it
accesses and a readout of how many community members out of
the total number have granted or denied a permission. If members
of the community have granted the permission the word "Granted"
will be displayed in green text. If they have denied the permission
the word "Denied" will be displayed in red text. The permissions
can be filtered by Granted or Denied by tapping the labeled buttons
at the top of the screen. This section can also bring users directly to
their phones app permissions settings menu by tapping the settings
button at the bottom of the page. This section can be used to com-
pare what permissions the user has granted with their community
and see if they are in consensus about what permissions to grant to
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certain apps. If they are not this may lead to a discussion on what
permissions ought to be granted.

- Community Members (Figure-4): Information relating a specific
community member can be found within the People tab. Here a
profile picture for each community member is displayed along with
"messages" and "explore" buttons. The messages button next to
each community members will take users to a page where they
can message that specific member to discuss privacy issues or give
feedback about suspicious apps or app permissions. The explore
button allows users to view the apps that a specific community
member has installed.

- Individual Apps (Figure-5): Within the Explore section a user
can see the apps installed on an individual community member’s
device. This section is laid out like the All Apps section on the
discovery page except it only lists apps that the selected community
member has installed. Tapping the three line menu icon will take
the user to the app permissions page for that app. The explore
feature could be used to locate a suspicious app that a community
member have installed so that the user to could then message that
specific community member to provide guidance about their apps.

- Community Feed (Figure-6): The community feed functions like
a forum where community members can make posts and others can
like those posts and reply to them. This feed can be used to initiate
discussion with all other community members about specific apps,
permissions or any general strategies to keep the community safe.
The community feed also provides weekly pro-tips from the CO-
oPS app to help community members remain aware with regards
to privacy, security installing new apps, and granting permissions.
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4 SYSTEM ARCHITECTURE

The CO-oPS app is developed with an Android native front-end and
a hybrid back-end consisting of Firebase cloud services and Node]S
servers. It uses three main back-end APIs (Figure-7) for its user
interactions: 1) AppScraper, 2) DeviceTool, and 3) PermissionTool.
AppScraper is a utility designed to execute background threads
to access local on-device data using Android systems API. This
tool collects app metadata on the device, compares it against the
remote catalog of apps, and sends any relevant changes to Firebase.
Through the DeviceTool API, the device ID, SIM serial number, and
Android ID are fetched. The PermissionTool API serves to convey
the permissions associated with a given app. In addition to these
three, the CO-oPS app uses a custom-built authentication API that
employs Firebase and DeviceTool API to fit the unique need to
form CO-oPS groups. Also, the app uses an API with a Node]JS
back-end to store the anonymized logs of the app usage. Lastly, this
app consists of a push notification API managed by Firebase Cloud
Functions to maintain a seamless and effective group interaction.

5 LIMITATIONS AND FUTURE WORK

While the CO-oPS app provides many important benefits, e..g., a
collaborative platform to co-manage mobile privacy, and personal
privacy by hiding apps, it still has some drawbacks that we intend
to mitigate in the future. One of the most significant limitations of
this app is it does not provide any suggestions or recommendations
regarding the app permissions. When users are less tech-savvy or
have less knowledge and awareness about mobile app permissions,
they might not know which permissions are safe or dangerous.
Although this app currently provides weekly pro tips to educate
users, in a future version of this app, we intend to implement push
notifications to alert the users when any of their apps acquire dan-
gerous permissions (e.g., account, location, contacts). Additionally,
CO-0oPS app falls short in usability. The user might want to review
their apps by the permission names. For example, they might want
to view the group of apps that have a specific permissions granted.
For example, a user may want to view the list of their apps that have
the precise location permission granted. The primary purpose of
this app is to help communities in securing their information from
third-party apps, and so it is crucial to redesign this app such that
users can view and group their apps by the permissions granted.
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Additionally this app may not be applicable among families with
hierarchical tensions (e.g., parents and teens) as it allows privacy
in their app usage and equal power in co-monitoring [3]. Future
iterations of this app need to consider such cases to allow family
members to help one another manage their mobile privacy. We
also can examine whether this app can help parents and teens be
influenced by one another’s app usage and permission decisions
to change their online safety [2] and privacy behaviors. Lastly, we
intend to launch a longitudinal field study where groups of people
(friends, families, communities) can try different features of this
app and give their feedback on a weekly basis.

6 CONCLUSION

Our CO-oPS app represents a shift from an individual’s effort to a
collaborative relationship in managing mobile privacy and security.
By including the loved ones in CO-oPS network, individuals who are
less knowledgeable about mobile privacy can receive oversight from
those who have more knowledge. This app also has the potential
to initiate open discussions regarding the app permission issues.
From an older adults to a teen in families, CO-oPS can benefit a
wide range of age groups and provide an interactive solution to
keep everyone safe online and secure sensitive information.
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