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Abstract—Renewable energy-based microgrids play a critical
role in future smart grids. Due to the uncertainties of renewable
generations, the microgrids face potential risk of load shed-
ding during operation. To address this problem, we propose a
contract-based approach to enhance the resilience of microgrids.
Specifically, in the framework, the microgrids who may not
be self-efficient to meet their local demands can purchase the
needed power from their connected microgrids by signing a
contract that specifies the power price in advance. We leverage a
principal-agent model to capture the energy trading relationships
between the microgrids through a resilience as a service (RaaS)
paradigm. By focusing on the incentive compatible and individual
rational constraints of the service requester, the service provider
designs the optimal contracts for the transactive resilience that
yields the largest payoff despite the incomplete information. We
characterize analytical solutions of the optimal contracts for
several scenarios where the service requester has various options
on its hidden actions. Numerical simulations are used to illustrate
and corroborate the obtained results.

Index Terms—Transaction resilience, Contract theory, Micro-
grid, Renewable energy

I. INTRODUCTION

A microgrid is a green system that relies on renewable
distributed resources such as wind turbines, photovoltaics and
fuel cells, and it can operate independently from the main
power grid in an autonomous manner [1]. A growing number
of microgrids are currently interconnected to enhance the
system dependability and resiliency [2]-[5]. One benefit of
such interconnection is that when one microgrid is out of
service, other microgrids in the network can provide it with
the necessary power to avoid load shedding and catastrophic
cascading failures. Hence, energy transaction between micro-
grids offers opportunities to maintain the entire power system’s
stability and resiliency.

One characteristic of a microgrid is that it faces uncertainties
from both the renewable generations and the loads, which
make its planning and operation a challenging task [6]. Based
on the predicted load, the grid operators need to decide the
amount of power to generate. If the generated power cannot
satisfy the real demand, one traditional practice is to cut some
loads to balance supply and demand. This operational scheme
could lead to dissatisfaction of residents or even blackout in
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some areas serviced by the corresponding microgrid. A better
way to address this issue for the microgrid operator is to
purchase a suitable amount of power from other connected
microgrids, compensating for self-insufficiency. However, real-
time power requests from other agents are not economical,
since the energy price could be tremendously high.

To this end, we propose to develop a contract-based ap-
proach [7] that enables direct energy trading between micro-
grids for system resiliency. Specifically, we offer a resilience as
a service (RaaS) framework to capture the energy transactions
between interconnected microgrids. In this RaaS framework,
there are two types of agents. The first type is the seller
or service provider (SP) that provides the resilience service.
The other one is the buyer or service requester that requires
external power support to avoid load shedding. Under the SaaS
framework, the service requester needs to accept the contract
specifying the pricing of resiliency service offered by the SP
ahead of time before receiving such services. To this end, how
to design an appropriate pricing mechanism for transactive
resiliency becomes critical.

Both the SP and the resiliency service requester in the
established paradigm are strategic. The SP aims to maximize
its profits by designing optimal pricing for the resiliency
service. The service requester, on the other hand, maximizes
its payoff by determining its local generation strategically.
One major challenge for designing an efficient contract pricing
scheme lies in the asymmetric information between the two
involved parties. Specifically, the service requester knows its
generation from the traditional means (e.g., generators) and
estimates the amount of renewable harvesting.

In comparison, the SP does not know the real generation of
service requester but only the requested power. Designing a
RaaS contract by ignoring the strategic behavior of service
requester can lead to inefficient operation of the SP. For
example, the microgrid will not generate power itself but
requests the energy from the RaaS market if the service
cost is lower than its own generation cost. To address this
challenge, we formulate a mechanism design problem based
on a principal-agent model under hidden action for the SP. In
the formulation, the SP considers the incentive compatibility
and individual rationality of the resiliency service requester
explicitly. We design the optimal contracts by using the direct
revelation principle [8].

The contributions of this paper are summarized as follows.

1) We propose a contract-based approach to enhance the

resiliency of microgrids with renewable generations
through a new type of resilience as a service paradigm.



2) We investigate the optimal contract design for transactive
resiliency in various scenarios regarding the hidden
actions available to the service requester. The designed
resiliency contracts also capture the incentives and ra-
tionality of the service requester.

3) We use case studies to corroborate the design principles
and quantify the benefits of the proposed transactive
resiliency approach.

Related Works: Improving critical infrastructure resiliency is
a critical research field, and it has been extensively investigated
in many sectors, including power systems [9]-[11], transporta-
tion systems [12], water systems [13], and interdependent
infrastructure [14], [15]. Unlike the above works, in this paper,
we shift our focus from directly improving energy system
resiliency through design and control to establishing an energy
trading market for transactive resiliency. Our work is also
related to contract mechanism design [7]. Contract-theoretic
approaches have been widely used to model the service
relationships between the involved parties, with applications
to outsourced cloud computing [16], IoT security [17], and
demand response in smart grids [18]. We leverage a particular
type of principal-agent framework under hidden action to
design an efficient and incentive compatible pricing scheme
for the resiliency services.

II. CONTRACT-BASED RAAS FRAMEWORK

In this section, we introduce the key components of the
contract-based RaaS framework.

A. System Components

We consider a power system consisting of microgrids that
generate renewable energies. The local load of each microgrid
P; is given, and its renewable harvesting P, is predicted
ahead of time and thus faces uncertainty. We only know
the probability density function (PDF) f(P,) of renewable
generations which can be determined from history data. In
addition to the renewables, microgrid can also generate power
from traditional generators, and its amount is denoted by P,
which has no uncertainty. If the total generated power Pg + P,
of microgrid is insufficient to satisfy its local demand P;, then
the microgrid needs to buy power from other microgrids or
external main power systems to avoid the load shedding.

When emergency happens, real-time purchases from utitlity
companies to meet local demand are not an economical choice
for a mircrogrid. One reason is that the utility company may
raise the power price to make more profit due to the emergent
large-amount power request from the microgrid. Therefore, a
more economical way for the microgrids needs to be designed.
In this paper, we use a contract-based approach to capture
the resilience service of microgrids. Specifically, the microgrid
signs a contract with other agents in the grid on the power
price ahead of time. Then, during the real-time operation, the
microgrid can buy power from its contractors with a pre-agreed
price if its generation does not meet the demand. The decision
variable of the microgrid is the amount of traditional power
generation P,. When the microgrid cannot be self-efficient,

it requires an amount of P; — P, — P, power support from
external grids. In another possible case, the microgrid may
generate more power than its demand, i.e., Pg + P, > P}, and
thus it needs to store the excessive P, + P, — P; amount of
energy to its storage.

For convenience, we define x := P;— P, — P, by the amount
of required power from external sources when x > 0 and the
stored power when x < 0 of the microgrid. Further, denote
Pg™ by the maximum traditional generation, and hence the
lower bound of x is x = P; — Pg™* and the upper bound is X =
P;. Specifically, the lower bound x corresponds to the scenario
that the microgrid prepares for the worst case of renewable
harvesting and generates with the maximum power. By default,
we assume that the maximum traditional generation is greater
than the demand, i.e., P; < Pfg“a" and x < 0. The upper bound
X indicates that the microgrid does not generate traditional
power, and the renewable harvesting is also zero. Therefore,
the microgrid purely depends on its contractor to satisfy its
local load.

B. Incentive Considerations

The SP’s goal is to design a pricing function H : Ry — R,
such that the microgrid should pay H(x) when requiring x
amount of power. We further denote U(H(x),x), U : Ry X
R, — R,, by the net utility of microgrid for receiving the
service. Function U includes the benefits for receiving the
resilience service and the cost paid for it. The storage cost
of microgrid is S(x) which is an increasing function of x,
where S : Ry — R,. The traditional power generation cost
is denoted by ®(P,), where ® : R, — R,. Note that ®
is a continuously increasing and convex function [19]. In
addition, before receiving the service, the microgrid should
pay a premium 7 to the SP for the agreement of delivering
services. Note that for given load P; and generation Pg, x
shares the same statistics with the renewable harvesting term
P,. Denote f(x|P,, P;) by the PDF of x given P; and P,.
Therefore, the expected utility of microgrid is

II(x, Pg, P, H) == / U (H(x),x) f(x|Pg, Pr)dx
0
0 1
— [ SUDS Py P - 0P -,
X
Remark: In practice, the density function f(x|Pg, P;) may
not be readily available or not accurate if known. In this sce-
nario, then one may adopt data-driven approach to address this
issue. In particular, the first term in (1) can be approximated by
Jo UH(x),x) f(x|Pg, Pr)dx ~ 5 Y, U (H(xi),xi), where
x; is data sampling from the distribution f(x|Pg, P;) and N
is the total number of sampling. Here, sampling means the
collected data during system oeration. Similarly, we can use
/Ox S(1x]) f(x|Pg, Pr)dx = % Z[I‘il S(x;) for the second term.
In this work, we use a model-based approach and assume that
f(x|Pg, Py) is available.
One natural constraint of the service requester is that it only
accepts the designed contract under which it can benefit from



the resilience service. This motivates the following definition
of individual rationality of microgrid.

Definition 1 (Individual Rationality). A contract H satisfies
the individual rationality (IR) constraint of the service re-
quester if the following holds:

I(x, Pg, P, H) > 0. 2)

The microgrid is strategic in determining its generation level
P, under a contract H. Denote G by a compact set including
all possible Pg. Then, the rational behavior of microgrid can be
captured by the incentive compatibility constraint as follows.

Definition 2 (Incentive Compatibility). The action P, adopted
by the micorgrid is incentive compatible (IC) if it maximizes
the expected utility 11, i.e.,

P, € arg max Il(x, P, P;, H). 3
8 ngeg (x g 1 ) ()

Note that a contract is incentive feasible if it satisfies IR
constraint (2) and IC constraint (3).

Buying power from external grids based on the contract
enhances the resilience of microgrid. The acquired resilience
can be quantified by the net benefit from the avoidance of load
shedding without the service. The resilience metric adopted by
our framework is introduced in Section III-B.

III. PRINCIPAL-AGENT MODEL FOR RAAS

In this section, we formulate the RaaS problem based on the
principal-agent (PA) model with hidden actions. We further
define the resilience metric and characterize the challenges in
solving the PA problem.

A. PA Model with Hidden Actions of Microgrid

In our established RaaS framework, the amount of renew-
able energy harvesting P, of microgrid faces uncertainty,
and its traditional power generation P is a hidden decision
variable. Due to the hidden action of microgrids, we use a
principal-agent! model to capture the strategic behaviors of
the power requester and SP. Detailed introduction of the PA
model can refer to [7], [8], [20]. Specifically, the microgrid’s
hidden action P, belongs to a compact and continuous set
P,. Then, to design an optimal contract H, the SP solves the
following hidden action problem:

(PA) : Hr(r?)a%g /(; V (H(x),x) f(x, Pg, Pr)dx
s.t.  (2) and (3),

where V : Ry xRy — R, is the payoff of the SP which is a
function of the received payment xH (x) and service delivery
cost. The limit x € [0,x] in the objective function indicates
that the microgrid purchases power from the SP.

The IR constraint (2) ensures that the service requester will
not accept the contract provided by the SP if his minimum

I'The principal-agent model under hidden action structure is also called
moral hazard in contract theory. In this paper, the principal refers to the SP,
and the agent refers to the service requester.

benefit T is not met. In addition, the IC constraint (3) indicates
that the service requester is strategic by selecting the best
action for a given contract.

B. Resilience Metric

Based on the designed contract H(x) with other agents, the
microgrid can avoid x amount of load shedding when x >
0. Thus, the enhanced resilience R(H(x),x) through contract
H(x) of microgrid when requiring x > 0 amount of power
support can be quantified by following:

R(H(x),x)=U(H(x),x)-T, x> 0. 4)

Similarly, the average resilience enhancement of using the
service by taking into account the renewable generation un-
certainty can be quantified by R which is defined as follows:

R(x,H,Pg,P;) = /XU(H(x),x)f(x|Pg,Pl)dx—T. (35)
0

In the contract mechanism design, the resilience SP antici-
pates the adopted action of the service requester under a given
contract. Therefore, determining the possible actions P, of the
service requester is imperative. Specifically, the definition of
implementable action is as follows.

Definition 3. An action Pg is implementable if there exists at
least one contract H(-) that satisfies the IC and IR constraints.

The first order approach to solving (PA) generally does not
hold for the normal distribution of f(x, Py ), since the decision-
makings H(-) and P, in (PA) are coupled, which ought to be
addressed simultaneously. Therefore, in Sections IV and V, we
investigate several typical scenarios of PA problem to obtain
more insights of the RaaS solution for microgrids.

IV. TWO ACTIONS SCENARIO

In this section, we focus on the cases that the agent can
take two actions including Pé and P? s P? > Pé, which
correspond to low-level and high-level generations, respec-
tively. The practical interpretations of these two actions are
as follows. The microgrid takes action Pg based on the max-
imum expected renewable generation, while takes action Pg‘
according to the mean value of expected renewable harvesting.
Furthermore, these two actions may induce a finite number
of outcomes?, i.e., power request, depending on the service
provided by SP. We next investigate the scenario that the SP
provides two types of resilience services.

A. Two Actions and Two Outcomes Case

Knowing that the microgrid can only generate Pé or Pg
level of energy, and we denote the corresponding outcomes by
xg and xp, respectively. In particular, we obtain xg > xp > 0
such that the microgrid is not self-efficient and requires power
from the resilience SP. Thus, the contract includes two terms
Hy, =H(xy) and Hy, = H(xr). In addition, the uncertainty
of renewable energy harvesting is captured by the distribution

2In this paper, the term outcome refers to the amount of requested power
of the microgrid.



F(xp,a) =k - qI{azpé}, where Iy is an indicator function;
g € (0,1] and k € [gq,1] are known constants. F(x.,a)
yields the probability that the microgrid requires x; amount of
power from SP when taking action a. Then, the contract design
problem can be captured by the following two problems:

(PA-1-a):

max (1 - k)V(Hy,,xm)+kV(Hy, ,xL)

xp o Hxy,

s.t. (1= k)U(Huyyyxp) + kU(Hy ,xp) - ®(PJ) > T,
(1 = K)U(Hoyy, xp1) + kU(Hyy  x1) = D(PY) >
(149 = k)U(Hy, xp) + (k= q)U(Hy, ,x1) = ®(Py).
(PA — 1-b) :

max (1+q—-k)V(Hy,,xpg)+ (k—q)V(Hy ,x1)
XH9 XL
st. (1+qg—k)U(Hy,,xu) + (k—q)U(Hy,,x1)

-®(Py) =T,
(1+q = k)U(Hyyy.xm) + (k = @)U (Hx, . x1) = O(Py)
> (1= K)U(Hyy 1) + kU (Hyp x1) = ®(PY).

Specifically, (PA-1-a) and (PA-1-b) correspond to the cases
that the resilience SP anticipates the service requester gener-
ating Pg and Pé amount of power, respectively. By compar-
ing the optimal contracts of (PA-1-a) and (PA-1-b), the SP
announces the one that yields higher payoff.

To facilitate the optimal contract design, we adopt
V(H(x),x) = H(x) — {x, ®(Pg) = a'Pf, + BPg + 7y, where
¢ > 0 is the unit cost of delivering service, and a, B, y are
positive constant parameters. In addition, the utility function is
U (H(x),x) =y¢(x) — H(x), where ¢ : R, — R, captures the
satisfaction of microgrid serving its load successfully. Note
that ¢ is considered to be monotonically increasing. Then,
(PA-1-a) can be reformulated as

max (1 —-k)Hy, +kHy,
XH’HXL
o(PH) - @(PL)
st. Hy, —Hye > (xg) —¢(xp) + %,

(1 = k)Hyy + kHy, < (1= k)Y (xp) + ky(x) - D(PF) - T.

One optimal solution to the above linear program can be
obtained by solving two inequality constraints with equality
jointly (both the IC and IR constraints are binding), i.e.,
o(PY) - ©(Py
Hay = Hy, = ——— "= = y(xs) + ¥/ (xp),

(1 = k)Hyy, + kHyy = (1= k) (xm) + kg (xp) = @(P) - T,

o(P)-0(PH) .
o(PH)-o(PL)
2P0 _

HxH = l/’(XH) - q)(PgI) +k
Hy =y(xp) = ®(PY) — (1-k) T.

(6)
We can verify that (6) is an OEL)timal solution to (PA-1-a). Since

o(PH)-o(PL) . . .

Y(xg) —y(xp) + —2=—-=55> 0, the service price H,,, is
always greater than H,, . In addition, the SP’s profit is (1 —
kYW (xm) = {xm) + k(@ (xr) = &xp) = @(PE).

Similarly, we can obtain the solution to (PA-1-b) as
o(PH)-d(PL) _oT

7)
®(PH) - (PL) (
T - 2T.

Hy, =y (xp) — (P +k
Hy, =y(xp) - ®(PY) - (1-k)

Note that the service price H,,, is also greater than H,, in this
optimal contract, and the SP’s payoff is (1 +¢q — k) (¥ (xg) —
Ixg) + (k= q)(W(xp) — &xp) — CI)(Pi;) — T. Therefore, by
comparing the optimal payoffs in (PA-1-a) and (PA-1-b), we
obtain the following result. When

q(p(xr) =¥ (xu) = {(xL —xn)) + D(P) = ®(PL) +T > 0,

then the SP implements the contract in (6), and otherwise the
one in (7).

Remark: Note that Vol = 0 in this two-action two-outcome
scenario, since the IR constraint in (PA-1-a) and (PA-1-b)
determines the optimal payoff of the SP, and it also appears
in the full-information problem as shown in (PA’).

A more general case with two-action multiple-outcome is
also studied which is available in the online version [21].

V. MORE GENERAL FINITE ACTIONS SCENARIO

We generalize the two-action case to a scenario that the
microgrid has a finite number of choices of local generation
P, € Pg, and the corresponding outcome x is in a finite set
X. This modeling indicates that the microgrid has a larger
freedom in its local generation and the contract offers various
options of resilience services. We denote the outcome by x;,
where j € J = {l,...,J}, and without loss of generality,
we have x; < x; if i < j. Under the countable number of
possible outcomes, the principal designs the resilience contract
by solving the following problem, for each PZ, € Py,

(PA -2) :

WO

s.t. Z (W (xi) = H(x0)) f (xi, P}, Pr)
ie{i:x;>0}
-y Tlxilf(xi,P;,Pl)—(a(P;)2+,BP:£+y)ZT,
ie{i:x; <0}
DT W) = H(x) f(xi, P PY)
ie{i:x;>0}
= > thlf G P P = (0P 4 5P )
ie{i:x; <0}
> > W) - Hx) f(xi, Pg, P)
ie{i:x;>0}
= > thlf G P, P — (PP + Py +).
ie{i:x; <0}

VPg € Pg.

Note that (PA-2) is a convex optimization problem which
can be solved efficiently. It is also worth mentioning that the
SP should address |#g| problems to determine the optimal



TABLE I
VALUE OF PARAMETERS IN CASE STUDIES

Parameter Value Parameter | Value
Py 200MWh T 60
P; 300MWh @ 1073
Py 400MWh B 30
X —150MWh Y 100
X2 —100MWh l 1500
X3 100MWh T $3K
X4 140MWh P 100
Xs 200MWh P 1.2

resiliency pricing. For convenience, we denote the imple-
mentable set of actions as 7’; C P,. We next develop an
approach to characterize the optimal solution in this scenario.

Two-Step Approach: First, the SP designs the optimal con-
tract that implements a given action of the microgrid. Then, the
SP determines the action to implement that yields the largest
payoff. This approach is summarized as follows.

1) For each P, € P! the principal solves (PA-2) and
denote B(Pg) = maxp. Zie{i:xi>0} f(xi, Pg, Pr)H (x;).
In addition, denote C(Pg) = ;e iy, >0} f (Xi» Pg, P1){x;
as the cost that principal provides the service when the
agent adopts action Pg.
2) The principal chooses a contract such that the agent
implements P, € argmaxp, B(P;) — C(Pyg).
When the number of outcomes J increases, then the SP needs
to specify more terms in the contract on the service prices.
Therefore, we can approximate the continuous outcome case
of microgrid with a sufficiently large J.

VI. CASE STUDIES

In this section, we use several case studies to illustrate the
obtained results. The benefit of resilience service is captured
by the function ¢ (x) which is monotonically increasing over
x. For illustration purpose, we choose ¥ (x) = kx”, where «
and p are positive weighting constants.

A. Case 1: Two-Action Two-Outcome

We first consider two actions and two outcomes in this
case study. The parameters are as follows: Pé‘ = 200MWh,
Pg = 240MWh, x; = 50MWh, xg = 100MWh, k£ = 0.8,
and other parameters are summarized in Table I. We study the
optimal contract design under the regime ¢ € [0.2,0.8]. The
result is shown in Fig. 1. We can see that H(xg) is always
larger than H(xy) for a given ¢ which corroborate the mono-
tonicity of the contract result. Furthermore, by increasing the
premium fee, the service fee becomes lower. This phenomenon
indicates that though the microgrid needs to pay a higher fee
to be eligible to receive the resilience service, the service fee
is lower once having the membership. The benefits of the
microgrid for receiving the resilience service in this scenario
are R(H(xy),xz) = $8.57K and R(H(xg),xg) = $2.48K.
Thus, the average resilient benefit is R = $5.525K.

N
a

——x=50MWh, T = $1K
- = x=100MWh, T = $1K
x=50MWh, T = $1.5K
= = x=100MWh, T = $1.5K | |
——x=50MWh, T = $2K
x=100MWh, T = $2K

n
o

Service price H(x) (K$)
o

o

o

0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
q

Fig. 1. Resilience service fee for receiving xy, and xy amount of energy
from the SP with respect to different parameter g.
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Fig. 2. (a) shows the designed contracts for all implementable actions. (b)

shows the optimal resilience contract. In this case, the unit power price
increases with the amount of resilience service.

B. Case 2: Multiple-Action Multiple-Outcome

We further investigate a more general case study with three
actions Pi,, j €9 :={1,2,3} and five outcomes x;, i €
N :={1,2,...,5}. The future market uncertainty is captured by
the distributions below: f(x,Pi,,Pl) = [0,0.1,0.2,0.3,0.4],
f(x, P2, Py) = [0.1,0.2,0.35,0.35,0], and f(x,P},P3) =
[0.2,0.3,0.4,0.1,0], where the i-th element in each vector
corresponds to the outcome x;. The premium fee is T = $3K,
and other parameters are summarized in Table I. We design the
resilience contract for this case using the two-step approach
presented in Section V. First, we need to determine the im-
plementable actions by focusing on the IC and IR constraints.
We find that the third action Pg, will not be adopted by the
microgrid under any contract, since the IR constraint does not
hold. By designing the optimal contracts for implementing
actions Pé and Pi, as shown in Fig. 2(a), we then use the
second step in the two-step approach to find the best contract
for the SP, and Fig. 2(b) presents the result. In this case, the
microgrid (service requester) generates P§ amount of power
under the optimal contracts provided by the principal. For
clarity, we define the unit price of the resilience service as
m(x) = H(x)/x. Then, the unit power price for the optimal
resilience service shown in Fig. 2(b) is m(x3) = 44.4$MW /h,
m(xq) = 63.58/MWh and m(xs) = 297.9$/MWh. In this
case, the benefits for receiving the resilience service are
R(H(x3),x3) = $7.24K and R(H(x4),xs4) = $10.05K. The
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Fig. 3. (a) shows the designed contracts for all implementable actions. (b)
shows the optimal resilience contract. With a large premium fee, the resiliency
service price in (b) is lower than the one in Fig. 3(b).
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Fig. 4. The designed contracts for all implementable actions. The optimal
contract is the one associated with action 3. The resilience prices for x4 =
140MW and x5 = 200MW are larger than that of x3 = 100MW.

resulting average resilient benefit is R = $14.29K. Thus, the
proposed RaaS approach has a substantial economic impact in
addition to improving the renewable microgrid’s resilience. By
increasing the premium fee to 7 = $6K, the results are shown
in Fig. 3. In this case, the unit power price is lower than the
one in Fig. 3(b). This is consistent with the observation in the
previous case study 1.

When the parameter « in function ¢ is changed to « = 250
which indicates that the agent has a higher payoff by receiving
the same amount of resilience service compared with previous
case studies, then the contract design results are shown in Fig.
4. Note that all actions are implementable in this scenario. The
optimal resiliency contract designed by the SP is the one asso-
ciated with the implementable action Pg. We observe that the
resilience service prices for x4 = 140MWh and x5 = 200MWh
are much more expensive than that of x3 = 100MWh. In
addition, under the designed optimal contract, the microgrid
(service requester) generates Pg amount of power, and it
is more likely for it to request x3 = 100MWh amount of
resilience support from the SP.

VII. CONCLUSION

In this paper, we have developed a contract-based approach
to promote the resilience of interconnected microgrids through
a resilience as a service (RaaS) paradigm. Based on principal-
agent models that capture the hidden-action nature of the
resilience service requester, we have characterized that the
service price is monotone when the service requester can
take two actions on its local generation. For the finite-action

case, we have designed a two-step approach to guide the
optimal resiliency contract design. We have also observed that
a higher premium of participating this RaaS market decreases
the contracted resilience service fee to account for the service
requester’s incentives. Future work could be extending the
current model to a networked system with many players and
investigating network effects on the RaaS contract design.
Another direction of interest is to develop a learning-based
approach for the resiliency contract design when the statistics
of renewable generation uncertainty is not known.
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