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conductor chip manufacturing supply chain coupled with soaring
complexity of modern-day integrated circuits (ICs), intellectual
property (1P) piracy, reverse engineering, counterfeiting, and
hardware trojan insertion have emerged as severe threats that have
compromised the security of critical hardware components. Logic
locking (LL) is an IP protection technique that can mitigate these
threats by locking a given IC with a secret key. Earlier LL
demonstrations based on traditional silicon complementary metal-
oxide-semiconductor (CMOS) technology and emerging memristors require significant hardware investment in the form of
additional input gates and extensive CMOS peripherals, rendering them area- and energy-inefficient. In this article, we demonstrate
multiple two-dimensional (2D) nanoscale memtransistor-based programmable logic gates such as AND, NAND, OR, XOR, and
NOT gates, each of which can be locked/unlocked without requiring peripherals and at minuscule energy expenditure (<1 pJ). We
also show that SAT-solver is unsuccessful in breaking into any of the ISCAS’85 benchmark circuits that utilize our LL scheme. The
massive resilience to SAT-attack is attributed to the prowess of programmable 2D memtransistors which enable device-level LL of all
the gates in each of the benchmark circuits. Given that 2D transistors are drawing increasing attention of chip manufacturing
corporations like Intel, TSMC, etc., to replace and/or augment silicon at aggressively scaled technology nodes, our demonstration of
area- and energy-efficient LL can be considered as a step toward the realization of secure ICs enabled by 2D nanoscale
memtransistors.
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B INTRODUCTION threats present within the supply chain is of paramount
importance.

A potential solution to mitigate these security threats is logic
locking (LL), wherein a circuit design is locked using a secret
key. To retrieve the correct circuit functionality (correct logical

The increasing cost and complexity of integrated circuits (ICs)
have spawned an era of fabless semiconductor companies with
extensive reliance on globalized and distributed IC design

flows.” In this highly 1nterc.onnected ye.t physmjally dispersed outputs), a valid key must be provided to this locked design,
ecosystem, untrusted parties can easily obtain access to

) . . . . . hich is only kn he original designer. il
intellectual properties (IPs), giving rise to major security one gv 1 ¢ 115 only known to the origina hdes1gner Whlﬂe 2
threats such as IP piracy, counterfeiting, and overbuilding.”~" s erlt? 2 tern; tive .cou?ltermeasures such 43 }IIC carlnoub 8"
As a result, such hardware-compromised chips are becoming ing, * split manufacturing,  and IC metering * have also been
more pe r"’ asive in the semiconductor industry, raising proposed, LL, in particular, has received significant attention
. ’ from the hardware security research community due to its
significant concerns for the governments, consumers, and ity i ware seet 1}?’ . ul 1?' " hl
businesses involved.”~” As per a report published by the Senate versatility in protecting the IP. Conventional literature has
Armed Services Committee, the presence of more than a implemented LL by introducing additional logic elements such
’ as XOR/XNOR" and AND/OR'* gates into the original
million counterfeit components in US military defense systems / / & &

has severely impacted their security and reliability in mission- design at random locations, thereby maximizing the hamming
critical applications involving military airplanes, missiles and
warfare systems, and communication.” Furthermore, ICs may Received:  June 28, 2022
be recycled, remarked, reverse engineered, or even sold Accepted:  August 23, 2022
illegally.” Additional threats involving trojan insertion and

illegal ownership claims over an IP further compound the

problem. Therefore, protecting an IC/IP design from

potentially unscrupulous groups and above-mentioned attack
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Figure 1. Characterization of monolayer MoS2-based 2D memtransistor. (a) Raman spectra and (b) photoluminescence (PL) spectra of a
representative MoS, channel using a 532 nm laser. (c) Three-dimensional (3D) schematic and (d) optical image of a representative monolayer
MoS,-based 2D memtransistor with a local back-gate stack comprising atomic layer deposition (ALD)-grown 50 nm AL O; with a 40/30 nm Pt/
TiN electrode deposited using sputtering on SiO,/p**-Si substrate. Transfer characteristics, i.e., source-to-drain current (Ipg) versus back-gate
voltage (Vjg), at different drain-to-source bias (Vpg) values in (e) logarithmic and (f) linear scale, respectively, for a representative MoS,
memtransistor with a channel length of 1 ym and a channel width of S ym. (g) Mobility versus Vpg extracted using the peak transconductance
method. (h) Output characteristics, i.e., Ing versus Vg, at different Vi values for the same MoS, memtransistor.

distance between the incorrect and correct outputs. Yet
another technique involves introducing additional logic (black)
states into the state transition graph where only the correct
sequence of key-bits derived by an on-chip tamper-proof
memory allows the design to operate correctly.'”'® Recently, a
key destruction scheme based on a Ta/HfO, memristive
crossbar array was also demonstrated for locking/unlocking,'”
‘While promising, nearly all of the above-mentioned approaches
employ additional peripheral logic elements, which ultimately
increase the area overhead and consume significant amounts of
energy. Additionally, most of the proposed schemes have only
been simulated, with few experimental demonstrations.
Therefore, to keep up with ever-shrinking technological
nodes as per the International Technology Roadmap for
Semiconductors (ITRS)'® and continued outsourcing of IC
manufacturing to reduce development costs, innovative area-
and energy-efficient security solutions are critical for securing
ICs in this highly globalized and untrustworthy fabrication
process.

In this regard, two-dimensional (2D) materials such as
transition-metal dichalcogenides (TMDCs) have been in-
tensely investigated in recent years for a plethora of diverse
nanoscale applications beyond Moore’s law.'” In particular,
field effect transistors (FETs) fabricated from atomically thin
TMDCs have shown immense potential for aggressive channel
length scaling by suppressing the source-to-drain tunneling
current, thereby improving the overall device performance and
functionality.”® With thicknesses <1 nm, monolayer TMDCs
are resilient to short channel effects as a result of improved
gate electrostatic and offer near-ideal switching characteristics
for logic transistor applications.”’ Recent experimental
demonstrations of high-performance nanoscale FETs based
on lar§e-area (wafer-scale)-grown 2D TMDCs confirm these
facts.””~** Note that ICs based on 2D FETs have also been
demonstrated for various analo§, di§ital, memory, sensing, and
neuromorphic applications.'”*°~** The above discussion
clearly indicates that commercial implementation of 2D

technology is imminent; hence, it is important to mitigate
the security threats that 2D FETs will encounter. Recently, we
have demonstrated a wide range of security primitives
including true random number generators, physically unclon-
able functions, IC camouflaging, watermarking, and anti-
counterfeit solutions based on nanoscale 2D materials and
devices.””™" However, LL of 2D ICs is yet to be
accomplished.

Here, we introduce 2D nanoscale memtransistors as in-
memory compute primitives for the realization of LL in 2D
ICs. Unlike two-terminal memristors, 2D memtransistors are
three-terminal devices, with the additional gate terminal
permitting both nonvolatile and analog programming of
conductance states and electrostatic control of the 2D
channel.*** By exploiting this in-memory compute capability,
we were able to demonstrate LL of different logic gates,
including NOT, AND, NAND, OR, and XOR gates, with no
additional overhead, thereby offering an efficient hardware
security solution to thwart IC piracy and overbuilding. The
locking mechanism within these circuits results from the
intentional application of a programming or erase pulse (V)
to the local back-gate of our 2D nanoscale memtransistors,
which shifts the threshold voltage (Vi) and thereby clamps
the output of the circuit in either a logic “1” or logic “0” state.
The correct functionalities of these locked circuits can then
only be recovered when the 2D memtransistor is reset back to
its original baseline state through the application of an opposite
polarity of voltage pulse (Vg/p) compared to the one used to
originally lock the circuit. We also show that satisfiability
(SAT) solver is unsuccessful in breaking into any of the
ISCAS’85 benchmark circuits that utilize our LL scheme. The
SAT-attack resilience is attributed to the prowess of the
programmable 2D memtransistors that enable device-level LL
of all of the gates in each of the benchmark circuits.
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B RESULTS AND DISCUSSION

Characterization of Monolayer MoS,-Based 2D
Memtransistor. MoS, is a layered semiconductor from the
TMDC family having a general formula of MX,, where M
represents the transition metal (M = Mo, W) and X represents
a chalcogen (X =S, Se, Te). With a weak out-of-plane van der
Waals (vdW) coupling between successive layers and a strong
in-plane bonding within each layer, monolayers can be easily
separated from their bulk crystal with unparalleled electronic
properties, thus making them attractive for developing next-
generation area- and energy-efficient circuits. While prior
studies on TMDCs have been primarily based on exfoliated
multilayer and single-crystal flakes, practical realization of high-
volume manufacturing of 2D-based dense logic integration
technology requires high-quality large-area growth of these
materials. The large-area monolayer MoS, used in our work
was grown on a sapphire substrate at 950 °C via a previously
described metal—organic chemical vapor deposition
(MOCVD) technique.” The use of an epitaxial substrate
and elevated growth temperatures allowed for the formation of
a uniform, high-quality 2D film, which is critical for ensuring
good device performance and low device-to-device variation.
Raman and photoluminescence (PL) spectroscopy were used
to assess the material quality using a 532 nm laser. Figure la
shows the Raman spectra of a representative MoS, channel.
The two characteristic peaks, i.e., the in-plane E%g peak and the
out-of-plane A, peak, were observed at 385 and 40S cm™},
respectively; the peak separation of ~20 cm™ is characteristic
of a monolayer MoS, film.” Furthermore, as shown in Figure
1b, a PL peak was observed at 1.85 eV; this was attributed to
the direct bandgap transition at the K-point in the Brillouin
zone in monolayer MoS, and is completely subdued in bulk
MoS,.

Figure 1¢,d, respectively, show the 3D schematic and optical
image of a representative 2D MoS, memtransistor with a
channel length (L) of 1 ym and a channel width (W) of § ym.
Details on the MoS, film transfer and memtransistor
fabrication can be found in the Methods section. Figure lef,
respectively, show the transfer characteristics, i.e., source-to-
drain current (Ipg) as a function of applied back-gate voltage
(Vig), of a representative MoS, FET measured at different
source-to-drain biases (Vpg) in the logarithmic and linear
scales. Clearly, n-type-dominated carrier transport is observed
due to the pinning of the metal Fermi level near the
conduction band facilitating enhanced electron injection; this
observation is consistent with our earlier reports.”” In addition,
an excellent ON/OFF current ratio of ~10° is observed. A
threshold voltage (Vi) of ~0 V was extracted using linear
scale estimation and the field effect mobility (ugg) in Figure 1g

dJ,
extracted from the peak transconductance ( g, = dVDS ) was 20
BG

cm?/(V-s). Finally, Figure 1h shows the output characteristics,
i.e., Ing versus Vi, for different Vg values. Iy was found to
be ~15 pA/um for Vg = 8 V at Vg = 8 V, indicating the
superior performance of our 2D memtransistors.
Programmability in MoS, Memtransistors. In this
section, we demonstrate the ability of our MoS, FETs to be
programmed to any given desirable conduction state, which is
central to our LL scheme, as a result of the application of two
types of voltage pulses to the local back-gate: a negative
programming pulse (Vp) and a positive erase pulse (V).
Figure 2a,b show the transfer characteristics of a representative
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Figure 2. Programmability in MoS, 2D memtransistors. Transfer
characteristics showing analog (a) programming and (b) erase
operations in a representative 2D memtransistor when subjected to
negative “Write” (V) and positive “Erase” (V) voltage pulses of
different magnitudes ranging from 7 to 15 V that are applied to the
local back-gate. Both the pulse widths were fixed for a duration of 100
ms. The respective shifts in the threshold voltages (V) are
attributed to the carrier detrapping/trapping at the MoS, and the
local gate stack interface, thereby allowing us to modulate a given
device to a desired conduction state, i.e., a high-conduction state
(HCS) or a low-conduction state (LCS). Nonvolatile retention for
four representative (c) programmed and (d) erased states for a total
duration of 100 s.

MoS, FET following the application of V}, and Vg, respectively,
at magnitudes ranging from 7 to 15 V and with the same pulse
width (7p/5) of 100 ms. The respective negative and positive
shifts observed in the Vg of the memtransistor are the result
of charge trapping and detrapping at and/or near the MoS,/
ALOj interface, as has been described in our earlier works.**”'
Note that the increase in the shift of Viy with increasing
magnitude of Vp and Vy is attributed to the greater number of
charges getting trapped and detrapped, respectively, at the
channel/dielectric interface. Analysis of the stability of the
programmed memory states clearly shows the non-volatile
retention of our devices, as evident from the plots in Figure
2¢,d. Additionally, the programming/erase energy expenditure,
calculated based on Ey = 1/2 Cy(Vy/g)*, where C, = WLeg,,/
t.y is the gate capacitance, &, = 8.85 X 107'* F/m is the vacuum
permittivity, and &, = 10 and f,, = 50 nm are the relative
dielectric constant and thickness of AL, O; dielectric gate,
respectively, was found to be miniscule (<1 pJ). Supporting
Information S1 shows the associated band diagrams explaining
the charge trapping and detrapping process.

Demonstration of Logic Locking (LL) in 2D-Mem-
transistor-Based Logic Families. Logic gates are funda-
mental building blocks of digital integrated circuits (ICs) and
play a critical role in modern computing architectures and
microprocessors. Here, we successfully integrate MoS,
memtransistors fabricated on separate local back-gate islands
to create five different logical functionalities (inverter, AND
gate, NAND gate, OR gate, and XOR gate) and demonstrate
their respective locking schemes. Figure 3a,b show an optical
image and a circuit diagram, respectively, of our fabricated
inverter. An inverter is a logic circuit that outputs a voltage
representing the opposite logic level to its input. The inverter
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Figure 3. Demonstration of LL in MoS, inverter. (a) Optical image and (b) circuit diagram of an inverter consisting of two memtransistors, MT;
and MT,. Note that MT, operates in depletion mode (the gate is shorted to the source), whereas MT, operates in enhancement mode. (c)

Baseline transfer characteristics of MT, and (d) the corresponding output characteristics of an inverter showing normal operation,
represents the opposite logic of the V. (e) Transfer characteristics of MT, post application of a program pulse of —12 V and (f) the corresponding

locked inverter output, where V, is clamped to Vgyp.
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Figure 4. Demonstration of LL for 2D memtransistor-based AND, NAND, and OR gates. (a—c) Optical images and (d—f) the corresponding
circuit diagram of AND, NAND, and OR gates comprising three monolithic integrated MoS, memtransistors, MT,, MT,, and MT;. Output
characteristics of the respective logic functionalities under (g—i) normal (unlocked) and (j—1) locked operations.

demonstrated in this work was constructed using a depletion-
mode (D-mode) memtransistor (MT,), formed by shorting
the gate and source terminals, and an enhancement-mode (E-
mode) memtransistor (MT,). For our demonstration, a
specific supply voltage, Vo, = 2 V, was chosen for operating
the circuits. Thus, a voltage level close to 2 V represents the
logic state “1”, while a voltage level close to 0 V represents the
logic state “0”. We first determined the baseline state of MT,

by measuring its transfer characteristics, as shown in Figure 3c.
Next, we evaluated the logic functionality of the inverter by
plotting the input (Vi,) versus the output (V,,) voltage
transfer curve, as shown in Figure 3d. When V;, = 0 V (logic
state “0”) is applied to the gate terminal of MT,, the E-mode
memtransistor becomes nonconductive in comparison to the
D-mode memtransistor, resulting in V,,, = Vpp = 2 V (logic
state “1”). However, for V;, = 2 V (logic state “1”), the E-mode
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Figure S. Demonstration of LL for 2D memtransistor-based XOR gate. (a) Optical image and (b) the corresponding circuit diagram of XOR gate
comprising nine monolithic integrated MoS, memtransistors. Output characteristics for the XOR logic functionality under (c) normal (unlocked)

and (d) locked operations.

memtransistor, MT,, becomes more conductive than the D-
mode memtransistor, MT}, effectively clamping the V_, to 0 V
(logic state “0”). Thus, to lock the inverter, it is evident that
MT, must remain more conductive than MT) at all times. This
is achieved by applying Vp, = —14 V to the gate terminal of
MT,, which shifts its Vi to a more negative value, as shown in
Figure 3e. This ensures that MT, now remains in the ON-state
irrespective of V;;; as a result, the V_, from the inverter
remains permanently clamped to 0 V (logic level “0”), as
shown in Figure 3f. Once locked, the inverter can only be
unlocked by bringing MT, back to its original baseline state
through the application of a positive Vg.

Figure 4a—c show the optical images, and Figure 4d—f show
the corresponding circuit diagrams, for 2D memtransistor-
based AND, NAND, and OR gates, respectively. Each circuit
consists of two E-mode memtransistors (MT, and MT,) and
one D-mode memtransistor (MT;). Figure 4g—i show the
output characteristics of all three logic gates under standard
operating conditions, and Figure 4j—I show their correspond-
ing locked states. For an AND gate operating on logical
multiplication rule, the output, V¢, will always remain at a low
level (logic state “0”) when the input for any one of the E-
mode transistors, Vg, is 0 V, as shown in Figure 4g. This is
because MTj is highly conductive when either MT, or MT, is
in a low conductive state, clamping V to 0 V. In contrast, V¢
will only be clamped to Vpp, = 2 V (logic state “1”) when both
MT, and MT, have V, 5 =2V, i.e, are in a high conductance
state. Thus, to lock the circuit functionality as shown in Figure
4j, we provide a V}, of magnitude 15V to the local back-gate of
MT,, shifting its Vi to a high positive value (see Supporting
Information S2 for the transfer characteristics of MT; in
unlocked and locked states) and setting it to a high-resistance
state. This is equivalent to having an open-circuit condition for
MT, since it always remains OFF, irrespective of the input
provided. As a result, all V5 combinations for the AND gate
provide low V. values (logic state “0”), thereby locking the
circuit.

The LL mechanism of a NAND gate is inverse to that of an
AND gate stemming from the fact that a standard NAND

operation is nothing more than inverted AND logic. As shown
in Figure 4h, the V. of the circuit is clamped to Vp =2V
(logic state “1”) when either or both MT; and MT, remain
nonconductive, ie., for V3 = 0 V; only when V, is high
(logic state “1”) for both MT,; and MT, does V. = 0 V. To
lock the NAND gate, V; = —14 V is applied to the local back-
gates of MT, and MT, (see Supporting Information S3) since
both need to be highly conductive to clamp Vi to 0V, as
shown in Figure 4k.

Next, for an OR gate that operates on the logical addition
rule, MT,; and MT, are connected in series with MT;. As
shown in Figure 4i, the V. of this circuit remains at 0 V (logic
state “0”) when V, 5 = 0 V (logic state “0”) for both MT, and
MT,. When either of the two inputs is high, V. becomes
clamped to Vpp (logic state “1”) because one of the two E-
mode memtransistors (MT; and MT,) gets connected to MT;.
This circuit can thus be locked by providing a V} to both MT,
and MT,, making them highly resistive (see Supporting
Information S4). The locked OR gate is shown in Figure 4.
The original logic functionality can then only be restored by
providing an erase pulse, Vg, to both MT, and MT,, as
described earlier for the other gates.

Finally, Figure Sa,b, respectively, show the optical image and
corresponding circuit schematic for a XOR gate that operates
on the exclusive OR rule, i.e, a true output is obtained when
the two inputs are dissimilar. Note that the circuit comprises 9
2D memtransistors. The memtransistor pairs MT, and MT,,
and MT; and MT{ operate as NOT gates. These NOT gates
are employed to invert the bits A and B into A and B,
respectively. Next, the inputs A and B are applied to the gates
of MT; and MT, whereas A and B are applied to the gates of
MT, and MTj, respectively. Also note that the series
connections of MT; and MT, and MT, and MT; are
connected in parallel and the entire block is connected in
series with MT,. The overall circuit accomplishes XOR logic
for inputs A and B, i.e., Vi = AB + AB, as shown in Figure Sc.
Ve = 2 V (logic state “1”) when input logics are different.
However, when the input logics are similar, Vo = 0 V (logic
state “0”). This circuit can be locked by providing a Vi = —14
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Table 1. Resiliency of ISCAS’85 Benchmarks

number of gates

circuit AND OR NAND
cl7 0 0 6
c432 31 44 64
c499 96 6 0
c880 129 96 60
c135S 96 6 416
c1908 145 125 347
c2670 488 129 254
c3540 766 205 274
c531S 1196 410 454
c6288 256 0 0
7552 1178 386 1028

NOR

0
19
0
61
0
0
12
25
19
2128
40

XOR NOT decamouflaged by SAT (?)

0 0 no
18 99 no
104 40 no
0 157 no

0 40 no

0 432 no

0 321 no

0 778 no

0 607 no

0 32 no

0 922 no

V to both MT, and MT, making them highly conductive and
thus clamping V- to 0 V as shown in Figure 5d.

Resilience to SAT-Attack. To evaluate the effectiveness of
our proposed approach, we performed LL on the ISCAS’85
benchmark circuits. ISCAS’85 has been traditionally used as a
popular benchmark suite to estimate the prowess of different
LL techniques. The suite consists of 11 circuits with multi-
input, multi-output basic logic gates, the distribution of which
is outlined in Table 1. Utilizing our proposed programmable
2D memtransistor devices, we successfully locked all of the
AND, OR, NAND, NOR, XOR, and NOT gates in each of the
benchmark circuits. Subsequently, a SAT-attack was executed
on the benchmark circuits and the corresponding resilience
was observed. A SAT-attack utilizes the notion of Boolean
satisfiability to compute attack patterns, refining the key space
for the circuit in an iterative manner.”” Once the SAT-attack
was launched on each of the logic-locked circuit, a time limit of
24 h was assigned to the SAT-solver to recover the key values
of the circuit. As observed from the results, the solver was
unsuccessful in breaking into any of the ISCAS’85 benchmark
circuits, which is outlined in the last column of Table 1. This
massive resilience to SAT-attack was attributed to the prowess
of the programmable 2D memtransistors enabling device-level
LL of all of the gates in each of the benchmark circuits. Even
the small circuits with a limited number of logic gates were
rendered unbreakable to the SAT-solver within the specified
time limit. Since the circuits in the ISCAS’85 benchmark
demonstrated substantial resilience to SAT-attacks, we
restricted ourselves from experimenting with the larger
ISCAS’89 benchmark. However, it is highly likely that the
ISCAS’89 circuits will also be unbreakable under SAT-attack,
owing to the 100% locking enabled by our proposed device-
level technique. Hence, the proposed LL scheme with 2D
memtransistor devices renders a circuit to be unbreakable
under SAT-attacks, thereby bolstering our hypothesis of high
resilience against reverse engineering. Supporting Information
SS gives a detailed explanation of the SAT-attack algorithm.

Superiority of 2D-Memtransistor-Based LL over
Alternative Approaches. Finally, we benchmark and
highlight the superiority of our proposed LL technique against
the existing solutions. While LL techniques over the years have
primarily focused on providing efficient hardware security
solutions by eliminating their vulnerability to several attack
models, they have often come at the cost of requiring
additional peripheral components. For example, the recently
proposed SARlock™ and Anti-SAT* techniques have
demonstrated impressive resilience against SAT-attacks.

However, these techniques require integration of compara-
tor/mask blocks and/or multiple XOR/XNOR/multiplexer
key gates as peripheral elements to achieve the required
resilient obfuscation. In comparison, the proposed LL scheme
based on programmable 2D memtransistors eliminates the
need of any peripheral components by enabling individual
device-level locking of all of the gates in any given circuit.
Table 2 compares and summarizes our proposed technique

Table 2. Benchmarking 2D-Memtransistor-Based LL with
Existing Alternative Solutions

resilience
peripheral to SAT-
logic locking technique mechanism components attacks
random logic locking  inserting XOR key yes no
(RLL)" gates at random
locations
fault-based logic__ inserting XOR key yes no
locking (FLL)> gates at lower
testable points
strong lq§ic locking interference-based yes no
(SLL)> key-gate insertion
SARlock™ flipping circuit to yes yes
corrupt input pattern
Anti-SAT** additional Anti-SAT yes yes
combination blocks
TT-Lock®’ flipping output pattern yes yes
for a wrong key
2D-memtransistor- individual device no yes

based logic locking

programmability
(this work)

against some of the present state-of-the-art LL solutions in
terms of the locking mechanism, requirement of peripheral
components and their resilience to SAT-attacks.

B CONCLUSIONS

In conclusion, we have experimentally demonstrated a new
technique of locking basic digital logic designs (AND, NAND,
OR, XOR, and NOT gates) composed of programmable
monolayer MoS, memtransistors. This programmability is
attributed to charge trapping and detrapping in the local back-
gate oxide and/or at the Al,0;/MoS, interface and offers
excellent retention properties. The circuits are locked/
unlocked through the application of either a programming
pulse Vp or an erase pulse Vg to the local back-gates of their
constituent memtransistors at a miniscule energy expenditure
of <1 pJ. Moreover, our LL solution when implemented on all
of the ISCAS’85 benchmark circuits is demonstrated to be
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highly resilient to SAT-attack models and is superior to other
alternative solutions by eliminating the requirement of
involving any additional peripheral components. Our approach
of harnessing material properties and device phenomena at the
nanoscale architecture can offer attractive solutions for solving
critical hardware security problems, such as IP overbuilding
and piracy, that stem from the globalized and interconnected
nature of today’s semiconductor supply chain system and
resource-constrained edge devices.

B METHODS

Large-Area Monolayer MoS, Film Growth. Metal-organic
chemical vapor deposition (MOCVD) was used to deposit a
monolayer of MoS, on an epi ready 2'’ c-sapphire substrate. In
order to accomplish a uniform monolayer growth of the film, a cold-
wall horizontal reactor with an inductively heated graphite susceptor
and wafer rotation was used. Molybdenum hexacarbonyl Mo(CO),
and hydrogen sulfide (H,S) were used as the precursors. Mo(CO),
was used to deliver 1.1 X 107> sccm of metal precursor at 10 °C and
650 Torr in a stainless-steel bubbler, while 400 sccm of H,S was
employed for the same procedure. The monolayer film growth was
achieved in 18 min in an H, ambient at 950 °C and 50 Torr. Prior to
the growth initialization, the substrate was first heated to 1000 °C in
H, for a total of 10 mins. Post MoS, growth, the substrate was cooled
to 300 °C in H,S in order to halt any further decomposition of the
film. These details can also be found in our earlier works.*®

Fabrication of Local Back-Gate Islands. The 285 nm SiO, on
p™*-Si substrate was first spin-coated with two different photo-
resists:1) A Lift-Off-Resist (LOR SA) and 2) a Series Photoresist
(SPR 3012) which were baked at 185 °C and 95 °C, respectively.
This bilayer resist was subsequently patterned using a Heidelburg
Maskless Aligner (MLA 150) for defining the local back-gate islands
followed bya developing process step in MF CD26 microposit
culminating with a final deionized (DI) water rinse. The 20/50 nm
TiN/Pt back-gate electrodes were then deposited with a reactive
sputtering technique. Using acetone and Photo Resist Stripper (PRS
3000), the photoresist was removed and cleaned with a 2-propanol
(IPA) solution with a final DI water rinse. Next, a 50 nm Al O, layer
was grown as the back-gate dielectric over the entire substrate using
atomic layer deposition (ALD). Next, in order to access the individual
local back-gate electrodes, etch patterns were defined along two sides
of each island using the same bilayer photoresist combination and an
MLA exposure processes previously described. The Al,O; was
subsequently dry-etched in the exposed regions using a BCl; reactive
ion etch (RIE) chemistry at S °C for 80 s. The RIE process was
conducted in four cycles of 20 s with a short cooldown period
between each cycle in order to minimize any unwanted heating in the
substrate and ensuring a uniform/controlled etch rate. The photo-
resist was subsequently removed to access the individual local back-
gate electrodes using the previously discussed resist stripping process.

MoS, Film Transfer to Local Back-Gate lIslands. The
MOCVD-grown monolayer MoS, film was first transferred from the
sapphire growth substrate to the SiO,/p**-Si application substrate
consisting of the local back-gate islands to build the 2D
memtransistors. To accomplish this, a (PMMA)-assisted wet transfer
process was employed where, the as-grown MoS, film on the sapphire
substrate was first spin-coated with poly(methyl-methacrylate) or
PMMA and left to sit for 24 h in order to ensure good PMMA/MoS,
adhesion. Next, using a razor blade the corners of this spin-coated film
were scratched followed by an immersion in a 2 M NaOH solution at
90 °C. Capillary action causes NaOH to be selectively drawn toward
the substrate/MoS, interface, due to the hydrophilic nature of
sapphire and hydrophobic nature of MoS, and PMMA. This separates
the PMMA/MoS, stack from the sapphire substrate. The separated
film is then fished out from the NaOH solution using a clean glass
slide which is rinsed in three separate water baths for a total of 15 min
each before the final transfer onto the application substrate. Finally, to
remove the moisture and promote film adhesion to ensure a pristine

interface the substrate was baked at 50 °C and 70 °C for 10 min each.
The PMMA was subsequently removed using acetone and the film
was cleaned using an IPA solution.

Fabrication of 2D Memtransistors. To define the channel
regions of the MoS, memtransistors discussed in this work, the
application substrate, with The MoS, substrate was first spin-coated
with PMMA and baked at 180 °C for 90 s. Using an electron beam (e-
beam) lithography, the resist was then exposed and subsequently
developed with a 1:1 mixture of 4-methyl-2-pentanone (MIBK) and
IPA for a total time of 60s and 45s, respectively. Subsequently etching
of the exposed monolayer film was carried out using a sulfur
hexafluoride (SF) RIE at S °C for 30 s. This was followed by rinsing
of the sample in acetone and IPA in order to remove the developed e-
beam resist. For defining the source and drain contacts pads, the
sample was again spin-coated with methyl methacrylate (MMA) and
A3 PMMA resist followed by a second round of E-beam lithography
with a similar resist development process step as previously stated.
Nickel (Ni, 40 nm) and gold (Au, 30 nm) were deposited as contact
pads using a Temescal E-beam evaporation tool to form the source
and the drain electrodes. Finally, in order to remove the excess
evaporated Ni/Au a lift-off procedure was performed by immersing
the sample in acetone for 30 min followed by IPA for another 30 min.

Multidevice Integration. To define the connections between
respective memtransistors, the same resist, e-beam lithography, and
development processes were used as discussed previously. E-beam
evaporation was used to deposit 60 nm Ni and 30 nm Au to serve as
the interconnect metals. The greater thicknesses compared to the
source/drain contacts were due to the need for a conformal coating of
metal over/along the sidewalls formed in previous processing. Finally,
the e-beam resist was rinsed away via a lift-off process using acetone
and IPA.

Electrical Characterization. Electrical characterization of the
fabricated devices was performed in a Lake Shore CRX-VF probe
station under atmospheric conditions using a Keysight B1500A
parameter analyzer.

Data Availability. The datasets generated during and/or analyzed
during the current study are available from the corresponding author
upon reasonable request.

Code Availability. The codes used for plotting the data are
available from the corresponding authors upon reasonable request.
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Band diagram describing the underlying mechanism of
charge trapping and detrapping at the 2D channel/
dielectric interface; transfer characteristics of enhance-
ment mode memtransistor for AND gate for pre- and
post-erase voltage pulse application; transfer character-
istics of enhancement mode memtransistors MT; and
MT, for NAND gate for pre- and post-programming
voltage pulse application; transfer characteristics of
enhancement mode memtransistors MT,; and MT, for
OR gate for pre- and post-erase voltage pulse
application; and description of SAT-Attack algorithm
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