Data-Plane Signaling in Cellular loT: Attacks and Defense

Zhaowei Tan, Boyan Ding, Jinghao Zhao, Yunqi Guo, Songwu Lu
University of California, Los Angeles
{tan,dboyan,jzhao,luckiday,slu}@cs.ucla.edu

ABSTRACT

In this paper, we devise new attacks exploiting the unprotected
data-plane signaling in cellular IoT networks (aka both NB-IoT and
Cat-M). We show that, despite the deployed security mechanisms
on both control-plane signaling and data-plane packet forwarding,
novel data-plane signaling attacks are still feasible. Such attacks
exhibit a variety of attack forms beyond simplistic packet-blasting,
denial-of-service (DoS) threats, including location privacy breach,
packet delivery loop, prolonged data delivery, throughput limit-
ing, radio resource draining, and connection reset. Our testbed
evaluation and operational network validation have confirmed the
viability. We further propose a new defense solution within the
3GPP C-IoT standard framework.

CCS CONCEPTS

« Security and privacy — Mobile and wireless security; « Net-
works — Mobile networks.

KEYWORDS

Mobile Security, Data-Plan Signaling, Security Defense, Cellular
Networks, Cellular IoT, NB-IoT, Cat-M

ACM Reference Format:

Zhaowei Tan, Boyan Ding, Jinghao Zhao, Yungi Guo, Songwu Lu. 2022.
Data-Plane Signaling in Cellular IoT: Attacks and Defense. In The 27th
Annual International Conference on Mobile Computing and Networking (ACM
MobiCom °21), January 31-February 4, 2022, New Orleans, LA, USA. ACM,
New York, NY, USA, 13 pages. https://doi.org/10.1145/3447993.3483255

1 INTRODUCTION

The 4G/5G mobile network intends to support a variety of Internet
of Things (IoT) applications. The resulting cellular IoT (C-IoT) tech-
nology offers two operation modes: Narrowband IoT (NB-IoT) that
provides low-rate, low-cost data connectivity, and LTE Cat-M1 (Cat-
M) that enables higher-rate, mobile connectivity for machine-to-
machine communications. Since both modes allow for unattended
operations of IoT devices, ensuring security is thus important.
C-I0T has deployed multiple security mechanisms. Mutual au-
thentication between the device and the network offers the first
fence. After this procedure, the network and the device further en-
crypt and integrity-protect control-plane signaling and data-plane
packets using the agreed keys. Consequently, such control-plane
signaling and user packets are all secured. In contrast, data-plane
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signaling is not secured. It is neither ciphered nor integrity pro-
tected (§3). Data-plane signaling provides important control func-
tions to facilitate data-plane packet transfer in C-IoT, including
random access, power control, radio resource request, time align-
ment, reliable transfer, etc.

In this work, we study the insecurity of data-plane signaling in
cellular IoT. This known vulnerability is widely believed to be not
threatening. However, we combine it with other vulnerabilities in
PHY/MAC/RLC protocols to launch attacks that can incur serious
damages. Specifically, we address the following issues: (1) How can
an attacker forge a data-plane signaling message that is decoded
correctly by the receiver? It also needs to ensure that the receiver
falsely thinks the forged data is from the authentic sender. (2) Is
there any novel attack beyond simplistic DoS threats, which can be
achieved by jamming the channel?

We design CDS, which leverages the data-plane signaling vulner-
ability and inflicts damages on C-IoT devices and networks (§4).
CDS addresses both design issues. Firstly, CDS can forge and send
a data-plane signaling message in correct time/frequency blocks
(85). It thus passes the scheduling checking at MAC. The CDS at-
tacker also encodes and scrambles the data-plane signaling with
correct configurations to be decoded successfully at PHY. Second,
CDS carefully arranges the content and the procedure for data-plane
signaling forgery at MAC/RLC (§6). With these forged messages,
the attacker can inflict diversified attacks beyond simplistic DoS,
including radio resource draining, prolonged data delivery, flexible
throughput limiting, location privacy breach, packet delivery loop,
and connection reset.

We implement and evaluate the attacks at our testbeds with
off-the-shelf C-IoT devices (§7). We first validate that a forged data-
plane signaling message can be correctly decoded and accepted
for both UL and DL. Both UL and DL forgery have a high success
rate of >99% when the relative power is 7dB. We also confirm the
viability that CDS can arrange one or multiple forged messages to
cause various threats. We validated all six proposed attacks and
evaluate their damages. Moreover, we also validate several attacks
over operational networks.

We further devise a lightweight solution to protecting data-plane
signaling messages within the 3GPP C-IoT specification framework
(88). Our proposed solution leverages the synchronized timers be-
tween the device and the network. The sender uses the timers to
derive keystream for data-plane signaling encryption and integrity
protection. This time-based key derivation incurs limited modifica-
tion of the current standard. The solution is efficient as it incurs few
cross-layer operations. We implement our solution in the testbed.
Our evaluation and security analysis indicate that the solution can
secure the data-plane signaling procedure without new incurred
vulnerability.
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Figure 1: C-IoT architecture.

2 BACKGROUND
2.1 Cellular IoT Primer

Cellular IoT (C-IoT) provides “anytime, anywhere” wireless Internet
access for IoT devices. It has defined two operation modes of Cat-M
and NB-IoT through 3GPP specifications. They support low-rate,
power-constrained machine-to-machine and Internet of Things
applications. Cat-M operates at 1.4 MHz bandwidth. It can sup-
port data rates of 1 Mbps at maximum and voice call applications.
Meanwhile, NB-IoT supports ultra-low complexity devices with
extreme narrow bandwidth of 200 kHz. By the end of 2020, Cat-M
and NB-IoT have been deployed by 73 operators in 73 countries
and regions [26]. The current Cat-M and NB-IoT designs already
meet 5G’s requirements [1]. 5G RAN allows Cat-M and NB-IoT
transmissions to be placed directly in a 5G frequency band [13].
3GPP plans to rollout the standalone C-IoT in 5G from 2023 [47].
It is projected that 52% of IoT applications will run on Cat-M and
NB-IoT at the end of 2025 [15].

Figure 1 illustrates the architecture for cellular IoT. Base stations
(eNB in 4G or gNB in 5G') provide wireless access for IoT devices.
A C-IoT device exchanges data packets and control signaling with
the eNB. The EPC (core network) performs signaling functions of
authentication, roaming, billing, etc. It also relays data packets to
the rest of the Internet.

2.2 Data Transfer in C-IoT

We present C-IoT protocol stack in Figure 1. For the control plane,
NAS (Non-Access Stratum) carries control-plane messages between
the device and EPC. These messages facilitate secure connection
setup, mobility, etc. RRC (Radio Resource Control) is a control-plane
protocol that manages the connection between the C-IoT device
and the eNB. For the data plane, PDCP (Packet Data Convergence
Protocol) encrypts and integrity protects the packets. RLC (Radio
Link Control) provides reliable transfer and data segmentation.
MAC manages radio access for both Uplink (UL) and Downlink
(DL). PHY supports wireless signal processing.

Data transfer eNB manages unicast data-plane data transfer in
C-IoT for both UL and DL. It sends grants to the device in the form
of DCI (Downlink Control Information) through PDCCH? (Physical
Downlink Control Channel). A grant in DCI specifies the resource
blocks (RB, used in Cat-M) or resource units (RU, used in NB-IoT)
that the device is authorized to transfer UL/DL data, where RB and
RU are time-frequency resources. C-IoT device decodes the DCI

!For simplicity, we will use eNB in the rest of the paper.
2Cat-M uses channel mPDCCH, while NB-IoT uses nPDCCH. We use PDCCH for
simplicity; the same applies to other physical channels.
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and checks the parameters it carries. Depending on the DCI’s type,
the device uses the information within the DCI to either decode DL
data in PDSCH (Physical Downlink Shared Channel), or to send UL
data over PUSCH (Physical Uplink Shared Channel).

Data-plane signaling for data transfer C-IoT adopts data-
plane signaling messages to facilitate data transfer. These data-
plane signaling messages are also unicast data, transferred over
PUSCH/PDSCH similar to data packets. The receiver of the sig-
naling messages subsequently processes them based on the 3GPP
standards. Data-plane signaling messages are designated to provide
functions including power control, radio resource management,
time alignment, etc. that are critical for successful and reliable data
transfer between an eNB and a C-IoT device. The data-plane signal-
ing messages are different from control-plane signaling messages,
which manage the devices’ connection or mobility state. RLC con-
trol is the data-plane signaling for reliable transfer. It has only one
type, STATUS PDU [12]. MAC encodes its data-plane signaling in
a special structure, named Control Element (CE). There are 14 DL
CEs and 14 UL CEs in the latest release [11], with each one used
for a different purpose.

2.3 Deployed Security for C-IoT

The C-IoT networks have deployed multiple security measures.
We will first introduce the basic 4G/5G security practices that are
inherited in C-IoT contexts. Then we further describe the additional
techniques designed for C-IoT.

Common security practices in cellular networks C-IoT in-
herits all security protection mechanisms deployed for broadband
devices (e.g., mobile phones). The core of the security measures
is the mutual authentication procedure: the device and network
perform mutual authentication when setting up the connection
through the secure Authentication and Key Agreement (AKA) pro-
cedure. Upon a successful AKA, the device and the network agree on
a few session keys for encryption and integrity protection. Control-
plane messages are both encrypted and integrity-protected after
mutual authentication [3]. Every data-plane packet is encrypted
after the mutual authentication procedure. Future 3GPP standards
will soon enforce its integrity protection [6]. Note that the cipher
key and integrity protection key are updated for every packet to
prevent keystream reuse. PDCP protocol is responsible for both
integrity protection and encryption. In short, C-IoT enjoys the full
protection for data and control signals within 4G/5G system.

C-IoT specific security measures Inaddition to common 4G/5G
security mechanisms, C-IoT employs additional security techniques.

Most notably, a C-IoT device can encapsulate its data packets in

NAS messages. Therefore, the data packets will be both encrypted

and integrity protected as a control-plane signaling message. A

C-IoT device can specify that it enables this feature during the

connection setup. The network will accept the request and notify

the device if the feature is supported. This mechanism provides a

quick alternative to protect C-IoT data packets before the full roll-
out of the data packet integrity protection. It makes the attacker

increasingly difficult to target C-IoT data-plane packets.
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3 THREAT MODEL & VULNERABILITY
3.1 Threat Model

We consider an active attacker seeking to break the C-IoT service.
It is located in the same cell as the victim device. The adversary
can eavesdrop on the radio channels and transmit forged signal-
ing messages (including noises), while complying with the 3GPP
standards. It disguises itself as a legitimate node and avoids being
detected by either eNB or the victim device. The attacker can be
implemented with low-cost SDR hardware and open-source 4G/5G
software (shown in §7).

We assume the victim device is directly connected to the legitimate
eNB. Tt successfully passes the mutual authentication procedure
and acquires the keys for integrity protection and encryption. The
adversary cannot compromise these security keys. The victim does
not hand over to another cell, unless forced by our attacks. No false
base station (FBS) is accessible to the attacker. An FBS appears as
a legitimate eNB and establishes RRC connection with the C-IoT
device. It can forge data to the victim device or relays data to the
authentic eNB. Although FBS has been the key attack technique
used by recent studies to forge data in 4G LTE [28, 37-39, 41, 42],
the latest 3GPP releases for 5G have eliminated FBS by enhancing
the connection setup procedure [4, 5].

3.2 Focus of this work

In this paper, we answer a simple, yet interesting question: Does C-
IoT mutual authentication procedure secure all transmissions in data
and control planes? As described in our threat model, we consider a
victim that is mutually authenticated with the legitimate network.
We aim at designing an attack against such targets without FBS or
key leakage.

The answer seems to be positive: As we introduced in §2.3, se-
curity keys are exchanged in the mutual authentication procedure.
After a victim finishes this procedure, both control and data planes
encrypt and/or integrity protect the data with the keys. The attacker
cannot launch any attack unless it breaks encryption or integrity
protection algorithms.

Based on this common understanding, previous work did not
directly answer this question. [28, 50] design attacks against a victim
that is not mutually authenticated with the network. Some authors
use FBS to directly hijack the mutual authentication procedure
[38, 39]. Yet, this work focuses on the victims that are directly
connected with the authentic network after mutual authentication.

However, our study yields a negative answer. The mutual au-
thentication in C-IoT does not protect all data-plane data transfer.
Specifically, the security keys exchanged in the mutual authenti-
cation do not encrypt or integrity protect the data-plane signaling
messages. We detail this vulnerability in the next subsection, which
inflicts severe damages on C-IoT devices.

3.3 Vulnerability in Data-plane Signaling

C-IoT does not protect data-plane signaling at RLC/MAC layers
even after mutual authentication. Such messages are sent in clear-
text, either as individual packets or as embedded packet headers.
The examples include RLC Control (for data acknowledgment) and
MAC control elements (for power control, exchanging scheduling
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information, etc.) If an attacker exploits them with other C-IoT
vulnerabilities in PHY and MAC sublayers, it can both eavesdrop
on these unencrypted messages and forge fake ones (detailed in
later sections).

This design choice is an engineering trade-off as encrypting or
integrity protecting data-plane signaling is nontrivial. Since current
4G/5G encryption and integrity check are enforced at PDCP, lower
layers (RLC/MAC/PHY) cannot leverage such protections. Second,
a keystream has to be adopted to avoid possible key reuse. PDCP
uses the sequence number (SN) to generate consistent keys between
the device and the eNB. In contrast, MAC does not have SN for
each data-plane signaling message.

Unfortunately, such design choice greatly compromises the se-
curity. Although conventional wisdom does not anticipate much
damage beyond the simplistic DoS, cleartext data-plane signaling
may cause a range of severe and unexpected damages with other
vulnerabilities.

Differences with other link layer vulnerabilities  [38, 39]
leverage the vulnerabilities in 4G/5G link layers (PDCP, RLC, MAC)
to launch attacks. However, they target data packets and their meta-
data. Meanwhile, the core of our attack is the vulnerability of data-
plane signaling messages, which complement the data packets that
were studied before. To the best of our knowledge, this paper is the
first work that designs attacks using data-plane signaling messages.

4 ATTACK OVERVIEW

In this section, we present our attack that leverages the vulnerability
in data-plane signaling. We provide an overview in §4.1 and discuss
the two major challenges in §4.2.

4.1 CDS Overview

We design and implement CDS (Cellular-IoT attacks with Data-
plane Signaling), a series of cross-layer attacks that leverage the
vulnerability of data-plane signaling messages. CDS leverages C-
ToT-specific vulnerabilities, and it is applicable to both Cat-M and
NB-IoT networks.

CDS is capable of forging a data-plane signaling message for both
UL and DL. CDS encodes the data with correct coding scheme and
configurations. This ensures that the forged messages could be
correctly decoded at PHY. An attacker in CDS also carefully decides
the proper time and radio frequency to send the forged data over-
the-air. This ensures that the receiver falsely regards the forged
data is from the victim (UL) or the authentic eNB (DL) at MAC.

CDS further eavesdrops on and forges one or more data-plane
signaling messages to cause various damages beyond simplistic
DoS. CDS determines the content in the forged messages. It also
arranges the forgery with correct sequence when multiple messages
are necessary to launch the attacks.

Table 1 summarizes CDS’s attacks with forged data-plane signal-
ing. They are classified into two categories. Single-protocol attacks
aim at inflicting damage on a single protocol by forging a single
data-plane signaling message. Radio resource draining allows the
adversary to persistently drain radio resources and prevent other
users from accessing the network. Prolonged packet delivery forces
the victim device to turn on the sleep mode and prolong receiving
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Table 1: Overview of data-plane signaling message attacks and their damages.

Category [ Attack Damage [ Message(s) [ Impacted Protocol(s) [ Direction
Radio resource draining Buffer Status Report (MAC) MAC UL
Single-Protocol Attacks (§6.1) | Prolonged packet delivery DRX Command (MAC) MAC DL
Flexible throughput limiting Power Headroom (MAC) MAC UL
Device localization Time Advance (MAC), RACH (MAC) MAC & RRC UL/DL
Cross-Layer Attacks (§6.2) Packet delivery loop RLC Control (RLC) RLC & MAC UL/DL
Connection reset AS RAI (MAC) MAC & RRC UL

downlink packets. Flexible throughput limiting allows the attacker
to throttle the victim device’s uplink data speed at will.

CDS also includes cross-layer attacks, which incur damages span-
ning multiple layers. Device localization allows the attacker to
localize the C-IoT device within a cell. Forging RLC control causes
the victim device to repeatedly send the same packets at MAC and
thus drain the power. Connection reset attack leverages the AS RAI
message at MAC layer and terminates the RRC connection on the
control plane.

Is CDS applicable to 4G/5G broadband?  Although broadband
and C-IoT share some common features, they bear major differences
in channel design and device capability. Consequently, the attacks
are not interchangeably applicable. CDS cannot be simply adapted
for 4G/5G broadband for three reasons. 1) The damage of radio
resource draining, throughput limiting, and packet delivery loop
have limited impacts on broadband devices, as they have much more
available radio resource and less stringent power requirement. 2)
Some data-plane signaling messages are C-IoT-specific (AS RAI in
our design). The attacks with these messages are not applicable
to broadband devices. 3) Broadband DL has a different scheduling
mechanism, which makes it difficult to forge data-plane signaling
in time (§5.1).

Besides, previous attacks might not work for the C-IoT scenario.
Attacks targeting data-plane packets (e.g., ALTER [38]) are voided
as C-IoT data packets can be further integrity protected with data
over NAS technique discussed in §2.3.

4.2 Attack Requirements

To launch the attacks with data-plane signaling messages, CDS
addresses two critical requirements. First, an attacker is required to
correctly forge data-plane signaling and convince the receiver it is
from the authentic sender. The forged messages could be correctly
decoded by the receiver. Second, the forged messages need to cause
a wide range of damages that cannot be realized by simple attacks
such as channel jamming.

Requirement 1: Forging a valid data-plane signaling mes-
sage (§5) Although the data-plane signaling messages are neither
encrypted nor integrity protected, the attacker must force the re-
ceiver to believe the packet is from a legitimate sender (victim or
eNB). At first glance, it can be achieved with previous techniques
(such as [50]). However, they focus on forging DL broadcast mes-
sages, where the timing to forge these messages can be acquired
from eNB broadcast SIB messages. Forging unicast data-plane sig-
naling in the connected state has different challenges.

We use UL forgery as an example. The attacker attempts to
forge a UL data-plane signaling message which pretends to be from

the victim device. For unicast messages, eNB allocates radio time-
frequency blocks (RB/RU) for both UL and DL transmissions. The
eNB forwards this RB/RU allocation information through PDCCH in
the form of DCI. Therefore, the forged data-plane signaling message
must be sent at the correct RB/RU that is assigned to the victim.
Otherwise, the receiver’s MAC will immediately reject the packet.
The attacker cannot use the similar timing control method as for
the broadcast messages; instead, it must promptly find the right
RB/RU that the eNB grants the victim to send the unicast data-plane
signaling.

In addition, the forged data-plane signaling needs to be correctly
decoded by the receiver. This requires the attacker to encode the
data with correct configurations and send the forged signaling with
appropriate power. Otherwise, the receiver might fail to receive the
forgery or discard the forged data if the decoding is unsuccessful.

Requirement 2: Leverage forged data-plane signaling mes-
sages (§6) A forged data-plane signaling message might cause
little or no impact even if it is accepted and decoded correctly. More-
over, if the message content is out of context, it could be directly
ignored or discarded by MAC/RLC. Therefore, CDS needs to prop-
erly decide the content and the sequence to forge messages to inflict
serious damages.

CDS leverages the data-plane signaling forgery to launch light-
weight attacks with one or multiple data-plane signaling messages.
CDS achieves the salient features that cannot be achieved by simple
attacks such as channel jamming.

o CDS is lightweight. It causes various damages by forging only a
couple of messages. Unlike channel jamming or other approaches
that need to actively send signals for a time period, CDS stays passive
for most of the time. It only forges messages that occupy a few
subframes.

e CDS can cause damages that are beyond simplistic DoS, such
as device localization or packet delivery loop (shown in Table 1).
An attacker that only jams the channel or forges the broadcast
messages cannot inflict such damages.

5 FORGING DATA-PLANE SIGNALING

As discussed in §4.2, CDS has to forge a message that is accepted
by the receiver. To do so, we need to answer two questions: First,
what is required for the forged data-plane signaling so that the re-
ceiver’s MAC accepts the message as a valid one from an authenticated
sender (§5.1)? Second, what is required for the message to be decoded
correctly at PHY (§5.2)?
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Figure 2: Cross-subframe scheduling for C-IoT.

5.1 Forge Messages with Correct RB/RU

In 4G/5G, the eNB allocates radio resources for both UL and DL
transmissions, with RU and RB being time-frequency resources
scheduled to a device. An attacker sending data in the unauthorized
RB/RU will be immediately rejected. Therefore, CDS must acquire
the scheduling information to send the forged data in the correct
RB/RU. This includes three concrete steps. First, the attacker needs
to synchronize with the network. It then learns the scheduling
information for the victim. Finally, the attacker derives the correct
RB/RU for data forgery from the scheduling information.

Time synchronization The attacker must first synchronize
with the eNB to eavesdrop and forge data. Our approach resembles
the one in [50] but with one difference: C-IoT adopts an extra clock
HFN (Hyper Frame Number) to increase the time span for synchro-
nization. C-IoT devices need this timer as they could be in sleep
mode for a much longer time compared to a broadband device. The
attacker can synchronize this HFN from eavesdropping on the SIB2
broadcast messages.

Acquire scheduling information After synchronization, the
attacker must acquire the scheduling information (i.e., DCI) for
forging the data at correct RB/RU. Since DCI is transmitted without
encryption over-the-air, the adversary eavesdrops on the PDCCH
and finds the DCI scheduled for the victim. However, in 4G broad-
band, the DCI and the corresponding message content are sent in
the same subframe (1ms). If C-IoT adopts the same design, an at-
tacker cannot infer these parameters in time and fabricate malicious
data-plane signaling.

Another choice is to forge a DCL. However, forging a DCI with
UL grant will certainly fail, as the eNB notices that the RB/RU used
by the forged data is incorrect. Meanwhile, forging a DCI with DL
grant is highly likely to fail. The half-duplex C-IoT device can be in
DRX OFF or in the state of preparing DL/UL data, when the device
cannot receive the forged DCI. In addition, the forged DCI will have
incorrect NDI and trigger unwanted ACK, where a smart receiver
can potentially detect the attacker.

However, C-IoT adopts cross-subframe scheduling; the timing to
use a DCI is specified by its included parameters. A DCI indicates a
set of RB/RU that a device can use to send UL or receive DL data. The
RBs/RUs are not in the same subframe as the DCI. Instead, a delay
exists between DCI and the authorized RB/RU. This is depicted in
Figure 2. The delay is either a constant or can be calculated from
DCI [2]. Its value is based on direction (UL or DL), spectrum usage
techniques (TDD or FDD), access technologies (Cat-M or NB-IoT),
and the delay field in the DCI (scheduled by the eNB). In any case,
it is no less than 2ms. This leaves sufficient time for the attacker to
prepare the signaling forgery.

The above design choice is not a mistake. C-IoT adopts cross-
subframe scheduling for two reasons. First, IoT devices are limited in
processing capacity. Handling control and data channels separately
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in time helps reduce processing complexity. Second, the channel
bandwidth is low for C-IoT (especially NB-IoT). A single subframe
is often insufficient to carry both data and control information.

Note that the attacker has to infer two more parameters for
forging authorized data. First, a C-IoT DCI can grant a device with
resources across multiple subframes. Due to the narrow channel
in C-IoT, it is common that a data transfer exceeds the maximum
RBs/RUs in a single subframe. Second, C-IoT designs repetition
method [2] for coverage enhancement. Doubling the transmission
results in 3 dB of coverage gain [21]. The eNB allows the device to
repeatedly send the same data multiple times with a single grant.
The attacker can infer both timing span and repetition number
from the DCI.

Interpret valid RB/RU from DCI  Given the DCI and the pa-
rameters received from the broadcast channels, the attacker derives
which resource blocks and encoding scheme to use for signaling
forgery. [2] mandates that a UL grant is used x UL subframes after
receiving the DCIL. A consecutive N RBs/RUs are assigned to the
user (Figure 2).

e UL in CAT-M UL grant for CAT-M is transmitted as format
6-0A/6-0B DCI in mPDCCH. The behavior is standardized in [2],
Section 8.0. For FDD, x = 4. For TDD, the attacker can infer x from
the subframe number and the cell’s TDD configurations. The infor-
mation is available to the attacker. In any subframe-configuration
combination, x > 3. An attacker needs to skip DL frames in TDD
and half-duplex FDD. Since an RB is fixed in time length, N is solely
dependent on the repetition number. Therefore, an attacker can
derive N = NR,p from the DCL

e DL in CAT-M DL scheduling information grant in CAT-M
is transmitted as format 6-1A/6-1B DCI in mPDCCH. Regardless
of FDD or TDD, x = 2 (Section 7.1.11 in [2]). Similar to UL, the
attacker needs to skip UL frames and derive N from the repetition
number.

e UL in NB-IoT UL grant is transmitted as format N0 DCI in
nPDCCH (Section 16.6 in [2]). Since NB-IoT has a much narrower
bandwidth, a device needs to wait longer for a UL/DL transmission.
A DCI carries a field called scheduling delay index (Ize1qy)- It is
a discrete value from {0, 1,2,3},and x = 8 - 2laelay The attacker
needs to skip UL frames in TDD and preserved frames in FDD.

An attacker in NB-IoT calculates N as follows. It gets the param-
eter (Irep, Isc, Iru) in the DCI [2, 10]. From g, it can calculate
the number of slots for each RU as Ng{;ts. From IRy, the attacker
learns the number of consecutive RUs assigned to the victim, as
Nruy .- The data is repeated by Ngep times. The total time slots can
be calculated as N = NRUNS[ﬁ‘tSNRep.

e DL in NB-IoT DL scheduling information grant in NB-IoT
is transmitted as format N1 DCI in nPDCCH. Based on Section
16.4 in [2], x = 5 + ko, where ko can be calculated from I,y in
the received DCI. Similar to our discussion in UL in NB-IoT, the
attacker needs to skip the preserved subframes. We next calculate N.
The DCl includes IsF and Igep. From the information, the attacker
can infer the consecutive subframes for each assignment (Nsf)
and repetition counts (NRep). The total consecutive frames can be
calculated as N = NgpNRep-
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5.2 Forge Messages with Correct Encoding

To craft a data-plane message that could be decoded at PHY, CDS
must handle the following. First, the attacker adopts the correct
common configurations for data forgery. Second, the encoding
needs to be correctly used for each transmission based on DCI.
They ensure that the forged data can be decoded correctly. Third,
the forgery must be sent with proper power to guarantee that the
forged data can overshadow the legitimate transmission while not
causing saturation effect.

Configurations The attacker needs to adopt the common config-
urations for all UL or DL signaling messages. They can be acquired
from monitoring broadcast messages. Some C-IoT specific ones
are dmrs-Config-r13 (to encode UL reference signal correctly), ul-
ReferenceSignaNPUSCH-r13 (to get group hopping to send UL
reference signal formula), etc.

DataEncoding The encoding and modulation parameters should
be consistent with the assigned value in the DCI, so that the forged
signaling can be correctly decoded. In DL forging, if the original
eNB uses transmission diversity, the attacker needs to apply cor-
rect precoding and layer mapping. When using RU in UL, NB-IoT
splits a single RB further to enable fine-grained resource allocation.
CDS derives these parameters by sub-carrier spacing (available in
broadcast) and the number of sub-carriers in one RU (available in
DCI).

Victim C-RNTI  CDS scrambles the data-plane signaling with
correct C-RNTI, which is the identity assigned to each device. Due
to the vulnerability that the C-RNTI is sent in cleartext, multiple
approaches are available to acquire it if its IMSI [23, 29, 31, 34, 36, 41]
or traffic pattern is known [31].

Power Requirement The data forging requires capture effect,
in which the attacker injects a stronger signal to force the victim to
decode it instead of the legitimate signal with lower power. In order
to be successfully decoded at the victim, the power of injected
signal needs to reach certain levels relative to the original one.
For example, with NB-IoT, where QPSK is mainly used, an SNR
(signal-to-noise ratio) of 6.2dB can ensure successful decoding [40].

6 DATA-PLANE SIGNALING ATTACKS

In this section, we introduce the details for CDS data-plane signaling
attacks, as shown in Table 1. Their damages range from breaking
the data access (such as limiting the throughput) to privacy breach
(such as localizing a victim device). They leverage the CDS forgery
techniques in the last section. We present two major categories:
single-protocol attacks (§6.1) and cross-layer attacks (§6.2).

6.1 Single-Protocol Attacks

Single-protocol attacks aim at breaking one protocol in either victim
device or network-side eNB. An attacker can launch them by forging
a single message that targets the protocol to be attacked. For each
attack, we will introduce the message that an attacker can leverage
and the concrete steps of the attack.

6.1.1 Radio Resource Draining. In this attack, the attacker drains
the UL resource in a short period, during which no device is capable
of sending UL data. The attacker achieves so by forging a Buffer
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Status Report (BSR). This message forces the eNB to schedule ex-
cessive resource to the victim device. Given the limited bandwidth
in C-IoT, other devices will be denied from sending UL data.

Buffer Status Report A C-IoT device can send a UL BSR in
MAC. It includes how much UL data is waiting in the device buffer.
The BSR is an index, which maps to a range of the pending data
size [11]. The eNB will process it and schedule sufficient UL grants
for the buffered UL data.

Attack Details  The attacker forges a BSR that indicates the vic-
tim device has much UL data to be sent. It can use any positive index
(e.g. 30) in the forged BSR, which indicates the pending buffer in
the BSR (could be as large as MBs), as specified in the standard [11].
The eNB subsequently grants sufficient resources to this device.
The attacker can repeatedly forge BSR messages to consume more
radio resources.

Attack Damages The eNB will assign grants that are sufficient
for the device to send all UL data. The amount of wasted resource
is thus the same as the requested amount in the BSR. Studies show
that an eNB tends to assign sufficient resource for a single device
before serving the others [14]. Therefore, when the network assigns
all resources to the target device, other devices in the same network
suffer from no access to radio resource. This is especially aggravated
by the fact that C-IoT networks have limited bandwidth compared to
broadband networks. The attacker can forge multiple BSR messages
and disable the network for seconds.

6.1.2  Prolonged Packet Delivery. The attacker can leverage forged
data-plane signaling to prolong a packet’s delivery, without temper-
ing the connection or forcing a DoS on the victim device. It turns
the device into Discontinuous Reception (DRX) OFF state (sleep
mode) by leveraging a MAC message called DRX Command. The
device cannot receive data until the sleep mode ends.

C-IoT DRX  C-IoT devices adopt DRX mechanism to save en-
ergy. Specifically, an eNB configures certain “ON” and “OFF” state
periodically. The eNB only sends DL data during the next ON state.
Since the device expects no data during DRX OFF, it turns off data
reception and thus saves energy. The eNB forwards the related
parameters, such as the duration of ON period and periodicity of a
cycle, to C-IoT devices.

DRX Command During DRX ON, the eNB can ask a device
to terminate DRX ON early, if it expects no more DL data in this
period. An eNB does so by sending a MAC control element DRX
command to the device. When a device receives a DRX command,
it enters the DRX OFF immediately. This further saves energy for
power-constraint C-IoT devices.

Attack Details  The attacker first detects DRX ON state by eaves-
dropping on the PDCCH and decodes DCI. The device is in the ON
state if a DL grant is found. The attacker thus forges a DRX com-
mand using that DL grant and the device will falsely change its
state to DRX OFF.

Attack Damage When the eNB attempts to send more DL data
during this DRX ON duration, the device cannot receive the data
immediately. Instead, it has to wait for the next DRX ON state. In
normal C-IoT networks, the latency could be hundreds of millisec-
onds. If the C-IoT device enables extended DRX (eDRX), the DRX
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OFF period could be even longer. This further prolongs the latency
to seconds.

6.1.3  Flexible Throughput Limiting. The attacker leverages the
data-plane signaling, Power headroom (PHR) messages, to limit the
data throughput of the device. This attack is flexible and stealthy:
Instead of persistently blocking the device’s access (like the attack
in §6.1.1), the throughput drop results from channel fluctuation
from the victim’s perspective.

Power headroom PHR is an uplink control message that in-
dicates whether the device has extra transmission power to send
UL data with higher throughput. Its value equals to device’s max
transmission power minus the current PUSCH Power. If the value
is positive, the device has extra power for higher throughput. Oth-
erwise, the current power consumption exceeds the device’s ca-
pability. Upon receiving PHR, the eNB adjusts the UL scheduling
accordingly.

Attack Details The attacker forges a PHR message to eNB. In
this message, the included PHR indicates negative power headroom.
The attacker uses value (0..10) as the content, which means the
current PUSCH power exceeds max available transmission power
[11]. This convinces the eNB that the device is suffering from high
power so it needs to schedule data with smaller MCS. The eNB
thus reduces scheduled UL throughput to meet the (fake) power
requirements.

Note that the device might later report a PHR: when it uses the
limited throughput to send data, it can notify the eNB that it has
sufficient power to support higher throughput. The attacker can
monitor PUSCH and observe this PHR. When the attacker detects
it, the attack can be launched again.

Attack Damage The attack appears as a normal channel condi-
tion fluctuation. For the eNB, it thinks that the victim device runs
out of energy. From the device’s perspective, network congestion is
a potential reason for the throughput drop. Therefore, neither side
can detect the attack. Besides, the attacker can launch the attack
anytime. The 3GPP standard allows sending PHR at any frequency.
When eNB increases the throughput, it can send an additional PHR.

6.2 Advanced Cross-Layer Attacks

In this section, we detail the CDS attacks that inflict cross-layer
damages on C-IoT protocols. For each attack, we introduce the
involved messages and the attack procedure.

6.2.1 Device Localization. This attack targets localizing the static
victim C-IoT device within the same cell it resides in. The attacker
can breach the privacy of a C-IoT device. To infer the device location,
we leverage the cleartext field Timing Advance (TA) in the random
access procedure.

Timing Advance TA is a DL MAC control element used to
synchronize the UL and DL due to propagation delay from C-IoT
device to eNB. A device needs to advance the timing of its UL
transmission to use the assigned RB correctly. Therefore, eNB sends
TA in MAC CE during random access (RACH) or whenever any
correction is required during RRC connected state. TA includes
a discrete timing offset T4. Upon receiving the offset, the C-IoT
device adjusts the UL timing accordingly.

471

ACM MobiCom 21, January 31-February 4, 2022, New Orleans, LA, USA

(“A”) eNB * C-loT Device mm Possible eNB Location s Possible C-loT Device Location

R W N i PN
& 78m" | N V o ’/ AN

@.d ) W @U)

\N

((KA»)

R\ V4

AN 4
N 4

N &

(a) Timing Advance (b) eNB Position Inference (c) 10T Position Inference

Figure 3: Leverage TA to locate victim device/eNB.

T4 reflects the propagation delay from the eNB to the device.
Since the delay is affected by the distance between the eNB and the
device, it can be used to infer the location of the device. The distance
d =3-108 - (T4 - 8/30720000). Note that Ty is a positive integer
from 0 to 63. Therefore, a T4 can locate the device in a circular
ring. Its inner radius is d and the breadth equals to 3 - 108 - (1 -
8/30720000) = 78m. This is shown in Figure 3(a). The Non-line-of-
sight (NLOS) condition might introduce a small difference between
the propagation path and the real distance, but this error can rarely
exceed one TA value. A device with the same distance to the eNB
will be assigned with the same TA value in Line-of-sight (LOS) or
NLOS settings. It will not substantially decrease the accuracy, as
the device is still in the potential area inferred from TA.

Acquire the location of the eNB  To locate the device, the at-
tacker needs to get the location of the eNB so that it can use TA
to infer the device’s location. An attacker cannot trivially get this
information over-the-air. One approach is to leverage the open cell
database, such as [20]. It returns the geo-location of the eNB given
a cell ID, which can be observed by the attacker. Another active
approach is to inversely use TA. The attacker uses its GPS location
and TA to infer the location of the eNB. This is shown in Figure 3(b).
It moves around and portraits the possible location of the eNB. It
then takes the intersection of the potential areas as the location of
the eNB.

Infer the device’s distance to multiple eNBs If the attacker
knows the distances of a C-IoT device to multiple cells, the area of
its potential location can be further reduced by taking the intersec-
tion. Figure 3(c) depicts the idea. Consequently, an attacker forces
the C-IoT device to connect to multiple cells and eavesdrop on TA
under each eNB. According to standard [9], when the UL data is
not synchronized, the device will re-initiate RACH procedure. If
the number of attempts exceeds the limit, it initiates RACH and
RRC connection to another cell. Based on this behavior, the attacker
repeatedly sends noises on the reference signals. This only needs
transmission power comparable to the victim device [33]. The vic-
tim device will be forced to connect to another cell. If the attacker
is in the coverage area of this new cell, it camps on the new cell
for eavesdropping TA and sending noises. If the new cell is from
a different physical eNB, the attacker eavesdrops on the TA value.
The attacker can repeat the procedure until it cannot connect to
the new cell. It gets the victim’s TA in different BSes to enhance
the localization accuracy.

Attack Damage The device localization attack is effective against
a device in the coverage of multiple cells. It is suitable for localizing
a static or quasi-stationary device. The attacker can position the
victim device without compromising any internal data, such as
the victim’s GPS information. In addition to a specific victim, a
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malicious attacker can also use this technique to locate all active
local devices (e.g. alarms) in a cell.

6.2.2  Packet Delivery Loop. In this attack, the attacker forces the
C-IoT device to repeatedly send the same packets instead of the
new ones. The C-IoT device still has access to the radio resource but
transmits repeated data. This forces the energy-constraint C-IoT
devices to waste a large amount of power, quickly draining their
battery. The attacker achieves so by sending RLC control messages.

RLC Control RLC Control is used by RLC protocol to ensure
reliable transfer. In RLC AM (Acknowledged Mode, the most com-
mon mode used in C-IoT), C-IoT device and eNB will initiate RLC
control messages to notify the other side whether the data recep-
tion is successful. This is triggered when a timer expires or the
other side sends a polling bit. An ACK in RLC Control specifies
the sequence numbers (SN) of the packets successfully transmitted.
When some packet SNs are missing, RLC control includes an NACK
that explicitly specifies the corrupted data. Note that RLC control
is different from MAC ACK/NACK which is an unreliable indicator
for quick recovery (<10ms), while RLC control is used to ensure
reliable transfer. The receiver of an RLC control checks the content
and acts accordingly. If an ACK is present, the receiver will clear
the specified data in the buffer. If an NACK is present, the receiver
of the NACK will read the content within the message and initiate
the retransmission. The corrupted data packets will be forwarded
to MAC.

Attack Details  The attacker first eavesdrops on the RLC control
exchange over-the-air by eavesdropping on PDCCH for DCI and
decoding data channels. This allows the attacker to get the highest
acknowledged SN (SN, ). It subsequently forges an NACK with a
sent but unacknowledged SN (e.g., SNy, + 2). Upon reception of this
message, eNB/device retransmits the packets with the SN included
in the forged RLC Control.

Attack Damage The RLC retransmission in MAC has a higher
priority compared to the normal data transmission. The retransmis-
sion thus blocks the new data. Moreover, the attacker can repeat-
edly forge this message and cause the loop. The device thus loses
UL access, while still logically connected to the eNB. Meanwhile,
the constant retransmissions keep the device in DRX ON, quickly
draining its limited power. In the extreme case where the attacker
constantly forges messages, the device never enters DRX OFF.

6.2.3 Connection Reset. The attacker can reset the RRC connection
by forging an AS RAL This turns the device to IDLE state and might
terminate any stateful connection (e.g. TCP).

Access Stratum Release Assistance Indication (AS RAI) AS
RAI is a C-IoT-specific feature introduced in Release 16 [11]. A
C-IoT device uses this message to notify the eNB whether it expects
any subsequent data transfer with an indicator. The purpose is to
save energy when the device has no more data transmission.

Attack Details  The attacker forges an AS RAI control element
with AS RAI value as 01. The attacker embeds an RAI in a UL
MAC control element called DCQR and AS RAL In the message, the
DCQR part can be any arbitrary content. The eNB falsely regards
that no following data is expected from the C-IoT device.
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Figure 4: The testbed for attack validation.

Attack Damages The eNB falsely regards that no data is ex-
pected from the C-IoT device. Although AS RAI is a MAC layer
message, it impacts RRC connection between the victim device
and the eNB. A forged AS RAI indicating no data terminates the
RRC connection with the victim device. After the attack, the victim
might initiate a re-connection. The attacker can monitor the chan-
nel and repeatedly forge AS RAI attacks for consistent connection
reset.

7 ATTACK VALIDATION
7.1 Experimental Setup

Testbed Our testbed is shown in Figure 4. A Surface Pro 3 with
Intel i7-4650U processor and 8G RAM runs the attacker software.
It implements the attack logic and controls the forged signaling on
Ubuntu 20.04. The attacker software connects to a USRP B210 as
its RF frontend.

The IoT device is an STM32L496 LTE IoT Cellular-to-Cloud Dis-
covery Pack [44]. To connect to an operational network, it uses a
SIM card from operator X and registers on X’s NB-IoT networks.
To connect to our testbed network, we insert a sysmoUSIM SIM
card [45] and register its info on our server.

The attacker node targets both operational and testbed NB-IoT.
We do not have access to a Cat-M testbed, but the implementation
could be adapted with similar components. For DL attacks, since
the damage will only inflict damages on the victim, we validate
the attacks with an operational network. As some UL attacks affect
operational networks and users, we customize a private NB-IoT
network. To set up an NB-IoT eNB, an Acer laptop with i7-7700HQ
CPU and 16G RAM runs OpenAirInterface [35] for eNB process-
ing logic. It is connected to another USRP B210 for sending and
receiving wireless signals.

Attacker’s Location Due to the limitation of the SDR-based
attacker and testbed, we place the attacker node close to the victim
to ensure sufficient relative power. We test our data forgery in §7.3
with two different locations. In location A, the attacker is 5 meters
away from the victim in the same room. In location B, the attacker
is separated by a wall in a different room from the victim. They
are 15m away from each other. The testbed is placed in an indoor
building on the third floor with NLOS condition. The settings are
adapted from the previous work as in [50]. The location used for
each data-plane signaling attack is introduced in §7.4.
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Figure 5: The implementation of the attacker node.

Power Requirement To evaluate power requirement for suc-
cessful data forgery, we adjust the USRP’s transmission power at
the attacker with different levels of relative power. We have tested
with relative power levels of 3dB, 5dB, and 7dB.

Ethical Considerations Our attacker node is carefully man-
aged during experiments. The DL signals only reach a few meters;
we ensure no device other than our victim NB-IoT board is affected.
We validate the UL attacks at our testbed, without affecting the
operational networks. The attacker node cannot access any other
C-IoT device. Mobile operators are also notified of our findings.

7.2 Attacker Node Implementation

The overall implementation is presented in Figure 5. USRP acts as an
RF frontend. The software part contains three components: a USRP
Controller, a Signal Processor, and a Message Forger. The USRP
Controller communicates with the USRP. It provides interfaces for
the Signal Processor to send and receive wireless C-IoT signals.
Meanwhile, it does correction on signal according to hardware
(detailed below). The Signal Processor carries out PHY processing,
decoding messages from the eavesdropped signal while encoding
forged messages into wireless signals. We also allow the Signal
Processor to send noises to corrupt a specific channel. The Message
Forger implements a simplified NB-IoT protocol stack (Up to RLC).
It receives demodulated data from Signal Processor and crafts the
fake signaling. To forge a signaling message, it passes the data to
the Signal Processor.

USRP Controller The USRP Controller uses the API from the RF
frontend to assist Signal Processor in eavesdropping on and sending
wireless signals. Besides, it ensures correct timing and frequency
synchronizations. For timing, USRP Controller aligns itself with the
synchronization signals (NPSS and NSSS) from eNB. For frequency,
it tackles two critical roadblocks: Carrier frequency offset (CFO) and
Sampling frequency offset (SFO). The frequency offsets can cause
failure in attack if not properly handled. While a GPS-Disciplined
Oscillator can be applied to minimize the difference, we adopt a
more cost-effective approach. The USRP Controller estimates the
CFO and SFO between itself and the eNB with synchronization
signals. Then it carries out the correction on transmitting (after it
gets signals from the Signal Processor) and receiving (before passing
signals to the Signal Processor). For CFO, the attacker applies a
phase rotation on the signals. While for SFO, the attacker inserts or
removes samples to compensate when the difference in sampling
accumulates to a certain degree.

Signal Processor The Signal Processor is mainly responsible
for PHY layer processing. Our implementation extends the sig-
nal processing logic from srsLTE [25]. Concretely, we realize the
modulation of NB-IoT data (in both UL and DL) and noise signals.
The processing follows 3GPP standards [2, 7] and supports differ-
ent modulation schemes. It decodes relevant messages of interest
(e.g. DCI or data-plane signaling messages intended for the victim)
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Figure 6: MobileInsight log of forged messages.

and forwards them to Message Forger. When the Message Forger
generates the attack traffic (forged signaling or noise) the Signal
Processor generates the corresponding signals according to the
request.

Message Forger Based on the decoding results from the Signal
Processor, the Message Forger crafts fake data-plane signaling
messages. The victim will receive the forged message instead of the
original authentic one because of the stronger signal strength of the
attacker. The fake messages follow MAC/RLC standards [11, 12].
They appear to be legitimate messages but are specially designed to
inflict certain damages on the device or network. Forged messages
are then forwarded messages to Signal Processor for modulation.

7.3 Validate Data-plane Signaling Forgery

We first validate a fake message can be successfully decoded and
processed for both UL and DL (§5). For DL, the attacker forges a
MAC CE message and an RLC message. We demonstrate the victim
device can receive both. The content of the forged MAC CE is 3E 1F
00 00 00, where 3E indicates a DRX command and 1F 00 00 00 are
4-byte paddings. On the NB-IoT board, we use the NB-IoT support
in Mobilelnsight [32] to collect fine-grained cellular logs. A Mo-
bileInsight log only includes messages that are correctly decoded and
processed. As shown in Figure 6(a), the victim receives and accepts
the forged MAC CE. The victim device correctly recognizes the
DRX command in the forged message. We also test with message
2302 1F 00 08, where 23 02 means there is a 2-byte RLC message, 1F
is the padding, and 08 is the RLC control. As shown in Figure 6(b),
the victim device accepts the RLC control message. It successfully
recognizes the message 08 as an RLC ACK for packet SN 02. Simi-
larly for UL, we send two messages to verify UL forge data: 3D 23
02 1F 00 00 (uplink BSR with padding) and 23 02 1F 00 08 for RLC
control. In the eNB logs, both messages are decoded correctly.
Table 2: Success rate of data forging.

Relative Power | 3dB 5dB 7dB Location A | Location B
DL 40.3% | 75.8% | 99.9% 99.1% 92.7%
UL 41.2% | 70.3% | 99.8% 96.3% 94.1%

Message forging success rate  We measure the success rate that
the forged signaling is accepted. We present the obtained success
rates in operational networks for DL forgery and at the testbed for
UL forgery. For each setting, we forge 1000 data-plane signaling
messages and count them in MobileInsight logs. The results are
shown in Table 2. The legitimate data are fully blocked in all power
levels greater than 3dB. Meanwhile, the success rate of decoding
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forged data is 40.3% at 3dB, 75.8% at 5 dB, and 99.9% at 7 dB for
DL and 41.2% at 3dB, 70.3% at 5 dB, and 99.8% at 7 dB for UL. For
location-based testing, UL forgery has a high success rate with
96.3% in location A and 94.1% in location B. For DL, 99.1% and 92.7%
of the signaling messages can be successfully decoded for location
A and B, respectively.

7.4 Validate Data-plane Signaling Attacks

Next, we evaluate the damage and impact for each attack introduced
in §6. The radio resource draining is validated in the testbed envi-
ronment to avoid disrupting other devices in the cell. The flexible
throughput limiting and connection reset attacks are also validated
in our testbed because we cannot otherwise confirm the attack dam-
ages. The other attacks are validated in the operational network
X. We place the attacker 5 meters away from the victim for each
attack. For the device localization attack, the device is placed at
three different, LOS outdoor locations. For all other attacks, the
device is placed at an NLOS location in an indoor building on the
third floor. Since we have validated the possibility of forging a
data-plane signaling message with other settings, the attacks are
also applicable in those scenarios.

Validate radio resource draining attack We demonstrate that
a forged BSR can drain the radio resources. The fake BSR has a
value of 31, which indicates 1KB UL data is pending. We measure
the percentage of RU assigned to the fake BSR, divided by the
total RU. Figure 7(a) illustrates how this ratio changes over time
in response to a forged message. When the attack starts, the eNB
schedules for this forged BSR for 200ms. During this period, the
attacker completely occupies the channel for 32ms and uses 50% of
the channel for 18ms. We also test how the eNB responds to two
forged messages, shown in Figure 7(b). Each BSR claims there is
1000B pending data. The attacker completely occupies the channel
for 64ms during the next 180ms.

The forged BSR messages drain the resource for the other devices
in the same cell. For a time period, the attacker occupies 100% UL
resources. The damage could be even more severe if the attacker
uses a larger BSR index or initiate frequent BSR messages. The at-
tack applies to operational networks, as the eNBs that follow 3GPP
standards should respond to BSR with sufficient grant. 4G Broad-
band can easily transfer 1KB UL data in one subframe [46], however,
it requires NB-IoT to consume most resources over hundreds of
milliseconds.

Validate prolonged packet delivery attack  We present an at-
tack trace that demonstrates a DRX command can delay the DL data
reception. As shown in Figure 7(c), the DRX ON state is supposed to
finish at time 4540ms. However, a DRX command signaling message
prematurely turns the device into DRX OFF state at time 4520ms.
At time 4530ms, the eNB sends a DL packet. Since the victim is
in the sleep mode (DRX OFF), it fails to receive the packet. The
transmission cannot go through until the next DRX ON period at
4820ms. The latency is prolonged by more than 300 milliseconds in
this experiment. This extra latency caused by the attacker is domi-
nated by the periodicity of a DRX cycle time. In this operational
network, the periodicity is 320ms. This value could be seconds in
some operational networks.
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Table 3: Evaluation of Device Localization. Inferred area and
error are average numbers in an area.

Area l Locations l # cells l Inferred area (m?) l Error (m)

1 15 3 4475 119.4
2 10 3 9775 197.6
3 12 3 6900 99.1

Validate flexible throughput limiting attack We first vali-
date the PHR attack messages are successfully accepted and de-
coded. Since existing codes for handling PHR in NB-IoT is incom-
plete, we use its broadband processing logic to derive the damage.
When a PHR is received, the eNB adjusts the MCS for UL transfer.
We draw the relationship between the MCS assignment and PHR in
Figure 7(d). Assume the eNB assigns 3 resource units to the victim
device, we also plot how PHR impacts the UL throughput. A forged
PHR can reduce the throughput by 3.27x.

Validate device localization attack In this experiment, we
demonstrate: 1) the attacker can locate the victim C-IoT device with
TA, and 2) the inference is accurate as the real position of the device
is close to the inferred area. We test three different areas in City
A. The attacker first finds 3 local eNBs. It then forces the device
to connect to them and eavesdrops on TA. The attacker succeeds
in each attack within a minute. We record the user location with
GPS as ground truth and compare it with the attack results, shown
in Table 3. In each area, we localize the device as it moves to at
least 10 different locations. The average area by inference is 4475-
9775 m?, and the device is 100-200m away from that result on
average. To gauge the error, we sample the points in the inferred
area and calculate the distance between the sampled spots and the
device. The error stems from large TA coverage area, inaccurate
TA incurred by interference, and imprecise eNB location, etc. The
localization is less accurate compared to positioning techniques
used for emergency calls in [16, 24] (error of 50-100m). However, the
attacker achieves so without actually connecting to or controlling
the device.

Validate packet delivery loop We forge RLC control to force
the device to repeatedly send the already accepted data. We show
a trace from our experiment in Figure 7(e). At time 4740ms, the
device sends packets with SN 62. Packets with SN 60-62 are not ac-
knowledged. The attacker learns the SN and forges an RLC control
with NACK at time 4754ms. The forged control message indicates
packets 60-62 are not received at the eNB. The device thus retrans-
mits them upon receiving the RLC control. The attacker repeats
this message at time 4891ms. The packet sending forms a loop.
Starting from 4500ms, the C-IoT device is kept in DRX ON period.
The power-constraint C-IoT device thus consumes excessive energy
for >500ms. The attacker can repeat the message to persistently
drain the device’s energy.

Validate connection reset attack  We partially validate the at-
tack. We first validate the eNB successfully decodes a forged RAI
and the content is compliant with the standard. Unfortunately, we
cannot directly observe the connection reset effect in our exper-
iments, as both the operational network and our testbed run on
release 14 and do not support release 16 message AS RAL However,
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Figure 7: Impact quantification of data-plane signaling attacks through experimental validation.

a standard-compliant eNB should terminate the connection based
on the attack message.

8 DEFENSE

We present a novel time-based scheme that ciphers and integrity
protects data-plane signaling for C-IoT. We first review the issues
to address for protecting data-plane signaling. We then elaborate
on our suggested design to address the issues.

8.1 Design Issue and Solution Space

Encrypting and integrity protecting data-plane signaling is a straight-
forward solution to protect against the proposed attacks. However,
C-IoT key hierarchy terminates at the PDCP protocol. Any lower-
layer protocol (i.e., RLC and MAC) is unaware of the security keys
established from the mutual authentication procedure. Moving data-
plane signaling messages to PDCP/RRC for security is not a good
option. This will incur unacceptable cross-layer overhead, since
such data-plane signaling messages require prompt actions in their
own protocols. This is inappropriate for power-constrained C-IoT
devices. Therefore, MAC/RLC need to derive new keys to protect
data-plane signaling.

In addition, the device and eNB must update the keys for ev-
ery message to prevent keystream reuse. If the constant keys are
used, this can allow an attacker to launch bit flipping attack [38].
One naive option for key update is to derive keystream based on
sequence number (SN), similar to what PDCP does for data-plane
packets. However, data-plane signaling messages do not necessarily
have SN. Adding extra sequence number vastly changes the current
RLC/MAC design and increases overhead for transmission.

We thus have three requirements for securing data-plane sig-
naling: 1) The keys must differ from those used in PDCP; 2) The
generation of keystream must use parameters other than PDCP SN
number; and 3) The processing must be efficient for C-IoT devices.

8.2 Proposed Solution

We propose an energy-efficient solution for protecting data-plane
signaling messages in C-IoT. It is efficient as it can be performed at
the MAC layer with limited cross-layer operations. The solution is
also readily available as it extends the existing security mechanism
in C-IoT. In this mechanism, MAC encrypts and integrity protects
each MAC control element and RLC control. It generates stream
keys for each data-plane signaling to ensure no key-reuse.
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Figure 8: New security keys for data-plane signaling.

First, protecting data-plane signaling needs separate keys (Re-
quirement 1). In the current 4G/5G key hierarchy, a Kenp is es-
tablished during RRC connection setup. Both the device and the
eNB use this key to derive Kypepc to encrypt data packets and
KRRCenc/KRRCint to protect control plane messages. We generate
two new keys, Kpsenc and Kpgint, as shown in Figure 8. They are
derived from the existing key hierarchy using the same one-way
function SHA256 but with different parameters. The keys are ex-
clusively used for protecting data-plane signaling messages at RLC
and MAC.

To satisfy Requirement 2 and 3, we propose a novel time-based
stream key generation at MAC. We take subframe (SFN), frame (FN),
and hyperframe (HFN) numbers as parameters. They are readily
available in MAC without cross-layer operations. Both eNB and C-
IoT device have consistent time frames after connection setup. This
saves overhead for exchanging the parameters. With the encryption
key Kpsenc, we encrypt each data-plane signaling message with
a function F(ds, Kpsenc, SFN, FN, HFN, dirc, len), where ds is the
data-plane signaling message, len is its size, and dirc is the direction
of the message (DL/UL). F is an EEA encryption algorithm. Opera-
tional networks have adopted and improved EEA algorithms over
years. We re-use them for fast roll-out, only with slight adaptation
based on the different numbers of inputs as counters. Similarly, we
integrity protect the data-plane signaling messages with Kpgint and
the same set of parameters.

We address a potential key-reuse issue: As SFN, FN, and HFN
are clock arm ticking values in 4G/5G, the combination of (SFN, FN,
HFN) will return to the same value every 2.91 hours. Therefore, we
further suggest the network resets the keys if an RRC connection
lasts longer than this.

Security Analysis  First, our solution prevents the attacker from
eavesdropping on the data-plane signaling. The messages are en-
crypted with stream cipher keys. The attacker cannot infer the data
without access to Kpgenc [8]- Second, forging data-plane signaling
is prevented by integrity protection. An attacker cannot calculate
the correct Message Authentication Code without Kpgjnt. Hence,
any attack that forges data-plane signaling will fail.
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//PDCP
Keys = RRCConnectionSetup()
DS.keySetup(Keys)
//MAC send
ds = generateDataSignaling()
ds = DS.protect(ds, SFN, FN,HFN, dirc, len)
//MAC receive
ds = getDSfromPHY()
ds = DS.process(ds, SFN, FN,HFN, dirc, len)

Figure 9: Solution pseudocode.
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Figure 10: Processing overhead.

8.3 Prototype and Evaluation

Prototyping solution = We implement our solutions in a C li-
brary. When RRC connection is established, both sides call the
library to set up Kpgsint and Kpgenc- We use EEA2 for encryption
and EIA2 for integrity protection. To send an RLC control or MAC
CE, the sending side MAC makes an API call protect(ds, SFN, FN,
HFN, dirc, len) provided by the library. The library generates the
stream cipher and integrity keys, which are used to protect the
messages. The receiving side calls a library function to verify the
integrity and decrypt the packet. The pseudocode is shown in Fig-
ure 9.

Evaluation We first validate the correctness of the encryption
and decryption: The decryption and integrity check achieve a 100%
success rate, regardless of retransmission, channel condition, or
message length. We then evaluate the overhead of our solution. We
compare the processing overhead and extra data with the legacy
C-IoT. The defense scheme can thus protect against all attacks
proposed in this paper.

For processing overhead, we compare the time for processing the
data packets with and without our data-plane signaling message
protection mechanism. For extra data overhead, we use the data-
plane signaling message size of 10B, which is the max message that
we use in our attacks. They are sent with two types of data packet
sizes, 100B and 1000B.

We show the results of the overhead from our experiments in
Figure 10. We measure the processing overhead for data packets and
data-plane signaling messages. We calculate the amortized over-
head with the frequency of data-plane signaling from real traces,
and the overhead from encryption is 0.4-3.6%. Similarly, the amor-
tized processing overhead for applying integrity protection is 14.8%
and 1.6% for two data packet sizes, respectively. Moreover, encrypt-
ing data-plane signaling does not incur extra data overhead, while
each data-plane signaling incurs 4B extra data when integrity pro-
tected. Hence, both processing and data overheads for our proposed
method are small.

9 RELATED WORK AND DISCUSSION

Although operational operators have deployed C-IoT networks
for years, their security is little studied. Existing work unveils
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the vulnerability of C-IoT in OS [22], IoT cloud [30], authentica-
tion [17, 18, 48], etc. Our work takes a fresh perspective from the
unique features of C-IoT in the data plane. Instead of security,
researchers mainly focus on C-IoT’s other properties, such as en-
ergy [49], efficiency [19, 27], etc. The assumptions are made that
C-IoT networks are secure as they inherit security measures from
4G/5G broadband with enhancements. However, we invalidate them
in this paper.

Research on general security of cellular networks (4G/5G) has
become an active area in recent years. Authors in [37-39, 43] pro-
pose several attacks to manipulate data packets and impersonate
the victim. However, these attacks rely on the use of false base
stations (FBS), while 5G targets to eliminate FBS [4, 5]. In contrast,
our proposed attacks do not require FBS, as the attacker node can
forge data-plane signaling messages without connecting with eNB
or victim C-IoT device. [28, 41, 42, 50] exploit unprotected control-
plane signaling messages. All these works target data in 4G/5G
broadband before mutual authentication. To the best of our knowl-
edge, we conduct the first work to study C-IoT vulnerabilities and
data-plane signaling after mutual authentication.

10 CONCLUSION

In this paper, we study a relatively unexplored security topic on
cellular IoT: data-plane signaling induced attacks. We show that,
despite all existing security mechanisms on both control-plane
signaling messages and data packet forwarding inherited from the
legacy 4G/5G networks, new attacks exploiting the unprotected
data-plane signaling are still feasible in C-IoT networks. Our attack,
CDS, can forge data-plane signaling messages that are successfully
decoded and accepted by the receiver at both UL and DL. This
is achieved by leveraging the cleartext data-plane signaling and
other vulnerabilities in RLC/MAC/PHY protocols. Moreover, an
attacker can leverage the forged data to inflict damages way beyond
the commonsense denial-of-service related threats. Adversaries
may breach location privacy, limit the C-IoT device throughput,
create local forwarding loops, reset the C-IoT connection at will,
prolong the packet delivery, and drain the C-IoT radio resources.
Such attacks will expose unattended cellular IoT devices to bigger
damages and risks.

We implement the data-plane signaling forgery and the attacks
that leverage these forged data-plane signaling messages. Our
testbed evaluation and validation over operational networks have
confirmed the feasibility of such new attacks. To protect the data-
plane signaling messages with low overhead, we propose a time-
based defense solution at MAC. It leverages the synchronized timers
that are readily available at MAC to derive keystream for integrity
protection and encryption. We implement the solution and our
evaluation confirms its effectiveness and cost-efficiency.
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