
Device-Centric Detection and Mitigation of
Diameter Signaling Attacks against Mobile Core

Zhaowei Tan, Boyan Ding, Zhehui Zhang, Qianru Li, Yunqi Guo, Songwu Lu
University of California, Los Angeles

{tan,dboyan,zhehui,qianruli,luckiday,slu}@cs.ucla.edu

Abstract—Mobile networks exchange signaling messages to

manage their users’ state. A spoofed signaling message can be

leveraged by an attacker to change a victim user’s state and

disable his/her service. Despite the mobile operators’ continuous

efforts, such attacks can still be launched in the current 4G

LTE Networks. We prototype and analyze 6 practical user DoS

attacks that leverage Diameter, the protocol used in LTE to carry

signaling messages. We demonstrate their damages and draw

insights on how to defend against them.

We propose D3, a device-centric software solution to detect

and mitigate LTE Diameter attacks. Different from any previous

solution, D3 operates at the device side only, without expen-

sive infrastructure upgrade. With deep domain knowledge, D3
monitors and analyzes the control message exchange between

the device and network when a certain service is disabled. By

comparing with the normal state, D3 can infer if a Diameter

attack is underway. It also supports device-only mitigation that

can quickly help the device regain the service. We implement D3
on Android devices and show that it achieves a perfect success

rate in combating all 6 Diameter attacks.

I. INTRODUCTION

To date, mobile networks are the only large-scale infrastruc-
ture that provides ubiquitous data, voice, and texting services.
To facilitate the services, signaling messages are frequently
exchanged within and among the mobile core networks. These
messages query or update the users’ states, so that the mobile
networks can serve the users properly. It is thus crucial for a
core network to authenticate the signaling messages, especially
in roaming scenarios. Otherwise, an attacker can pretend to be
another legitimate operator and spoof signaling messages. A
major consequential damage is user Denial-of-Service (DoS),
where the victim is disabled from accessing certain services.

In the current 4G Long-Term Evolution (LTE) network,
Diameter is the de facto protocol used to carry the signaling
messages. Despite its proclaimed superior security features,
Diameter is reported by multiple sources to be vulnerable to
spoofing attacks [1, 2, 3] (§II). We set up a standard-compliant
LTE testbed with a USRP board (as base station) and a Linux
server (as core network). We implement 6 reported Diameter
user DoS attacks on our testbed (§III). In each attack, a spoofed
Diameter message forces a victim user to lose certain services.
We demonstrate and quantify the damages of those attacks:
The victim user will lose certain services for minutes or until
a reboot is initiated. However, the attacks either appear as a
normal service loss due to bad signal, or cannot be observed by
the victim at all. It is thus challenging to identify the attacks.

We further propose D3 (Device-centric Defense for
Diameter attacks) that can detect such attacks and attempt
mitigation in the victim device only (§IV). Mobile users can
install the software solution without expensive hardware or
infrastructure upgrade. The main idea for device-centric de-
tection is to analyze the message exchange between the device
and network. D3 also actively interacts with the network
to further confirm the attack. On the other hand, device-
centric mitigation aims at re-synchronizing the state in core
network components, where the state inconsistency empowers
the Diameter attacks to cause severe DoS damages.
D3 can detect and mitigate the 6 attacks we introduce

(§V). For two of the three attack categories, we study how
each one results in consequential messages that cause DoS.
D3 compares the message contents with those under normal
cases. It then accurately detects whether a Diameter attack is
underway. For the other category, an active approach is used
to check whether an incoming text/call is blocked. Afterwards,
D3 takes a device-centric method to mitigate the damage by
toggling airplane mode, which will force the device to re-
establish connection with the network. When a re-attach is
not sufficient, D3 further asks the device to connect to another
base station by frequency band locking.

We note that the design of D3 could benefit the security
of future 5G core signaling messages. The first phase of 5G
plans to reuse the current 4G core, where D3 can directly
apply. Although 5G will eventually replace the Diameter with
HTTP/2, the trust model is similar to 4G. So an attacker
can still forge signaling messages from a lesser operator
and launch attacks. Meanwhile, 5G inherits 4G’s message
exchange between the network and the device. We can adapt
D3 to 5G attack detection without much modification.

We implement D3 in Android devices and develop a pro-
totype on a Google Pixel XL phone (§VI). We evaluate how
D3 combats the Diameter attacks (§VII). D3 can successfully
detect all 6 attacks and mitigate the DoS effects completely
in seconds with low overhead. We also show that D3 achieves
perfect precision and recall when we mix Diameter attacks
with other normal loss of services.

II. BACKGROUND

A. LTE Mobile Core Network

Figure 1 depicts a simplified architecture for LTE mo-
bile core network control plane, which includes two critical
components: Mobility Management Entity (MME) and Home
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Fig. 1: An overview of LTE network architecture.

Subscriber Server (HSS). MME manages user mobility and
sessions while HSS serves as a database that stores users’
identification and subscription data. An LTE device exchanges
NAS (Non-access stratum, as detailed in [4]) messages with
core network for data and texting/voice service.

HSS and MME exchange signaling messages for session
management, mobility support, and security. The signaling
messages among them are carried by Diameter [5]. For exam-
ple, when a user device attempts to connect to the network,
the serving MME queries the HSS for identification verifica-
tion. These signaling messages are crucial in supporting data
delivery, voice calls, and texting services.

Signaling messages are also exchanged among different
operators’ core networks in roaming cases. Networks ex-
change the Diameter messages through Diameter Routing
Agent (DRA). The DRA on the receiving side examines
the incoming messages and forwards them to the destined
component (MME, HSS, etc.). For instance, when an AT&T
user roams to Telcel in Mexico, Telcel’s MME will send an
identity request to AT&T’s HSS through DRAs.

B. Vulnerabilities in Core Network Messaging

Researchers have found Diameter signaling vulnerable
to multiple threats, including Denial-of-Service, information
leakage, location tracking [2, 3, 6]. These attacks rely on
gaining access to the Diameter channel. Although major
operators with billions of subscribers are difficult to attack, it
is likely to tamper with a lesser and vulnerable operator [7, 8].

Access to a single operator can cause serious damage due to
the improper trust model within LTE core network signaling.
It is assumed that LTE components running Diameter are
from a trustworthy “closed community”. Hence, a single
vulnerable operator renders all (usually hundreds of) roaming
partners susceptible to Diameter attacks. Although the GSMA
recommends adopting filtering [9], there is still a large part of
operators that do not adopt such techniques [1]. Moreover, it
is difficult to differentiate malicious signaling messages from
legitimate ones. Even with the adoption of filtering techniques,
existing researches [2, 3] show that most Diameter attacks
succeed with high probability (38%-100%).

C. Threat Model

We are concerned with an adversary who seeks to disrupt a
victim’s access to mobile network services (e.g., Operator A
in Figure 1). The attacker gains access to another vulnerable
operator (Operator B in Figure 1), which has a roaming
contract with the target network. The adversary intercepts and

Fig. 2: Our testbed for Diameter attacks.

sends Diameter messages from/to the vulnerable operator. It
spoofs fake signaling messages to the target network’s DRA,
pretending to be a legitimate message during roaming. The
messages subsequently prompt the target network to stop
providing the target user with certain services.

III. PROTOTYPING DIAMETER ATTACKS AGAINST LTE
SIGNALING MESSAGES

In this section, we implement and study the reported attacks
on LTE core networks signaling messages using Diameter at-
tacks. Specifically, we do not introduce any new or unreported
attacks. Instead, this section focuses on the following:

• Prototype and validate typical Diameter attacks on LTE
mobile core on our testbed.

• Quantify the attack impact and understand the severity.
• Gain insights that can lead to detection and mitigation.

A. Testbed

Our testbed is shown in Figure 2. We deploy our own
LTE mobile core network on our server with a 12-core Intel
Xeon Silver 4214 CPU and 32GB RAM, without affecting
the real operator networks. Facebook Magma [10], which
has been deployed in real-world networks, is adopted as
our core network software. The base station is implemented
on USRP B210 software-defined radio, running the open-
source, standard-compliant LTE stack OpenAirInterface [11].
We use a Pixel XL phone with a standard-compliant GSM
SIM card sysmoUSIM [12] as the victim device. The SIM is
programmed and registered in the testbed core network.

To launch the Diameter attacks, we implement the attacker
by launching another process which sends spoofed Diameter
messages to the HSS or MME based on the attack type.
Ethical Considerations In our testbed, the wireless commu-
nication is operated in LTE Band 7, which is not used by any
commercial device in the area of the experiments. The spoofed
Diameter signaling messages only circulate within our testbed
and do not harm real networks or LTE users.

B. Overview of Diameter Attacks

In this paper, we focus on Diameter attacks against LTE
core signaling messages that cause user DoS. The general
procedure of launching such attacks is shown in Figure 3. The
attacker sends a spoofed Diameter message that leverages the
vulnerability in §II-B (step 1). Based on the attack type, either
HSS or MME updates the state for the victim user (step 2).
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Signaling Functionality Involved Msg Receiver Description of Damage Detection

Subscription Update
IDR (ARD)
IDR (APN)
IDR (ODB)

MME
MME
MME

The victim device detaches from the LTE network
and loses data, voice, and texting services (§III-C1)

Device investigates the detach message
and re-initiates an attach (§V-A1)

Device Purging PUR HSS The victim device loses voice call and texting
services (§III-C2)

Device exchanges the text messages and
checks the reply (§V-A2)

Location Update ULR
CLR

HSS
MME

The victim device detaches from the LTE network
and loses data, voice, and texting services (§III-C3)

Device re-attaches to the network and
checks the returned messages (§V-A3)

TABLE I: Overview of attacks using LTE core network signaling messages. We list the Diameter messages involved in

each attack and introduce their caused damages. The detection will be detailed in §V.

The new state indicates that the victim user will be disabled
from certain services. The network subsequently initiates some
signaling exchanges with the victim device (step 3). As a
result, the user device under DoS can no longer access data
and/or voice services (step 4).

Table I summarizes three different types of Diameter attacks
we study, targeting subscription update, device purging, and
location update. The attacks leverage four Diameter messages:
IDR (Insert Subscriber Data Request), PUR (Purge Request),
ULR (Update Location Request), and CLR (Clear Location
Request). They are common Diameter messages in real roam-
ing scenarios [13] and can thus pass the DRA checking in
the victim network. The mentioned attacks are practical based
on real-world studies [2, 3] and evaluation in our testbed.
The attacks all cause user DoS, ranging from loss of specific
service to complete detach from the network.
Other Diameter Attacks The attacks we study in Table I
cover the most known device DoS Diameter attacks, as shown
in [3]. Although we do not cover other types such as Operator
information leakage and Device information leakage, our
testbed supports prototyping any attack that involves standard-
compliant Diameter messages. They can be launched by the
same procedure in Figure 3, by changing the message content.

C. Prototype Diameter Attacks in LTE Core Network

We now describe in detail how each Diameter attack is
realized and analyze its severity. For each attack, we introduce
how to launch it with a specific Diameter message. We show
our realization of each attack in the prototype testbed. The
consequences of attacks are also presented.

1) Attacking Subscription Update: IDR (Insert Subscriber
Data Request) is a Diameter message from HSS to MME
for updating user subscription data. When user subscription
changes in HSS, it notifies the MME with an IDR message.
IDR includes fields that specify what parts of subscription
are changed. In this paper, we focus on three of them: ARD
(Access-Restriction-Data) specifies which network types (4G
LTE, 3G, etc.) are restricted by the network. APN (Access-
Point-Names) specifies which sub-network within LTE a user
can connect to for data transfer. ODB (Operator-Determined-
Barring) specifies if a user’s certain service (Data, voice, etc.)
is barred.
Attack Details The attack message is shown in Figure 3(a).
For ARD attack, the ARD header present in the IDR message
is set to 0x3F to disabled 4G service of the user. For APN

attack, IDR message includes an APN header with “All-APN-
Configurations-Included-Indicator” set to 0. This forces MME
to delete all available networks for the user. It then adds APN-
Profile of a non-existent network to serve the victim user. For
ODB attack, the ODB header is present with the value set as
0x1FF, which indicates that both data and voice services are
barred. After the subscription update, MME determines that
the user should no longer be served by it. Consequently, the
network sends a detach message to notify the user.
Prototype and Attack Damage We realize the IDR attack
and successfully force the victim device to disconnect from
the network. Diameter IDR attack can be launched whenever
a user is connected to the LTE network. Upon receiving the
detach request, the user device disconnects from the network.
It thus loses the network connection and cannot use any data,
voice, or texting service, as shown in Figure 4(a)

To evaluate the attack impact, we record the throughput of
file downloading. Figure 4(b) shows that the download speed
drops to 0 after the launch of the attack. The damage cannot be
automatically mitigated; in our illustrative attack, the device
loses any service for more than 60 seconds. After that, we
let the victim device launch a full reboot. However, the attack
can be re-launched any time afterwards. We replay the attack
20 times and reach a 100% attack success rate for all ARD,
APN, and ODB attacks.
Insight We verify that the IDR attacks can be launched with
a single attack Diameter message. Its damage is persistent for
minutes without further action. The attack can be re-launched
even after user reboots the device. Meanwhile, its damage
cannot be easily distinguished from other valid reasons such
as bad signal. It is necessary to analyze the message exchange
with the network to detect the attack. Moreover, fast mitigation
is required as the attacks can be repeatedly launched.

2) Attacking Device Purging: PUR (Purge Request) is a
Diameter message sent from MME to HSS to notify that it
no longer serves a user (due to detach, etc.). Upon receiving
this message, HSS sets the purge flag to true in the database.
When an incoming call or text message is intended for this
user, HSS decides the user status by checking the purge flag
[14, 15]. If the flag is true, HSS thinks the user is offline and
rejects the call or delays the text messages.
Attack Details An attacker sends a PUR Diameter message
to block a user’s voice and texting services. It spoofs a
standard-compliant PUR message with the content shown in
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(a) IDR/CLR attacks detach
the victim device from the
network.

(b) File download throughput drops
to zero after IDR/CLR attacks. The
attacks can be re-launched anytime.
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(c) The PUR attack flips the purge
flag to true.

Fig. 4: Damages of Diameter attacks in our testbed.

Figure 3(b), where the attacker specifies the victim’s IMSI.
Since the message is legitimate in roaming scenarios, HSS
accepts the message and sets the purge flag in database [13].
Prototype and Attack Damage We implement the PUR
attack in the attacker process. Diameter PUR attack can be
launched any time when a user is connected to the network.
We verify that the purge flag is modified for the victim user
in HSS database, as in Figure 4(c). The attack is robust in that
the success rate is 100% in Magma after repeating 20 times.

Consequently, any incoming voice call or text message
cannot reach the user as the purge flag indicates that the user
is currently offline. Unfortunately, we cannot directly show
this as none of the open-source LTE core network supports
voice or texting service to the best of our knowledge. These
services rely on circuit-switch Telecom infrastructure from
older generations (2G and 3G).
Insight The PUR attack is stealthy and cannot be directly
observed by the victim device. Any data service and outgoing

call/texting will be processed normally, while the victim
cannot receive any incoming message without any notification.
Therefore, a device needs to actively trigger incoming texting
or voice call to learn whether they are blocked.

3) Attacking Location Update (ULR/CLR): CLR (Clear
Location Request) is a Diameter message sent from HSS to
MME to detach a user and delete its subscription. A CLR
message can be triggered when the user moves to a new
tracking area. CLR includes a field that specifies the reason
for this message and a flag that allows the user to immediately
re-attach. ULR (Update Location Request) is a message from
MME to HSS when the MME starts to serve a newly attached
user. The receiving HSS sends a CLR message to the MME
which previously served the user.

Attack Details An attacker can either spoof a ULR message
to the victim’s HSS that triggers CLR. It can also directly
spoofs a CLR message to the victim’s serving MME. In the
former ULR attack, the attacker sends a ULR message with
the victim’s IMSI to the victim’s home HSS, as shown in
Figure 3(c). This message falsely announces that the victim
is attached to another network. The victim HSS starts update
location procedure by sending a CLR to the MME. In the
latter method, the attacker directly sends a CLR message
(Figure 3(d)) to the victim’s serving MME, informing that the
victim has moved to another area. The following steps and
results are similar to the ULR attack above.

Prototype and Attack Damage We implement the ULR
and CLR attacks by creating those messages in the attacker
process. Since ULR attack consequently triggers a CLR, we
only show the results from CLR attack for simplicity. After
receiving the CLR message, the serving MME deletes the
victim’s subscription profile and detaches the victim, as shown
in Figure 4(a). This causes the victim to lose any service. We
replay the attack 20 times and reach a 100% success rate.

The download speed drops to 0 after the attack, as shown in
Figure 4(b). Similar to IDR, the effect can last seconds or even
minutes, until a reboot is initiated by the victim. The device
might reconnect to the network; however, the Diameter attack
can be relaunched any time afterwards.
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Insight Similar to IDR, CLR/ULR attack messages target
the core network, but trigger notable effects on mobile devices.
This leads us to two clues to potentially detect and mitigate
such attacks on the device side. First, the actual message that
causes the DoS on device may bear certain characteristics
that distinguish it from normal service loss. Also, the attack
effect is caused by incorrect removal of subscription data on
MME. Meanwhile, the authentic copy on MME is still intact.
Discovering and resolving the discrepancy is the crucial step.

IV. D3 OVERVIEW

A. D3 System Components

We design D3, a Device-centric Defense for Diameter at-
tacks, that runs on phone-side as an application-layer software
for detecting and mitigating Diameter attacks. D3 can detect
all 6 attacks that we introduce in §III and mitigate their
negative effects with pure in-device softwares. Its ideas can
be extended to other Diameter attacks. D3 consists of two
major components, Detector and Mitigator, shown in
Figure 5. Detector interacts with device LTE chipset. It
captures, decodes, and analyzes the NAS message exchanges
between the device and the network. Whenever a Diameter
attack happens, Detector can detect it by analyzing the
abnormal message exchanges. It then notifies such an event
to Mitigator. Mitigator operates purely in-device as
well. By changing device-side configurations or manipulating
the communication with the LTE network, Mitigator can
offset the negative effect caused by the Diameter attacks. D3
is robust, as it works even if the attacker is aware. It leverages
NAS messages, which are generated by the authentic MME or
device. They cannot be modified or controlled by the attacker.
Relationship with Infrastructure-centric Solutions Our
device-centric solutions are complementary to infrastructure-
centric ones. A device can report the situation to the network
after detecting the attacks, to further prevent the attacks. In
addition, infrastructure-centric solutions are good at detecting
any unauthorized Diameter message before the damage. D3
offers a solution that detects and mitigates the attacks after

they have impacted the victims.
In addition, detecting some Diameter attacks is only possible

on the device side. If the attacker is an operator shown in
§II, the attack messages will be considered legitimate by
the victim’s network, thus passing all infrastructure security
checks. For instance, a ULR attack message has the exact same
content as one in a legitimate roaming scenario. However, a
device-centric solution can detect such attacks by checking

whether the victim’s service is abnormally blocked. The soft-
ware solution does not need expensive infrastructure update,
and can be realized by software patches.

B. Device-Centric Detector

Although Diameter messages are exchanged within the core
network, a device can observe the resulting NAS message
exchange between the core network and itself. The key is
to establish the relationship between the attack Diameter
messages and the resulting NAS. We have seen hints from §III
that Diameter attacks need to communicate with the device in
a certain pattern. Our device-centric solutions also check the
difference between the NAS messages under Diameter attacks
and under normal conditions that could also trigger a loss of
service, such as bad signal.

To find evidence for Diameter attacks, a device needs
access to its NAS message exchange with the network. Mobile
networks have long been considered a closed community and
mobile devices have limited access to runtime operational logs.
Fortunately, device-centric solutions are no longer impossible
with the development of software tools that can extract mobile
chipsets information (such as [16]),

C. Device-Centric Mitigator

Since the Diameter attacks can be relaunched to be persis-
tent, the victim cannot completely eliminate the damage. One
immediate action is to notify the operator for attack prevention
(the operator can add filters on Diameter messages). However,
the user can also initiate device-side mitigation. It is run after
every time a Diameter attack is detected by Detector.

To design Mitigator, we first need to understand why
the Diameter attacks cause DoS damages. LTE stores a user’s
subscription (service access control, data rate, etc.) in HSS.
However, it creates a copy in MME to serve the user locally.
The Diameter attacks falsely notify MME or HSS that the
subscription (copy) is changed in the other component. The
distributed state design has made the DoS attacks possible, yet
it is challenging to roll out a new core network architecture.

Our mitigation solution provides a quick attempt to make
the state consistent without infrastructure update. The device
initiates several actions, which can force HSS and MME to
re-synchronize. We will elaborate on them in the next section.

V. D3 DESIGN DETAILS

We have shown the logistics to launch device-centric detec-
tion and mitigation. In this section, we demonstrate how each
attack is detected and mitigated by D3.

A. Detecting Diameter Attacks

1) Detecting IDR Attack: As we described in §III, regard-
less of the field used in IDR message, MME will detach
the device immediately. Ideally, a device-centric detection can
directly find out the detach is caused by the Diameter message
in the detach message from the network. Unfortunately, the
detach message only contains a flag of re-attach without any
specific reason. In all discussed IDR attacks, attach type is set
to no re-attach [4].
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Fig. 6: D3 detection procedure for each attack.

However, a detach request of type “no re-attach” itself is a
hint for a Diameter attack. In normal cases, e.g. bad signal or
network internal error, the user will not receive detach request
but instead either directly lose wireless connection with the
base station or implicitly released by the core network [4].

To further confirm the Diameter IDR attack, D3 actively
queries the network. D3 does so by forcing the device to re-
attach. Although the detach request suggests that the chipset
firmware should stay idle, we can still initiate it at the OS level
by toggling the airplane mode. The network will respond with
an attach reject message with an embedded PDN connectivity
reject, which specifies the exact cause [4]. The cause value
will be 0001000 for the ODB attack, 1110000 for the ARD
attack, and 0110110 for the APN attack. Unless a user requests
a subscription update, it is impossible that these three parts are
certainly changed in the MME. We can thus use this indicator
to confirm that the previous detach is caused by a Diameter
attack. The above detection procedure is shown in Figure 6(a).

This detection can be done in a very timely fashion: D3 only
needs to check the message exchange between network and
device to get the hint, which can be acquired from chipsets
within a negligible time. The overhead of observing the NAS
messages is minor, as LTE control message exchange is low-
frequency and low-volume.

2) Detecting PUR Attack: The first idea for device-centric
detection of PUR is to check the NAS messages received by
device side. However, the PUR attack only affects HSS without
explicitly notifying the user. To detect such PUR attack, D3
adopts an active approach.

The key to detecting this attack is to check if a user’s
incoming texting service is disabled. One possible way is to
set up a texting server which periodically sends messages to
users. D3 uses a yet simpler device-only way, where the device
periodically sends a text message to itself. According to the
standard, the messages still go through the identical procedure
of normal texts [15]. The outgoing texting is not affected,
while the incoming message can be used to indicate the PUR
flag status. If the user fails to receive the echoed message
while other services (e.g., data) are normal, D3 detects a PUR
attack. The procedure is shown in Figure 6(b).

The only overhead of detecting PUR attack is the periodic
text messages. The sending and receiving of texts are usu-
ally freely provided by LTE operators. Meanwhile, detecting
such attack can be done within a periodicity of sending text
messages, which can be configured by the user’s preference.

3) Detecting ULR/CLR Attacks: Both CLR and ULR at-
tacks will cause the victim’s detach from the network [13],
as confirmed in our implementation. The solution of D3 is
illustrated in Figure 6(c). It starts with detecting the detach
request and service loss, similar to IDR attacks. It is necessary
to distinguish the attacks from normal detach, such as change
of serving MME or subscription expiration.
D3 first checks the detach type in the NAS detach request

from the network. If it is “re-attach required”, the detach is
triggered by a valid reason and the chipset will handle it
according to standard. Otherwise, after receiving the detach
request, D3 immediately retries attaching to the network,
regardless of the “re-attach not required” detach request type.
If the user is under ULR/CLR attack, the attack message only
affects subscription at MME side, where the master copy at
HSS is intact. A re-attach can help the user regain the service.
Whereas in a normal case, the user will still fail to get service
in the attempt to re-attach.

B. Mitigating Diameter Attacks

Although a device can notify the core network for defending
the attacker, D3 proposes complimentary device-centric fixes
to mitigate the damage. Depending on the core network
implementation, the device itself can regain the denied service
without the infrastructure support. The goal of the mitigation,
as briefed in §IV-C, is to force the network to re-synchronize
the state among the core network components.

The main approach used by D3 to synchronize the state is
to toggle the airplane mode. This will force the user device to
disconnect from the network (if connected) and then resend
an attach request. This approach is guaranteed to work for
ULR/CLR attack, as MME after ULR/CLR completely deletes
user subscription. Therefore, when a user re-attaches to the
network, MME will send a new (and legitimate) ULR to the
HSS which will retrieve the correct subscription. With the
same procedure, PUR attack is also guaranteed to be fixed:
HSS will be notified who is the current MME that serves the
user. As a result, the purge flag is set to false.
D3 further considers scenarios where simple airplane mode

does not work: According to standard, MME implementation
can choose to cache the user subscription even after the
user detaches from the network [13]. In this case, the user
subscription at the MME side after Diameter attack could
persist for a predefined period. If the user re-attaches to the
network in this period, MME will not query the HSS for user
subscription synchronization.

Consequently, we devise optional mitigation for IDR at-
tacks. The first measure is to handover to another LTE cell.
This can be done by searching available cell list and then
locking the phone to another one by internal or 3rd party tools,
such as Network Signal Guru [17]. A new serving base station
might notify the MME to update the subscription. The second
available measure is to keep the device in airplane mode for
an extended period of time (e.g. a few minutes), during which
the MME subscription cache will expire.
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Fig. 7: Implementation of D3.

C. D3 Applicability to 5G and Other Diameter Attacks

We study whether D3 works for 5G. Operators are deploying
the first phase of 5G, known as 5G Non-Standalone (NSA). 5G
NSA reuses the 4G core network, which means that the same
Diameter attacks described in this paper will still threaten 5G
NSA. Consequently, D3 is still applicable.

The next stage 5G Standalone (SA) will adopt a new core
design [18]. 5G SA employs network functions (NF) for
different functionalities. New security measures are introduced
to protect communications among NFs, including OAuth2.0,
Security Edge Protection Proxy [19], to name a few. It also
replaces Diameter with more secure HTTP/2 to carry signaling
[19]. However, NFs from the same community can still bypass
the security measures without checking content [20], similar
to 4G. Therefore, a trusted but compromised NF from another
operator can still launch DoS attacks.

We can adapt D3 to detect similar threats in 5G. Even
with its new architecture and security techniques, 5G mostly
inherits NAS from LTE [21]. Moreover, D3 can mitigate the
attacks with minor changes, e.g. handover to another 5G small
cell instead of a 4G cell for state re-synchronization.

VI. D3 IMPLEMENTATION

Figure 7 outlines our implementation of device-centric so-
lution D3. We implement it as an Android application on mo-
bile devices. Diameter Analyzer runs in the background
and collects mobile network logs from MobileInsight online
monitor [16]. MobileInsight is an open-source software that
can expose real-time cellular information from chipset. When
the device loses service, Diameter Analyzer extracts
the collected NAS messages and analyzes them. Meanwhile,
Texting Controller regularly sends text messages with
Android’s SmsManager API for detecting PUR attack.

When an attack is detected, Diameter Analyzer
or Texting Controller calls the Mitigation
Manager, which uses the Android Settings Module and
broadcast services to toggle the airplane mode. If it is not
sufficient, D3 sends a toast notification and prompts the user
to lock band with internal system tools.

VII. EVALUATION

A. Effectiveness of D3 Detection and Mitigation

In this section, we verify the D3’s ability to detect the
launched attacks and mitigate them. The implementation is
mainly tested on a Google Pixel XL phone device. In our
experiments, Diameter attacks can be perfectly detected and
D3 can fully eliminate the damage caused by the attack.

Attack Name IDR PUR ULR/CLR
Precision (%) 100 N/A 100

Recall (%) 100 N/A 100
Detection + Mitigation (s) 1.0 6.1 1.1

CPU Usage (%) 42.0!46.9 (+4.9)
Memory Usage (%) 47.0!48.0 (+1.0)

TABLE II: Precision, recall, and overhead of D3.

For Diameter IDR and ULR/CLR, D3 will first get notified
that the device loses the network connection. For detecting
IDR, D3 checks the detach NAS message, as shown in
Figure 8(a). It can quickly send another attach request message
to the network, which is rejected, shown in Figure 8(b). A PDN
connectivity reject is embedded in the attach reject message
and its cause code helps us determine the Diameter attack type
(Figure 8(c)). Meanwhile for ULR/CLR attacks, the device’s
attach request is accepted and consequently mitigates the
attack. We show that D3 can detect the attack and recover the
download speed to its initial level in a run of fixing IDR attack
in Figure 9. The mitigation works similarly for recovering
Diameter ULR/CLR. D3 is effective in all 20 attempts of
Diameter IDR and ULR/CLR attacks in our experiments.

For PUR attacks, since no open-source core network sup-
ports circuit-switched Telecom services including call and text
messaging, we emulate the detection as follows: Instead of
exchanging text messages with the core network, the phone
sets up a TCP connection with the server and periodically
sends packets to it. The server plays the role of service center
for text messages. If the user’s purge flag is set off, the server
will respond with a TCP packet. Otherwise, it ignores the
packet, which emulates the behavior where the core network
delays the delivery of an incoming text message when the
purge flag is set on. The detection also achieves a 100%
success rate for all 20 attempts. By initiating a re-attach, device
can quickly mitigate the problem.

We provide some further insights on why D3 can fully
negate the impact caused by Diameter attacks in our testbed.
We discussed in §V-B that the effectiveness of D3 mitigation
depends on the period that MME keeps the copy of the
user subscription. In our testbed, Magma deletes the user
subscription immediately after a user detaches. Therefore, the
designed re-attach will force the MME to retrieve a correct
copy for this user, which results in a full recovery from the
Diameter attacks. In an operational implementation, D3 might
need to switch to another base station for full mitigation.

B. Accuracy, Promptness, and Overhead

We evaluate the accuracy and efficiency of D3. We mix
the Diameter attacks with other operations that can cause the
same damages and check if they can be distinguished by D3.
Recall that the results of both the Diameter IDR and ULR/CLR
attacks are complete loss of service. Therefore, we manually
create three other scenarios where the device is completely
disconnected from the network: bad signal, network internal
error, and device error. Bad signal is performed by moving
device out of the testbed coverage. Network internal error
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Fig. 9: Download throughput drops to 0 after Diameter

attacks but recovers after D3 mitigation.

is raised by inserting segfault to Magma at runtime. Device
error is realized by sending signals to change APN setting
that disables LTE services at the device side. Our experiment
randomly injects Diameter IDR attack, Diameter ULR/CLR
attack, or one of the three scenarios and repeats 100 times.

Our experiment shows that, D3 can detect the attacks with
perfect precision (Table II). No false positive is found as
different scenarios yield different message exchange results
(discussed in §V). Nevertheless, it is possible that rare cases
exist that can cause false positives. However, D3 does not
incur much extra cost even it mis-classifies another scenario
as Diameter attack. We also measure recall, which represents
the fraction of the detected attacks among the launched attacks.
D3 detects all attack attempts and achieves a recall of 1.

Since there is no other known case where voice and texting
are disabled while data is still available, we did not evaluate
PUR’s precision and recall. However, similar to IDR and
ULR/CLR, D3 will not cause any negative impact even if the
normal operation is mis-classified as Diameter PUR attack.
D3 can detect and mitigate Diameter attacks promptly.

Table II records the latency of detecting and mitigating such
attacks. Since part of the mitigation is already done during
detection, we record their total latency. It takes 1.0s, 6.1s, and

1.1s on average to detect and mitigate Diameter IDR, PUR,
and ULR/CLR attacks. The major latency sources come from
message analysis, airplane toggling, and network re-attach.
Detecting and mitigating PUR attacks take longer time because
the device relies on periodic messages to confirm the attack,
which can be reduced if the periodicity is configured to a small
value (10s in our testbed).
D3 incurs marginal overhead. We measure its overhead

using Android CPU and Memory monitors [22, 23]. The
results are concluded in Table II. D3 consumes <5% extra
CPU usage, while the memory usage is barely increased. This
is because D3 only monitors the LTE NAS messages, which
is lightweight for modern Android phone devices.

VIII. RELATED WORK

Studies on Diameter attacks highlight vulnerabilities and at-
tack practice [2, 3, 24, 25]. Various other security vulnerabili-
ties in cellular core network are exposed to cause DoS [26, 27],
service downgrade [28], and privacy leakage [27, 29]. They
only propose costly infrastructure-side countermeasures by
adding new functions, such as IP filtering or firewalls [30, 31].
These solutions cannot defend against our threat model where
the attacker forges a message from another operator, and they
suffer from high overhead [2, 3]. Meanwhile, [32] proposes
detection of SS7 attack at device side but still requires network
assistance. D3 provides a lightweight device-centric solution
which can detect and mitigate the attacks. [33, 34] propose
device-centric security solutions, but focus on control-plane
and caller-ID spoofing, respectively. D3 instead leverages the
messages to detect the attacks targeting mobile core network
signaling and propose countermeasures.

IX. CONCLUSION

We present the design, implementation, and evaluation of
D3, a device-centric solution to defend against Diameter
attacks in mobile networks. Instead of traditional operator-led
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solutions, D3 takes a fresh view. It infers and mitigates the
user DoS caused by spoofed Diameter messages by in-device
analysis of message exchange, without any additional infras-
tructure support. We prove the effectiveness and efficiency of
this approach in an LTE standard-compliant testbed.

The solution idea of D3 can be applied to a broader context.
Since the industry is under transition to the 5G, many new
attacks that target user service will surface. While D3 only
offers a showcase example that covers 6 attacks, the device-
centric approach can be further leveraged. By exploiting in-
depth analysis and domain knowledge, we can potentially
adapt D3 to defend against new Diameter attacks or other
threats. More community efforts are thus needed to work on
this promising yet essential direction.
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