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Abstract: Biofilm formation on surfaces via microbial colonization causes infections and has become
a major health issue globally. The biofilm lifestyle provides resistance to environmental stresses
and antimicrobial therapies. Biofilms can cause several chronic conditions, and effective treatment
has become a challenge due to increased antimicrobial resistance. Antibiotics available for treating
biofilm-associated infections are generally not very effective and require high doses that may cause
toxicity in the host. Therefore, it is essential to study and develop efficient anti-biofilm strategies
that can significantly reduce the rate of biofilm-associated healthcare problems. In this context, some
effective combating strategies with potential anti-biofilm agents, including plant extracts, peptides,
enzymes, lantibiotics, chelating agents, biosurfactants, polysaccharides, organic, inorganic, and metal
nanoparticles, etc., have been reviewed to overcome biofilm-associated healthcare problems. From
their extensive literature survey, it can be concluded that these molecules with considerable structural
alterations might be applied to the treatment of biofilm-associated infections, by evaluating their
significant delivery to the target site of the host. To design effective anti-biofilm molecules, it must be
assured that the minimum inhibitory concentrations of these anti-biofilm compounds can eradicate
biofilm-associated infections without causing toxic effects at a significant rate.

Keywords: biofilms; antibiotic resistance; combating strategies; antibiofilm agents; natural products;
antibodies; nanomaterials

1. Introduction

Biofilms are referred to as the complex and sessile communities of microorganisms
in aggregate forms either adhered to any surface or concealed in an extracellular ma-
trix [1]. Complex aggregates of microbes in the form of biofilms enable them to tolerate
harsh environmental conditions such as desiccation and starvation [2]. Consequently, it
is believed to be the emerging root of different nosocomial infections in patients with
immunodeficiency [3]. Medical treatment devices such as contact lenses, catheters, pros-
thetic heart-valves, cardiac pacemakers, dentures, and joint prosthesis may provide the
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desired surfaces for biofilm formation. Approximately 50% of the nosocomial infections
reported in immunodeficient patients are caused by biofilms [4,5]. In the case of implants, a
considerable rise in biofilm development has been observed [6]. In some cases, antibiotics
such as colistin, imipenem, and many others can mitigate. However, they cannot eradicate
the whole biofilm with low concentration, and an increase in concentration can cause
severe side effects and toxicity [7,8]. The higher concentrations of minimum bactericidal
concentration (MBC) and minimum inhibitory concentration (MIC) of antibiotics required
for the microbial cells of biofilms make the treatment less effective [9].

Furthermore, biofilms shield the invading bacterial cells against the host’s immune
system by the weakened phagocytic activity and the complement system [10,11] or by
making them more resistant to conventionally used antibiotics [12–14]. Several factors
are known to be responsible for resistance development, such as structure and nature of
biofilm, oxygen and nutrient accessibility, metabolic state, inherent and acquired microbial
resistance, etc. Literature has shown that the mucoid nature of Pseudomonas aeruginosa
biofilm made it highly resistant to tobramycin [15]. Cells growing slowly with depleted
nutrients such as the stationary phase cells are also insensitive to certain antibiotics, while
actively growing or dividing cells can be sensitive to antibiotics such as β-lactams [16,17].

Walters et al. showed that limited oxygen can influence the antibiotic resistance
in P. aeruginosa, and reported that the antibiotic was effective only in the oxygenated
portion of the biofilm (within 50–90 µm) of the air–biofilm interface [18]. Furthermore,
studies indicated that when the bacterial cells building the biofilms are exposed to high
concentrations of antibiotics, they can experience a higher mutation rate than planktonic
bacteria with a 10-fold escalation in plasmid-mediated resistance [19]. Some mucoid
biofilms do not directly adhere to the surface; instead, they form aggregates by attaching
or remaining attached to neighboring microbes inside a biologically produced polymeric
matrix. This has been observed in cystic fibrosis patients, where mucoid biofilms were
found not attached to the lung tissue [20]. These and other findings demonstrated that
surface-adhered and non-surface-attached microbial communities or aggregates can have
similar tolerances against polymorphonuclear leukocytes and certain antibiotics. These
bacterial aggregates have been known to cause wound, middle ear, and different chronic
infections [21–23]. Recently, Wu et al. published a study on biofilm combating strategies
such as by replacing the infected implants and by removing the infected foreign bodies
(e.g., stents), cyclic di-GMP modification, and quorum sensing (QS) inhibition [4]. There is
an ongoing concerted effort to develop new anti-biofilm compounds and effective drugs
for combating biofilms and their associated infections. This review mainly focuses on
established biofilm inhibition targets and effective combating strategies.

2. Biofilm Formation

The biofilm formation and development process include five distinct phases (Figure 1).
The initial step involves the microbial cells surface adhesion, followed by the growth
and formation of mature biofilms [24]. Many factors, such as sedimentation, Van der
Waals forces, hydrodynamic forces, Brownian movements, and electrostatic or hydrophobic
interactions, mediate bacterial deposition [25]. Biofilm formation involves some surface-
linked proteins such as protein A [26], SasG [27,28], fibronectin-binding protein [29], biofilm-
associated protein (BAP) [30,31], and OmpA are involved in this initial phase of biofilm
development. Some microbial species cannot adhere directly to a surface, but they can bind
to cells or a matrix already present. Microbial cells in biofilms are ultimately encased in
an extracellular matrix, a variable mixture of biomolecules such as nucleic acids, proteins,
lipids, and polysaccharides [32]. Biofilm formation and maturation can be affected by QS, a
cell–cell communication mechanism promoted via small signaling molecules [33].
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Figure 1. Phases of biofilm formation.

The extracellular biofilm matrix protects the bacterial cells against external stress con-
ditions but does not necessarily create a physical barrier for antimicrobials. The dispersion
of biofilm cells can be induced chemically or through mechanical stresses. Anderl et al.
demonstrated that ampicillin was able to infiltrate the β-lactamase deficient biofilm of
Klebsiella pneumoniae strain while ampicillin was unable to penetrate the β-lactamase owing
wild type strain of K. pneumoniae, but in the latter case, it was demonstrated that ampicillin
was degraded before penetration could occur into the biofilm [34].

3. Biofilm Combating Strategies

The lack of effectiveness of conventional therapeutics indicates that biofilm treat-
ment requires additional improvements [35]. Hence, novel strategies are needed to com-
bat biofilm-associated challenges such as resistance to different antibiotics and strong
pathogenicity. Foreign bodies, such as implants, are a major factor in developing biofilm-
associated infections [36]. Removal or replacement of infected implants or contaminated
medical equipment and effective antibiotics seem crucial for treating biofilm-linked infec-
tions. The use of long-term antibiotic administration is recommended to prevent biofilm
growth if removal or replacement is not possible [37]. Previous studies indicated that
the treatment of mature biofilms is often not effective as compared to the treatment of
premature biofilms. However, inefficient diagnostic approaches for premature biofilms
have allowed the development of certain clinical conditions by forming mature biofilms
inside the body [38].

Antibiotics for treating biofilms should be chosen based on their penetration ability and
sensitivity toward the biofilm matrix [4]. Previous studies have indicated that planktonic
cells are not much resistant to antibiotics than biofilm bacteria [39]. A combination of
different antimicrobials with different modes of action is beneficial, for instance, one
agent being efficacious against growing microbial cells and other agents against dormant
cells [40]. Hence, it suggests applying combinatorial therapy with significant efficacy
instead of mono-therapeutic antibiotic treatment. Furthermore, combinatorial therapy also
needs an adequate dispensation of antibiotics with proper dosage and time.

More recently, the development of strategies to prevent biofilm development has
emerged as an area of interest [41,42]. Polyethylene glycol (PEG), a polymeric hydrophilic
coating, is an example of an antimicrobial or antifouling surface that decreases microbial
attachment [41,43]. Disinfectant- or antibiotic-impregnation is often required to develop
antimicrobial or antifouling surfaces such as polyurethane polymers [43,44]. Nanoparticle
(NP) coatings such as silver NPs with antioxidant and antibacterial properties can also be
applied to prevent biofilm developments [45,46]. However, surface coatings face challenges
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due to erosion or leaching, which might allow for successful cell attachment, survival, and
biofilm development.

Developing significant anti-biofilm compounds or biofilm dispersal methods is another
emerging strategy to control or destroy potentially harmful biofilms [47]. Several molecules
can be used as anti-biofilm agents, these include peptides, enzymes, polyphenols, certain
antibiotics, etc. [48]. Some of these anti-biofilm agents impede Gram-positive and negative
bacterial signaling pathways; some anti-biofilm agents, along with susceptible microbes,
are listed in Table 1.

Table 1. Some anti-biofilm compounds, their source, and a list of bacteria for which these compounds
have demonstrated treatment efficacy.

Antibiofilm Molecule Source of Molecule Susceptible Microorganism References

Antibiotics and
Lantibiotics

Epidermin Staphylococcus epidermidis
(Tu3298) Lactococcus lactis

[49–52]

Gallidermin Staphylococcus gallinarum
(Tu3928)

S. epidermidis
S. aureus

Nisin L. lactis S. aureus
S. epidermidis

Polymyxin B Paenibacillus polymyxa
Escherichia coli

S. aureus
P. aeruginosa

Polymyxin E
(Colistin) P. polymyxa Stenotrophomonas maltophilia

Subtilin Bacillus subtilis (ATCC6633) L. lactis

Biosurfactant Sophorolipid Produced on microbial cells S. aureus, B. subtilis
Cupriavidus necator [53]

Chelating agents

Disodium-EDTA,
Sodium citrate,
Tetrasodium

EDTA

- P. aeruginosa
Staphylococcus species [54]

Enzymes

Deoxyribo-
nuclease I,
Glycoside
hydrolase

- Staphylococcus
Enterococcus [47,54]

Naturally derived
and some other

molecules

Allium sativum Extract P. aeruginosa [55]

Azadirachta indica Plant extract Mycobacterium smegmatis [56]

Berberine
Berberis aquifolium,

B. vulgaris,
B. aristata

K. pneumoniae [57]

Capparis spinosa Caper bush extract
Proteus mirabilis,

P. aeruginosa, E. coli,
Serratia marcescens

[58]

Casbane
diterpene Croton nepetaefolius extract

P. aeruginosa,
P. fluorescence,

S. aureus, E. coli,
K. pneumoniae,

K. oxytoca,
S. epidermidis,

Candida albicans,
C. tropicalis,
C. glabrata

[59]

Curcumin Curcuma longa K. pneumoniae [57]
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Table 1. Cont.

Antibiofilm Molecule Source of Molecule Susceptible Microorganism References

Naturally derived
and some other

molecules

Ellagic acid Camellia sinesis Streptococcus dysgalactiae [60]

Epigallocatechin
gallate (EGCG) Camellia sinesis (Green tea)

Acinetobacter baumannii,
S. aureus, E. coli

P. aeruginosa
[51]

Esculetin
Alchemilla speciose,

Santolina oblongifolia,
Tagetes lucida

S. aureus [60]

Eugenol Ocimum plants, Syzigium
aromaticum

K. pneumoniae,
Streptococcus mutans [57,61]

Fiestin

Allium cepa,
Cucumis sativus,

Fragaria ananassa,
Malus domestica,

Solanum lycopersicum,
Vitis vinifera

S. aureus,
S. dysgalactiae [60]

Quercetin Usnea longissimi P. aeruginosa,
K. pneumoniae [62]

Reserpine Rauwolfia vomitoria,
R. serpentine K. pneumoniae [57]

Synthetic
halogenated

furanone (F-56)
Derived from natural furanone P. aeruginosa,

Serratia liquifaciens [63]

Usnic acid Secondary lichen metabolite C. albicans,
S. aureus [64,65]

Peptides

Antimicrobial
peptide (AMP,

LL-37)

Human cationic host defense
peptide

E. coli, S. aureus,
P. aeruginosa

[52,54,66–72]

Buforin-II
Derived from stomach tissue

(Buforin-I) of Bufobufo
gargarizans

Gram-negative bacteria
Indolocidin

Isolated from bovine
neutrophil-cytoplasmic

granules

Lytic peptide
(PTP-7)

Synthetic analog from
Gaegurin 5

PMAP-23 Cathelicdin

PR-39 Pig’s small intestine

Sushi peptide Factor C (sushi-3)

Microcin-B17
E. coli

(Post-translationally modified
peptide)

E. coli

Peptide 1018 -

A. baumannii,
B. cenocepacia,

E. coli, S. aureus,
P. aeruginosa,

S. typhimurium

[70]
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Table 1. Cont.

Antibiofilm Molecule Source of Molecule Susceptible Microorganism References

Polysaccharides

CFT073 Group-II
Capsular

Polysaccharide
E. coli

E. coli, S. aureus,
K. pneumoniae,
P. aeruginosa

[73–75]Pel
Polysaccharide,

Psl
Polysaccharide

P. aeruginosa S. aureus

Metallic
nanocomposites Zn-CuO Chemical synthesis P. aeruginosa,

S. epidermidis [76]

Inorganic NPs Ag NPs
Au NPs

Chemical synthesis
Capsicum annuum

S. aureus,
P. aeruginosa [77,78]

Organic NPs

Quaternary
ammonium

chitosan NPs,
PEG stabilized

lipid NPs

Chemical synthesis Candida albicans [79]

4. Mechanism of Action of Different Anti-Biofilm Agents

Anti-biofilm agents belonging to various active molecules can cause biofilm inhibition
and degradation. Several agents have been known to have anti-biofilm activity, includ-
ing some natural products, synthetic compounds, enzymes, peptides, chelating agents,
polyphenols, and some antibiotics. These anti-biofilm agents have different modes of action
against various bacteria to inhibit biofilm development, as tabulated in Table 2.

Table 2. Modes of actions followed by several anti-biofilms.

Serial. No. Mode of Action Associated Agents References

1 AHL-mediated QS inhibition Halogenated furanones, Flavonoids (quercetin) [80,81]

2 Membrane permeabilization or potential
alteration

Lytic peptides (PTP-7), Lantibiotics (gallidermin,
nisin), Biosurfactants (sophorolipids), Organic

NPs (e.g., Quaternary ammonium chitosan NPs,
PEG stabilized lipid NPs)

[79,82–84]

3 Peptidoglycan cleavage Epigallocatechin gallate (EGCG), Tannic acid,
Endolysins [85,86]

4 Inhibition of bacterial cell division and their
survival Microcin-B17, Pyrrhocoricin [87,88]

5 Bacterial inhibition via biofilm disassembly
Extracellular proteases (Esp, sarA, sigB),

D-tyrosine, Nucleases, Anti-amyloids, A cyclic
auto inducing peptide (AIP), Ethyl pyruvate

[89–91]

6 Biofilm inhibition via polysaccharides Pel and Psl, PAM galactan, ESP-273, K2
Polysaccharides [73,92–94]

7 Bacterial stringent response inhibition Peptide-1018, Peptide-1038 [70,95]

8 Cyclic di-GMP System signaling inhibition LP-1062, LP-3134, LP-3145, LP-4010 [4]

9 Enzymatic dispersal of the extracellular
polysaccharide substance (EPS) of matrix biofilm

Dispersin-B, DNase-I, Inorganic NPs (e.g., Ag
NPs, Au NPs) [77,78,96]

10 Lipopolysaccharide disassembly or
neutralization Polymyxin-B and E, Lytic peptide, Gramicidin-S [97]
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4.1. AHL-Mediated QS Inhibition

Quorum sensing (QS) is a system of communication between bacterial cells, through
the activation of specific signals, with the main purpose of facilitating the adaptation of
bacteria to the adverse environmental conditions, including bacterial population densities.
This process involves synthesizing, sensing and reacting to extracellular chemical signaling
molecules, so-called autoinducers (AIs). Gram-negative bacteria communicate using AIs,
most commonly acyl-homoserine lactones (AHLs) or other small molecules.

Nowadays, considerable effort is focused on developing new chemical strategies to
disrupt these signals and mitigate quorum sensing controlled responses for biofilm control.
In this regard, the most promising developed anti-biofilm chemical structures include
N-acyl homoserine lactones (AHL) (Figure 2a), triazole dihydro furanone (Figure 2b),
synthetic halogenated furanone (Figure 2c), EGCG (Figure 2d), and ellagic acid (Figure 2e),
respectively. Many N-acyl homoserine lactones (AHL) analogs have been prepared by
altering the lactone ring or the acyl side chain [98–103], and a few AHL analogs have been
developed by modifying amide moieties [104–106]. Several AHLs were observed to disrupt
biofilm formation. Cyclohexanone or cyclopentyl replacement to the lactone moiety of the
native AHL molecules has shown a significant biofilm inhibitory effect against P. aeruginosa
and S. marcescens [107,108]. AHL analog, in which the amide moiety was altered by triazole
dihydro furanone, exhibited biofilm inhibitory as well as biofilm eliminating activity
against P. aeruginosa and Burkholderia cenocepacia [106]. AHL analogs with phenoxyacetyl
and phenylpropionyl homoserine lactones (aromatic groups) replacements on the acyl side
chain showed inhibition of P. aeruginosa biofilm development [100,109].

Figure 2. Chemical structures of some anti-biofilm compounds that inhibit AHL-mediated QS.
(a) AHL, (b) triazole dihydro furanone, (c) synthetic halogenated furanone, (d) EGCG, (e) ellagic
acid.

Apart from AHL-resembling compounds, numerous other compounds have shown
blocking of AHL-mediated QS, resulting in biofilm disruption. Some of these compounds
are produced naturally, including dihydroxybergamottin and bergamottin from plant
extracts (e.g., grapefruit juice), which have affected P. aeruginosa biofilm formation by
inhibiting AHL-mediated QS [110,111]. AHL-dependent QS is known to be responsible for
regulating several virulence factors in Gram-negative bacteria such as bacterial attachment,
biofilm development, pigment production, and exoenzyme secretion [112,113]. Particularly,
Gram-negative bacteria use AHL as signaling molecules (Figure 3) in the QS process to
manage population density and swarming motility of bacteria. These molecules vary
based on acyl side chain substitutions and length and are produced by an enzyme LuxI-
type synthase [63]. Above specific concentrations, targeted gene expression is regulated
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by the binding of signaling molecules to cognate LuxR-type (transcriptional activator
protein) [114,115].

Figure 3. QS in Gram-negative bacteria; some bacteria can secrete AHL that enters neighboring cells
and induce the QS-mediated formation of virulence factors and biofilm development.

Natural furanone is isolated from an Australian macroalga called Delisea pulchra and
is used to produce a synthetically halogenated furanone compound [116]. Halogenated
furanones can impede bacterial swarming and signaling processes by interrupting the
interaction between AHL molecules and putative-regulatory proteins through competitive
receptor binding [116]. The furanones has inhibitory properties on aggregation characteris-
tics of ecologically relevant bacterial strains with relevant concentrations surface.

The literature describes that the furanones particularly target the rhl system, which
incorporates in QS and penetrates the P. aeruginosa biofilm matrix, thus disturbing the gene
expression associated with QS mediated biofilm maturity. Furanones work by altering the
biofilm structure facilitating the detachment of bacteria resulting in the loss of bacterial
biomass from the substratum [63]. Furanones have been demonstrated experimentally to
have several functions, such as suppression of AHL-dependent bioluminescence expression,
inhibition of AHL-directed generation of virulence factors, and QS led to luminescence
inhibition [63,117–119]. Certain polyphenols (such as ellagic acid, EGCG, and tannic acid)
have similar biofilm inhibition mechanisms. However, they require higher concentrations
than furanones to achieve similar effects [120].

A flavonoid compound, quercetin (Figure 4a), also affects QS and acts as an antibiofilm
molecule against S. aureus via inhibiting alginate production resulting in decreased attach-
ment in biofilm formation. It is also responsible for reducing exopolysaccharide production
(EPS), which is required for bacterial attachment and biofilm formation [121]. In addition
to quercetin, two other synthetic flavonoids are also recognized as anti-biofilm agents by
dispersing cells of S. aureus [122]. A phytochemical, curcumin (Figure 4b), isolated from
Curcuma longa, manifests potential anti-biofilm activity by influencing the gene expression
involved in the QS process and thus the development of virulence factors such as swarming
movement and the production of alginate [123].
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Figure 4. Chemical structures of some anti-biofilm compounds that inhibit AHL-mediated
QS. (a) quercetin, (b) curcumin, (c) allicin, (d) ajoene, (e) baicalin hydrate.

Extracts of Allium sativum (garlic) and different Penicillium species have some com-
ponents that can inhibit QS [124]. Patulin and penicillanic acid extracted from Penicil-
lium species responsible for QS inhibition were found using mass spectrometry and chro-
matography techniques [125]. Allicin and ajoene (a cyclic thioacetal and cyclic disulfide)
(Figure 4c,d) extracted from garlic were also found to be QS inhibiting compounds [126].
Garlic extracts and patulin escalated P. aeruginosa biofilm susceptibility towards the an-
tibiotic tobramycin, resulting in magnified P. aeruginosa biofilms clearance in an in vivo
pulmonary infected model [124,127,128]. Moreover, various phenolic compounds, includ-
ing epigallocatechin and baicalin hydrate (Figure 4e), occluded AHL-mediated QS [120,129].
Furthermore, these compounds exhibited no effect on microbial adhesion but disrupted
biofilm development of P. aeruginosa, Burkholderia multivorans, and B. cenocepacia at upcom-
ing stages of biofilm expansion and its maturation [120,130].

4.2. Membrane Permeabilization or Potential Alteration

The alteration of bacterial membrane permeability results in pore formation and
destruction of the cytoplasmic membrane. Antimicrobial peptides (AMPs) disrupt bac-
terial membranes via three possible mechanisms: (i) pore-induced barrel-stave pathway,
(ii) toroidal pathway, or (iii) carpet (non-pore) mode (Figure 5) [131]. The lantibiotics are
ring-structured peptide antibiotics containing thioether amino acids (methyllanthionine
or lanthionine) or unsaturated amino acids (2-amino isobutyric acids or dehydro-alanine).
These peptides are produced and post-translationally modified, and inhibit bacteria by
disrupting their membranes, consequently inhibiting enzyme production [132]. Subtilin,
a significant (pore-forming) lantibiotic produced from a Gram-positive bacteria B. sub-
tilis (ATCC 6633 strain), induces the dissipation of transmembrane electrostatic-potential
releasing cytoplasmic solutes from B. subtilis and Staphylococcus simulans membrane vesi-
cles [49]. Nisin, the most popular lantibiotic and structurally similar to subtilin, inhibits the
biosynthesis of the cell wall by complexing with lipid-I and lipid-II [133,134]. Nisin can
permeabilize the cytoplasmic membrane via ephemeral pore-formation [132].
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Figure 5. Mechanism of action of AMPs on the membrane system of Gram-negative and Gram-
positive bacteria. In Gram-negative bacteria, the AMP outreach the cytoplasmic membrane via
permeabilizing the outer membrane, while in Gram-positive bacteria, the AMP directly disperses
through nano ranged pores of the peptidoglycan layer. After binding to the inner membrane, APMs
can create three types of pores (barrel-stave pore, toroidal pore, or carpet model). Adapted from
Jianguo et al. 2017, [131].

Gallidermin and epidermin interfere with the biosynthesis of lipid-II, interact with
lipid-I and II, and with their intermediates. Gallidermin significantly inhibits Staphylococ-
cal biofilm formation by repression of atl (autolysin) and ica (inter-cellular adhesin) genes
known to be involved in the formation of biofilms [50]. However, the antibiofilm activity of
gallidermin was significantly decreased in mature biofilms (24 h–5 days old) [50].

Biosurfactants (BSs), also called microbial surfactants, are amphipathic (and surface-
active) molecules formed by microorganisms, exhibit antimicrobial activity, and inhibit
surface adhesion of bacterial cells, causing biofilm disruption. The potential antimicrobial,
anti-adhesive, and dynamically active dispersal properties of biosurfactants made them
promising antibiofilm compounds for biofilm eradication. Some effective biosurfactants
are listed in Table 3. Sophorolipid BSs increase membrane permeability and disrupt the
biofilm development of B. subtilis, E. coli, and P. aeruginosa in combination with caprylic
acid [53]. Lactobacillus casei-produced BSs inhibited the biofilm formation of S. aureus [135].
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Table 3. Biosurfactants inhibiting biofilm formation.

Biosurfactant Source Effective Against References

Coryxin Corynebacterium xerosis
S. mutans, E. coli, S. aureus

and
P. aeruginosa

[136]

Pontifactin Pontibacter korlensis
S. aureus, V. cholera,

Salmonella typhi and B.
subtilis

[137]

Rhamnolipid Burkholderia thailandensis,
P. aeruginosa

Neisseria mucosa,
Streptococcus orails,

Streptococcus sanguinis,
Actinomyces naeslundii

[138,139]

Sophorolipid Candida bombicola S. aureus and B. subtilis [53]

Surfactin, iturin,
and fengycin B. subtilis Biofilm formation of

uropathogenic bacteria [140]

NS Acinetobacter indicus Treatment of seven days
old biofilms [141]

NS Lactobacillus gasseri and
Lactobacillus jenesenii

E. coli, Enterobacter
aerogenes, Staphylococcus

and Saprophyticus
[142]

NS-Not specified.

4.3. Peptidoglycan Cleavage

The peptidoglycan layer, located in the cell walls of many bacteria, is formed from
amino acids and sugars. The cleavage of peptidoglycan is also known to inhibit biofilm
formation [143]. The peptidoglycan cleavage inhibits biofilm formation in several ways:
it causes a change in protein composition, the amount of teichoic acid in the bacterial
cell wall and can result in the release of signaling molecules modulating biofilm gene
expression [143]. A peculiar group of peptidoglycan hydrolases encoded by bacteriophages
is referred to as endolysin [86]. They are often species-specific, bind to the bacterial cell
wall, and digest it, resulting in hypotonic cell lysis and bacterial cell death leading to
progeny bacteriophage release [144]. Endolysin can work on multidrug-resistant strains,
e.g., PlyC (specific Streptococcal bacteriophage) endolysin disrupts in vitro biofilms. Design-
ing a bacteriophage-based treatment requires in-depth information of the infection-causing
bacteria to properly design bacteriophages [145–148]. A polyphenol molecule, epigallocate-
chin gallate, binds with peptidoglycan and causes damage to bacterial cell walls leading
to bacterial inhibition, which ultimately interferes with the primary or docking stage of
biofilm formation [149–151].

The tannic acid (a polyphenolic compound) can inhibit the biofilm formation of S.
aureus without inhibiting bacterial growth [85]. The mode of action of tannic acid depends
upon the putative lytic transglycosylase (an immune-dominant Staphylococcal Antigen-A,
IsaA), which causes peptidoglycan cleavage [152]. The transglycosylase acts like a lysozyme
enzyme that induces the b-1,4 glycosidic bond cleavage between the N-acetyl glucosamine
(NAG) and N-acetyl muramic acid (NAM) [153]. Tannic acid can inhibit biofilm formation
by elevating the IsaA extracellular level [85].

4.4. Inhibition of Bacterial Cell Division

Cell division of bacteria is a vital process for the growth of bacterial biofilms. Cyto-
plasmic proteins play a part in cell division and further their survival. Few peptides having
antimicrobial activity inhibit cytoplasmic proteins by penetrating the bacterial cytosol via a
flip-flop of phospholipids or forming channels in an outer membrane. Some proline-rich
antimicrobial peptides (AMPs) such as drosocin, pyrrhocoricin, and apidaecin have the
potential to bind with a heat shock protein of bacteria (DnaK), impeding the initiation of
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cDNA (chromosomal DNA) replication [87,154]. They can also interfere with DnaJ (heat
shock protein) and DnaK interactions causing bacterial death. AMPs with abundant proline
can enter bacterial cells and bind to the ribosome tunnel, consequently interfering with
protein synthesis [155].

4.5. Biofilm Dispersion

Biofilm disassembly is based on a series of steps that cause alteration in cellular
physiology and extracellular matrix deterioration [91]. Most bacterial species can produce
surfactants or extracellular enzymes that can degrade or solubilize the biofilm matrix [156].
If the matrix is removed, bacterial cells become separated from the biofilm and are released
into the environment. Several biofilm matrix-degrading compounds, such as DNases,
proteases, and surfactants, can mediate the active dispersion of biofilms [157].

In various bacteria, an accessory gene regulation (AGR) setup is present that controls
the production of matrix deteriorating enzymes [158]. Auto-inducing peptide (AIP) has
been demonstrated to mediate the AGR setup. Even at low (nanomolar) concentrations,
AIP can activate a two-component signal transduction cascade system, which results in
the production of virulence factors [159]. Several toxins (called phenol-soluble modulins)
and some proteases are found in the extracellular proteome of the AGR setup [160]. AGR
activation inhibits the maturation of biofilms [24]. The generation of extracellular proteases
has also been linked to the disassembly of biofilms [160–162]. During the disassembly
of biofilms, nuclease (effective DNase is also known as micrococcal nuclease and ther-
monuclease) works as an endogenous mediator that helps in bacterial cell separation from
biofilm [163]. Restriction enzymes and DNases have been documented to cause biofilms
dispersion [164]. Two bioactive molecules, parthenolide (sesquiterpene lactone) and AA-
861 (a benzoquinone derivative), showed a significant inhibitory role against Bacillus cereus,
E. coli, and B. subtilis biofilms by intervening with TasA polymerization into amyloid-like
fibers [165].

Enterobacteriaceae species such as E. coli develop functional bacterial amyloids termed
curli, involved in biofilm formation [166]. Curli accelerates the cell-cell or cell-surface
contact to mediate the biofilm assembly to animate (plant and mammalian cells) as well
as inanimate surfaces (plastic, glass, and stainless steel) [167]. Cegelski et al. reported
attenuation of bacterial virulence in the urinary tract of an E. coli infected mouse model after
pretreatment with FN075 [168]. Proteases and cysteine protease SpeB from P. aeruginosa
and a Group A Streptococcus have been reported to initiate dispersal of bacterial biofilms,
respectively [66,169].

D-tyrosine can prevent the attachment of bacterial cells, thus inhibiting biofilm for-
mation. Moreover, at low concentration, it is able to initiate P. aeruginosa and B. subtilis
biofilm disassembly. The D-tyrosine effect on extracellular protein and EPS-production
in Gram-positive and negative bacteria is dosage-dependent [90]. Studies indicated that
D-tryptophan, D-histidine, and D-cysteine could reduce A. baumannii biofilm formation
by up to 35–86% at 2 mM concentration [90]. Moreover, D-tyrosine, D-cysteine, and D-
tryptophan inhibited P. aeruginosa biofilm formation by up to 10–30% at 4 mM concentration.
Recently, Bhoopalan et al. suggested that nagZ protein (involved in recycling peptidogly-
can) can be used to disperse biofilms against the established Neisseria gonorrhoeae biofilm,
but the mechanism of action is not yet clear [170].

4.6. Biofilm Inhibition via Polysaccharides

Extracellular polysaccharides (EPSs) are known to be essential elements of many
biofilms [73]. Recently, it has been demonstrated that some polysaccharides can have
detrimental effects on biofilm formation. EPSs have not only been shown to inhibit biofilm
development, but they can also disturb the existing biofilm matrix [73,92]. An EPS named
EPS-273 obtained from P. stutzeri 273 (a marine bacterium) inhibits biofilm development
of P. aeruginosa by directly targeting the production of some virulence factors such as
rhamnose, exo-protease, and pyocyanin. EPS-273 decreases pyocyanin production, re-
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sulting in a low amount of H2O2 production. In addition, it is also able to inhibit the
eDNA release, which has been demonstrated to be an important factor in stable biofilm
formation [171]. EPS-273 acts as an antioxidant and has been demonstrated to reduce
biofilm-associated infections [94]. EPS-273 is effective against P. aeruginosa and could be
used in healthcare settings to control nosocomial infections and in the food industry to
prevent food spoilage [94].

Other antibiofilm polysaccharides have also been documented; Pel and Psl obtained
from P. aeruginosa PAO1 decreased the formation of S. epidermidis biofilms [74,172]. PAM
galactan and K2 polysaccharides obtained from Kingella kingae strain and E. coli capsules,
respectively, can change biofilm structure by creating water channels and dispersing
biofilms [173,174]. Exopolysaccharide A101 obtained from Vibrio cholerae QY101 can cause
dispersion of P. aeruginosa biofilms [92]. Several polysaccharides besides those of bacte-
rial origin obtained from algae, plants, and animals have been reported as antibiofilm
molecules [73].

4.7. Bacterial Stringent Response Inhibition

Generally, (p)ppGpp (guanosine tetraphosphate and pentaphosphate) metabolism
is regulated by two types of enzymes, RelQ and RelA. Previous studies revealed that
RelA is responsible for regulating the accumulation of (p)ppGpp under stress conditions,
whereas, with no stress lower expression of (p)ppGpp is regulated by RelQ. It was also
indicated that alteration in (p)ppGpp could disturb biofilm structure and stability in vitro.
The RelA enzyme catalyzes the bacterial stringent response and aids in the survival of
bacterial cells during starvation by optimizing gene expression. Peptide 1018 inhibits
the alarmone aggregation, a part of the bacterial stringent response, which is a result of
nutritional stress [70]. Bacteria synthesize alarmones under stress conditions, collectively
called (p)ppGpp [70,175]. The peptide 1018 causes damage to biofilms in three possible
ways. Firstly, it inhibits or prevents biofilm formation when added before attachment;
secondly, at very low concentrations, it disturbs biofilms and kills bacteria; thirdly, it can
disrupt mature biofilms [70]. Synergistic effects with different antibiotics against bacterial
biofilms have also been demonstrated [176]. Peptide 1018 and its two derivatives, HE4 and
HE10, were effective against B. cenocepacia and P. aeruginosa even below their MIC. Peptide
1037 affects many Gram-negative and Gram-positive bacterial biofilms [95]. Peptide 1038
affects the twitching of bacteria and inhibits QS and bacterial adhesion of Pseudomonas
cells. Eugenol, a secondary metabolite of Syzigium aromaticum, is able to induce gene
downregulation during S. mutans treatment. Likewise, RelA is known to be involved in
acid tolerance and in bacterial stringent response inhibition in biofilm formation [177].

4.8. Cyclic di-GMP System Signaling Inhibition

Bacterial communities can generally be categorized into three different types: (i)
planktonic state that can cause acute bacterial infections but can generally be eliminated
relatively quickly with antibiotics, (ii) biofilm state that is generally not easily treatable with
antibiotics, and (iii) dispersed biofilms, a state that is defined as a shift between biofilm
and planktonic states [178]. The dispersal process enables bacterial biofilms to proliferate
within and between different hosts. The secondary messenger molecule cyclic di-GMP
(c-di-GMP) is involved in biofilm development, and bacterial biofilm formation can be
altered by modifying the c-di-GMP signaling pathway. During stress conditions, such
as nitrosative and starvation conditions, microbial cells reduce the level of c-di-GMP via
phosphodiesterase activation resulting in biofilm dispersal [178].

It has also been found that dispersed cells’ physiology and pathogenic capacity can be
very different from planktonic cells and biofilms [179]. Dispersed biofilm cells can be highly
virulent because of elevated virulent gene expression compared to planktonic and biofilm
cells. Dispersed cells of biofilms exhibited a lower expression of rsmY and rsmZ along with
the decreased concentration of c-di-GMP and caused less production of siderophores [179].
The siderophores chelate iron from the environment and appear to prevent biofilm for-
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mation by limiting biofilm dispersed cells’ survival. Chemical administration can also
induce anti-biofilm activity by biofilm dispersal. The dispersed biofilm cells can escape
from the macrophage conciliated phagocytosis process. Therefore, the addition of a few
antimicrobials, along with different dispersing agents, is highly preferable to avoid the
spread of dispersed cells and impede their growth [179].

Further, it is revealed that the addition of an iron-chelating agent with an antimicrobial
and dispersing agent would feasibly eliminate several biofilms [179]. Some small molecules,
including LP-1062, LP-3134, LP-3145, and LP-4010, obstruct the c-di-GMP production by
inhibiting diguanylate cyclase (DGC), resulting in the formation inhibition of A. baumannii
and P. aeruginosa biofilms. Though all of the above small molecules have been documented
as effective P. aeruginosa biofilm dispersal inhibitors, only two of them were non-toxic
toward eukaryotic cells at the concentrations used [180].

4.9. Enzymatic Dispersal of the Extracellular Polysaccharide Substance (EPS) of Biofilm

The EPS of biofilm matrix protects the microbes from different antimicrobial com-
pounds, and EPS disassembly is known to aid in exposing bacterial cells to antimicrobials.
Many enzymes, including DNases and polysaccharide lyases, are capable of degrading
exopolysaccharides [36]. Dispersin-B and DNase-I enzymes, for instance, are known as sig-
nificant anti-biofilm agents [181]. Dispersin-B is capable of glycosidic hydrolysis to cleave
polymers, whereas DNase-I digests extracellular DNA often incorporated into EPS. These
enzymes can be applied to disperse EPS layers found on medical instruments [164,182].
The bacterial biofilm-dispersing enzymes work more efficiently in killing EPS-embedded
bacteria when used in combination with different antibacterial agents [183]. The EPS
degradation decreases cellular attachment and drug resistance in microbial biofilms [184].

4.10. Lipopolysaccharide Disassembly or Neutralization

Antimicrobial peptides are antimicrobial agents known as an alternative to conven-
tionally available antibiotics. AMPs are evolutionary-generated, conserved proteins that
manifest antimicrobial activity against many bacterial, fungal, and viral pathogens [185].
Mostly, they are positively charged having both hydrophobic and hydrophilic moieties
enabling them to dissolve in aqueous environments and penetrate the lipid bilayer of
cells [186]. A lytic peptide, PTP-7, a synthetically obtained analog of Gaegurin 5, can
penetrate deep inside the biofilm matrix and actively kill the bacteria [67]. Polymyxins,
particularly polymyxins B and E, also called colistin, have been shown to bind with LPS and
permeabilize the bacterial (Gram-negative) outer membrane [97,187]. A membrane-active
AMP, Gramicidin S, is a broad-spectrum agent (active against both Gram-positive and
negative bacteria) that actively disrupts the integrity of bacterial cell membranes [97,188].

5. Use of Natural Products

Ancient research reported herbs and spices aiding in food preservation and having
medical benefits. Since the beginning of the 19th century, experimental studies have
concluded that various natural compounds have antimicrobial properties [189]. However,
the anti-biofilm activity of many of these compounds has not been validated in detail.
Recently, various natural compounds with anti-biofilm properties, including plant extract,
honey, and essential oils, have been studied in more detail.

5.1. Honey

Honey is likely the most widely used natural product with medicinal, antimicrobial,
anti-inflammatory, antioxidant, and wound-healing properties. Significant antimicrobial
activity against ~60 different fungal and bacterial species has been reported [190]. Mad-
docks et al. reported honey as a potent inhibitor of Streptococcus pyogenes biofilm formation.
Honey was also observed to be an effective agent against biofilm development of Entero-
coccus spp., and may thus be employed as a therapeutic compound against biofilm-linked
enterococcal infections [191,192]. Some authors revealed that honey could reduce virulence,
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QS, and biofilm formation of E. coli O157:H7 even at low concentrations. It was demon-
strated that honey could effectively reduce biofilm formation of Enterohaemorrhagic E.
coli (O157:H7) even at low concentrations by inhibiting QS and bacterial virulence genes
without causing inhibition to cell growth. Honey can inhibit bacterial adhesion and biofilm
formation at high concentrations owing to its strong antibacterial properties [193]. Besides
honey’s antimicrobial properties, it can also inhibit biofilm formation due to an antimi-
crobial peptide, bee defensin-1, inhibiting microbial viability [194]. An in-depth study
of honey’s mechanisms of action involved in biofilm inhibition and prevention is still
under consideration [195]. These findings can primarily be used to establish a cost-effective
natural anti-biofilm agent without causing any harmful side effects.

5.2. Plant Extracts

The anti-biofilm outcomes of natural compounds principally depend on the following
features, decline in the production of virulence factors, inhibition of polymer matrix for-
mation, suppression of cellular adherence, and consequently disrupting QS and biofilm
formation. Some of the anti-biofilm agents extracted from natural products along with their
target organisms and anti-biofilm effects are listed in Table 4. Plant extracts and their active
components have been explored to eliminate microbial biofilms. Various plant extracts,
including Rhodiola crenulata, Epimedium brevicornum, Dolichos lablab, Polygonum cuspidatum,
and Malus pumila, have demonstrated anti-biofilm activity. Extracts of E. brevicornum and
P. cuspidatum and their most active components, resveratrol and icariin, showed potent
anti-biofilm activity, even when applied below their MIC concentrations [196,197].

Melia dubia extracts exhibited cogent suppression of hydrophobicity, bacterial swarming
motility, hemolysis, and E. coli biofilm development at a concentration of 30 mg/mL [198].
Zuo et al. studied a combination therapy using coumarins (imperatorin, isoimperatorin, and
coumarin) combined with antibiotics (ceftazidime and ampicillin). Coumarin effectively
inhibited P. aeruginosa biofilms, and the antibiotic efficacy was synergistically enhanced
using antibiotics in combination with coumarins [199].

Caper bush extract (Capparis spinosa) showed significant inhibition of EPS-production
and biofilm development in Proteus mirabilis, Serratia. marcescens, P. aeruginosa, Chromobac-
terium violaceum, and E. coli biofilms. A concentration of 2 mg/mL resulted in the dispersion
of established biofilms of these species [58]. A flavanone glycoside (naringin) extracted from
grape and citrus fruits showed significant treatment efficacy against P. aeruginosa biofilms
compared to the conventionally available antibiotics tetracycline and ciprofloxacin [200].

Table 4. Some natural products as anti-biofilm molecules along with their target organisms and
antibiofilm effects.

Plant Extracts Target Organisms Anti-Biofilm Effects References

Bergenia crassifolia S. mutans Reduced the adherence of S. mutans by inhibiting
glucosyltransferases [201]

Erianin S. aureus Inhibited cell adherence by down-regulating Sortase A [202]

Hordenine P. aeruginosa Obstructed QS-linked phenotypes to decrease virulence factors
and biofilm development [203]

Hymenocallis littoralis C. albicans,
S. aureus Antimicrobial, anti-biofilm, and antioxidant activities [204]

Parthenolide P. aeruginosa PAO1 Inhibited QS-linked gene expression (LasR, Lasl, RhlR and RhlI)
and induced extracellular polymeric substance downregulation [205]

Patriniae P. aeruginosa Reduced EPS synthesis and inhibited biofilm formation [206]

Phloretin S. aureus SA1199B
and RN4220 Anti-biofilm formation [207]

Quercetin S. pneumoniae Blocked Sortase A functioning, sialic acid synthesis, and
impaired S. pneumoniae biofilm formation [208]



Life 2022, 12, 1110 16 of 31

Fresh extract of Allium sativum showed potent inhibition of P. aeruginosa biofilms
reducing up to 6 log units [55]. Fruit extracts of Bauhinia acuruana and Chamaecrista desvauxii,
leaf extracts of Pityrocarpa moniliformis, and branch extracts of B. acuruana successfully
inhibited biofilm formation [209]. Dandasa (Juglans regia) and green tea also showed
significant antibiofilm activity at concentrations of 6.2 and 12.5 mg/mL, respectively,
against E. coli [210].

Abidi et al. examined the antibiofilm effect of five different plant extracts, includ-
ing neem (Azadirachta indica), sea buckthorn (Hippophae rhamnoides), dandasa (Juglans
regia), cranberry (Vaccinium oxycocos), and culinary spices against M. smegmatis biofilms [56].
A. indica extract was found to be the most effective antibiofilm against M. smegmatis
biofilm [56]. This finding can be used to establish effective antibiofilm against other biofilm-
producing Mycobacteria. Fruit extracts of a Southeast Asian medicinal plant, Lagerstroemia
speciosa, exhibited significant inhibition of biofilm formation at 10 mg/mL concentra-
tion [211].

Carneiro et al. tested biofilm inhibition by Casbane diterpene extracts from the Brazilian
plant Croton nepetaefolius. The anti-biofilm potential of casbane diterpenes was evaluated
against Gram-negative (P. fluorescence, P. aeruginosa, K. pneumoniae, E. coli, and K. oxytoca)
and Gram-positive bacteria (S. aureus and S. epidermidis) as well as yeast species (C. albicans,
C. tropicalis, and C. glabrata). The authors reported the most significant biofilm inhibition
against Gram-positive and one Gram-negative bacteria such as P. aeruginosa [59].

5.3. Essential Oils

Essential oils (EOs) are volatile substances extracted from natural plants, which have
been used extensively against several pathogens. EOs are also used in the food industry
due to their antimicrobial and preservative properties. EOs specifically cause damage to
microbial cell walls, and it has been reported that different EOs inactivates microbes without
evolving antimicrobial resistance [212]. Remarkably, their quick and easy degradation, low
toxicity, and availability of a wide variety of EOs make them reliable natural anti-biofilm
agents [213]. Cinnamon oil, widely used in the food industry, has effectively inhibited the
biofilm development of Lactobacillus plantarum, S. mutans, and S. epidermidis [214]. EO of
Cinnamomum cassia was analyzed for its antimicrobial effect against single or mixed species
biofilms of Enteropathogenic E. coli (EPEC) and L. monocytogenes grown on stainless steel
coupons [215].

Cumin oil is also a popular EO derived from Cuminum cyminum. It belongs to an
aromatic medicinal plant of the family Apiaceae that is widely used in different medical
formulations and the food industry. Cumin seeds have been traditionally used in different
medicines for hundreds of years. Cumin oil has been used for the treatment of cough and
bronchopulmonary disorders (as an astringent), digestive system disorders (as a eupeptic
and carminative), etc. [216]. Safoura et al. examined the effectiveness of cumin seed oil
against K. pneumoniae biofilms and observed the enhanced efficacy of ciprofloxacin in
combination with cumin oil and reduced biofilm formation [217].

Oregano oil inhibited the biofilm formation of S. aureus, S. sciuri, S. haemolyticus, and
S. lugdunensis at low concentrations [218,219]. Tea tree essential oil (TTO) has effective
antibacterial activity, but its combination with conventional ciprofloxacin significantly
enhanced the activity against P. aeruginosa biofilm formation. The results indicated the
synergistic effect of CIP and TTO, which reduced the biomass of P. aeruginosa biofilms by
70% [220]. Szczepanski and Lipski reported the effectiveness of cinnamon, oregano, and
thymol essential oils against three biofilm-producing bacterial strains (Stenotrophomonas,
Acinetobacter, and Sphingomonas) [221]. It was observed that among these three essential
oils, two of them exhibited inhibitory effects on the formation of biofilm at the minimum
inhibitory concentration [222]. Thyme oil was the most significant biofilm formation
inhibitor, even at 0.001% (w/v) concentration [215]. Filogonio et al. analyzed the anti-biofilm
effect on commercially available dentifrice to control dental biofilms. These researches
indicated that merging vegetable EO with commercially available dentifrice enhanced the
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dental-related biofilm control that may facilitate in the cure or treatment of periodontal
diseases and dental caries [223].

6. Antibodies as a Combating Strategy

Recently, antibodies (Abs) have also been considered as antibiofilm agents for biofilm
eradication. Monoclonal Abs (mAbs) have been found to bind with Psl, an EPS of
P. aeruginosa, preventing biofilm formation. Psl facilitates the colonization of host tis-
sues by P. aeruginosa [224]. The mAbs inhibited attachment of P. aeruginosa to host cells
and provided considerable protection in different P. aeruginosa infected animal models,
including a mouse model with thermal injury and acute-lethal pneumoniae [225]. S. aureus
and S. epidermidis generate the surface polymers Poly-N-acetyl-β(1-6) glucosamine (PNAG)
that facilitates biofilm formation. Human neutrophil origin Abs has killing effect on de-
N-acetylated PNAG exhibiting S. aureus strains. Likewise, the passive immunization of
mice using anti-dPNAG conjugated with DT (diphtheria toxoid) rabbit sera significantly
increased the killing of S. aureus [226].

7. Nanotechnology-Based Combating Strategies

Nanotechnology-based strategies offer propitious advances to inhibit biofilms and
biofilm-associated infections by designing multi-targeted treatment avenues. Combining
nanotechnology with chemical engineering methods provides versatility for optimizing
the composition, shape, size, surface, and functional chemistry of nanomaterials (NMs)
with the construction of modified material to prevent biofilm formation [227]. Materials
at the nanoscale level manifest exclusive biological and physicochemical properties, and
comparatively, their bulk counterparts do not possess these properties [228]. The chemical
and bioactivities of NMs are enhanced due to their high surface area. Functionalized NMs
have been designed to increase microbial cell wall penetration, target site selection, and
control drug release. Furthermore, NMs have greater plasma half-lives and large surface-
area-to-volume ratios that mediate drug loading and selective targeting [229]. Only a few
studies are available that describe the use of nanoparticles (NPs) as surface coatings to
inhibit biofilm formation [230]. Recent findings in the field of nanotechnology established
unique possibilities for significant biofilm killing and control. The mode of action of NPs
is believed to act by forming free radicals or producing oxidative stress to damage DNA.
Modes responsible for the antimicrobial activity of different NPs may comprise certain
properties such as composition, size [231], surface charge [232], and shape [233]. NPs
are described to be involved [234–237] in membrane alterations, ROS generation [238],
dropping of respiratory activity [239], the unwinding of DNA [240], metabolic pathway
disruption [241,242], and lipid peroxidation [243]. A brief overview of certain surface-
modified NPs to allow for the control or prevention of biofilms on biomedical devices with
their relevant mode of action is presented in Figure 6. The NPs include polymeric NPs,
metal NPs, metal-polymer nanocomposites, NO/ROS releasing NPs, stimuli-responsive
NPs, and bioactive NPs.

NPs are an alternative to traditional antibiotic therapy to combat biofilm-associated
and multi-drug-resistant infections [237]. Different types of NPs have been designed as
antimicrobial and antibiofilm agents, such as organic, inorganic, metal, and green NPs,
as well as combinations of them (Table 5) [245]. Silver (Ag) is a potent antimicrobial, and
AgNPs have been used in different disinfectants. AgNPs exhibit several antimicrobial
actions, including adhesion to and penetration into microbial cells resulting in increased
membrane permeability and cell disintegration [246].
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Figure 6. Anti-biofilm activity of surface engineered NPs with different antimicrobial effects (adapted
from Lee et al. [244]).

Table 5. Nanotechnology-based materials for the control and treatment of biofilm-associated infections.

Nanomaterials Mode of Action Antibiofilm
Devices References

Organic
NPs

PEG stabilized lipid NPs,
Quaternary ammonium

chitosan NPs

Disrupt the biofilms by inducing
ion-exchange via penetrating the cell

membrane

Bones,
Dental cements [79]

Inorganic
NPs

Au NPs
Ag NPs

Positive surface-charge damages the EPS
network.

Interaction of Ag ions with bacterial
sulfhydryl groups disrupts the integrity of
cell membranes, enzymatic activities, cell

proliferation, etc.

Catheters [247,248]

Metallic
nanocom-
posites

Zn-CuO nanocoating,
Ti-implant surfaces with

ZnO NPs

Released Ag ions inhibit biofilm formation.
Direct contact

Contact lenses,
Dental implants [249,250]

An investigation has revealed strong antibiofilm activity against five biofilm-producing
multi-drug resistant bacteria (E. coli, A. baumannii, P. mirabilis, K. pneumoniae, and P. aerugi-
nosa) using AgNPs [251]. Poly-L-lysin entrapped rifampicin, encapsulated in poly-lactic
acid (PLA) nanoparticles prepared through nanoprecipitation, effectively enhanced the
retention time and antibiotic efficacy against S. aureus biofilms [252].

Biologically synthesized AgNPs using β-1,3 glucan binding protein have shown
80% and 85% inhibition against immature biofilms of P. aeruginosa and E. faecalis, respec-
tively [253]. AgNPs synthesized using a medicinal plant, Crataeva nurvala, significantly
repressed the synthesis of QS-mediated virulence factors, including hemolysin, pyocyanin,
and protease, and inhibited biofilm development of P. aeruginosa [254]. NPs offer a promis-
ing therapeutic approach for effective biofilm targeting, and the design of novel NPs is
continuing. However, there remains a gap between the different formulations under lab
examination and their successful clinical use. Future research and development activities
should be focused on improved biocompatibility, metabolism, reduced toxicity, and en-
hanced in vivo effectiveness of NPs inside the body. Cost-effective large-scale production
would also be needed for product manufacturing at the commercial level.

8. Anti-Biofilm Compounds with Unknown Mode of Action

Several anti-biofilm compounds have been found to work very effectively against
various bacteria, but their mode of action remains unknown. Secondary metabolites such
as esculetin and fisetin (Figure 7) efficiently inhibit biofilm formation [60]. Esculetin activity
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prevents the maturation of biofilms resulting in thinner biofilms [60]. Fisetin treatment not
only decreases the thickness of biofilms; it also hinders with the onset of bacterial biofilm
formation by inhibiting biofilm regulatory protein (BrpA). Bispyridinamine, a positively
charged octenidine hydrochloride, is also reported to be a significant anti-biofilm molecule,
but its mechanism of action is yet to be discovered. Studies revealed that this molecule
could be used as an antimicrobial lock solution and sanitizer in prophylactic and treatment
activities [255].

Figure 7. Chemical structures of the anti-biofilm compounds with unknown mode of action; (a) fisetin,
(b) esculetin, (c) octenidine hydrochloride.

9. Cytotoxicity Assessment Methods

Cytotoxicity is one of the most important properties for evaluating any deleterious
effects of anti-biofilm agents before their commercialization for controlling and eliminating
biofilms. There are several methods available for the evaluation of cytotoxic effects such
as the MTT assay (metabolic activity assessment, colorimetric assay) [256,257], Trypan
blue (living cell exclusion) [258], crystal violet [259], LDH assay (lactate dehydrogenase
activity assessment) [260], XTT assay (used to quantify cellular viability, proliferation
and cytotoxicity) [261], colony formation technique [259], PI (propidium iodide) [262],
DAPI (4′,6-diamidino-2-phenylindole) staining, and others [263]. Some ISO (international
standard organization) standards (such as ISO-22196) have been developed to evaluate the
antibacterial and anti-biofilm properties of antimicrobial agents [264]. Anti-biofilm efficacy
of antimicrobial agents can also be determined using the American Standards for Testing
and Materials (ASTM) protocols [265]. The five different protocols (ASTM E2871, ASTM
E2799, ASTM E2562, ASTM E2647, and ASTM E2196) developed by ASTM are available
for standardized evaluation [266,267]. Natural plant-derived anti-biofilm agents are often
non-toxic or less toxic. Cytotoxicity studies have been conducted using various bacterial
species, and their results indicated that the gastrointestinal tract and mucous membrane do
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not absorb octenidine hydrochloride with any reported mutagenicity, carcinogenicity, or
genotoxicity [268].

It has been found that usnic acid can cause allergic side effects such as local irritation
and contact dermatitis. During in vitro studies, when this compound was tested separately
or as a part of an oral formulation, no adverse cytotoxic effects became evident [64,65].
Various tests in drosophila infection models revealed that the anti-biofilm compound S-
phenyl L-cysteine sulfoxide and its derivative (diphenyl disulfide) do not possess any lethal
and toxic effects [269]. Similarly, different antibiofilm compounds, such as AMPs, have no
cytotoxic effects [270]. In addition to cytotoxicity assessments of antibiofilm compounds,
other considerations are also essential. Plasma protein binding, solubility, permeability, and
efflux studies are necessary before more certainty in the safety and efficacy of anti-biofilm
compounds can be obtained.

10. Obstacles in the Development of Therapeutic Strategies

The biofilm formation process encompasses dynamic and intricate interactions among
microbes, EPS, and the surface. The visco-elastic properties and the adhesion strength
of microbes facilitates biofilm formation and makes them resistant to antimicrobial com-
pounds. A crucial challenge in biofilms treatment is that the use of antimicrobial substances
alone often leaves microscopic residues of biofilms and cell debris; while cells might sur-
vive in the microscopic residues, the residues will also likely facilitate colonization by
microbes in the future. For instance, previously dispersed cells could become virulent
again once treatment has stopped or after becoming resistant. Based on the above out-
comes, it has been concluded that the treatment strategy should target both EPS and the
residual microorganisms.

Furthermore, the capability of an antimicrobial to penetrate established biofilms might
also be essential. This aspect may induce the development of antimicrobial resistance
(de novo) due to microbes being exposed to sub-lethal doses of antibiotics and potential
cytotoxicity effects [179,271]. One significant strategy may be to target the immediate envi-
ronment of pathogens to create hypoxia, extreme pH, and potentially pathogen-originated
metabolites to generate the dispersal of biofilms. Using this strategy, the biofilm matrix
can be degraded, and the resident microorganisms can be killed, resulting in pathogenic
niche eradication with less cytotoxicity. In vivo scrutinization and clinical investigations
exploring efficient dispersive agents to eliminate pathogenic biofilms are still limited.
Most in vitro studies have been conducted using mono-species biofilms, and it remains
challenging to perform these studies reliably using multi-species biofilms.

Moreover, the effect of treatments on the host (e.g., cytotoxicity) or vice versa (e.g.,
degradation or inhibition of therapeutics by the host) must be kept in mind [272,273]. The
challenges discussed in this and the previous sections explain some of the challenges in
commercializing biofilm treatment suitable for clinical treatments. However, the devel-
opment of effective biofilm treatments is essential, and despite the outlined challenges,
it remains a promising and mesmerizing research field. Combinatorial and multitarget
strategies are emerging as a promising avenue that may prove to be key in effectively
treating microbial biofilm infections in the future.

11. Conclusions and Future Perspectives

The emanation of perilous biofilm-associated infections and the emergence of an-
timicrobial resistance are formidable challenges globally. Biofilm formation on medical
devices, surfaces, and food products is a major challenge for health systems worldwide.
Conventional therapies are often limited in their efficacy in inhibiting microbial biofilms
and combating strategies that rely on disinfectants and broad-spectrum antibiotics. Due to
the high resistance of microbes to antibiotics, the development and application of highly
effective anti-biofilm treatments have become crucial to successfully managing biofilm-
associated infections. Biofilms are known to cause several harmful infections such as dental
diseases, middle ear infections, urinary tract infections, catheter-associated infections, bac-
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terial vaginosis, skin ulcers, prosthetic joint and oral implant infections, contact lenses, and
orthopedic implant infections.

Moreover, some infections are not as prevalent and noticeable but can be more per-
nicious such as endocarditis and cystic fibrosis. Therefore, there is an essential need to
establish effective biofilm combating strategies. This review summarized and scrutinized
information on various biofilm combating strategies and modes of action of different anti-
biofilm agents. It is concluded that revamping or modifying currently available drugs
may be a productive idea, as well as evaluating combination treatments on medically
relevant biofilms, in vitro and in vivo. Numerous bioinformatics tools can be applied to
screen existing antibiofilm agents and their remodeling. In the future, it is expected that
vaccinations can be used as an effective biofilm combating approach. Potential proteins or
antigens and their target sites are some of the obstacles in vaccine design and development,
due to the diversity of microbial proteins and antigens. Vaccine use can be combined with
different antimicrobial, antibiotic, and combination treatments.
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