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A Sophisticated Anti-Eavesdropping Strategy
Andrey Garnaev . Member, IEEE. and Wade Trappe, Fellow, IEEE

Abstraci—Wireless networks are susceptible to malicious
attacks, especially those involving eavesdropping. In this letter,
we consider a new type of anti-eavesdropping strategy which,
bevond the basic goal of increasing the secrecy rate, also wants
to achieve this in the most unpredictable way for the adver-
sary. We model the problem by a non-zero sum game where a
control center {called the transmitter) must communicate with
a group of nodes allocated in security zone in the presence of
an adversary intent on eavesdropping upon this communication.
The transmitter wants o find a trade-oflf between two goals:
{a) to increase the expected secrecy rate, and (b) to maintain
such secret communication in the most unpredictable way for
the adversary. As a metric for unpredictability of the transmitter
we consider the Shannon entropy of its strategy. We model this
problem by a nonzero-sum, two-player resource allocation game.
The equilibrivm is found in closed form, and its dependence
on communication network parameters is illustrated. Finally,
weighting coefficients tor the basic and secondary goals of the
transmitter are optimized based on proportional fairness criteria.

Index Terms—Eavesdropping, entropy, Nash equilibrinm.

[. INTRODUCTION

HE PROBLEM of establishing secret communication

between a transmitter and a receiver is fundamental to
building secure communication systems. Physical layer secu-
rity problems have commonly been studied under the threat of
passive eavesdroppers [1]-[3]. Some works have studied how
an active eavesdropper with the dual capability of either eaves-
dropping passively or jamming any ongoing transmission can
disrupt the security and reliability of wireless communications
networks [4]-[11]. In all these works, the anti-eavesdropping
strategy was focused on the basic goal to maximize the secrecy
rate. In this letter, different from prior works, we design a
new sophisticated anti-cavesdropping strategy which, beyond
the basic goal of maintaining secret communication as mea-
sured by the expected secrecy rate, also has a secondary goal
of achieving such communication in the most unpredictable
way for the adversary. We model the problem by a non-zero
sum game where a control center (called the transmitter) must
communicate with a group of nodes allocated in secure zone
in the presence of an adversary aimed al eavesdropping upon
this communication. As a metric for the secret communication
by the transmitter we consider the secrecy rate. Meanwhile,
as a metric for unpredictability of the transmitter we consider
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Fig. 1. Transmitier, nodes and adversary.

the Shannon entropy of its strategy. We model this problem
by a nonzero-sum, two-player resource allocation game. The
equilibrium is found in closed form, and its dependence on
communication network parameters is illustrated. Finally, we
show how weighting coefficients for the basic and secondary
goals of the transmitter could be optimized via a fairness
approach.

II. CommunicaTIiON MODEL

In this letter we consider a control center (transmitter) which
must communicate with n nodes secretly in the presence of
an adversary. The transmitter employs a separate channel for
communication with each of the n nodes. As an example, it
could be a (ground) control center which has to communi-
cate with n drones engaged in performing a mission or task.
An adversary intends to eavesdrop upon this communication,
say, for further use of eavesdropped information to obstruct the
control center’s operation. The eavesdropping’s technical char-
acteristics might be such that it has restricted eavesdropping
capability, i.e., the adversary may not be able to eavesdrop on
all of the nodes at once. In this case the adversary changes
from a passive adversary (o an aclive one, since o caves-
drop effectively it must select which node (or, equivalently,
channel) to eavesdrop upon. Then, if the adversary selects the
same node o eavesdrop, say, node i, i € N2 {1,... n},
that transmitter also selects to communicates with, then the
secrecy rate [10] of the communication is given as follows:

CS§,; = Itmx{ln(l + h,-f",r'cr?) - ln(l + hE,-P,r'cr?ﬁ),ﬂ}. (1

where P is the power level applied by the transmitter, h; is the
main channel gains between the transmitter and node i, and
hyy is the eavesdropping channel gains between node § and the
adversary, o7 and o3, are the corresponding background noise
power levels (Fig. 1). Note that to maintain secret communi-
cation, the transmitier has (o eliminate channels, which do not
correspond such goal, ie., any channel i such that T5; = 0.
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That is why, without loss of generality, by (1), we consider
only such channels that the following inequalities hold:

hifor > hglot, ieN. (2)

A lransmitler strategy is a vector of probabilities * =
(zy,...,Tn), Where r; is the probability of selecting node i
to communicate with., An adversary strategy is a vector of
probabilities 4 = (17.....9n), where g is the probability
of selecting node i to eavesdrop upon. Using probabilities
can be motivated by considering communication as a repeated
process [12]. Then, the probabilities reflect frequencies with
which transmitter communicates with nodes and the adversary
eavesdrops upon them.

By (1) and (2), the expected secrecy rate, if the transmitter
and adversary apply strategies x and y, respectively, is:

C8(2,y) = 3 (In(1 + heP/a}) — In(1 + b P o)y )= (3)

fEN
Meanwhile, the expected “eavesdroppable™ rate is:
val@,u) =Y (1 + hgP/og;)w . (4)
ieN

Traditionally, in secrecy communication problems, the trans-
mitter has only the goal of maximizing its secrecy rale,
while, the adversary wants lo minimize it, or, equivalently,
to maximize “eavesdroppable™ rate.

ITI. SOPHISTICATED TRANSMITTER

The (sophisticated) transmitter wants to find a trade-off
between two goals: (i) the basic one, to maximize the secrecy
rate, and (ii) the secondary one, to achieve such secret com-
munication in the most unpredictable way for the adversary.
As a metric for the transmitter to confuse the adversary,
we consider the Shannon entropy [13] of its strategy. Recall
that the Shannon entropy, also known as information entropy
for a random variable, in our case probability vector =z,
i.e., transmitter's strategy, reflects the average level of uncer-
tainty inherent in its possible cutcomes (the nodes selected to
communicate to), and formally defined as:

H{z)= -} =iln(z).

ich

(5)

Here larger entropy reflects higher uncertainty about which
node is selected by the transmitter to communicate to, or,
equivalently, higher uncertainty for the adversary about the
transmitter’s choice. Maximal uncertainty is achieved for the
uniformly distributed strategy. The payofl for such a transmit-
ter is taken as a weighted sum of the entropy of its strategy
and the expected secrecy rate, i.e.,

vp(z,y) = wpCE(x, y) + wp H(x), (6)

where wr and wg are non-negative weighting coefficients.
The ratio rg £ wy /(wg + wr), operationally, reflects the
uncertainty level implemented by the transmitter in its com-
munication strategy, where rg = 1 and rg = 0 correspond
maximal and minimal uncertainty levels, respectively.
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Note that by introducing auxiliary notation we can present
payoffs wp(x,y) and v4lx, y) in the following compact
form:;

vr(@,y) = wr Y 5(Ai — Big) —wg y_ mn(x), (7
ieN teN

val®,¥) = Z Bz, (8)
ieN
where
A, = ln(l + kb P;g?), B, = ln(l + hE;P,r.:r?ﬁ), ieN. (9)
By (2) and (9), we have that
A; =B, i=eN.

We look for a Nash equilibrium. Recall that (2, y) is a Nash
equilibrium if and only if, for each pair of feasible sirategies
(&, @), the following inequalities hold:

(10)

vp(E,y) < vp(z,y) and vy(x, §) < vq(z,y). (11)

Denote this non-zero sum game by T

Proposition 1: In the game I' there exists at least one
equilibrium.

Proof: By (8), va(x, y) is linear on y. Meanwhile, by (7),
vrl®,y) is an additively separable function of =;, 1 & A
such that dvZ.(x, y)/dz) = —wg/z: < 0. Thus, vr(z, y)
is concave in x, and the result follows from MNash's theo-
rem [12] since the set of feasible strategies for each player is
compact, |

Further, we find equilibrium strategies in closed form using
a constructive approach by solving the best response equations.
Recall that, by (11), (x, ) is a Nash equilibrium if and only if
each of these strategies is the best response to the other, ie.,
(x, y)is

(12)
(13)

* = argmax vy (2, Y ).
T

Y = argmax v4(®, ).
u

Mote that (12) is a Non-Linear Programming (NLP) problem,
meanwhile (13) is a Linear Programming (LP) problem,

IV. ExpLiCIT FORM FOR THE EQUILIBRIUM STRATEGIES

In this section we derive the solution of the best response
equations (12) and (13) as functions of the two aux-
iliary parameters w and . The intuition beyond these
parameters is: » is the Lagrange multiplier for the NLP
problem (12) and w is the maximal “eavesdroppable™
rate.

Proposition 2: Tn the game I', each pair of equilibrium
strategies ® = (z,...,%) and ¥ = (y1,...,yn) for
the transmitter and adversary, respectively, must have the
following torm:

AW g e )
=l 2 ik, qg)
B i€ Jw,v)
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and

yi = pilw, v)

0,
wrd.—wgln(%)—wg—p

wr by

i€ Inlw, ),
(15)

i e Tw, ),

where
Ayw

Tolw,v) & {:’ EN: BeE EME%} (16)
Aywp
Tw,») 2 {t’ eN : Bie “E ! }L»IET"’VE}, (17

Moreover, the parameters w and » are solutions of the
tollowing equations

Xlw,2) L Z Tiw, 1) =1, (18)
ich’
Y(w) 2 ) plwr)=1 (19)
ich’
such that the following conditions hold
we (0,B) and v > wpD — wg (20)
with
B 2 max B; and D £ ming=p(A; — Bi). (21
ieN

Proof: By (8), (13) is a LP problem, and the adversary’'s
feasible strategy y is the best response to a fixed transmitter's
strategy x if and only if there is an w such that

=0, Bigy =w,
y*{ =0, Bjr < w. 22)
By (7), (12) is a NLP problem. To find the transmitter’s best
response x 1o a fixed adversary’s strategy y we introduce
the Lagrangian £, (x) with i is the Lagrange multiplier as
follows:

Ly(z)=vr(z, y)+ V(l - Z -ﬁ) (23)
S

Then, the transmiller’s strategy x is the best response (o the

adversary's strategy y if and only if the following condition

holds:

ﬂ%imj = wr(A; — Big) — wg — wg In(zx;) — v
(<o 2o @
By (24), we have that
>0, ieN. (25)
This, jointly with (24), implies that
wy(A; — Byyy) —wp —wph(n) =v, ieN. (26)

By (22) and (26), we have that w and i, respectively, must be
such that (20) holds.

By (23), only two cases arise to consider separately: (a)
y; = 0 and (b) 3 = 0.
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(a) Lety; = 0. Substituting such y; into (22) and (26) imply,
respectively, the following relations:

Bir; <w (27)
and
wrd; —wg — wg In(z) = (28)
Solving (28) by z; implies
7 = exp(Ajwy fwg — 1 —vfwg). (29)
Substimating (29) into (27) implies
Biexp(Ajwr/wg — 1 —v/ug) Zw.  (30)

Thus, the assumption that y; = 0 jointly with (29)
and (30) imply the first rows in (14) and (15) with
Iplw, ) given by (16).

{(b) Let y; = 0. Substituting such g; into (22) implies

(31)

Thus, z; = w/B;. Substituting such z; into (26) implies:

B.ix,- = .

wr Biy; = wrA; —wp — wgIn(w/By) — . (32)
Substituting lower bound for g, ie., y; = 0, into (32)

implies

wrd; —wg — wg In(w/B;) —wv =0, (33
Finally, (31)-(33) imply the second rows in (14) and (15)
with I'(w, ) given by (17). |

V. AUXILIARY RESULTS

In this section we establish auxiliary monotonicity proper-
ties of the functions X (w, 1) and ¥ (w, 1), which allows us
to prove the uniqueness of the equilibrium in the game I, as
well as to derive an algorithm to find this equilibrium.

Proposition 3: The functions X (w,2) and ¥ (w, 1) have
the following properties:

(a) Function ¥ '{w,w) is continuous in both parameters w
and ». Moreover, it is decreasing on both parameters
while ¥ (w, 1) is positive.

Function X (w. ) is continnous in both parameters w
and . Moreover, it is increasing in o and it is decreasing
in 2.

For each fixed w there is the unique {w) such that

¥ (w, M(w)) = 1. (34)

Such M{w) can be found via the bisection method.
(d) Function M{w) is continuous and decreasing in w.
(e) Function X {w,M{w)) is continuous and increasing in w.
(f) There is the unique root w, € (0, B) of equation

KNlw, Mw)) =1,

(b)

(c)

(35)

This root can be found via the bisection method.
Proaf: First note that (15)-(17) and (19) imply (a). Similarly,
(b) follows from (14) and (16)-(18). Then, (c) follows from
(a). Meanwhile, (d) follows from (a) and (c). Finally, (b) and
(d} imply (e). Meanwhile, () follows from (20) and (e). W
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Fig. 2. (a) Equilibrium strategies, (b) secrecy rate, (c) entropy of transmitter’s
strategies as functions on wyy and (d) proporional fair solution.

V1. UNIQUENESS OF EQUILIBRIUM

In this section we establish the uniqueness of the equilib-
rium and give it in closed form.

Thearem I: In the game I, the Nash equilibrinm is unique.
Moreover, this unique equilibrium (@, ¥) is given as follows:

& = @(we, M(wy)) and y = ylwe, Hlwe]),  (36)

where the vector-value functions =(w,r) and ¥y(w,r) are
given by Proposition 2, meanwhile the function M(w) and the
unique value w, are given by Proposition 3.

Proof: The result follows directly from Proposition 2 and
Proposition 3. |

VII. NUMERICAL ILLUSTRATION

To illustrate how the equilibrium strategies in Theorem 1
depend on the weighting coefficients of the transmitter's pay-
off let us consider an example involving r = 4 nodes with
main channel gains h = (7.1, 5.9, 9.8, 10.6), eavesdropping
channel gains hy = (0.9,2.85,5.7, 3.53), background noises
ot = cr_?; = (1,1,1,1}), weighting coefficient wy = 1 and
implemented power level P = 2 by the transmitter.

Fig. 2(a) illustrates that the adversary's strategy is more
sensitive to varying the weighting coefficient wg than the
transmitler’s strategy. Smaller sensitivity of the transmilter’s
strategy is reflected by flat segments that arise for small
weighting coefficient wg, specifically, wg < 0.77 when
the set Ip(w,r) becomes empty (see, Eqn. (14)). In this
case, by (14), = = L/(¥;cn(Bi/By)). ¢ € N, ie, x
= (041, 0.22, 0.17, 0.20) while Ip(wn,») is empty with
wo = 1/(32;ear(1/B;)) = 0.42. An increase in weighting
coefficient wy implies that the transmitter’s strategy lends to

IEEE WIRELESS COMMUNICATIONS LETTERS, VOL. 11, NO. 7, JULY X222

4 uniformly distributed stralegy, ie., the one with maximal
entropy. Meanwhile, the adversary tends to focus eavesdrop-
ping efforts on the node with the maximal “eavesdroppable™
rate, i.e., on node 3. Fig. 2(b) and Fig. 2(c) illustrate that an
increase in power level by the transmitter leads to an increase
in the upper-bound on the weighting coefficient wy, where
the transmitter’s strategy is non-sensitive to such coefficient
wyr. Also, the secrecy rale is non-increasing with respect to
weighting coefficient wypy while the entropy is non-decreasing
on this coefficient,

VIII. OPTIMIZATION OF WEIGHTING COEFFICIENTS
viA FAIRNESS APPROACH

In the previous section it was shown that an increase in the
weighting coefficient wp leads to an increase in the entropy
of the transmitter’s strategy and a decrease in the secrecy rate.
Thus, a question arises: which weighting coefficient wg is
preferable for the transmitter to maintain both of the trans-
mitter’s goals: (a) the basic one, to communicate secretly, and
(b} the secondary one, to do it the most unpredictable way?
Note that, without loss of generality, we can assume that wr
is fixed since the transmitter’s payoll (7) is a linear function
of weighting coefficients [w, wg).

We now show how proportional fairess [14] can be applied
to find such trade-off between both transmitter’s goals.

First, let us denote by zy, and y,,. the equilibrium
strategies of the transmitter and adversary, respectively, param-
eterized by weighting coefficient wp and given by Theorem 1.
By Theorem 1, for wy lending to infinity we have that the
transmitter’s strategy tends to a uniformly distributed one
Too = (Flooeeeesdnes) = (1/n,...,1/n), which corre-
sponds the maximum of entropy. Also, the adversary’s stralegy
tends to Yo = (¥loov. .. Unoo) such that y; . = 1 for
such an § where B; achieves its maximum, i.e., such i that
B; = F with B given by (21). Meanwhile, 3 oo = 0 for
7 # i. For the lower-boundary case of weighting coefficient
wg, i.e., wgp = 0, we have that the adversary's strategy
Yo = (¥1p..-.,Uno) has a water-filling form. Specifically,
yi,0 = max{{A; —#)/B;,0}, i € N, where i is the uniquely
given by the condition that y; is a probability vector, i.e.,
3 sep max{(A;—)/B;, 0} = 1. Also, the transmitter's strat-
egy is 7y = 1/ 3 .4, +5(Bi/By) for A; > & and 5y p = 0
for A; < with : e N,

Let C8yy £ C8(@uyg, ¥y, ) be the secrecy rate if the
transmitier and adversary implement sirategies Eqp and y,, .
respectively. Meanwhile, let Hy,, £ H(xy,) be entropy of
the transmitter’s strategy .. The basic objective of the
transmitter to increase secrecy rate can be modeled by the
difference between current secrecy rate TSy, and the secrecy
rate corresponding the strategy with the maximal entropy (i.e.,
the one when the transmitter focuses its efforts only on an
increase in entropy), i.e., by the following payoff as function
of wg:

ACSy,; = CSuy — CSuo.

The secondary objective of the transmitter o make its com-
munication unpredictable can be modeled by the difference

(37)
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between the current entropy Hyy and the entropy Hp, when
the transmitter focuses its efforts only on an increase in the
secrecy rate, i.e., by the following payoff as function of wg:

AHyy = Hyg — Hy. (38)

Now we can introduce the set of all possible pair of
transmitter’s payoffs, ie.,

G £ {(ACSy,, AHy) : wg = 0} (39)

This set is illustrated in Fig. 2{d) by the example considered
in the previous section with implemented power level P = 2.
Then, the trade-off weighting coeflicient wy via proportional
fairness [14] as criteria can be found as the solution of the
following optimization problem:

max{In(ACS,; ) + In(AHyg )ug = 0}

Solution of this optimization problem, ie., proportional fair
solution (PFS), can be found via the Nelder-Mead simplex
algorithm [15]. In the considered example, it is wp = 1.9,
which corresponds to trade-off values of secrecy rate and
entropy being equal to 2.33 and 1.37, respectively.

(40)

IX. CoNCLUSION

In this letter, a new type of transmitter has been modeled,
specifically, a sophisticated transmitter that has to communi-
cate with a group of nodes allocated in a security zone in
the presence of an adversary aimed at eavesdropping upon
this communication. The sophisticated transmitter, beyond the
basic goal of communicating secretly, also has a secondary
goal to achieve such secret communication in the most unpre-
dictable way. This scenario has been modeled by a non-zero
sum resource allocation game. The expected secrecy rate has
been used as payoff to model the transmitter’s basic goal.
Meanwhile, the entropy of the transmitter's strategy has been
implemented as a payofl to model the transmitter’s secondary
goal. The equilibrium has been found in closed form, and its
uniqueness has been proven. A higher level of sensitivity for
the adversary’s strategy with respect to network parameters
compared to the transmitter’s strategy has been established.
The proven uniqueness of the equilibrium demonstrates the
stability of the suggested transmission algorithm. Finally, the

1467

parameters of the transmitter’s utility supporling its basic and
secondary goals were optimized via a proportional fairness
approach.
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