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A bstr a ct  —   Wi r el ess    n et  w o r ks    a r e   s us c e pti bl e   t o     m ali ci o us
att a c ks,  es p e ci all y  t h os e  i n v ol vi n g  e a v es d r o p pi n g.  I n  t his  l ett e r,
w e  c o nsi d e r  a   n e  w  t y p e  of  a nti- e a v es d r o p pi n g  st r at e g y    w hi c h,
b e y o n d  t h e  b asi c  g o al  of  i n c r e asi n g  t h e  s e c r e c y  r at e,  als o   w a nts
t o   a c hi e v e  t his  i n  t h e    m ost   u n p r e di ct a bl e    w a y  f o r  t h e   a d v e r-
s a r y.    We    m o d el  t h e  p r o bl e  m  b y  a  n o n- z e r o  s u  m  g a  m e    w h e r e  a
c o nt r ol  c e nt e r  ( c all e d  t h e  t r a ns  mitt e r)    m ust  c o  m  m u ni c at e    wit h
a  g r o u p  of  n o d es  all o c at e d  i n  s e c u rit y  z o n e  i n  t h e  p r es e n c e  of
a n  a d v e rs a r y i nt e nt  o n  e a v es d r o p pi n g  u p o n  t his  c o  m  m u ni c ati o n.
T h e  t r a ns  mitt e r    w a nts  t o   fi n d   a  t r a d e- off   b et  w e e n  t  w o   g o als:
( a)  t o  i n c r e as e  t h e  e x p e ct e d  s e c r e c y  r at e,  a n d  ( b)  t o    m ai nt ai n
s u c h  s e c r et  c o  m  m u ni c ati o n  i n  t h e    m ost   u n p r e di ct a bl e    w a y  f o r
t h e  a d v e rs a r y.   As  a   m et ri c f o r  u n p r e di ct a bilit y  of t h e t r a ns  mitt e r
w e  c o nsi d e r  t h e  S h a n n o n  e nt r o p y  of  its  st r at e g y.    We    m o d el  t his
p r o bl e  m  b y  a  n o n z e r o-s u  m, t  w o- pl a y e r  r es o u r c e  all o c ati o n  g a  m e.
T h e  e q uili b ri u  m  is  f o u n d  i n  cl os e d  f o r  m,   a n d  its   d e p e n d e n c e
o n   c o  m  m u ni c ati o n   n et  w o r k   p a r a  m et e rs  is  ill ust r at e d.    Fi n all y,
w ei g hti n g  c o ef fi ci e nts  f o r  t h e  b asi c  a n d  s e c o n d a r y  g o als  of  t h e
t r a ns  mitt e r  a r e  o pti  mi z e d  b as e d  o n  p r o p o rti o n al f ai r n ess c rit e ri a.

I n d e x   Ter  ms —  E a v es d r o p pi n g,  e nt r o p y,   N as h  e q uili b ri u  m.

I.  I N  T  R  O  D  U  C  TI  O  N

T H E   P  R  O  B L E  M   of   est a blis hi n g   s e cr et   c o  m  m u ni c ati o n
b et  w e e n  a  tr a ns  mitt er  a n d  a  r e c ei v er  is  f u n d a  m e nt al  t o

b uil di n g  s e c ur e  c o  m  m u ni c ati o n  s yst e  ms.  P h ysi c al  l a y er  s e c u-
rit y  pr o bl e  ms  h a v e  c o  m  m o nl y  b e e n st u di e d  u n d er t h e t hr e at  of
p assi v e  e a v es dr o p p ers  [ 1] –[ 3].  S o  m e   w or ks  h a v e  st u di e d  h o  w
a n a cti v e e a v es dr o p p er   wit h t h e  d u al c a p a bilit y  of eit h er e a v es-
dr o p pi n g  p assi v el y  or j a  m  mi n g  a n y  o n g oi n g tr a ns  missi o n  c a n
disr u pt t h e s e c urit y  a n d r eli a bilit y  of   wir el ess  c o  m  m u ni c ati o ns
n et  w or ks  [ 4] –[ 1 1].  I n  all  t h es e   w or ks,  t h e  a nti- e a v es dr o p pi n g
str at e g y   w as f o c us e d o n t h e b asi c g o al t o   m a xi  mi z e t h e s e cr e c y
r at e.  I n  t his  l ett er,  diff er e nt  fr o  m  pri or    w or ks,    w e  d esi g n  a
n e  w  s o p histi c at e d  a nti- e a v es dr o p pi n g  str at e g y   w hi c h,  b e y o n d
t h e  b asi c  g o al  of    m ai nt ai ni n g  s e cr et  c o  m  m u ni c ati o n  as    m e a-
s ur e d  b y t h e  e x p e ct e d  s e cr e c y  r at e,  als o  h as  a  s e c o n d ar y  g o al
of  a c hi e vi n g  s u c h  c o  m  m u ni c ati o n  i n  t h e    m ost  u n pr e di ct a bl e
w a y  f or  t h e  a d v ers ar y.    We    m o d el  t h e  pr o bl e  m  b y  a  n o n- z er o
s u  m  g a  m e   w h er e  a  c o ntr ol  c e nt er ( c all e d t h e tr a ns  mitt er)   m ust
c o  m  m u ni c at e   wit h  a  gr o u p  of  n o d es  all o c at e d  i n  s e c ur e  z o n e
i n t h e  pr es e n c e  of  a n  a d v ers ar y  ai  m e d  at  e a v es dr o p pi n g  u p o n
t his c o  m  m u ni c ati o n.   As  a   m etri c f or t h e s e cr et c o  m  m u ni c ati o n
b y  t h e  tr a ns  mitt er    w e  c o nsi d er  t h e  s e cr e c y  r at e.    M e a n  w hil e,
as  a   m etri c f or  u n pr e di ct a bilit y  of t h e tr a ns  mitt er   w e  c o nsi d er
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Fi g.  1.      Tr a ns  mitt er,  n o d es  a n d  a d v ers ar y.

t h e  S h a n n o n  e ntr o p y  of  its  str at e g y.    We    m o d el  t his  pr o bl e  m
b y  a  n o n z er o-s u  m,  t  w o- pl a y er  r es o ur c e  all o c ati o n  g a  m e.   T h e
e q uili bri u  m  is  f o u n d  i n  cl os e d  f or  m,  a n d  its  d e p e n d e n c e  o n
c o  m  m u ni c ati o n  n et  w or k  p ar a  m et ers  is  ill ustr at e d.  Fi n all y,   w e
s h o  w  h o  w   w ei g hti n g  c o ef fi ci e nts  f or t h e  b asi c  a n d  s e c o n d ar y
g o als   of  t h e  tr a ns  mitt er  c o ul d   b e   o pti  mi z e d   vi a  a  f air n ess
a p pr o a c h.

II.    C O   M   M  U  NI  C  A TI  O  N M O  D  E  L

I n t his l ett er   w e c o nsi d er a c o ntr ol c e nt er (tr a ns  mitt er)   w hi c h
m ust  c o  m  m u ni c at e    wit h    n   n o d es  s e cr etl y  i n  t h e  pr es e n c e  of
a n  a d v ers ar y.   T h e  tr a ns  mitt er  e  m pl o ys  a  s e p ar at e  c h a n n el  f or
c o  m  m u ni c ati o n    wit h  e a c h  of  t h e  n  n o d es.    As  a n  e x a  m pl e,  it
c o ul d  b e  a  ( gr o u n d)  c o ntr ol  c e nt er    w hi c h  h as  t o  c o  m  m u ni-
c at e   wit h  n  dr o n es  e n g a g e d  i n  p erf or  mi n g  a    missi o n  or  t as k.
A n  a d v ers ar y i nt e n ds t o  e a v es dr o p  u p o n t his  c o  m  m u ni c ati o n,
s a y, f or f urt h er us e of e a v es dr o p p e d i nf or  m ati o n t o o bstr u ct t h e
c o ntr ol c e nt er’s  o p er ati o n.   T h e e a v es dr o p pi n g’s t e c h ni c al c h ar-
a ct eristi cs    mi g ht  b e  s u c h  t h at  it  h as  r estri ct e d  e a v es dr o p pi n g
c a p a bilit y, i. e., t h e  a d v ers ar y   m a y  n ot  b e  a bl e t o  e a v es dr o p  o n
all  of  t h e  n o d es  at  o n c e.  I n  t his  c as e  t h e  a d v ers ar y  c h a n g es
fr o  m  a  p assi v e  a d v ers ar y  t o  a n  a cti v e  o n e,  si n c e  t o  e a v es-
dr o p  eff e cti v el y  it    m ust  s el e ct    w hi c h  n o d e  ( or,  e q ui v al e ntl y,
c h a n n el) t o  e a v es dr o p  u p o n.   T h e n, if t h e  a d v ers ar y  s el e cts t h e
s a  m e  n o d e  t o  e a v es dr o p,  s a y,  n o d e  i,  i  ∈    N     { 1 , . . . , n } ,
t h at  tr a ns  mitt er  als o  s el e cts  t o  c o  m  m u ni c at es    wit h,  t h e n  t h e
s e cr e c y  r at e  [ 1 0]  of t h e  c o  m  m u ni c ati o n is  gi v e n  as  f oll o  ws:

C S i =   m a x     l n  1   +  h i P  / σ
2
i −   l n  1   +  h Ei P  / σ 2

Ei , 0    ,  ( 1)

w h er e   P  is t h e  p o  w er l e v el  a p pli e d  b y t h e tr a ns  mitt er, h i is t h e
m ai n  c h a n n el  g ai ns  b et  w e e n  t h e  tr a ns  mitt er  a n d  n o d e    i,  a n d
h Ei is t h e e a v es dr o p pi n g c h a n n el  g ai ns  b et  w e e n  n o d e i a n d t h e
a d v ers ar y,  σ 2

i a n d  σ 2
Ei ar e t h e c orr es p o n di n g  b a c k gr o u n d  n ois e

p o  w er  l e v els  ( Fi g.  1).   N ot e  t h at  t o   m ai nt ai n  s e cr et  c o  m  m u ni-
c ati o n, t h e tr a ns  mitt er  h as t o  eli  mi n at e  c h a n n els,   w hi c h  d o  n ot
c orr es p o n d  s u c h  g o al,  i. e.,  a n y  c h a n n el  i  s u c h  t h at  C S i =  0  .
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T h at  is    w h y,    wit h o ut  l oss  of  g e n er alit y,  b y  ( 1),    w e  c o nsi d er
o nl y  s u c h  c h a n n els t h at t h e  f oll o  wi n g i n e q u aliti es  h ol d:

h i / σ
2
i >   h Ei / σ 2

Ei ,     i  ∈   N  . ( 2)

A   tr a ns  mitt er   str at e g y   is   a   v e ct or   of   pr o b a biliti es     x     =
(x 1 , . . . , x n ),  w h er e   x i is  t h e  pr o b a bilit y  of  s el e cti n g  n o d e  i
t o  c o  m  m u ni c at e    wit h.    A n  a d v ers ar y  str at e g y  is  a  v e ct or  of
pr o b a biliti es   y    =  (  y 1 , . . . , y n ),  w h er e    y i is  t h e  pr o b a bilit y
of  s el e cti n g   n o d e   i  t o  e a v es dr o p   u p o n.    Usi n g   pr o b a biliti es
c a n  b e   m oti v at e d  b y  c o nsi d eri n g  c o  m  m u ni c ati o n  as  a r e p e at e d
pr o c ess  [ 1 2].   T h e n,  t h e  pr o b a biliti es  r e fl e ct  fr e q u e n ci es    wit h
w hi c h tr a ns  mitt er  c o  m  m u ni c at es   wit h  n o d es  a n d t h e  a d v ers ar y
e a v es dr o ps  u p o n t h e  m.

B y ( 1)  a n d  ( 2), t h e  e x p e ct e d  s e cr e c y  r at e, if t h e tr a ns  mitt er
a n d  a d v ers ar y  a p pl y  str at e gi es  x  a n d  y ,  r es p e cti v el y, is:

C S ( x  , y  )   =

i ∈   N

l n ( 1   + h i P  / σ
2
i ) −   l n ( 1   + h Ei P  / σ 2

Ei ) y i x i . ( 3)

M e a n  w hil e, t h e  e x p e ct e d  “ e a v es dr o p p a bl e ”  r at e is:

v A (x  , y  )   =

i ∈  N

l n( 1   + h Ei P  / σ 2
Ei )x i y i .     ( 4)

Tr a diti o n all y,  i n  s e cr e c y  c o  m  m u ni c ati o n  pr o bl e  ms,  t h e  tr a ns-
mitt er   h as   o nl y  t h e   g o al   of    m a xi  mi zi n g  its   s e cr e c y   r at e,
w hil e,  t h e  a d v ers ar y    w a nts  t o    mi ni  mi z e  it,  or,  e q ui v al e ntl y,
t o   m a xi  mi z e  “ e a v es dr o p p a bl e ”  r at e.

III.    S O P  HI S  TI  C  A T  E  D T R  A  N S   MI  T  T  E  R

T h e  (s o p histi c at e d)  tr a ns  mitt er    w a nts  t o   fi n d   a  tr a d e- off
b et  w e e n t  w o  g o als: (i) t h e  b asi c  o n e, t o   m a xi  mi z e t h e  s e cr e c y
r at e,  a n d  (ii)  t h e  s e c o n d ar y  o n e,  t o  a c hi e v e  s u c h  s e cr et  c o  m-
m u ni c ati o n  i n  t h e    m ost  u n pr e di ct a bl e    w a y  f or  t h e  a d v ers ar y.
As   a    m etri c  f or  t h e  tr a ns  mitt er  t o   c o nf us e  t h e   a d v ers ar y,
w e  c o nsi d er  t h e  S h a n n o n  e ntr o p y  [ 1 3]  of  its  str at e g y.   R e c all
t h at t h e  S h a n n o n  e ntr o p y,  als o  k n o  w n  as i nf or  m ati o n  e ntr o p y
f or   a   r a n d o  m   v ari a bl e,  i n   o ur   c as e   pr o b a bilit y   v e ct or   x  ,
i. e.,  tr a ns  mitt er’s  str at e g y,  r e fl e cts  t h e  a v er a g e  l e v el  of  u n c er-
t ai nt y i n h er e nt i n its  p ossi bl e  o ut c o  m es (t h e  n o d es  s el e ct e d t o
c o  m  m u ni c at e t o),  a n d  f or  m all y  d e fi n e d  as:

H   (x  )   =  −

i ∈  N

x i l n(x i ). ( 5)

H er e  l ar g er  e ntr o p y  r e fl e cts  hi g h er  u n c ert ai nt y  a b o ut    w hi c h
n o d e  is  s el e ct e d   b y  t h e  tr a ns  mitt er  t o  c o  m  m u ni c at e  t o,   or,
e q ui v al e ntl y,  hi g h er  u n c ert ai nt y  f or  t h e  a d v ers ar y  a b o ut  t h e
tr a ns  mitt er’s  c h oi c e.    M a xi  m al  u n c ert ai nt y  is  a c hi e v e d  f or  t h e
u nif or  ml y  distri b ut e d str at e g y.   T h e  p a y off f or s u c h  a tr a ns  mit-
t er  is  t a k e n  as  a   w ei g ht e d  s u  m  of  t h e  e ntr o p y  of  its  str at e g y
a n d t h e  e x p e ct e d  s e cr e c y  r at e, i. e.,

v T (x  , y  )   =  w T C S  (x  , y  )   + w E H   (x  ),     ( 6)

w h er e   w T a n d  w E ar e  n o n- n e g ati v e   w ei g hti n g  c o ef fi ci e nts.
T h e  r ati o   r E w E / (w E +   w T ), o p er ati o n all y,  r e fl e cts t h e

u n c ert ai nt y  l e v el  i  m pl e  m e nt e d  b y  t h e  tr a ns  mitt er  i n  its  c o  m-
m u ni c ati o n  str at e g y,    w h er e    r E =   1    a n d  r E =   0    c orr es p o n d
m a xi  m al  a n d   mi ni  m al  u n c ert ai nt y l e v els,  r es p e cti v el y.

N ot e t h at  b y i ntr o d u ci n g  a u xili ar y  n ot ati o n   w e  c a n  pr es e nt
p a y offs   v T (x  , y  )   a n d   v A (x  , y  )   i n  t h e  f oll o  wi n g   c o  m p a ct
f or  m:

v T (x  , y  )   =  w T

i ∈  N

x i (A i −   B i y i ) −   w E

i ∈  N

x i l n(x i ),   ( 7)

v A (x  , y  )   =

i ∈  N

B i x i y i , ( 8)

w h er e

A i = l n     1   +  h i P  / σ
2
i , B i = l n     1   +  h Ei P  / σ 2

Ei , i  ∈   N  . ( 9)

B y  ( 2)  a n d  ( 9),   w e  h a v e t h at

A i >   B i ,     i  ∈   N  . ( 1 0)

We l o o k  f or  a   N as h  e q uili bri u  m.   R e c all t h at    (x  , y  )  is  a   N as h
e q uili bri u  m if  a n d  o nl y if,  f or  e a c h  p air  of  f e asi bl e  str at e gi es
( x̃  , ỹ  ), t h e  f oll o  wi n g i n e q u aliti es  h ol d:

v T ( x̃  , y  )  ≤   v T (x  , y  )  a n d  v A (x  , ỹ  )  ≤   v A (x  , y  ).    ( 1 1)

D e n ot e t his  n o n- z er o  s u  m  g a  m e  b y   Γ .
Pr o p ositi o n  1:   I n  t h e   g a  m e   Γ    t h er e   e xists   at  l e ast   o n e

e q uili bri u  m.
Pr o of:   B y  ( 8),   v A (x  , y  )  is li n e ar  o n y .    M e a n  w hil e,  b y  ( 7),

v T (x  , y  )  is  a n  a d diti v el y  s e p ar a bl e  f u n cti o n  of  x i ,  i   ∈    N
s u c h  t h at  ∂ v 2

T (x  , y  )/ ∂ x 2
i =    −  w E / x i <    0 .  T h us,   v T (x  , y  )

is  c o n c a v e  i n  x ,  a n d  t h e  r es ult  f oll o  ws  fr o  m    N as h’s  t h e o-
r e  m  [ 1 2]  si n c e t h e  s et  of  f e asi bl e  str at e gi es  f or  e a c h  pl a y er is
c o  m p a ct.

F urt h er,   w e  fi n d  e q uili bri u  m  str at e gi es i n  cl os e d f or  m  usi n g
a c o nstr u cti v e a p pr o a c h b y s ol vi n g t h e b est r es p o ns e e q u ati o ns.
R e c all t h at,  b y ( 1 1), (  x , y ) is  a   N as h  e q uili bri u  m if  a n d  o nl y if
e a c h  of  t h es e  str at e gi es  is t h e  b est  r es p o ns e  t o t h e  ot h er,  i. e.,
(x , y ) is

x   =  ar g  m a x
x

v T (x  , y  ), ( 1 2)

y   =  ar g  m a x
y

v A (x  , y  ). ( 1 3)

N ot e t h at  ( 1 2) is  a   N o n- Li n e ar  Pr o gr a  m  mi n g  (  N L P)  pr o bl e  m,
m e a n  w hil e  ( 1 3) is  a   Li n e ar  Pr o gr a  m  mi n g  ( L P)  pr o bl e  m.

I  V.    E X P  LI  CI  T F O  R   M   F  O  R   T  H  E E Q  UI  LI  B  RI  U   M S T  R  A T  E  GI  E S

I n  t his  s e cti o n   w e  d eri v e  t h e  s ol uti o n  of  t h e  b est  r es p o ns e
e q u ati o ns   ( 1 2)   a n d   ( 1 3)   as   f u n cti o ns   of   t h e   t  w o   a u x-
ili ar y   p ar a  m et ers   ω    a n d    ν.    T h e   i nt uiti o n   b e y o n d   t h es e
p ar a  m et ers  is:   ν    is  t h e    L a gr a n g e    m ulti pli er   f or  t h e    N L P
pr o bl e  m   ( 1 2)    a n d    ω     is   t h e     m a xi  m al    “ e a v es dr o p p a bl e ”
r at e.

Pr o p ositi o n  2:   I n  t h e   g a  m e  Γ ,   e a c h   p air   of   e q uili bri u  m
str at e gi es   x     =    (  x 1 , . . . , x n )   a n d   y     =    (  y 1 , . . . , y n )   f or
t h e  tr a ns  mitt er   a n d   a d v ers ar y,   r es p e cti v el y,    m ust   h a v e  t h e
f oll o  wi n g  f or  m:

x i =   x i (ω, ν  )
e

A i w T
w E

−  1 − ν
w E ,   i  ∈   I 0 (ω, ν  ),

ω
B i

, i  ∈   I (ω, ν  )
( 1 4)

A ut h ori z e d li c e n s e d u s e li mit e d t o: R ut g er s U ni v er sit y. D o w nl o a d e d o n A u g u st 0 8, 2 0 2 2 at 1 3: 5 8: 1 6 U T C fr o m I E E E X pl or e.  R e stri cti o n s a p pl y.  
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a n d

y i =   y i (ω, ν  )⎧
⎨

⎩

0 , i  ∈   I 0 (ω, ν  ),
w T A i −  w E l n ω

B i
−  ω E −  ν

w T B i
,   i  ∈   I (ω, ν  ),

( 1 5)

w h er e

I 0 (ω, ν  )     i  ∈   N    : B i e
A i w T

w E
−  1

≤   ω  e
ν

w E ,     ( 1 6)

I (ω, ν  )     i  ∈   N    : B i e
A i w T

w E
−  1

>  ω  e
ν

w E .     ( 1 7)

M or e o v er,   t h e   p ar a  m et ers     ω    a n d   ν    ar e   s ol uti o ns   of   t h e
f oll o  wi n g  e q u ati o ns

X  (ω, ν  )

i ∈  N

x i (ω, ν  )   =  1,     ( 1 8)

Y   (ω, ν  )

i ∈  N

y i (ω, ν  )   =  1 ( 1 9)

s u c h t h at t h e  f oll o  wi n g  c o n diti o ns  h ol d

ω   ∈   ( 0, B  ]  a n d ν  ≥   w T D   −   w E ( 2 0)

wit h

B     m a x
i ∈  N

B i a n d  D     mi n i ∈  N (A i −   B i ).     ( 2 1)

Pr o of:   B y  ( 8),  ( 1 3)  is  a   L P  pr o bl e  m,  a n d  t h e  a d v ers ar y’s
f e asi bl e  str at e g y  y  is t h e  b est r es p o ns e t o  a  fi x e d tr a ns  mitt er’s
str at e g y  x  if  a n d  o nl y if t h er e is  a n ω   s u c h t h at

y i
≥   0 ,   B i x i =   ω,
=  0  ,   B i x i <  ω.

( 2 2)

B y  ( 7),  ( 1 2) is  a   N L P  pr o bl e  m.   T o  fi n d t h e tr a ns  mitt er’s  b est
r es p o ns e  x   t o   a   fi x e d   a d v ers ar y’s  str at e g y  y   w e  i ntr o d u c e
t h e   L a gr a n gi a n  L ν (x  )  wit h    ν   is  t h e   L a gr a n g e    m ulti pli er  as
f oll o  ws:

L ν (x  )   =  v T (x  , y  )   + ν    1  −

i ∈  N

x i .     ( 2 3)

T h e n,  t h e  tr a ns  mitt er’s  str at e g y   x  is  t h e  b est  r es p o ns e  t o  t h e
a d v ers ar y’s  str at e g y  y  if  a n d  o nl y  if  t h e  f oll o  wi n g  c o n diti o n
h ol ds:

∂ L ν (x  )

∂ x i
=   w T (A i −   B i y i ) −   w E −   w E l n(x i ) −   ν

=  0  ,   x i >   0 ,
≤   0 ,   x i =  0  .

( 2 4)

B y  ( 2 4),   w e  h a v e t h at

x i >   0 ,     i  ∈   N  . ( 2 5)

T his, j oi ntl y   wit h  ( 2 4), i  m pli es t h at

w T (A i −   B i y i ) −   w E −   w E l n(x i )   =  ν,     i  ∈   N  .    ( 2 6)

B y ( 2 2)  a n d ( 2 6),   w e  h a v e t h at   ω   a n d  ν , r es p e cti v el y,   m ust  b e
s u c h t h at  ( 2 0)  h ol ds.

B y  ( 2 5),  o nl y  t  w o  c as es  aris e  t o  c o nsi d er  s e p ar at el y:  ( a)
y i =  0   a n d  ( b)  y i >   0 .

( a)    L et y i =  0  .  S u bstit uti n g s u c h y i i nt o ( 2 2) a n d ( 2 6) i  m pl y,
r es p e cti v el y, t h e  f oll o  wi n g  r el ati o ns:

B i x i ≤   ω ( 2 7)

a n d

w T A i −   w E −   w E l n(x i )   =  ν.     ( 2 8)

S ol vi n g  ( 2 8)  b y   x i i  m pli es

x i = e x p(  A i w T / w E −   1  −   ν / w E ).     ( 2 9)

S u bstit uti n g  ( 2 9) i nt o  ( 2 7) i  m pli es

B i e x p( A i w T / w E −   1  −   ν / w E )  ≤   ω.     ( 3 0)

T h us,  t h e   ass u  m pti o n  t h at    y i =   0    j oi ntl y    wit h  ( 2 9)
a n d  ( 3 0)  i  m pl y  t h e   first  r o  ws  i n  ( 1 4)  a n d  ( 1 5)    wit h
I 0 (ω, ν  )  gi v e n  b y  ( 1 6).

( b)    L et  y i >   0 .  S u bstit uti n g  s u c h y i i nt o  ( 2 2) i  m pli es

B i x i =   ω. ( 3 1)

T h us,  x i =   ω / B i . S u bstit uti n g s u c h  x i i nt o ( 2 6) i  m pli es:

w T B i y i =   w T A i −   w E −   w E l n(ω / B i ) −   ν.    ( 3 2)

S u bstit uti n g  l o  w er  b o u n d  f or   y i ,  i. e.,  y i =  0  ,  i nt o  ( 3 2)
i  m pli es

w T A i −   w E −   w E l n(ω / B i ) −   ν   >  0 .     ( 3 3)

Fi n all y, ( 3 1)-( 3 3) i  m pl y t h e s e c o n d r o  ws i n ( 1 4) a n d ( 1 5)
wit h   I (ω, ν  )  gi v e n  b y  ( 1 7).

V.    A U  XI  LI  A  R  Y R E S  U  L T S

I n  t his  s e cti o n   w e  est a blis h  a u xili ar y    m o n ot o ni cit y  pr o p er-
ti es  of  t h e  f u n cti o ns  X  (ω, ν  )  a n d  Y   (ω, ν  ),    w hi c h  all o  ws  us
t o  pr o v e t h e  u ni q u e n ess  of t h e  e q uili bri u  m i n t h e  g a  m e  Γ ,  as
w ell  as t o  d eri v e  a n  al g orit h  m t o  fi n d t his  e q uili bri u  m.

Pr o p ositi o n  3:   T h e  f u n cti o ns   X  (ω, ν  )  a n d   Y   (ω, ν  )  h a v e
t h e  f oll o  wi n g  pr o p erti es:

( a)   F u n cti o n  Y   (ω, ν  )  is  c o nti n u o us  i n  b ot h  p ar a  m et ers  ω
a n d   ν .    M or e o v er,  it  is  d e cr e asi n g  o n  b ot h  p ar a  m et ers
w hil e   Y   (ω, ν  )  is  p ositi v e.

( b)   F u n cti o n  X  (ω, ν  )  is  c o nti n u o us  i n  b ot h  p ar a  m et ers  ω
a n d  ν .   M or e o v er, it is i n cr e asi n g i n ω  a n d it is d e cr e asi n g
i n ν.

( c)   F or  e a c h  fi x e d  ω   t h er e is t h e  u ni q u e N  (ω  )  s u c h t h at

Y   (ω,  N  (ω  ))   =  1. ( 3 4)

S u c h   N  (ω  )  c a n  b e  f o u n d  vi a t h e  bis e cti o n   m et h o d.
( d)   F u n cti o n  N  (ω  )  is  c o nti n u o us  a n d  d e cr e asi n g i n ω.
( e)   F u n cti o n X  (ω,  N  (ω  ))  is c o nti n u o us  a n d i n cr e asi n g i n ω.
(f)    T h er e is t h e  u ni q u e  r o ot  ω ∗ ∈   ( 0, B  )  of  e q u ati o n

X  (ω,  N  (ω  ))   =  1. ( 3 5)

T his  r o ot  c a n  b e  f o u n d  vi a t h e  bis e cti o n   m et h o d.
Pr o of:  First n ot e t h at ( 1 5)-( 1 7) a n d ( 1 9) i  m pl y ( a).  Si  mil arl y,

( b)  f oll o  ws  fr o  m  ( 1 4)  a n d  ( 1 6)-( 1 8).   T h e n,  ( c)  f oll o  ws  fr o  m
( a).    M e a n  w hil e,  ( d)  f oll o  ws  fr o  m  ( a)  a n d  ( c).  Fi n all y,  ( b)  a n d
( d) i  m pl y  ( e).    M e a n  w hil e,  (f)  f oll o  ws  fr o  m  ( 2 0)  a n d  ( e).
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Fi g.  2.   ( a)   E q uili bri u  m str at e gi es, ( b) s e cr e c y r at e, ( c) e ntr o p y  of tr a ns  mitt er’s
str at e gi es  as  f u n cti o ns  o n  w E a n d  ( d)  pr o p orti o n al  f air  s ol uti o n.

VI.    U NI  Q  U  E  N  E S S   O F E Q  UI  LI  B  RI  U   M

I n  t his  s e cti o n    w e  est a blis h  t h e  u ni q u e n ess  of  t h e  e q uili b-
ri u  m  a n d  gi v e it i n  cl os e d  f or  m.

T h e or e  m  1:   I n t h e  g a  m e Γ , t h e   N as h  e q uili bri u  m is  u ni q u e.
M or e o v er, t his  u ni q u e  e q uili bri u  m    (x  , y  )  is  gi v e n  as  f oll o  ws:

x   =   x  (ω ∗ , N  (ω ∗ ))  a n d  y   =   y  (ω ∗ , N  (ω ∗ )),     ( 3 6)

w h er e  t h e   v e ct or- v al u e  f u n cti o ns    x  (ω, ν  )   a n d   y  (ω, ν  )   ar e
gi v e n  b y  Pr o p ositi o n  2,   m e a n  w hil e t h e f u n cti o n  N  (ω  )  a n d t h e
u ni q u e  v al u e  ω ∗ ar e  gi v e n  b y  Pr o p ositi o n  3.

Pr o of:   T h e  r es ult  f oll o  ws  dir e ctl y  fr o  m  Pr o p ositi o n  2  a n d
Pr o p ositi o n  3.

VII.    N U   M  E  RI  C  A  L I L  L  U S  T  R  A TI  O  N

T o  ill ustr at e  h o  w  t h e  e q uili bri u  m  str at e gi es  i n   T h e or e  m  1
d e p e n d  o n t h e   w ei g hti n g  c o ef fi ci e nts  of t h e tr a ns  mitt er’s  p a y-
off  l et  us  c o nsi d er  a n  e x a  m pl e  i n v ol vi n g   n   =    4  n o d es    wit h
m ai n  c h a n n el  g ai ns    h   =    ( 7. 1,  5. 9,  9. 8,  1 0. 6),  e a v es dr o p pi n g
c h a n n el  g ai ns  h E =  ( 0  .9 , 2 .8 5 , 5 .7 , 3 .5 3) ,  b a c k gr o u n d  n ois es
σ 2 =    σ 2

E =  ( 1  , 1 , 1 , 1) ,  w ei g hti n g  c o ef fi ci e nt    w T =   1    a n d
i  m pl e  m e nt e d  p o  w er l e v el P   =   2  b y t h e tr a ns  mitt er.

Fi g.  2( a)  ill ustr at es  t h at  t h e  a d v ers ar y’s  str at e g y  is    m or e
s e nsiti v e  t o   v ar yi n g  t h e    w ei g hti n g  c o ef fi ci e nt   w E t h a n  t h e
tr a ns  mitt er’s  str at e g y.  S  m all er  s e nsiti vit y  of  t h e  tr a ns  mitt er’s
str at e g y  is  r e fl e ct e d   b y   fl at   s e g  m e nts  t h at   aris e  f or   s  m all
w ei g hti n g   c o ef fi ci e nt    w E ,  s p e ci fi c all y,   w E ≤     0 .7 7   w h e n
t h e   s et  I 0 (ω, ν  )   b e c o  m es   e  m pt y   (s e e,    E q n.   ( 1 4)).   I n  t his
c as e,   b y  ( 1 4),   x i =    1  / ( j ∈  N (B i / B j )),  i   ∈     N  ,  i. e.,  x
=    ( 0. 4 1,   0. 2 2,   0. 1 7,   0. 2 0)    w hil e   I 0 (ω 0 ,  ν)   is   e  m pt y    wit h
ω 0 =   1  / ( j ∈  N ( 1/ B j ))    =  0.4 2 .  A n  i n cr e as e  i n    w ei g hti n g
c o ef fi ci e nt  w E i  m pli es  t h at  t h e  tr a ns  mitt er’s  str at e g y  t e n ds  t o

a  u nif or  ml y  distri b ut e d  str at e g y,  i. e.,  t h e  o n e    wit h    m a xi  m al
e ntr o p y.    M e a n  w hil e,  t h e  a d v ers ar y  t e n ds  t o  f o c us  e a v es dr o p-
pi n g  eff orts  o n  t h e  n o d e   wit h  t h e    m a xi  m al  “ e a v es dr o p p a bl e ”
r at e,  i. e.,  o n  n o d e  3.  Fi g.  2( b)  a n d  Fi g.  2( c)  ill ustr at e  t h at  a n
i n cr e as e i n  p o  w er l e v el  b y t h e tr a ns  mitt er l e a ds t o  a n i n cr e as e
i n  t h e  u p p er- b o u n d  o n  t h e    w ei g hti n g  c o ef fi ci e nt  w E ,    w h er e
t h e  tr a ns  mitt er’s  str at e g y  is  n o n-s e nsiti v e  t o  s u c h  c o ef fi ci e nt
w E .  Als o,  t h e  s e cr e c y  r at e  is  n o n-i n cr e asi n g    wit h  r es p e ct  t o
w ei g hti n g  c o ef fi ci e nt   w E w hil e t h e  e ntr o p y is  n o n- d e cr e asi n g
o n t his  c o ef fi ci e nt.

VIII.    O P  TI   MI  Z  A TI  O  N   O F W EI  G  H  TI  N  G C O  E F FI  CI  E  N  T S

VI  A F AI  R  N  E S S A P P  R  O  A  C  H

I n t h e  pr e vi o us  s e cti o n it   w as  s h o  w n t h at  a n i n cr e as e i n t h e
w ei g hti n g  c o ef fi ci e nt   w E l e a ds  t o  a n  i n cr e as e  i n  t h e  e ntr o p y
of t h e tr a ns  mitt er’s str at e g y  a n d  a  d e cr e as e i n t h e s e cr e c y r at e.
T h us,  a  q u esti o n  aris es:    w hi c h    w ei g hti n g  c o ef fi ci e nt   w E is
pr ef er a bl e  f or  t h e  tr a ns  mitt er  t o    m ai nt ai n  b ot h  of  t h e  tr a ns-
mitt er’s  g o als: ( a) t h e  b asi c  o n e, t o  c o  m  m u ni c at e  s e cr etl y,  a n d
( b)  t h e  s e c o n d ar y  o n e,  t o  d o  it  t h e    m ost  u n pr e di ct a bl e    w a y ?
N ot e t h at,   wit h o ut l oss  of  g e n er alit y,   w e  c a n  ass u  m e t h at   w T
is  fi x e d  si n c e  t h e  tr a ns  mitt er’s  p a y off  ( 7)  is  a  li n e ar  f u n cti o n
of   w ei g hti n g  c o ef fi ci e nts  (w T , w E ).

We  n o  w s h o  w  h o  w  pr o p orti o n al f air n ess [ 1 4] c a n  b e a p pli e d
t o  fi n d  s u c h tr a d e- off  b et  w e e n  b ot h tr a ns  mitt er’s  g o als.

First,  l et   us   d e n ot e   b y   x w E a n d   y w E
,  t h e   e q uili bri u  m

str at e gi es of t h e tr a ns  mitt er a n d a d v ers ar y, r es p e cti v el y, p ar a  m-
et eri z e d  b y   w ei g hti n g c o ef fi ci e nt  w E a n d  gi v e n  b y   T h e or e  m  1.
B y   T h e or e  m  1,  f or   w E t e n di n g  t o  i n fi nit y    w e  h a v e  t h at  t h e
tr a ns  mitt er’s   str at e g y  t e n ds  t o   a   u nif or  ml y   distri b ut e d   o n e
x ∞ =   (  x 1 ,∞ , . . . , x n  ,∞ )    =   ( 1/ n , . . . , 1 / n ),  w hi c h  c orr e-
s p o n ds t h e   m a xi  m u  m  of e ntr o p y.   Als o, t h e a d v ers ar y’s str at e g y
t e n ds  t o  y ∞ =   (  y 1 ,∞ , . . . , y n  ,∞ )  s u c h  t h at  y i ,∞ =   1    f or
s u c h  a n  i  w h er e    B i a c hi e v es  its    m a xi  m u  m,  i. e.,  s u c h   i  t h at
B i =    B    wit h    B    gi v e n  b y  ( 2 1).    M e a n  w hil e,   y j ,∞ =   0    f or
j  =    i .  F or  t h e  l o  w er- b o u n d ar y  c as e  of    w ei g hti n g  c o ef fi ci e nt
w E ,  i. e.,  w E =   0  ,  w e   h a v e  t h at  t h e   a d v ers ar y’s  str at e g y
y 0 =  (  y 1 ,0 , . . . , y n  ,0 )  h as  a    w at er- filli n g  f or  m.  S p e ci fi c all y,
y i ,0 =   m a x  { (A i −   ̃ν )/ B i , 0 } , i  ∈   N  , w h er e   ν̃  is t h e  u ni q u el y
gi v e n  b y  t h e  c o n diti o n  t h at   y 0 is  a  pr o b a bilit y  v e ct or,  i. e.,

i ∈  N m a x  { (A i −  ν̃ )/ B i , 0 }  =  1  . Als o, t h e tr a ns  mitt er’s str at-
e g y  is  x i ,0 =  1  / j :A j >  ν̃ ( B i / B j )  f or  A i >    ̃ν   a n d  x i ,0 =  0
f or  A i ≤   ν̃   wit h   i  ∈   N  .

L et   C S w E C S  (x w E , y w E
)   b e  t h e  s e cr e c y  r at e  if  t h e

tr a ns  mitt er  a n d  a d v ers ar y i  m pl e  m e nt str at e gi es x w E a n d  y w E
,

r es p e cti v el y.    M e a n  w hil e,  l et  H w E H   (x w E )  b e  e ntr o p y  of
t h e  tr a ns  mitt er’s  str at e g y  x w E .    T h e   b asi c   o bj e cti v e   of  t h e
tr a ns  mitt er  t o  i n cr e as e  s e cr e c y  r at e  c a n  b e    m o d el e d  b y  t h e
diff er e n c e  b et  w e e n  c urr e nt s e cr e c y r at e  C S w E a n d t h e s e cr e c y
r at e  c orr es p o n di n g t h e str at e g y   wit h t h e   m a xi  m al  e ntr o p y (i. e.,
t h e  o n e    w h e n  t h e  tr a ns  mitt er  f o c us es  its  eff orts  o nl y  o n  a n
i n cr e as e i n  e ntr o p y), i. e.,  b y t h e  f oll o  wi n g  p a y off  as  f u n cti o n
of  w E :

Δ  C S w E =   C S w E −   C S ∞ . ( 3 7)

T h e  s e c o n d ar y  o bj e cti v e  of  t h e  tr a ns  mitt er  t o    m a k e  its  c o  m-
m u ni c ati o n  u n pr e di ct a bl e  c a n  b e    m o d el e d  b y  t h e  diff er e n c e
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b et  w e e n  t h e  c urr e nt  e ntr o p y   H w E a n d  t h e  e ntr o p y  H 0 ,   w h e n
t h e  tr a ns  mitt er  f o c us es  its  eff orts  o nl y  o n  a n  i n cr e as e  i n  t h e
s e cr e c y  r at e, i. e.,  b y t h e  f oll o  wi n g  p a y off  as  f u n cti o n  of  w E :

Δ  H w E =   H w E −   H 0 . ( 3 8)

N o  w    w e   c a n  i ntr o d u c e  t h e   s et   of   all   p ossi bl e   p air   of
tr a ns  mitt er’s  p a y offs, i. e.,

G     { (  ΔC S w E , Δ  H w E ) :  w E ≥   0 } .     ( 3 9)

T his  s et  is  ill ustr at e d  i n  Fi g.  2( d)  b y  t h e  e x a  m pl e  c o nsi d er e d
i n t h e  pr e vi o us  s e cti o n   wit h i  m pl e  m e nt e d  p o  w er l e v el  P   =   2.
T h e n, t h e tr a d e- off   w ei g hti n g  c o ef fi ci e nt   w E vi a  pr o p orti o n al
f air n ess  [ 1 4]  as  crit eri a  c a n  b e  f o u n d  as  t h e  s ol uti o n  of  t h e
f oll o  wi n g  o pti  mi z ati o n  pr o bl e  m:

m a x  { l n(  ΔC S w E )   + l n(  ΔH w E ):w E ≥   0 } .     ( 4 0)

S ol uti o n  of  t his  o pti  mi z ati o n  pr o bl e  m,  i. e.,  pr o p orti o n al  f air
s ol uti o n  ( P F S),  c a n  b e  f o u n d  vi a  t h e    N el d er-  M e a d  si  m pl e x
al g orit h  m  [ 1 5].  I n  t h e  c o nsi d er e d  e x a  m pl e,  it  is   w E =   1  .9 ,
w hi c h   c orr es p o n ds  t o  tr a d e- off   v al u es   of  s e cr e c y  r at e   a n d
e ntr o p y  b ei n g  e q u al t o  2. 3 3  a n d  1. 3 7,  r es p e cti v el y.

I  X.    C O  N  C  L  U SI  O  N

I n  t his  l ett er,  a  n e  w  t y p e  of  tr a ns  mitt er  h as  b e e n    m o d el e d,
s p e ci fi c all y,  a  s o p histi c at e d  tr a ns  mitt er  t h at  h as  t o  c o  m  m u ni-
c at e    wit h  a  gr o u p  of  n o d es  all o c at e d  i n  a  s e c urit y  z o n e  i n
t h e  pr es e n c e  of  a n  a d v ers ar y  ai  m e d  at  e a v es dr o p pi n g  u p o n
t his  c o  m  m u ni c ati o n.   T h e s o p histi c at e d tr a ns  mitt er,  b e y o n d t h e
b asi c  g o al  of  c o  m  m u ni c ati n g  s e cr etl y,  als o  h as  a  s e c o n d ar y
g o al t o  a c hi e v e  s u c h s e cr et  c o  m  m u ni c ati o n i n t h e   m ost  u n pr e-
di ct a bl e   w a y.   T his  s c e n ari o  h as  b e e n    m o d el e d  b y  a  n o n- z er o
s u  m  r es o ur c e  all o c ati o n  g a  m e.   T h e  e x p e ct e d  s e cr e c y  r at e  h as
b e e n   us e d  as   p a y off  t o    m o d el  t h e  tr a ns  mitt er’s   b asi c   g o al.
M e a n  w hil e, t h e  e ntr o p y  of t h e tr a ns  mitt er’s  str at e g y  h as  b e e n
i  m pl e  m e nt e d  as  a  p a y off t o   m o d el t h e tr a ns  mitt er’s  s e c o n d ar y
g o al.   T h e  e q uili bri u  m  h as  b e e n  f o u n d i n  cl os e d  f or  m,  a n d its
u ni q u e n ess  h as  b e e n  pr o v e n.   A  hi g h er  l e v el  of  s e nsiti vit y  f or
t h e  a d v ers ar y’s  str at e g y    wit h  r es p e ct  t o  n et  w or k  p ar a  m et ers
c o  m p ar e d  t o  t h e  tr a ns  mitt er’s  str at e g y  h as  b e e n  est a blis h e d.
T h e  pr o v e n  u ni q u e n ess  of  t h e  e q uili bri u  m  d e  m o nstr at es  t h e
st a bilit y  of  t h e  s u g g est e d  tr a ns  missi o n  al g orit h  m.  Fi n all y,  t h e

p ar a  m et ers  of t h e tr a ns  mitt er’s  utilit y  s u p p orti n g its  b asi c  a n d
s e c o n d ar y  g o als    w er e  o pti  mi z e d  vi a  a  pr o p orti o n al  f air n ess
a p pr o a c h.
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