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Abstract— There is ample evidence in the automotive cy-
bersecurity literature that the car brake ECUs can be mali-
ciously reprogrammed. Motivated by such threat, this paper
investigates the capabilities of an adversary who can directly
control the brake actuators and would like to induce wheel
lockup conditions leading to catastrophic road injuries. This
paper demonstrates that the adversary despite having a limited
knowledge of the tire-road interaction characteristics has the
capability of driving the states of the vehicle traction dynamics
to a vicinity of the lockup manifold in a finite time by means of
a properly designed attack policy for the frictional brakes. This
attack policy relies on employing a predefined-time controller
and a nonlinear disturbance observer acting on the wheel slip
error dynamics. Simulations under various road conditions
demonstrate the effectiveness of the proposed attack policy.

I. INTRODUCTION

Electronic Control Units (ECUs), which are an integral
part of the modern automotive control systems, are embedded
devices that are typically networked together on one or
more buses and communicate with each other based on
protocols such as CAN and FlexRay [1]. The automotive
control systems including their in-vehicle networks (IVNs)
and ECUs can be attacked in different ways [2], [3]. Indeed,
there is a plethora of well-documented attacks to access
the IVNs (see, e.g., the work by Koscher, Chekoway and
collaborators [4], [5]). One type of attack, which can be
carried out using interfaces such as the vehicle OBD port,
Wi-Fi, and cellular networks, can be used to reprogram
the vehicle ECUs and hence manipulating the car physical
behaviors including its steering and braking. For instance,
Miller and Valasek [6] carried out such an attack, which was
effective on all Fiat-Chrysler vehicles, by reprogramming a
V850 chip to disable the car braking system (also, see [7]
for other attacks on the brake ECUs).

Motivated by the possibility of malicious reprogramming
of the car braking ECUs, this paper investigates the capabil-
ities of an adversary who has taken over the braking ECUs
and would like to induce wheel lockup conditions during
braking. Wheel lockup can cause severe degradation in
vehicle steerability, directional stability, and general control
over the car [8] leading to catastrophic road injuries [9].

There exists a rich body of literature on designing robust
cyber-physical attacks against linear time-invariant (LTI)
networked control systems including zero-dynamics attacks
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Fig. 1: Classification of the proposed attack scheme within
the cyber-physical attack space.

on non-minimum phase systems (see, e.g., [10]-[13]) and
bias injection attacks on power plants and smart grids (see,
e.g., [14], [15]). The intent of the adversary is to drive the
system to an unsafe operating region while requiring limited
model knowledge of the system dynamics in both types.

In this paper, we demonstrate that the adversary hav-
ing taken over the brake ECUs and possessing a limited
knowledge of the tire-road interaction characteristics can
induce lockup on the vehicle wheels by means of a properly
designed attack policy. The attack policy relies on employing
a predefined-time controller [16] for driving the vehicle states
to a vicinity of the lockup manifold and a nonlinear distur-
bance observer (NDOB) that will compensate for the limited
knowledge of the adversary (see, e.g., the references [17]—
[19] and applications of DOBs in bipedal robots [20] and
power plants [21]). According to Teixeira et al.’s widely-
accepted taxonomy [10] we are concerned with physical
aspects of such an attack. In other words, this paper considers
direct perturbation of the vehicle traction dynamics with
malicious intents under the assumption that the adversary
has direct control over the brake actuators. Therefore, the
proposed attack policy can be classified within the attack
space due to Teixeira et al. [10] as in Figure 1.
Contributions of the Paper. As the first contribution, this
paper adds to the body of knowledge on physical attack
generation against nonlinear dynamical systems where the
vast literature on attack generation mostly considers cyber-
physical systems with linear dynamics. One of the very
few exceptions is the work by Park et al. [22] where a
stealthy zero-dynamics attack against a quadruple-tank pro-
cess is designed. Second, this paper provides an affirmative



answer to the question of whether an adversary with limited
knowledge of the vehicle traction dynamics and the tire-road
characteristics can induce wheel lockup conditions in a finite
time interval. Such an answer provides important insights for
the emerging area of attack generation against platoons of
vehicles (see, e.g., [23]). Finally, this paper contributes to
improving the performance of pre-defined time controllers
for single-input single-output (SISO) systems in the presence
of uncertainties and disturbances by means of adding an
NDOB-based feedforward compensation term to the control
action.

The rest of this paper is organized as follows. After
presenting some preliminaries in Section II, we present the
nonlinear dynamical model of the vehicle traction in Sec-
tion III. Next, we formulate the wheel lockup attack policy
objective under uncertain tire-road friction characteristics
in Section IV. Thereafter, in Section V, we present our
attack policy based on using pre-defined time controllers
and nonlinear disturbance observers with time-varying gains.
After presenting the simulation results in Section VI under
various road conditions, we conclude the paper with final
remarks and future research directions in Section VII.

II. PRELIMINARIES

In this section we provide some preliminary definitions
from finite-time stability theory and stability of linear time-
varying (LTV) systems. The interested reader is referred to
references such as [16], [24]-[27] for further details.

Consider the dynamical system

v = f(t,y;Q) (1)

where t € [tg,00) for some to > 0, y € R”, and ¢ €
R™ denote time, the state, and the parameters of the system
in (1), respectively. We denote the solutions to (1) starting
from yo = y(to) by y(t,y0). We say that the non-empty
set I' C R"™ is locally finite-time stable for (1) if I is locally
asymptotically stable for (1) and there exists a neighborhood
of T, denoted by N (I"), such that any solution y (¢, yo) of (1)
with yo € N(T) reaches T' in a finite time moment t* =
T(yo), where the settling-time function T : N (T') — R is
locally bounded. We say that (1) is locally fixed-time stable
if it is locally finite-time stable and there exists some positive
constant T,,., called the settling-time, such that T'(yp) <
Trnax for all yo € N(T). If N(I') = R", the definitions will
become global.

III. VEHICLE TRACTION DYNAMICAL MODEL

In this section, we provide a brief overview of the single-
wheel model of rubber-tired vehicles under straight-ahead
braking conditions. The presented dynamic model can cap-
ture the steady and transient tractive performance while
demonstrating how a vehicle can undergo stable braking
or lockup [28]-[31]. Conventionally, the tire/wheel rate of
rotation and the forward vehicle speed are taken as dynamic
states. Accordingly, the quarter-car dynamics governing the
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Fig. 2: Schematic of the single-wheel braking model.

vehicle longitudinal motion during braking are given by (see,

b= —gap(\) — —A“](\;’”), (2a)
L Mgar 0 Ta Ay(tw)
w=— (A) 7 7 (2b)

where M, r, and J denote the quarter-car mass, wheel radius,
and wheel inertia, respectively. Furthermore, the vehicle
speed v and the wheel rotational speed w during braking
belong to Dy = {(v,w)lv > 0, 0 < rw < wv}. The
braking torque 7}, is the input to the dynamical system in (2).
Moreover, the longitudinal slip A is given by

A= _vorw 3)

max(v, rw)’
During braking, when (v,w) € Dy, we have A = *="<.
Therefore, A € [0, 1]. We let the constant g,, denote g cos(c)
where « is the road slope. Finally, u()\), A,(t,v), and
A, (t,w) denote the uncertain nonlinear friction coefficient,
the force, and the torque disturbances resulting from unmod-
eled dynamics, respectively.

Remark 3.1: There are a variety of ways to represent the
function p(-) including the magic formula and Burckhardt
representation (see, e.g., [32]). In the propositions that follow
in Section V, we do not assume any particular closed-form
representation for the nonlinear friction coefficient function
u(-) and only assume that 4 : A — R is a continuous
function on the closed interval A := [0,1]. Accordingly,
w(+) attains its maximum pim,x and minimum fiy;, on the
closed interval A because of the well-known properties of
continuous functions on compact sets.

As is customary in the vehicle dynamics literature (see,
e.g., [30]), it will be assumed that the disturbances A, (¢, v),
and A, (t,w) satisfy the following uniform bounds

|A7J(t7v)| S A’U? ‘Aw(taw)‘ S Awa
for all (¢,v,w) € [0,00) X Dy. 4)

Under the change of coordinates (v,w) +— (v, ), the
longitudinal dynamics become (see, e.g., [28], [30] for the



details of derivation)
Ay (t,v)

U= —gap(N) — i (52)
A= ‘%‘{()\ 1 =)\ + T+ Taw+ A —1DTa,},

(5b)
where v = Mfz is the dimensionless ratio of vehicle to

wheel inertia, T, := i » is the dimensionless brake
torque, and YA ,, = ﬁAw(t,w), Tay:= M(;ojj) are the
dimensionless force and torque disturbances acting on speed
and slip dynamics, respectively. As it can be seen from (2)
and (5), the wheel slip A couples the tire/wheel dynamics

with that of the vehicle speed. In (v, \) coordinates, we have

Dy = {(v,\)Jv >0, A€ A:=[0,1]}. (6)

Using the brake input Y,, the adversary would like to
induce unstable braking conditions corresponding to lockup.
The most severe case of lockup happens when A\ = 1.
Therefore, following Olson et al. [28], we define the lockup
manifold in the following way

Wy = {(v,\)|v >0, A =1}. (7)

IV. ATTACK POLICY OBJECTIVES

In this section we formulate the attack policy objectives

and state our assumptions about the adversarial knowledge
about the vehicle dynamical model, the adversarial disruption
resources, and the adversarial disclosure resources.
The Adversarial Knowledge. Following the notation by
Teixeira et al. [10], we denote the vehicle traction dynamics
in (5) by P. Moreover, we let the attacker’s a priori knowl-
edge model P be given by

(8a)
(8b)

Q'J:_gaﬂ(A%
A= 2 {( = 1= ) + T},

where the adversary has no a priori knowledge of the
dimensionless torque and force disturbances Ta ., TA o
Furthermore, the adversary has only an approximate knowl-
edge of the tire-road interaction characteristics given by
fi()\). When the adversary does not have any knowledge of
11(\), the friction coefficient /i()\) is set equal to 0 in P.
The Adversarial Disruption Resources. To model the ad-
versarial disruption resources, we assume that the reference
malicious command generated by the attack policy T, passes
through the following first-order delay system (see, e.g., [30],
31) , )

Tt Ye ==Y+ Yot —05), 9)

to generate the frictional braking torque response Y, which
then gets applied to the traction dynamics in (5). It is
remarked that the attacker does have knowledge of neither
the friction brake time constant 7; nor the friction brake
deadtime ¢y. In designing our attack policies in the next
section, we assume that 7 ~ 0 and d; ~ 0. However, the
simulation results in Section VI demonstrate the effectiveness

of the proposed attack policies when these assumptions do
not hold.

The Adversarial Disclosure Resources. We assume that the
adversary knows and/or can compute the vehicle velocity as
well as the wheel slip. This scenario corresponds to having
complete access to disclosure resources in the cyber-attack
space [10] (also, see Figure 1). Indeed, as demonstrated in
an experimental wireless attack against Tesla vehicles [33],
an adversary who has the capability of reprogramming the
firmware of ECUs through the Unified Diagnostic Services
(UDS) codified in ISO-14229 can also read live data from
the IVN (such as vehicle speed or engine speed).

Wheel Lockup Attack Policy Objective. Given the vehicle
longitudinal dynamics P in (5), the attacker’s a priori
knowledge P in (8), and the braking response given by (9),
design an attack policy Y, such that the trajectories of the
vehicle longitudinal dynamics during braking converge to
any sufficiently close neighborhood of the lockup manifold
WY within a finite time interval.

V. ATTACK PoLICY DESIGN

In this section, we present an attack policy in two steps
that can achieve the wheel lockup objective formulated in
the previous section. We start with a simple attack policy
based on the concept of predefined-time controllers proposed
in [16] and assume that the adversary has an almost perfect
knowledge of the vehicle dynamics. Then, we start adding
to the sophistication level of the attack policy analysis and
design by assuming less knowledge of the dynamical model.
Step 1: Design of predefined-time controllers. Following
the notation in [16], we let

p
8, (z) = Z2U | orgion (o), (10)
for any « € R and some real constant 0 < p < 1, and
Dy (x) := exp(|z|)sign(z), (11

for any x € R. Furthermore, we define the lockup error as

er =\ — 1. (12)

Therefore, when e, = 0 and v > 0, (v, \) € WE. As it will
be shown in this section, if the attack objective is met, the
wheel will be locked in finite time. Hence, the vehicle speed
will satisfy

(13)

v E [Umim 'Umax]a

during a successful attack, for some positive Ui, and Vpmax.

Proposition 5.1: Consider the vehicle longitudinal dy-
namics P in (5) with the attacker’s a priori knowledge P
in (8) and the frictional braking response given by (9) with
75 ~ 0 and 65 =~ 0. Suppose YA, = 0, 7 = v, and
i(-) = u(-). Additionally, assume that the uniform bound
on A,(t,v) given by (4) holds. Given any positive constant
T., the attack policy

v R
T, = gjufm(eL) + V/“L(A)a (14)



with uf,,(eL) = —(7 + kp)®,(er), where 0 < p <1, k >
k¥ = W#fm, and ®,(-) given by (10), makes the
lockup manifold Wi globally finite-time stable with settling-
time 7.

Proof: The closed-loop dynamics of ey, under the stated
assumptions become

éL = U/?Lp(eL) + Ae(tv eL)a (15)

where A.(t,er) = 2>ep{u(\) +Ta} is a vanishing per-
turbation satisfying |A.(¢,er)| < %M\eﬂ. There-
fore, by Lemma 4.1 in [16], the prOpOSiti?)l;l is proved. MW

Proposition 5.1 assumes an almost perfect knowledge
of the vehicle’s model, where the only unknown is the
disturbance force A, (¢,v) acting on the vehicle speed dy-
namics in (5). The next proposition removes these restrictions
further.

Proposition 5.2: Consider the stated assumptions in
Proposition 5.1 with ¥ arbitrary, and A, (t,w), A,(t,v)
satisfying (4). Furthermore, assume that 4 : A — R is a
continuous function. Then, given 0 < 7, < 1, the attack
policy (14) with ug (eL) = —kqsign(er) — T%@p(eL), 0<
p <1, ®,() given by (10), and k, > k* in which

. rA,
(Vﬂmax + Vﬂmax + 7),
J9a
(16)
makes the lockup manifold WbL globally finite-time stable
with settling-time 7.
Proof: The closed-loop dynamics of e, under the stated
assumptions read as

_ Mgaﬂmax + Av Ja

k* +
Muvgin

Umin

ér = ugy(er) + Ay(t,er), (17

where

Al(ter) = %BL{M(A) +Tau) 4

‘%a{z)/l(A) —uu(N)} + %‘"TM, (18)

is a non-vanishing perturbation. Due to the definition of
wheel slip, we have |er| < 1 for all values of A € A.
Therefore, it follows that |AL(¢,er)| < k*, where k* is given
by (17). Consequently, by Lemma 4.3 in [16], the proposition
is proved. [ ]

Similar to the line of argument in Proposition 5.2 and
using Lemma 4.2 in [16], the following proposition, whose
proof is omitted for the sake of brevity, removes the restric-
tions on the settling-time in Proposition 5.2.

Proposition 5.3: Consider the stated assumptions in
Proposition 5.2. Given any positive constant T, the attack
policy v

T, = ;UZl(eL) + 7f(A),

(03

19)

with u?, (er) = —(T%+ka)¢’1(e,;), where k, > k*, k* given
by (16), and ®4(+) given by (11), makes the lockup manifold
WL globally finite-time stable with settling-time 7, > 0.

Step 2: Design of NDOBs for wheel slip error dynamics.
Thus far, the presented family of attack policies in Propo-
sitions 5.1-5.3 depend on some a priori knowledge of the

vehicle longitudinal dynamics P in (5). In order to remove
the need for such knowledge, we make our attack input
dynamic by means of adding a feedforward compensation
term to the proposed attack policies. In particular, we extend
the brake attack policies in (14) and (19) according to

Ty = —ul(er) + Dp(N) —da, i =1, p,

[0

where cfa € R is the output of the NDOB (see, e.g., [18],
[19] for details of derivation)

%o = —Laza — La{u®, + %‘"(—da +0p(\) +pa)}, 2la)
21b)

(20)

da = Zq + Pas
where z, € R is the state of the NDOB, and the following

relationship between Lg4, i.e., the NDOB gain, and p, i.e.,
the NDOB auxiliary variable,

Pa = Lger, (22)

holds. It is remarked that Ly = gé’z by (22). The NDOB
in (21) has been designed based on considering the wheel

slip error dynamics

ér =uli(er) + AL(tyer) —da,i=1,p,  (23)

with the lumped disturbance A’ (t,er) given by (18). The
NDOB output d,, which is being calculated by (21), tries to
cancel the lumped disturbance A’ (¢, ey ). In the ideal case,
when d, ~ A/(t,er), complete disturbance cancellation
is achieved and it appears to the predefined-time controller
designed in Step 1 that it is controlling a system with no
disturbances.

The convergence properties of the disturbance tracking
error cia —A! are well-studied in the literature (see, e.g., [17]-
[19]) and for the sake of brevity we refer the readers to the
aforementioned references.

Remark 5.4: The NDOB in (21) has only one dynamic
state and it does not rely on having a particular representation
such as the Burckhardt closed-form for the nonlinear friction
coefficient function yu(-). Indeed, whenever no knowledge of
u(+) is available, the adversary can set [i(\) to be equal to
zero in (21). This NDOB-based disturbance compensation
technique is unlike the adaptive algorithms in [30], [31]
where a particular representation of the friction coefficient
function is needed and several parameters need to get up-
dated simultaneously. As it will be seen in the simulations,
even when fi(\) is set to zero, the attack policy using the
NDOB will meet its objectives.

VI. SIMULATION RESULTS

In this section we present several numerical simulation
results associated with five different attack policies during
braking in a straight road on both wet and dry asphalt. The
simulation parameters are given in Table I, where the quarter-
car parameters are directly adopted from [30].

Since the adversary would like to induce an almost com-
plete wheel lockup condition during braking, it is desired



Quarter-car parameters Road parameters Attack policy parameters
M =250 kg a = (0des T = 0.95
Ty =16 ms c1 =1.28,¢] =0.86 p=0.15
0 =15 ms co = 23.99, ¢, = 33.82 k=0
J = 1.5 kg.m? c3 =0.52, ¢4 =0.35 Lg =265
R=0.3m - r=v=15
— — a(N) =0,7=0,0;=0

TABLE I: Numerical simulation parameters.

that the trajectories (v(t),\(¢)) of the vehicle nonlinear
traction dynamics in (5) converge to a very near vicinity
of the lockup manifold W? defined in (7) within a relatively
small amount of time (here, T, = 0.95 seconds). Out of
the five attack policies employed by the adversary, one of
them corresponds to applying a constant brake torque to
the wheel, which is indeed a naive attack based on the
assumption that with a relatively large brake torque the
adversary can induce lockup in the wheels. The other four
attacks employ the presented predefined-time controllers in
the paper, where two of them that are given by (14), with
p = 0.15 and T, = 0.95, do not possess any NDOB-based
dynamic compensation mechanism while the other two, with
p = 0.15 and T, = 0.95, are employing the control policy
in (20) with the disturbance estimate generated by (20) with
Ly = 2.65.

The nonlinear friction coefficient function is modeled
using the three-parameter Burckhardt model (see, e.g., [34])
where

1(A) = c1(1 — exp(—c2A)) — ez (24)
In Table I, the coefficients associated with dry and wet
asphalt road conditions are given by ¢; and ¢}, 1 < i < 3, re-
spectively. It is assumed that the adversary has no knowledge
of the nonlinear friction coefficient function. Accordingly, in
all of the four non-constant adopted attack policies, [i(A)
is set equal to zero. Furthermore, it is assumed that the
adversary has no knowledge of either the friction brake time
constant 7 or the friction brake deadtime J;. Finally, it is
assumed that the adversary has no knowledge of the lower
bounds k* and k* in Propositions 5.1 and 5.2. Therefore,
k is all cases is set equal to zero. Finally, in the presented
simulations, the external disturbances not related to road-tire
interaction forces, i.e., A,(t,v) and A, (t,w), are set equal
to zero.

Figure 3 depicts the simulation results. As it can be seen
from the Figure, in the three scenarios where the adversary
does not employ the NDOB in (19), the attack objective is
not met. We remark that had the adversary known an approxi-
mate representation of the tire-road interaction characteristics
as well as the lower bounds ¥*' and k* in Propositions 5.1
and 5.2 (as opposed to setting all of them equal to zero),
we still would have expected that the predefined-time attack
policies without NDOBs to be successful on their own.
The NDOB here is playing its well-known ‘“add-on” role
described in the DOB design literature [17], [18]. Indeed,
it is the interplay in-between the predefined-time controller
and the NDOB that makes the proposed braking attack policy

less dependent on having a proper adversarial knowledge of
the tire-road interaction characteristics.

VII. CONCLUDING REMARKS AND FUTURE RESEARCH
DIRECTIONS

Motivated by the ample evidence in the automotive cyber-
security literature that the car brake ECUs can be maliciously
reprogrammed, this paper demonstrated that an adversary
with a limited knowledge of the tire-road interaction charac-
teristics has the capability of inducing lockup conditions on
the vehicle wheels in a finite time. The proposed attack policy
for the frictional brakes relies on employing a predefined-
time controller and a nonlinear disturbance observer, which
compensates for the adversary’s lack of knowledge of the
tire-road interaction dynamics. This line of investigation on
generating vehicle brake attack policies leads us to further
research avenues. First, this paper provides insights for
the emerging area of attack generation against platoons of
vehicles where string stability of a given platoon is of crucial
importance. Second, this paper provides an urgent motivation
for devising defensive ABS control policies that can protect
the vehicle traction dynamics against such wheel lockup
attacks. Finally, to have a better understanding of the safety
implications under the proposed brake attack policies, the
stability of vehicle lateral dynamics under such attacks needs
to be thoroughly analyzed.
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