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Abstract—With 5G communication networks enjoying com-
mercial adoption, work has begun towards defining future
6G networks. The emergence of commercially viable quan-
tum communication technologies offer these future communica-
tion networks information-theoretic key agreement techniques
enabling provably quantum resistant secure communications
through quantum key distribution protocols. However, com-
mercial quantum key distribution systems rely on independent
software implementations of key agreement protocols. Thus,
while these systems may be mathematically secure they may incur
security vulnerabilities in software. To address this we design a
standardized sifting module, which can be used to generalize the
description and execution of the necessary sifting in most if not all
discrete variable quantum key distribution protocols, including
entanglement based protocols. We give a general description
of the software stack underlying implementations of the post-
processing stage of quantum key distribution protocols, including
our formalization of the two-way sifting stage of said protocols
and the machinery required to realize it in a completely general
manner. Finally, we give some example configurations for some
common quantum key distribution protocols.

I. INTRODUCTION

Since the discovery of the BB84 protocol [1] the theory
and practice of quantum key distribution (QKD) has seen
significant development. On the side of theory we have seen,
among other impressive advances, the development of a variety
of rigorous methods for proving the security of QKD protocols
[2, 3, 4, 5], the design of protocols using increasingly limited
resources [6, 7, 8], the advancement of security models
and protocols that remain secure even when the hardware
implementing the protocols is untrusted [9, 10, 11] and the
development of quantum key distribution networks making use
of trusted nodes and quantum repeaters [12, 13]. On the side
of practical QKD, we have of course seen the experimental
implementation of many of the protocols discussed above,
commercial implementations [14], and deployments of said
protocols at industry scale and in a variety of contexts [15,
16, 17]. For a detailed surveys of QKD, we direct readers to
[18, 14].

While the effort to standardize and deploy 5G communica-
tion technologies began too soon to include QKD and other
quantum communication technologies, the field is now mature
enough to warrant consideration for use in future 6G com-
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munication network [19, 20]. Indeed, in light of increasingly
powerful quantum computers and improved quantum crypt-
analysis techniques [21, 22, 23] as well as the ever-present
possibility of both classical and quantum cryptanalysis attacks
against “post-quantum cryptography” protocols, the ability
to base security on non-complexity-theoretic assumptions,
as QKD does on quantum mechanical principles, becomes
increasingly relevant. As the technology continues to mature,
with significant efforts towards miniaturizing QKD hardware
[24, 25, 26, 27] and extending the reach of QKD protocols
through both terrestrial [28, 29, 30] and free-space means [31,
32, 33], QKD becomes an increasingly attractive option for
securing 6G communication networks.

However, while QKD offers security from a mathematical
perspective, practical systems must also contend with vulnera-
bilities in software. As commercial solutions implement QKD
protocols independently it is possible that security vulnera-
bilities may creep in. These vulnerabilities can potentially
decrease confidence in the security of QKD solutions and
thereby hinder adoption. One solution is to implement an
open source standardized implementation for QKD protocols
similar to OpenSSL for the TLS protocol. As with OpenSSL
the security of this standardized software implementation can
be assured by third party security researchers.

In this article, we report on our efforts to design a stan-
dardized software process to sift the measurement data from
a quantum key distribution protocol into the the necessary
statistics and raw key data for the classical post processing
stages using two-way classical communication. We note that
the method reported is general enough to work with most,
if not all, discrete-variable QKD protocols, including entan-
glement based protocols. Indeed similar ideas likely could be
extended to continuous-variable protocols as well. In [34] we
discussed a modular software stack for conducting the post
processing necessary for quantum key distribution protocols,
in which the majority of the modules could be used for
arbitrary protocols. The major protocol specific module in our
stack was the sifting module. Our work in this article then is
towards making that software, and other software like it, easily
translatable for use with other QKD protocols. This would
allow researchers to more rapidly test different QKD protocols,
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and to better understand the similarities of different QKD
protocols. Moreover, this design may even allow for more
flexible deployment of QKD protocols in 6G communication
environments through the use of a standardized software stack.

II. BACKGROUND

The standardization of QKD protocols is by no means a
novel concept — indeed there has recently been significant
effort into the description and analysis of QKD protocols
in a generalized fashion. We begin the description of our
standardized sifting module by the exposition of the necessary
context — the general QKD protocol. As a foundation we
borrow a very useful formulation of the general QKD protocol
used in [35], although we modify it in some places.

For our purposes, a QKD protocol contains within it seven
sub-routines. The first two stages deal with the truly quantum
stages of the protocol, whereas the latter five describe the
classical post-processing steps. For simplicity we assume that
the protocol only involves Alice and Bob, but our method
could be extended to include parties which use an untrusted
third party as well. We describe the seven steps below.

1) State preparation and transmission: Alice prepares an
entangled quantum state pf}l’g and sends Bob’s systems
to him.

2) Measurement and data partitioning: Alice and Bob mea-
sure each of their IV entangled quantum states according
to the specific protocol. For each measurement, indexed
by i, they partition their measurement information into
two data sets A$, Bf and A?, BY, denoting the informa-
tion that will remain private, and the information they
will later announce publicly.

3) Parameter estimation: Alice and Bob announce both
the public and private data for some random subset of
rounds of size m in order to verify that the statistics
fall within some previously agreed upon accepted set of
statistics, otherwise they abort the protocol.

4) Sifting: Alice and Bob announce their public informa-
tion, using it to determine which subset of the N —m
rounds should be used to arrive at their raw keys rk, and
rky. Alice and Bob each compute a mapping from those
subsets of their own private information and the public
information to obtain the raw keys rk, and rk;,. The
remaining private data, outside of the subset determined,
is made public. This newly public data may be used
to update the parameters arrived at in the previous
step, which can be useful, for example, in the case of
protocols which make use of mismatched measurement
information [36, 8].

5) Error correction: Alice and Bob publicly engage in
an information reconciliation protocol to attempt to
reconcile errors between Alice’s raw key rk, and Bob’s
raw key rkjp, with Bob ultimately arriving at k;, which
matches rk, with high probability.

6) Key Rate Computation: Using the statistics arrived at
in the parameter estimation (potentially updated after
the sifting step) and the amount of information leaked
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Fig. 1. (From [34]) The modules of the post-processing software implemented
in [34], where the QC module includes both the key-rate equation and sifting
process which are the only two protocol specific processes.

during error correction, Alice determines how many
secret key bits can be extracted from the raw key.

7) Privacy amplification: Alice and Bob finally arrive at
their secret keys by applying a two-universal hash func-
tion on rk, and ky, resulting in sk, and sky.

We note that for clarity we allow parameter estimation to act
as its own stage, although in practice the sifting process can
handle the totality of the statistics disclosure, and the key rate
computation can determine whether or not the parties abort.

In [34] we describe a modular implementation, shown
in Figure 1 of the four post-processing steps, for use with
real quantum key distribution implementations. In that work,
all stages save for the sifting and parameter estimation are
generalized, and can be applied to all QKD protocols. In this
work we provide a generalized sifting module design, and
indeed the work towards generalized parameter estimation and
key rate computation by numerical methods in [35] may allow
us to move even closer to a truly general QKD implementation.

III. DESIGN

We provide now our design for the standardized sifting
module, as it fits into the context of the general QKD protocol.
We design the module so that Alice and Bob should run
their own modules independently, with the two communicating
at set times and in pre-set manners throughout the process.
Alice’s module takes as input her preparation choices, as
well as the results of any measurements she makes, while
Bob’s similarly takes as input his choices and measurement
outcomes. We configure the sifting module for a given protocol
with three A-functions for each Alice and Bob, (A, AS, Af) for
x € {a, b} denoting Alice and Bob’s descriptions, respectively.
The first set of functions parse the input data into the necessary
information for sifting — the “public” data for both parties; The
second set uses the public data to determine which rounds will
contribute to the raw key; and finally the third partitions the
data into the raw key and the discarded, now public data. In
this section we will formalize the input and output of the three
stages, as well as the input and output of the total module. The
first stage we name the parsing stage, in which the two parties
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parse the data for a round into private and public data, sending
the public data over the public communication channel. In the
second stage of the pipeline, Alice and Bob conduct the actual
sifting, deciding based on their public and private inputs if they
should keep the round for key distillation, and doing so only
if both agree on the public channel. In this stage, data that is
not kept may also be used to update various statistics to be
used for parameter estimation and the key rate computation
in other parts of the post-processing pipeline. Finally, in the
third round, they apply their respective key mapping functions
to transform the data from kept iterations into their respective
raw keys.

Throughout this section, we will motivate our design based
on the BB84 [1] protocol, and later we will provide additional
configurations for other protocols. For clarity, we include a
brief description of the BB84 protocol now. In the BB84
protocol, Alice selects two random bits on each round, 6,, z,
and sends to Bob the state H% |x,) where H is the Hadamard
operator. Bob chooses his own random bit 6, and applies
the operator H% to the received state, before measuring in
the computational basis and seeing output x; (equivalently he
measures in the basis dictated by ). Alice and Bob publicly
disclose their basis choices and keep as the raw key their
prepared and measured states from rounds in which their basis
choices agreed.

A. Input

We refer to these data sets moving forward as Alice and
Bob’s quantum data, and we denote them respectively as A
and B, with A; and B; denoting the data from round i. Without
loss of generality, we assume that the data consists of N [-
tuples from some finite alphabet A. That is to say that each
round produces a set of data in D = A’ and the entire protocol
produces a data-set in DY. Of course for many protocols,
Alice and Bob do not have identical data distributions, but
without loss of generality we can assume that they belong to
the same set. Each round of the protocol produces A;, B; € D
and the protocol as a whole produces the two data sets A =
[T A; and B =[] B;.

In the case of BB84, Alice and Bob’s input data is sym-
metric. For a given round, Alice has two bits of information
representing her basis choice and prepared state, which we
denote by the tuple A; = (0,,, z4,), both elements of {0, 1}.
Bob’s is much the same, with B; = (0p,,xp,) denoting his
basis choice and observed state.

B. Parsing

For the purposes of our discussion, we assume that each
round’s data is parsed independently of the data from other
rounds. For some protocols, such as the COW protocol [37],
this may not be the case, but our method should easily extend
to consider blocks of data, or indeed the entire data-set as a
whole. Whatever the block size used, we iterate the parsing,
sifting, and key mapping stage N/n times, where n is the
sifting block size (again we take n to be one for BB84 and
many common protocols).

For each protocol then, we let A7 be the protocol specific
function which determines what information is made public
by party z in order to determine how to sift the information.
More formally:

Ay (AN AP

where the input to this stage is the data from some n rounds
and the output is £ symbols of data from processed data, where
k < l*n. The output of this stage from each party is sent to
the other party, for input into the next stage. In practice, it
will often be sufficient for only one party to communicate
data to the other party on this stage, in which case the non-
communicative party’s function would be trivial.

For BB84, on each round Alice’s A-function outputs A, =
A5(6,x) := 0 and Alice sends this value to Bob. Bob’s is
trivial, and outputs B, = Ag(@,x) =1, which he sends to
Alice.

C. Sifting

This stage determines, based on the output of the last stage,
what action to take for the data from each round, of which
there are two possible. Each round’s data can either be kept,
for use in the next stage in arriving at a raw key, or it can be
discarded, in which case it can be made public without harm to
the security of the protocol, and used to determine the various
statistics necessary for parameter estimation. As input, this
stage takes the full data for one party, and the publicized data
of the other. As output, it simply outputs a Boolean value for
the data from each round. Formally, for a block of n rounds:

AT (A x AR = {0, 13"

Both parties send the other the output from this stage, keeping
a line if both agree to keep it, and discarding it otherwise.
Once again, for many protocols, for one party this function
may be trivial — in which case they would always output
1, and the action would be determined by the other party.
Moreover, this stage of the sifting module may be used to
determine which rounds, that may have otherwise been used
to contribute to the raw key, will instead be published and
discarded. This discarded information is used to update the
statistics of each of the possible events in the protocol and the
accompanying sample size information for use in computing
confidence intervals.

In BB84 it is this stage in which Alice’s A-function
in this stage is trivial, outputting and sending to Bob
As = X(A,By) = 1. Bob’s A-function is simply B, =
N(B,A,) := 0 == A,. Both parties announce the output
of this stage, proceeding to the next stage if As A B, and
publishing A and B otherwise for potential use in parameter
estimation and advancing to parsing stage of the next round
otherwise.

D. Key Mapping

In the final stage of the sifting module, the parties trans-
form their un-discarded data into their respective raw keys,
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potentially using the public data disclosed by the other in the
process. Formally, this processing is of the form:

AZ (AN x AR {0,137

where r(n) is a function dictating how many bits of raw key
can be generated from n rounds of the protocol, and n is again
the block size. This stage may happen as part of the ongoing
loop, alongside the parsing and sifting, or it may occur once
the entire key has been sifted, after the [V rounds have been
otherwise processed.

For BB84 Alice and Bob’s A-functions in this stage are
again both simple, and in this case identical. Party p arrives
at their raw key bit using rk, = A} (0, z) := x.

E. Output

The output of the module, after the N rounds are completed,
is the raw key string output by the Key Mapping stage,
and the count of the various discarded events, output by the
Sifting module. The raw key, of course, takes the form of
x € {0,1}7("), while the statistics and sample sizes output
are a subset of [0, 1]"*/" x [0, N)'*/™ where Ik /n is an upper-
bound of the number of possible events, in terms of disparate
private and public choices and outcomes, that can occur.
These statistics, gathered from phases that are not used to
generate key-material, are crucial for the key rate computation
necessary to ensure the privacy of the final, secret key.

IV. CASE STUDIES

In this section we showcase the configuration of our frame-
work for two additional protocols in order to demonstrate the
versatility of our approach. Previously we gave a detailed
walk-through the process for BB84, but in the interest in
brevity we give only the specification for the other protocols,
except when further explanation is necessary. Below, where the
party to whom the A-function defined belongs to is exceedingly
clear, we may omit the superscript denoting ownership. We use
x == y to denote the equality of two symbols, x and y. We
note that, in all cases discussed below and indeed in most QKD
protocols, the sifting stage is a relatively cheap procedure in
terms of computational cost — consisting mainly of classical
communication and string processing. Indeed it is mainly
the error correction and privacy amplification stages which
can have non-trivial computational cost depending on the
block-sizes, and therefore usually key-rates, desired. Similarly,
where there may be failure probabilities associated with error
correction and privacy amplification, in these examples sifting

Alice Bob
X (9a17xai) (gbivxb')
A (X)) [z 1
AX (X, o) 1 0 ==A4p
M (X, Yp) Ta, Ty,
TABLE T

SUMMARIZING DATA FORMAT AND FUNCTIONS FOR SIFTING IN THE BB84
PROTOCOL, WHERE FOR EACH PARTY X; DENOTES THEIR PERSONAL DATA
AND Yp DENOTES THE PUBLIC DATA RECEIVED.

is an inherently resilient process. One notable yet unavoidable
requirement is the requirement to store the quantum data and
sifted key information — which of course linearly with the
number of rounds. In most cases, it is possible to engage in
block-wise sifting to periodically parse and discard extraneous
quantum data and reduce overall storage requirements.

A. Extended B92 [38]

Protocol Description: The original B92 protocol [39] makes
use of only two non-orthogonal states in order for Alice
and Bob to establish a secret key. Here we give a sifting
formulation for the extended variant, in which a second
computational state is used in order to achieve better key
rates. Alice prepares one of the two computational states
or the third, non-orthogonal state and sends it to Bob. Bob
measures randomly in either the computational basis or a
basis containing the non-orthogonal state. Alice discloses to
Bob only whether or not she sent the |1) state — when she
doesn’t, the round may result in a key round. Bob informs
Alice whether or not his measurement result was “conclusive”
i.e. whether or he observed one of the states which she does
not send on a key round. On a conclusive key round, Bob may
infer which basis Alice chose, constituting their raw key bit.
Data Format: Alice’s data consists of simply the value
A; = S; € {0,1,2} where a value of 0 or 1 denotes her
preparing the corresponding computational state, and 2 denotes
her preparing the third, non-orthogonal state. Bob’s consists
of two bits B; = (6;,x;) denoting his basis choice and
measurement outcome.

Parsing: Alice sends A, = \,(4;) := 5; # 1 to Bob; Bob’s
function and message are again trivial.

Sifting: Bob sends B, = A\;(A,, B;) = A, A (0; # x;).
Alice’s function is trivial.

Key Mapping: Alice’s key mapping function outputs 7k, =
A¢(A;) == S;/2 while Bob’s outputs rk, = A (B;) :==1— 6,

B. AKI19 [8]

Protocol Overview: Here we give the configuration for sifting
of a high noise-tolerance semi-quantum key distribution pro-
tocol. This protocol is unique (among the ones we discuss) in
that Alice makes two measurements, due to the fact that semi-
quantum protocols regularly use a two-way quantum channel,
and also in that Alice may use three bases. Briefly, Alice
chooses one of her possible bases, and a state from that basis,
and sends it to Bob. Bob chooses to either measure the state
in the computational basis, and send the result (as a new
quantum state) to Alice, or reflect the state he received back to

Alice Bob
X; Si € {0,1,2} (ewabi)
A (X)) Si #1 L

)\Lg{ (Xi,Yp) 1 Ap N (0; # x;)

M (X, Yp) S;/2 1-6;
TABLE 1T

SUMMARIZING DATA FORMAT AND FUNCTIONS FOR SIFTING IN THE B92

PROTOCOL.
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Alice. Alice again chooses a random basis, and measures the
returned state in that basis. Candidate key-rounds are those in
which Alice chose the Z basis in both instances, observed the
same state she sent, and in which Bob chose to measure and
resend. With some probability, key rounds are still discarded
for testing.

Data Format: In this protocol, Alice’s data consists of the
tuple A; = (b1, kq, ba,r,t) with by,b2 € {0,1,2} denoting
the basis choices of Alice when she prepares the qubit and
when she measures the returned qubit, k, € {0,1} denoting
the state prepared, r denoting the state she measured when
the qubit is returned to her, and ¢ denoting whether or not this
round will be used for testing purposes. Bob’s data is simpler,
consisting only of B; = (¢, k) where ¢,k € {0,1} denote
whether or not Bob choose to measure or reflect and the result
of a measurement, respectively. For simplicity, we omit round
indices in the labeling of these variables description, and due
to length constraints we omit a summarizing table for this
protocol.

Parsing: In this protocol, neither Alice nor Bob need make
public any information in this stage.

Sifting: Alice sends A, = A%(A4) := (by == by == 0) A
(ko == 1) A —t) Bob sends By = \b(B) :=¢

Key Mapping: Alice’s key mapping function is rk, =
A¢(A;) == k, while Bob’s is 7k, = Ao (B;) = ky,

V. CLOSING REMARKS

In this article we give a simple solution for the imple-
mentation of general sifting modules that may be reused,
with little configuration effort, for most QKD protocols. We
demonstrated it’s versatility by giving simple formulations for
a number of different QKD protocols, including one semi-
quantum protocol. The integration of this design into existing
QKD software stacks would allow for the rapid adaptation
of the software for use with novel QKD protocols, greatly
simplifying the testing workflow in practical QKD research
efforts. This flexibility will play an important role in mak-
ing QKD software more accessible for quantum-enabled 6G
communication research, design, and implementation efforts,
and this design may even assist in ensuring that the software
in eventual QKD deployments in 6G communication environ-
ments can be easily adapted for use with different underlying
QKD protocols.
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