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Abstract—In modern healthcare, smart medical devices are
used to ensure better and informed patient care. Such devices
have the capability to connect to and communicate with the
hospital’s network or a mobile application over wi-fi or Bluetooth,
allowing doctors to remotely configure them, exchange data, or
update the firmware. For example, Cardiovascular Implantable
Electronic Devices (CIED), more commonly known as Pacemakers,
are increasingly becoming smarter, connected to the cloud or
healthcare information systems, and capable of being programmed
remotely. Healthcare providers can upload new configurations to
such devices to change the treatment. Such configurations are
often exchanged, reused, and/or modified to match the patient’s
specific health scenario. Such capabilities, unfortunately, come at
a price. Malicious entities can provide a faulty configuration to
such devices, leading to the patient’s death. Any update to the
state or configuration of such devices must be thoroughly vetted
before applying them to the device. In case of any adverse events,
we must also be able to trace the lineage and propagation of the
faulty configuration to determine the cause and liability issues.
In a highly distributed environment such as today’s hospitals,
ensuring the integrity of configurations and security policies is
difficult and often requires a complex setup. As configurations
propagate, traditional access control and authentication of the
healthcare provider applying the configuration is not enough to
prevent installation of malicious configurations. In this paper,
we argue that a provenance-based approach can provide an
effective solution towards hardening the security of such medical
devices. In this approach, devices would maintain a verifiable
provenance chain that would allow assessing not just the current
state, but also the past history of the configuration of the device.
Also, any configuration update would be accompanied by its own
secure provenance chain, allowing verification of the origin and
lineage of the configuration. The ability to protect and verify the
provenance of devices and configurations would lead to better
patient care, prevent malfunction of the device due to malicious
configurations, and allow after-the-fact investigation of device
configuration issues. In this paper, we advocate the benefits of
such an approach and sketch the requirements, implementation
challenges, and deployment strategies for such a provenance-based
system.

I. INTRODUCTION

Healthcare devices are getting smarter, with the capability
to communicate with the healthcare providers as well as
the ability to perform in-device computations and analysis.
The combination of the Internet of Things (IoT) technology
with healthcare devices has led to the development of smart
healthcare devices. According to Reports and Data, globally,
the market for IoT devices in healthcare settings is predicted

to grow from US$ 60.83 billion in 2019 to US $260.75 billion
in 2027. This corresponds to a Compound Annual Growth
Rate (CAGR) of 19.8% [1]. Such devices improve health
monitoring, device performance, and the ability to quickly and
remotely update a device’s settings by healthcare providers.
For example, smart pacemakers or Cardiovascular Implantable
Electronic Devices (CIED) are often paired with a mobile app
running on a smartphone. Doctors can then use the smartphone
app to monitor the pacemaker’s performance, and update new
configuration settings on the pacemaker. A recent study by
Tarakji et al. [2] shows that the use of a smart pacemaker along
with a mobile app based monitoring and control improves the
remote monitoring of the pacemaker’s performance. Similarly,
other devices such as insulin pumps have been developed
to improve monitoring and control of insulin delivery for
diabetic patients [3]. Such developments along with the market
forecasts show that the use of smart healthcare is already
making important improvements to patient care and the use of
these devices will continue to grow in the coming years.

However, the connectivity and smart capabilities also open
the door to security vulnerabilities. In [4], Baker et al. discuss
the myriad security issues and challenges that affect such smart
healthcare devices. In particular, the vulnerabilities in short
range and long range communication protocols can allow an
attacker to compromise a smart healthcare device and change
the settings and configurations, which in turn can be fatal
for the patient [4]. In [5], Karunarathne et al. presented three
case studies of how malicious parties can remotely take over
or install malicious configurations in smart insulin pumps,
pacemakers, or pain management infusion pumps. This shows
the importance of monitoring and controlling the changes to
configuration of a smart healthcare device. Healthcare providers
also can share or distribute device configurations; for example,
the on-duty nurse might update the configuration settings
which was given to him or her by the doctor remotely. It
is therefore extremely important to verify the integrity of such
configuration updates. We must ensure that the configuration
update originated from and propagated through the proper
distribution paths (e.g., doctor to nurse to the healthcare device).
Also, for after-the-fact forensic investigations of a device
malfunction resulting in harm to the patient, we need a way to
evaluate the history of the configurations in a smart healthcare
device.
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In this paper, we propose the use of secure provenance to en-
sure the trustworthiness of smart medical device configuration
updates as well as the configuration history of such devices.
Provenance or the history and origin of objects is a widely used
technique to verify the authenticity of paintings, archaeological
artifacts, and manuscripts. In computing, provenance refers
to the origin and propagation history of objects [6]. Secure
provenance [7], [8] provides a secure mechanism to verify
the trustworthiness of the provenance information itself. We
argue that verifiable secure provenance provides a mechanism
to ensure the security of configuration updates as well as
device configuration history. It is important to evaluate the
trustworthiness of a device configuration before applying it to
the device. Authentication and access control alone will not
provide the expected security — an otherwise trusted healthcare
provider may inadvertently apply a malicious or untrustworthy
configuration to the healthcare device. Therefore, it is crucial
to examine not just the credential of the person applying the
update, but also the provenance of the configuration update
itself. Also, healthcare devices can and should maintain the
provenance of their own configurations over time. This allows
examination of the devices configuration changes over time
so that it is possible to investigate the cause of the device’s
malfunction.

To this end, we provide the sketch of how secure provenance
can be used in smart healthcare devices, keeping in mind the
resource constraints in such devices. The contributions of this
paper are as follows:

1) We show how secure provenance of configurations and
device states can help improve the security of smart
healthcare devices, and

2) We provide the outline of a system of secure provenance
for smart healthcare device configurations.

The rest of the paper is organized as follows: in Section II, we
provide background information on provenance and techniques
to secure it and also give an overview of related work. In
Section III, we present the outline of a scheme for secure
configuration and device state provenance for smart healthcare
devices. In Section IV, we present the challenges in secure
provenance for smart healthcare devices. Finally, we conclude
and present our plans for future work in Section V.

II. BACKGROUND AND RELATED WORK
A. Secure Provenance

In the world of arts, archaeology, manuscripts, and other
rare artifacts, provenance is a widely used technique to verify
the authenticity of an object. Provenance refers to the origin
and propagation history of such objects [9]. For example,
paintings are associated with certified provenance that show
when the painting was created by the artist, and a list of
owners of the artwork over time all the way to the current
owner. The presence of a verifiable provenance indicates the
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authenticity of the object. In recent years, researchers have
taken the concept of provenance and applied it to digital objects
such as files, clouds, and databases. Simmhan et al. [9] provides
a detailed discussion of the use of provenance in various e-
science applications. Efforts to provide integrity assurances
for provenance information led to various secure provenance
schemes. In our prior work [8], [10], we demonstrated the
use of secure provenance chains to verify the sequence of
events in the provenance of files. Similarly, researchers have
developed such schemes for networks, databases, and cloud
computing systems [11]-[15]. Techniques to secure the integrity
of provenance include secure provenance chains [10], Bloom-
filter based secure accumulators [14], Blockchains [16], and
operating system extensions [17]. While there have been efforts
to introduce provenance for Internet of Things devices [18],
there has not been a lot of efforts in using secure provenance
techniques for protecting device configuration updates in smart
healthcare devices.

B. Smart Healthcare Device Security

Researchers have explored different techniques to harden
the security and privacy of smart healthcare devices. In their
seminal work, Halperin et al. [19] presented the concept of
security and privacy for implantable medical devices and
discussed the requirements and challenges. Karunarathne et
al. [5] provide a more recent and detailed discussion of
the challenges in securing healthcare devices. Researchers
have developed various authentication and access control
mechanisms for smart healthcare devices. For example, Wazid
et al. [20] presented an elliptic curve cryptography based
lightweight remote user authentication scheme for implantable
medical devices. Yang et al. [21] developed a lightweight
end-to-end scheme for securing the communication between
smart healthcare devices and healthcare providers and data
users. Taking a different approach, Tiwari et al. [22] used the
concept of Smart Semantic Healthcare to ensure the secure
data exchange and interoperability for smart healthcare devices.
Other work include authentication [23], access control [24], and
privacy [25]. However, researchers have not fully explored the
use of secure provenance mechanisms in securing healthcare
device configurations. In this paper, we explore this research
gap and provide an outline of a provenance based solution.

ITII. PROVENANCE-BASED CONFIGURATION SECURITY FOR
SMART HEALTHCARE DEVICES

In this section, we discuss how a provenance based model
can be used to improve the security of configurations for smart
healthcare devices. We start by providing definitions of the
building blocks in this model. This model is an extension of our
prior work in securing file provenance [8], cloud provenance
[14], and interaction provenance [26].

A. Components

The proposed model consists of the following components:

Authorized licensed use limited to: UNIV OF ALABAMA-BIRMINGHAM. Downloaded on March 05,2023 at 04:51:35 UTC from IEEE Xplore. Restrictions apply.



« Configuration (C): A configuration is a set of settings
corresponding to the operation and state of a healthcare
device.

« Configuration Provenance entry (P): A provenance
entry is the basic building block of the configuration
provenance. It includes information on the device type,
configuration settings details, timestamps, other metadata,
and identify of the entity or user who creates, modifies,
or propagates a configuration setting. For example,
when a physician creates a configuration setting, a new
provenance entry is created. This will contain the identity
information of the physician, the complete detail of
the configuration settings, and the timestamp of when
the entry was created. A digital signature protects the
integrity of each provenance entry. Besides the creation,
the modification or propagation information is also stored
in a provenance entry.

« Configuration Provenance Chain (PC): A configuration
provenance chain is a signed hash chain of a series of
chronologically ordered provenance entries [10]. The
hash chain approach prevents insertion or deletion of
provenance entries.

« Device Provenance Chain (DC): For each smart device,
a device provenance chain DC is also maintained. This
is a chronologically ordered hash chain sequence of
configurations applied to a smart medical device. For
resource constrained devices, this chain can be maintained
at a trusted cloud based storage service.

« Provenance Storage Service (PSS): Ideally, the
provenance chain should accompany the configuration as
it propagates from one user to another. However, since
we assume operating inside a closed medical environment,
it is possible to use a centralized storage service to store
the provenance chain. This will improve performance
and reduce the network overhead of moving provenance
information along with the configuration.

« Provenance Verification Service (PVS): In each hospital
setting, there will be a provenance verification service.
Given a configuration (C) and the corresponding prove-
nance chain (PC), the provenance verification service
will verify the integrity of the provenance chain and the
trustworthiness of the configuration. The trust can be
measured by taking into account the reputation of the
entities involved in preparing, propagating, or modifying
the configuration, as well as the path or environment
through which this configuration was propagated.

B. Operation and Usage Model

Here, we outline how such a provenance based system would

function.
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« Configuration Creation: When a new configuration
setting is created, the first provenance entry for the
configuration is also generated.

« Configuration Propagation: When a user receives
a configuration from another user, a provenance
entry containing the sender and recipient information is
generated. It is added to the end of the current provenance
chain PC and the hash chain information is updated.

o Configuration Modification: If a user modifies a
configuration, the changes made are recorded in a
new provenance entry P. The provenance entry is then
added to the end of the current provenance chain PC
accompanying the configuration.

« Configuration Application and Verification: Figure 1
shows the workflow for applying a new configuration
on a medical device. When a device receives a
new configuration setting, it first needs to verify the
trustworthiness of the configuration. This step happens
after authentication and authorization. To do this, the
device invokes the Provenance Verification Service
(PVS). PVS examines the configuration and fetches
the provenance chain from the Provenance Storage
Service (PSS). PVS then goes through the provenance
chain to verify if the hash of the final provenance entry
matches the computed hash, indicating the integrity of the
provenance chain. After verifying the integrity, the PVS
can use the information stored within the provenance
chain to compute a trustworthiness score as well. The
exact process will depend on the organization’s policy.
The PVS then returns the findings to the device, which
then can choose to accept or reject the configuration
setting C. The healthcare provider organization can set the
policy on what level of trust to expect for configuration
settings in order to accept it and apply to a device.

In case of the device’s provenance DC, an investigator
examining the device history requests PVS to verify the
integrity of the provenance chain. A process similar to
the above is used to determine the trustworthiness and
integrity of the device provenance chain DC.

C. Threat Model

We assume that the Provenance is stored in PSS in a
trustworthy manner and a malicious adversary cannot tamper
with it when it is stored in the PSS. The healthcare organization
is honest and trustworthy. An attacker can spoof the identity of
healthcare providers when sending a malicious configuration
to other providers, but they cannot sign the provenance entries
with the private keys belonging to honest healthcare providers.
We also assume that honest service providers create truthful
provenance entries documenting the source, modification, and
propagation information of the configuration. We also assume
that the provenance verification service PVS is trustworthy.
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Fig. 1: Workflow for updating Configuration. (1 The healthcare provider sends a new configuration to the device, (2) The
device sends it to the Provenance Verification Service (PVS, which (3) requests the Provenance Storage Service (PSS) for the
provenance chain belonging to this configuration. (4) The PSS sends the provenance chain to the PVS. (5) If the provenance is
verified correctly and is considered trustworthy according to policy, then the PVS sends an approval message to the device. (6)
The device then applies the configuration and (7) also updates the Device Provenance chain (DC) on the PSS.

IV. DISCUSSIONS

In this section, we discuss the challenges and potential issues
in creating and operating such a configuration provenance based
system.

A. Advantages

There are several advantages of a provenance based system
for determining the trustworthiness of configuration settings:

D

2)

First, instead of evaluating trust on a single point of
time (i.e., the moment of application of the settings),
provenance allows us to look over the entire source
and propagation history of the configuration. This is
more secure as we can look into a holistic view of the
configuration, where it originated from, how it arrived
at the ultimate recipient, etc.

Next, the use of provenance ensures that we can handle
the cases where a malicious configuration is injected into
the system and an otherwise honest healthcare provider
is duped into applying the malicious configuration to the
device. For example, if an adversary spoofs the identity
of a physician and sends a malicious configuration
to a nurse who unwittingly attempts to apply the

3)

4)

configuration, a provenance based system will reject
the malicious configuration since it will lack a valid
provenance.

Also, the use of device provenance allows forensic
investigations to be conducted on a device’s history
of configurations in order to determine any prior
malfunctions.

Since the provenance chain is stored separately from the
device, any takeover of the device does not impact the
contents of the provenance chain.

B. Challenges and Deployment Considerations

While this approach is beneficial as discussed above, there
are several security, operational, and deployment challenges
we need to overcome. Below, we discuss these issues:
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Device constraints: Many smart healthcare devices,
especially the implantable medical devices, are resource
constrained. They have limited computational capability.
Such devices are also constrained by power. Therefore,
we cannot perform local verification of provenance
at the device level, and have to depend on a service

Authorized licensed use limited to: UNIV OF ALABAMA-BIRMINGHAM. Downloaded on March 05,2023 at 04:51:35 UTC from IEEE Xplore. Restrictions apply.



like the PVS to verify the provenance. This may
create a trust issue as we have to assume the PVS
to be trustworthy. Also, requiring the PVS to verify
configuration provenance makes it a single point of failure.

To overcome this, we can deploy multiple PVS entities
within the organization in order to distribute the load. We
can also use a majority voting approach to reduce the
chances of a system compromise due to the PVS being
under the control of malicious users.

o Centralized vs. Distributed Provenance Storage: The
provenance chain and other information can be stored
centrally or it can be attached to the configuration itself
and move with it. As discussed in the outline stated
in Section III, we assume the use of the provenance
storage service (PSS) to store the provenance. In order
to do so, we must assume the PSS to be honest and not
compromised by malicious adversaries. The centralized
nature of the PSS creates problems similar to those
discussed in the previous point. Besides performance
issues due to the centralized PSS, we also need to
ensure that the PSS is highly secure and trustworthy itself.

The alternative approach of attaching the provenance
information with the configuration itself reduces the load
and the trust requirements of the PSS. However, it can
create significant network overload as the provenance
chain needs to move along with the configuration each
time the configuration is sent to a new user.

o Threat Model: In our threat model, we assumed that
the healthcare organization, the PSS, and the PVS are
all trustworthy. However, depending upon the nature of
the attacker and their capabilities, this assumption may
not always hold. For example, if an attacker can take
over the PVS, the attacker can create fake but plausible
provenance history for malicious configurations.

« Deployment and Performance Issues: In order to
deploy this in a healthcare organization, we need to
ensure that all healthcare providers working on the
configuration are aware of the provenance and will record
the provenance accurately. In practice, this may not be
feasible as it would require modifying the systems of all
providers to ensure accurate recording of provenance
information.

There can be other performance issues as well. Device
configuration updates under this system require

verification of the provenance of the configuration.

This in turn requires multiple calls to the PVS and
PSS and verification of a (potentially long) provenance
chain. This might impact performance. To resolve this,
we can use a cloud based redundant backend to host
the PVS and PSS which will improve service performance.
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V. CONCLUSION AND FUTURE WORK

In this paper, we presented the outline of a provenance-
based trust assessment system for smart healthcare device
configurations. The proposed system allows verification of the
provenance and trustworthiness of the configuration before it
is applied to a smart healthcare device. Such a system will
make device configuration updates more secure and trustworthy
and prevent malicious adversaries from sending flawed and
maliciously crafted device configuration to the devices. It
can also allow flexible security policies to be written and
implemented for smart healthcare devices. Under this system,
devices can choose to accept only the configuration coming
from trusted and reputable healthcare providers. We believe that
this approach can prevent many malicious attacks on the device
configurations — for example, the attack when the healthcare
provider applying configuration to a device is malicious (as
discussed in the attack scenarios in Section II and in [5]). In our
future work, we plan to implement the system and evaluate its
security and performance in a real healthcare system scenario.
In addition, we will augment the model to allow distributed
deployment and propagation of of provenance chains as the
configuration propagates through the system.
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