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Sensor networks and loT systems have been widely deployed in monitoring and controlling
system. With its increasing utilization, the functionality and performance of sensor
networks and their applications are not the only design aims; security issues in sensor
networks attract more and more attentions. Security threats in sensor and its networks
could be originated from various sectors: users in cyber space, security-weak protocols,
obsolete network infrastructure, low-end physical devices, and global supply chain. In this
work, we take one of the emerging applications, advanced manufacturing, as an example
to analyze the security challenges in the sensor network. Presentable attacks —hardware
Trojan attack, man-in-the-middle attack, jamming attack and replay attack —are examined
in the context of sensing nodes deployed in a long-range wide-area network (LoRaWAN)
for advanced manufacturing. Moreover, we analyze the challenges of detecting those
attacks.

Keywords: sensor network, cybersecurity, LoORaWAN, hardware security, hardware Trojan, side-channel signal

1 INTRODUCTION

With the advent of microelectronics and Internet-of-Things (IoT), sensor networks have received
wide attention among scientific communities in developing smart sensor technology, and they are
being used in various applications. For example, home and vehicle automation, logistics and
transportation, environmental monitoring, healthcare, surveillance, education, and training
Munir et al. (2007); Agnihotri et al. (2015). A sensor network is a collection of small sensor
nodes with different sensing capabilities that record data at various environments and send it to a
base station. Depending on the deployment location and application, sensor networks can be wired
or wireless. In a wired sensor network, sensor nodes are connected by Ethernet cables; in contrast, a
wireless sensor network uses Bluetooth, WiFi, cellular, Near-Field-Communication (NFC),
Narrowband Internet of Things (NB-IoT), and Long-Range (LoRa) technologies. Due to the
distributed nature of the sensor deployment, wireless sensor networks have gained much more
attention than wired sensor networks.

Depending on the application, sensor networks can cover a large area of interest for a variety of
objectives. They can be deployed in terrestrial, underground Muduli et al. (2018); Minhas et al.
(2018) or underwaterMohamed et al. (2011) environments. As a result, sensor networks have an
ever-expanding set of uses that includes but not limited to environmental monitoring Xu et al.
(2014); Ullo and Sinha (2020), health monitoring Ayyildiz et al. (2019); Abdulkarem et al. (2020),
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TABLE 1 | Sehrawat and Gill (2019) Different types of sensors used in loT Networks.

Applications

Sensors Type and short description

Proximity Electromagnetic wave. By nature, can be inductive, capacitive, photoelectric, magnetics etc. Detects
nearby object

Occupancy Consists of either/in combination of pressure, humidity, light and air sensors, used for remote sensing

Motion Hybrid in nature, can sense any physical movement in range. Versatile, recordings can be captured in
form of photos/videos if programmed

Velocity Linear/Angular velocity detection, enable real time velocity remote monitoring

Temperature Can detect heat changes allows monitoring real time temperature changes

Pressure Senses pressure changes

Chemical Detects changes in chemical compositions in different mediums i.e. air, water

Humidity Works as temperature, moisture and signal sensor

Water quality
Gyroscope

Basically monitors ion, pH, conductivity changes in the water
Measure angular movement/velocity

precision agriculture Thakur et al. (2019); Kiani and Seyyedabbasi
(2018), military applications Azzabi et al. (2017); Ahmad et al.
(2016), transportation Alawad and Kaewunruen (2018); Gaber
et al. (2018), smart cities Alfas and Alsina-Pages (2019); Hanif
et al. (2018).

Sensors are mainly classified based on their purpose, i.e., the
types of physical conditions monitored by the specific sensors.
The general conditions monitored by the sensors are sound,
distance, heat, light, or any measurable changes. Sensor
outputs are connected to an IoT network through devices,
thus building a management network where security is crucial
to prohibit data breaches and unwanted exposure. As far as
security is concerned, the most common sensors used in
modern residential and commercial purposes include infrared
sensors Singh et al. (2016), photoelectric beam based sensors,
microwave sensors security and safety have always been critical to
the welfare of individuals (2020), tomographic motion detection
sensors Forstater (2014), audio sensors, and motion sensors.
Table 1 shows a list of the existing sensors commonly used in
IoT networks with their applications.

As sensor networks have been commonly applied in medical,
automobiles, agriculture, military, and mining applications,
attackers from various sectors are motivated to intrude the
sensor network to manipulate the sensor data, leak
information, blind monitoring systems, or cause malfunctions
in control infrastructure. With the increasing utilization of
remote working mode, the integrity and trustworthiness of
sensor networks have become more critical than ever. To
ensure the sensor data flow securely in the network, a group
of researchers Papadogiannaki and Ioannidis (2021) have
investigated IoT network traffic processing systems. Agencies
such as the European Union Agency for Cybersecurity ENISA
(2019) support the efforts that improve the regulation and
implementation guidelines for IoT networks. Unfortunately,
sensor networks could be attacked by users not only from
cyber space, but also from local users and the globalized
supplied chain. Moreover, not all existing wireless
communication protocols are equipped with sufficient security
features. The use of obsolete network infrastructure and low-end
sensors/edge devices make sensor networks vulnerable to various

Industries

As per requirement
Home security

Smart city vehicle monitoring

Wearables devices, agriculture
Environment, agriculture, home-pressure
monitor

Air/water quality observation

Food quality observation, agriculture,
environment

Water quality monitor

3D mouse, robotic devices, aircrafts

attacks, such as Denial of Service (DoS), sinkhole, blackhole,
greyhole, wormhole, selective forwarding, Sybil, replay, and hello
flood attack. The work Ng et al. (2015) reports that a sensor can be
leveraged as a backdoor to trigger hardware Trojans. External
ambient variables such as temperature were introduced to trigger
the Trojan and leak the AES secret key. The work Schellenberg
etal. (2018) shows an integrated sensor that can be used to exploit
the power distribution network (PDN) to extract the secret key. If
the compromised sensor is implemented in PDN, the malicious
sensor could sense the voltage fluctuation of other modules and
facilitate the side-channel analysis attack. Since the setup of a
sensor network varies with its specific application, the security
challenges for the sensor network are unique when it is deployed
in advanced manufacturing and industries.

The existing literature lacks the quantitative analysis on
security threats in practical applications. The attacks from the
physical devices have not been examined extensively and
holistically. In this work, we make the following main
contributions:

e We take one of the emerging applications, advanced
manufacturing, as an example to analyze the security
challenges in the sensor network. Instead of using
theoretical proof and simulation-based analysis, we
perform our quantitative analysis based on both
laboratory and on-site measurements.

e Four types of attacks—hardware Trojan attack, man-in-the-
middle attack, jamming attack and replay attack—are
examined in the context of sensing nodes deployed in a
long-range wide-area network (LoRaWAN) for advanced
manufacturing. Both time-domain and frequency-domain
studies are conducted to reveal the stealthiness of
representable attacks.

o A security tracking framework is proposed in this work to
facilitate the research on sensor network security. Moreover,
we analyze the challenges in detecting the highlighted
attacks in sensor networks.

The rest of this work is organized as follows. In Section 2, we
introduce the preliminary knowledge of sensors and its
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application in LoRaWAN. In Section 3, we propose a framework
that facilitates the analysis on the security threats in sensor
networks. In addition, our laboratory and on-site experimental
setup are summarized. In Section 4, we examine the typical
attacks observed in sensor networks. Quantitative and
comprehensive analysis is performed, as well. Challenges on
attack detection are reasoned in Section 5. This work is
concluded in Section 6.

2 PRELIMINARIES FOR LORAWAN AND
SECURITY THREATS

2.1 Introduction of LoRaWAN

Long-Range (LoRa) technology is commonly used in Internet-of
Things. LoRa networks connect sensors to the cloud and enable
real-time communication of data and analytics to enhance
efficiency and productivity. Due to its low power and long-
range capability, LoRa technology has been widely used in
automated manufacturing industries. As a critical part of
advanced manufacturing, LoRa nodes are mainly implemented
with sensors to monitor the ambient environment, track the
machine motion, and provide the primary control system with
real-time data feedback via Long-Range Wide-Area Network
(LoRaWAN). LoRaWAN incorporates three main parts end
devices (LoRa Nodes), a network server (Gateway), and an
applications server (Cloud). The overview of LoRaWAN
connection topology is shown in Supplementary Figure S1.
LoRa nodes are end devices, which are mainly configured as
slave devices to sense surrounding environmental data and
transmit data packets to the cloud. Depending on the power of
transmission and computation, LoRa devices are classified into
three categories: Class A, B, and C. Class A LoRa features the
most energy-efficient node and is mostly used for remote
sensor data transmission. Class B LoRa has a beacon-like
feature and sends data packets with a certain interval. Class
C LoRa offers high power consumption compared to all other
classes as it continuously transmits the data to the LoRa
gateway Polonelli et al. (2019). A LoRa gateway is a radio
transceiver, the heart of the LoRaWAN topology. LoRa
gateways receive modulated RF packets from the end device
(LoRa node) and forward them to the network server through
an IP backhaul connection. LoRa gateways have higher process
power and the ability to handle more tasks than LoRa end
devices Zhou et al. (2019). The network server is the core of

LoRaWAN management and enables the communication
between end nodes to end-users. The network server
manages the connection authentication and monitors the
nodes, gateways, and end-user application traffic. The
network server implements the LoRaWAN protocol and
validates the authenticity and integrity of the LoRa devices
Zhou et al. (2019). The application server handles the
LoRaWAN application layer for decryption and encryption
of the data. The application server can easily link data
management systems or launch template integration with
the leading IoT platform of Amazon Web Services (AWYS),
Azure, and Google cloud Industries (2021).

2.2 Security Challenges From Sensors
Although LoRaWAN includes some security features such as data
origin authentication and integrity Han and Wang (2018) shown in
Supplementary Figure S2, the LoORaWAN security cannot be fully
assured. The LoRaWAN consists of a low-powered embedded
device (LoRa nodes) integrated with sensors and a gateway to
connect the cloud. Most LoRa end devices are low-powered and
lack adequate security due to power constrain. As sensors do not
have any encryption engine Noura et al. (2020), the raw data
collected by a sensor could be altered before reaching the storage or
processing unit connected with that sensor. Figure 1 depicts three
types of attack—spoofing attacks, side-channel attacks, and
hardware Trojan insertion attacks—that could be performed in
a sensor network system. An adversary could take advantage of the
sensor network’s vulnerability and carry out malicious activity. For
example, an adversary can reverse engineer communication
protocols such as (I*C), SPIL, and uses asynchronous serial
communication (UART) Monjur et al. (2020). Therefore,
adversaries can alter the sensor data conversion and the
sensor mechanism to launch spoofing and fault injection
attacks He et al. (2017). Sensors transmit the data to the
embedded system through the network and malicious node
can trigger a hardware Trojan (HT) and leak critical
information. The HT can be inserted during the chip
fabrication process and stay dormant until its activation
condition is satisfied. Once triggered, HT can cause severe
data breaches or alteration of instruction to the system.
Many side-channel attack studies have pointed out the
security vulnerability of LoRaWAN protocols. The LoRa
node is subject to side-channel attacks. For example, the
authors demonstrated that they can retrieve the AES key
used for transmitted packets using correlation power
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FIGURE 2 | Experimental setup for LoRa node-to-node communication
in a research laboratory.

analysis Fukushima et al. (2020). The other side-channel
attacks, such as electromagnetic-leakage traces, can recover 12
bytes of the key for the payload encryption process and the message
authentication code generation process Fukushima et al. (2019).

3 PROPOSED ANALYSIS FRAMEWORK
FOR THE SECURITY STUDY OF SENSOR
AND ITS NETWORK

3.1 Experimental Setup

The quantitative analysis performed in the rest of this work is
based on the measurement results from two sets of experimental
setup, one from a research laboratory and one from an advanced
manufacturing center.

For simplicity, we first performed node-to-node
communication in a research laboratory. The overview of the
setup is shown in Figure 2. The LoRa gateway was built based on
RAK?7244. The sensors deployed in our system were integrated
on a single board, SparkFun ICM-20948 9DoF IMU, which
includes an accelerometer, a gyro meter, and a temperature
sensor. The LoRa node was programmed on Arduino MKR

Hardware Security in Sensor Networks

WAN 1300. Two Arduino boards were configured into the LoRa
packet transmitter and receiver. The packets transferred via
LoRaWAN were monitored by the Arduino IDE’s serial
monitor.

Next, we deployed a LoRaWAN in the UNH John Olson
Advanced Manufacturing Center Olson (2021), which hosts the
manufacturing machines for automate machine tending,
metrology, deburring, and metal sheet forming. As a case study,
we collected the real-time LoRa packets from the double-sided
incremental sheet forming machine. The corresponding onsite
setup is shown in Figure 3.

3.2 Framework for Information Tracking and
Security Analysis

Figure 4 provides an overview of the proposed framework to
enable the security threats analysis in sensors, LoRa end nodes,
gateways, and servers. An attacker can tamper with sensing devices
to alter the original sensed value, harming the data integrity. An
adversary can also sniff and capture the transmitted packet
between nodes and gateways, or capture data packets via some
open-source hardware (e.g., Software-Defined Radio (SDR)
device). Even if not knowing the encryption key applied in the
data packet, an attacker can still impersonate a sensing node and
replay the captured packets to the network.

As highlighted in the framework, we use a signal logic analyzer to
examine the integrity of real-time sensor data and detect the
abnormal behavior of sensing nodes. A signal spectrum analyzer
will be utilized to monitor the wireless signals between LoRa nodes
and LoRa gateways. The spectrum analyzer measures the gain,
power, distortion, harmonics, the bandwidth of a LoRa
transmitted signal in the operating frequency range of the LoRa
node. Although the LoRa payload is encrypted, analyzing the
metadata can still provide us some insights. The information we
can extract from a gateway log file includes records of gateway status,
uplink, and downlink messages. The records of LoRa packets contain
a timestamp, message ID, frequency, bandwidth, and data rate.
Analyzing this information under normal conditions and under

Sensor &
LoRa
transmitter

LoRa packet
tracking
system

LoRa
receiver

FIGURE 3 | Our onsite experimental setup on the sheet forming machine in the John Olson Advanced Manufacturing Center.
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FIGURE 4 | Overview of proposed security tracking and analysis system.

attack makes it possible to detect some abnormal behavior such as
replay attacks. Additionally, feeding a large number of records
extracted from the gateway logs to Machine Learning algorithms
can help us more effectively and accurately achieve this goal.
Supplementary Figure S3 highlights the attacks on sensors, edge
node and LoRaWAN gateway devices, as well as and their connection
network. As many existing works have extensively investigated secure
boot, anomaly detection, data encryption, and secure
communications of LoRaWAN, the proposed attack analysis
framework concentrates on the attacks performed on the physical
devices.

Sensors have become a critical part of revolutionizing the
automation of industry 4.0. Sensors are used in a passive or
active mode to measure the physical properties of the
surrounding environment. Many IoT devices have been
integrated into sensor networks. As most of the end devices are
low-powered and lack adequate security, an adversary can take
advantage of the weakly-protected sensing nodes to cause system
failures or carry out malicious activity. There are many prevention
and detection mechanisms for software and network vulnerability,
but end devices blindly trust sensing inputs and lack robust defense
mechanisms against the attacks from compromised sensors. The
attacks on sensing nodes can be classified into three major attacks:
spoofing attacks, side-channel attacks, and hardware Trojan
attacks. Reserves engineering on the sensor mechanism can
launch spoofing attacks. Sensors transmit data to an embedded
system through the network. If the sensor is compromised, it can
trigger a hardware Trojan and leak critical information.
Supplementary Figure S4 shows an example of Trojans in a
sensing node could lead to the failure in key management.
Hardware Trojans can be inserted during the chip fabrication
process and stay dormant until activation conditions are satisfied.
Once triggered, they can cause severe data breaches or alteration of
instruction to the system.

One challenge in assuring sensor security is the fact that the
sensing mechanisms rely on diverse electrical, mechanical, and

chemical properties. Attacks on these sensors are various and
complicate, and thus the attack mitigation varies accordingly. The
existing literature Polonelli et al. (2019); Reynders et al. (2016);
Han and Wang (2018); Yang et al. (2018); Aras et al. (2017)
mainly focuses on the security threats from the channel between
network servers and application users and they investigate the key
management strategies for sensor networks. There is limited work
available to study the security vulnerabilities of the hardware
devices for sensing. This work fills this gap.

4 QUANTITATIVE SECURITY THREAT
ANALYSIS

4.1 Attack Scenarios

In this section, we perform quantitative and comprehensive
security threat analysis on a sensor network communicated via
LoRa technology. Most literature focuses on the cyber attacks in
the server and application layers Reynders et al. (2016); Yang
et al. (2018); Aras et al. (2017). The work Rocha and Correia
(2011) outlines how confidential data such as passwords and
cryptographic keys may be extracted from cloud server storage
by a malicious insider of the cloud service provider.
Unauthorized access remains a challenge as LoRaWAN
differs from one implementation to another Oniga et al.
(2017). The unauthorized access or mapping of the network
can compromise the backend network communications
between the gateway and the LoRaWAN server de Moraes
and da Conceigdo (2021).

To harm the security of LoRaWAN, attackers could manipulate
the network through the physical access, as well. The so-called
“physical access” can be before or after device deployment. The
former one is originated from an outsourced untrusted supply
chain. The later one is conducted by attackers having access to the
physical LoRa network in the manufacturing factory. Typically,
those attacks happen in LoRa nodes and gateways, as shown in
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Figure 5. The particular LoRa devices shown in the zoom-in view
are the ones adopted in our case studies.

LoRa nodes are typically formed by configuring low-end
programmable devices, such as Arduino, STMicroelectronics
and Raspberry Pi Choi et al. (2018). Since those devices are
generic, the integrity and reliability of diverse commercial-off-
the-shelf LoRa nodes cannot be guaranteed. Some LoRa
devices (labeled as malicious LoRa node in Figure 5) could
be counterfeited or carry hardware Trojans. More specifically,
the hardware Trojan in a LoRa node could tamper with the
hardware implementation of communication protocols, such
as SPI, to cause the loss of the integrity of sensing data. The
hardware Trojan could also alter the original functionality of a
LoRa node to store the LoRa packets stealthily and then replay
those packets occasionally. The physical attacks induced by
hardware Trojans will eventually sabotage the normal
behaviors and performance of the LoRaWAN.

Alternatively, on-site physical attack could be conducted by an
adversary close to the site where the sensor network is deployed,
for instance, an advanced manufacturing factory. As LoORaWAN
can support wireless transmission in a radius of 10 km Petajajarvi
et al. (2015), it is practical to have a malicious LoRa node outside
the factory to induce a jamming attack in the LoRaWAN area and
manipulate the manufacturing operations. Different than the
compromised LoRa devices from the untrusted supply chain,
the malicious LoRa node in the on-site attack could be any devices
that implement the LoRaWAN.

4.2 Demonstration of Practical Attacks

4.2.1 Hardware Trojan Attack: Manipulate Sensor Data
Hardware Trojan is a malicious modification on physical devices.
The hardware Trojan in a LoRa node aims for tampering with the
data transferred from the sensor to the LoRa gateway. This type of
attack is executed before the device authentication and data
encryption algorithm in the gateway, network server and
application layers. Being inserted through an untrusted design
house, a hardware Trojan can be activated by a specific sensor
measurement value and its payload could harm the memory and

Hardware Security in Sensor Networks

TABLE 2 | Unique hardware Trojans in sensor networks.

Trojan Location Example of triggering/payload
mechanisms
Trigger 1. Sensor 1. Temperature range
2. 1/0 Interface 2. Motion acceleration speed
3. Memory for firmware 3. Transmission rate
4. lllumination level
Payload 1. Cache memory 1. Spreading factor configuration

N

2. Arithmetic module . Channel bandwidth configuration
3. RF transmitter 3. Frequency configuration

Edge Device

Temperature & Humidity Sensor

Manipulating Data

Data \]

) |

GND

Analog Trojan
(Capacitor)

FIGURE 6 | Hardware Trojan attacks on sensing node.

radio frequency (RF) signal transmitter. More unique hardware
Trojan triggering and payload designs are summarized in
Table 2. Figure 6 depicts how a Trojan attack can sabotage
sensing node: either manipulate sensing data or tamper with
some electronic components.

In our case study, we programmed one Arduino board to
form a malicious LoRa node. The compromised LoRa node will
activate the Trojan with a specific trigger condition and alter the
sensor data. We monitor the consequence of the Trojan attack
through an Ardunio IDE serial monitor. As shown in Figure 7,
the temperature sensed and transmitted by the sensor node is
different with what is accepted by the LoRa node. The
highlighted temperature changes indicate that the malicious
LoRa node alters the temperature of 31.14°C-96.00°C. We also
compare the LoRa packets with/without the Trojan attack via a
logic analyzer. Supplementary Figure S5A shows the waveform
for the temperature reading by the sensor and the temperature
transmitted by the LoRa node. Our simple comparison logic
implemented in a testing program can detect whether the attack
is triggered (bus 7 is high as shown in Supplementary
Figure S5B).

Both IDE monitoring and logic analyzer based detection are
not a ascalable Trojano detection approach, as they typically
require precise control on the timing and the prior knowledge of
the expected abnormal behaviors. Unfortunately, it is not
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FIGURE 8 | Restilts of the analog Trojan attack on a sensing node showing data interruption.

practical to execute such Trojan detection procedure in real
applications. Therefore, hardware Trojan detection for sensor
networks needs more investigation from the sensor community.

In another case study, we implemented an analog Trojan
attack on the single wire data line of the sensor. As shown in
Figure 6, a capacitor was added between the temperature and
humidity sensor and the ground data line. The sensor receives
the request signal from the Raspberry Pi and completes the
successful handshaking between the sensor and the Raspberry
Pi. When the sensor starts to transfer data, and the capacitor
(analog Trojan) completes the path to the ground will begin to
alter the sensor transmitting data end device, as shown in
Figure 8.

4.2.2 MITM Attack: Leak Sensor Information
Man-In-The-Middle (MITM) attack is a physical attack that
can be performed on a LoRa node (sensing node) shown in

Figure 9. As sensors transmit data to end devices and are
usually vulnerable, no encryption is not implemented on the
sensor side. An adversary can target the communication
protocol between the sensor and the node device and
activate some malicious logic at the end node. The
adversary can implement a Trojan circuit during the third-
party fabrication process. Malicious logic such as restarting the
LoRa node will cause the node to re-advertise the network
session key. A SDR device can capture the radio packets
containing the key. As all LoRa nodes in the same network
transmit data to all existing LoRa gateway, it is challenging to
differentiate the LoRa packets injected by the MITM attack
from those transmitted by the legitimate LoRa nodes. Any
monitoring mechanisms at the LoRa node will enable to
shorten the process of MITM attack detection. However,
such a detection mechanism comes with the disadvantage of
more power consumption at end devices.
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In our MITM case study, a microcontroller (MSP430FR6989) was
adopted to implement the MITM attack between a digital
temperature and humidity sensor (DHTI11) and a signal
processing node formed by a single-board computer (Raspberry Pi
3B+). The microcontroller receives the request signal from the
Raspberry Pi and relays the request to the sensor. After the
successful handshaking between the sensor and the Raspberry Pi,
the sensor starts to transfer data through the middle hop, the MSP340
microcontroller, to the processing node. As the microcontroller has
the power to manipulate the data (e.g., bitwise operation, bounding,
or addition or subtraction) during the transmission, the MITM attack
is able to leak the measurement value or alter it before reaching the
application server. We used an oscilloscope to monitor the signal
through the microcontroller. As shown in Figure 10, the data sent by
the sensor is successfully captured and leaked by the microcontroller.

4.2.3 Jamming and Replay Attacks: Deplete Sensor
Network Bandwidth

Attacks in sensing nodes could further impact the network
performance. Jamming and replay attacks are the ones leading

the depletion of network bandwidth. In this section, we zoom in
how a compromised sensing node could facilitate jamming or
replay attacks.

The jamming attack is the process of interrupting
communications by broadcasting data over the same network.
In our case study, we conducted a constant jamming attack, which
sends out data continuously at the frequency of 915 MHz, not
hopping around to other frequencies due to the constraint of the
carrier frequency allocated to LoRa in US. We used a low-end
LoRaWAN compatible IoT device, Arduino MKR WAN
1300 Arduino (2021) to implement four LoRa nodes, three for
legitimate communication and one for jamming attack. We
monitored the physical transmission of LoRa packets through
GQRX software Alexandru Csete (2021). Figure 11A shows the
packets for the normal LoRa packet transmission without jamming
attack. As shown, the packets are being dispersed over a constant
transmission rate. After we initiated the jamming attack, a large
volume of LoRa packets were intensively injected to the LoRa
network and they were centered around the frequency of 915 MHz,
as shown in Figure 11B.

Frontiers in Sensors | www.frontiersin.org

May 2022 | Volume 3 | Article 850056



https://www.frontiersin.org/journals/sensors
www.frontiersin.org
https://www.frontiersin.org/journals/sensors#articles

Monjur et al.

Hardware Security in Sensor Networks

A Frequency B

> Tx Node 2 |

Time

FIGURE 11 | LoRa packet transmission history for the case (A) without attack and (B) with a successful jamming attack.

915.000.000

Transmitted
Jamming Data
Packet

[ Jamming Attack at 915MHz

The attack example shown in Figure 11B is one kind of
jamming attacks—constant jamming attack. There are many
other types, including random, reactive, and selective
jamming attacks Raymond and Midkiff (2008); Sufyan and
Saqib (2013). Those attacks are more stealthy than the
constant jamming attack, as their triggering moments do
not follow a predictable pattern and the induced malicious
packets are time intensive.

The replay attack is a process of intercepting data from a
particular communication medium and then sending either the
same data or an altered version to the communication stream.
We continue to use a Arduino MKR WAN 1300 to conduct a
replay attack, which interfered the communication between the
legitimate LoRa nodes and gateways in the LoRaWAN. The
replay attack allows an adversary to gain unauthorized access
to LoRa packets and further alter that data for malicious
reasons. As shown in Supplementary Figure S6A, our
attack successfully replied the LoRa message that is
highlighted by the red rectangle boxes. Note that our replay
attack further altered the original message. The observation of
frequency spectrum shown in Supplementary Figure S6B
indicates how the replay attack occupies the channel
bandwidth and its time density. Compared with the
jamming attack shown in Figure 11B, the replay attack
causes less bandwidth depletion.

5 CHALLENGES ON DETECTING AND
MITIGATING PHYSICAL ATTACKS IN
SENSOR NETWORKS

We analyze the observation from our case studies and summarize
the challenges on detecting and mitigating the physical attacks on
the sensor network applied in the John Olson Advanced
Manufacturing Center.

5.1 Challenge 1: Weak Side-Channel Signals
Side-channel signals have been widely used in hardware
Trojan detection Narasimhan et al. (2013); Jin and Makris
(2008). We extracted two types of typical side-channel signals

from our case studies to assess if we can exploit those signals to
detect the active compromised LoRa nodes in the LoRaWAN.

The first side-channel signal is the power consumption of a
LoRa node device. Each LoRa node in our case study was
powered by a 5V-supply. We inserted a small resistor between
the external voltage source and the voltage input pin of the
LoRa device to measure the voltage drop on the resistor and
thus calculate the power consumption of the LoRa node. In a
compromised LoRa node, we emulated a hardware Trojan in
the hardware module for the SPI communication interface.
The Trojan will be triggered by an external event (e.g., a special
temperature range) and its payload will tamper with the data
provided by the temperature sensor or accelerometer sensor
before forming LoRa packets (thus the data encryption does
not help to protect the data from this Trojan attack). As shown
in Supplementary Figures S7A,B, once the Trojan is
triggered, there will be a stable voltage glitch, whose
magnitude is only 3.6 and 1.6% of the supply voltage,
respectively. Although the duration and magnitude of the
voltage glitch slightly vary with the content that the LoRa
node is transmitting, a simple but powerful hardware Trojan
only leads to negligible change on the side-channel signal,
voltage fluctuation (and then power).

The second side-channel signal is transmission latency of
LoRa packets. In this case study, we compare the latency for
Trojan free, a Trojan with simple logic function (simple
mathematical calculation), and an advanced Trojan with
complicated logic (complex mathematical iteration). The
timestamps of each LoRa packet (PKT) were collected from
the log files of Arduino IDE, gateway, and the data extraction
from the upstream JSON object in the LoRa application. By
analyzing the timestamps, we obtained the latency of LoRa
packet transmission. As shown in Figure 12, the latency
overhead induced by a hardware Trojan in the LoRa node
is not significant: the latency for the sensor-to-node
transmission is increased by 0.033 s and the latency increase
from the node to gateway is only 3.29% over the Trojan-free
case. Based on our case study, we believe that the delay-based
Trojan detection may lead to a high false positive/negative
detection rate.
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transmission latency of LoRa packets.

5.2 Challenge 2: Single Carrier Frequency

and Narrow Channel Bandwidth

In LoRaWAN, the primary frequency for LoRa packet
transmission is 915MHz and the channel bandwidth is
125-500 kHz for US spectrum bands. Although LoRa nodes
are implemented with low-power devices, they provide for
long-range communications: up to 10 miles (15km) or more
in rural areas. The fact that all LoRa packets are transmitted
through a narrow spectrum bandwidth and a LoRaWAN covers a
wide area significantly increases the difficulty of differentiating a
legitimate LoRa packet from the malicious ones induced by a
jamming or replay attack.

In the specification of LoORaWAN, the spreading factor (SF) is
designated to control the time interval that each LoRa packet
transmission will take. Supplementary Figure S8 shows the
spectrum of transmitted packets at SF = 0, SF = 6, and SF =
12, respectively. If an attack is performed by a malicious LoRa
node configured with a lower SF, the attack effect could be
immersed in the spectrum of the normal packets and the
LoRaWAN communication channels will not be depleted
dramatically in a short period of time. Thus, a simple
frequency-domain monitoring will not be sufficient to detect
such attacks.

The channel bandwidth is another critical parameter for LoRa
node configuration. Supplementary Figure S9 shows the
spectrum of LoRa packets that are transmitted with a channel
bandwidth of 125, 150, and 250 KHz. If the channel bandwidth is
set to small for the purpose of power saving, the LoRa packet
receiver may not be able to obtain the complete LoRa packets.
Consequently, there will be natural LoRa packet dropping. This
leaves an exploration space for attackers to insert malicious
packets via one kind of jamming attacks or replay attacks
without bringing in significant changes on the signal density
in the frequency spectrum.

5.3 Challenge 3: Natural Packet Drop

With the setup shown in Figure 2, we monitored the real-time
LoRa packets that carry the accelerometer measurement for
the manufacturing tips’ movement on X, Y, and Z directions at

the transmission distance of 0, 25, 50, and 75 feet (ft). As
shown in Figure 13, more incomplete LoRa packets are
received and the LoRa transmission failure rate increases as
the distance between transmitter and receiver increases. We
consider the incomplete packets either missing a fraction of
sensor data or carrying an invalid data as a natural packet
drop. Theoretically, LoRaWAN supports long-range
communication. However, as the LoRa node is typically
formed by a low-power device, the success rate of LoRa
packet transmission naturally decreases with the increasing
communication distance of LoRa packets. It is challenging to
differentiate the loss of packet integrity caused by the LoRa
itself or by a compromised LoRa device. Moreover, our
practical experiments reveal that the number of packet
transmission failures will vary if the environment has more
obstacles and other interference source for LoRa transmission.
Thus, it is difficult to establish a golden reference for attack
detection. If we detect the malicious LoRa nodes by simply
examining the success packet transmission rate, we could have
a high false-positive detection rate. Based on the LoRa log files
and external measurement results, we will extract the features
of LoRa transmission in both timing and frequency domains
and then apply them to the presentable machine learning
algorithms (e.g., supervised learning Caruana
Niculescu-Mizil (2006) and reinforcement learning Sutton
and Barto (2018)) to differentiate the natural packet drop
and the attack induced packet loss.

and

6 CONCLUSION

Sensors and sensor networks collect and process information
from remote places and have significantly benefit applications like
home and vehicle automation, intelligent transportation,
environmental  monitoring, remote  healthcare, and
surveillance. However, due to the limited budget on
power consumption in sensors and local processing nodes,
sensor nodes do not include security features such as
advanced data encryption and device authentication. As a
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result, sensor networks are vulnerable to attacks from cyber space
to local users. It is challenging to assure the integrity and
trustworthiness of sensor networks. In this work, we analyze
the security threats in the sensor network deployed in LoRaWAN.
This work demonstrate practical physical attacks on LoRa node
devices and analyzes the challenges of detecting and mitigating
those attacks. Based on our laboratory experiments and on-site
measurement in an advanced manufacturing center, we conclude
that it is not practical to use the side-channel signals (power and
delay) to detect the compromised LoRa nodes in the LoRaWAN.
This is due to the unique low-power nature of LoRa node devices
and the constraints of the LoRa transmission frequency and
spectrum bands. In future work, we will investigate effect
attack mitigation methods for sensor networks.
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