
4.2

Article

Building Knowledge Graphs from
Unstructured Texts: Applications
and Impact Analyses in
Cybersecurity Education

Garima Agrawal, Yuli Deng, Jongchan Park, Huan Liu and Ying-Chih Chen

Special Issue
Knowledge Graph Technology and Its Applications

Edited by

Dr. Ryutaro Ichise

https://doi.org/10.3390/info13110526

https://www.mdpi.com/journal/information
https://www.scopus.com/sourceid/21100223111#tabs=0
https://www.mdpi.com/journal/information/stats
https://www.mdpi.com/journal/information/special_issues/knowledge_graph_technology
https://www.mdpi.com
https://doi.org/10.3390/info13110526


Citation: Agrawal, G.; Deng, Y.; Park,

J.; Liu, H.; Chen, Y.-C. Building

Knowledge Graphs from

Unstructured Texts: Applications and

Impact Analyses in Cybersecurity

Education. Information 2022, 13, 526.

https://doi.org/10.3390/

info13110526

Academic Editor: Ryutaro Ichise

Received: 27 September 2022

Accepted: 2 November 2022

Published: 4 November 2022

Publisher’s Note: MDPI stays neutral

with regard to jurisdictional claims in

published maps and institutional affil-

iations.

Copyright: © 2022 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

  information

Article

Building Knowledge Graphs from Unstructured Texts:
Applications and Impact Analyses in Cybersecurity Education

Garima Agrawal 1,* , Yuli Deng 1, Jongchan Park 2 , Huan Liu 1 and Ying-Chih Chen 2

1 School of Computing and Augmented Intelligence, Arizona State University, Tempe, AZ 85281, USA
2 Mary Lou Fulton Teachers College, Arizona State University, Tempe, AZ 85281, USA

* Correspondence: garima.agrawal@asu.edu

Abstract: Knowledge graphs gained popularity in recent years and have been useful for concept

visualization and contextual information retrieval in various applications. However, constructing a

knowledge graph by scraping long and complex unstructured texts for a new domain in the absence

of a well-defined ontology or an existing labeled entity-relation dataset is difficult. Domains such as

cybersecurity education can harness knowledge graphs to create a student-focused interactive and

learning environment to teach cybersecurity. Learning cybersecurity involves gaining the knowledge

of different attack and defense techniques, system setup and solving multi-facet complex real-world

challenges that demand adaptive learning strategies and cognitive engagement. However, there are

no standard datasets for the cybersecurity education domain. In this research work, we present a

bottom-up approach to curate entity-relation pairs and construct knowledge graphs and question-

answering models for cybersecurity education. To evaluate the impact of our new learning paradigm,

we conducted surveys and interviews with students after each project to find the usefulness of bot

and the knowledge graphs. Our results show that students found these tools informative for learning

the core concepts and they used knowledge graphs as a visual reference to cross check the progress

that helped them complete the project tasks.

Keywords: knowledge graph; knowledge graph question answering systems (KGQA); natural

language processing (NLP); ontology; cybersecurity

1. Introduction

The ability to represent knowledge, visualize, manage and retrieve useful information
has made knowledge graphs more popular than other traditional knowledge-oriented
information management and mining systems. After Google coined the term ‘Knowledge
Graph’ (KG) in 2012 [1], mainly for the purpose of web-based semantic search, knowledge
graphs have undergone many technical advancements and broader applications both in
industry and academia. Knowledge graphs are basically an extension of semantic nets [2],
which represent knowledge in the form of interconnected nodes and arcs, where nodes
represent ‘objects’ or ‘concepts’ and the arcs or edges represent the interaction or relations
between them. The semantic nets lacked formal syntax and semantics, whereas knowledge
graphs overcame the limitations of these methods by defining a structured schema and
a formal way of interpreting the graphs. Knowledge graphs have an entity-centric view;
they not only focus on the structured representation of semantic knowledge but also on
how the entities are linked, interpreted and disambiguated. This helps in checking the
correctness, connectedness and consistency of information. Knowledge graphs provide
flexibility for the user in adding meaningful information or ‘explicit knowledge’ in the
form of entity attributes and relational labels. The convention to define the scope and
semantic conditions of entities and relations in a given domain is called an ontology. It is
crucial to have a well-defined ontology for the construction of a domain-specific knowledge
graph as the ontology enables domain entailment and drives the behavior of entities and
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relations as per the domain’s requirement. The ontology essentially provides a mapping
between the domain and the graph. It defines a set of certain rules and constraints that are
specific to a domain and helps the user make inferences while following the underlying
schema [3]. Other than the general purpose knowledge graphs for Google searches, most
knowledge graphs are domain-specific and conform to the underlying ontology. There
have been efforts to automatically generate knowledge graphs using labeled datasets or by
extracting information from Wikipedia or other web data but the graphs generated using
those methods are incomplete and inconsistent [4]. Constructing the knowledge graph for
a new domain in the absence of ontology or a standard dataset is challenging.

It is overwhelming for a human expert to start designing the schema from scratch.
There have been efforts to perform the generalization of ontology instances for similar
domains [5] or to build ontologies for generalized knowledge [6], but these methods are
not successful for specialized domains. It is practically impossible to build a schema that
can fit all domain-specific requirements and constraints, and it is able to answer all kind of
queries from different industries such as medicine, product manufacturing, urban planning,
cybersecurity, social media, education, road planning, etc. [7].

The deep learning methods can still be used to automatically construct knowledge
graphs from data on the web or use the standard training datasets with labeled entities,
if those are available for a given domain [8–10]. However, most domains do not have
annotated datasets and if the datasets are present in some cases, the automatic knowledge
graph construction methods lack a comprehensive view of the domain. In such cases,
the quality of the knowledge graphs and their usefulness for an application becomes
questionable [11]. For an application to effectively consume and encode the knowledge
from the knowledge graphs for different information processing tasks such as search,
recommendation, question answering, generating summary, etc., it may be important
to provide extensive background domain knowledge using the standard schema and
vocabulary [12]. This has always been a research dilemma if knowledge graphs should
be created exclusively using automated machine learning based methods or should be
curated by human experts. Essentially, a combination of both methods would be more
appropriate [13].

The knowledge graphs can be used by an application for downstream tasks only when
they are modeled as per the domain-specific requirements defined in the ontology. The
ontology’s development is more reliable when performed by human domain experts as
it demands an in-depth understanding of domain and requires attention to detail. It is
one of the most crucial steps while architecting a knowledge graph. The efficiency of the
ontology development is also dependent on the knowledge acquisition process. If the data
are stored in a structured relational database and data sources are well-integrated, then it is
relatively easier for the domain expert to extract the entities and relations from the given
relational schema. Unfortunately, most domain knowledge is possessed by the human
expert or it resides in multiple data sources in the form of digitized or printed unstructured
texts, product manuals, catalogs, web portals, legacy information systems, etc. It can be
quite challenging to first integrate a large amount of data from different sources and then
to visualize it to identify the key entities and relations [14,15].

Knowledge Graphs for Cybersecurity Education

In this research work, we explored the challenges of constructing the knowledge graph
from unstructured texts for education in cybersecurity. The knowledge graphs have been
effectively used in education [16] and cybersecurity is one of the cutting-edge domains
that should exploit the potential of knowledge graphs to create an interactive and adaptive
learning environment to teach cybersecurity professional skills.

To be able to use and deploy state-of-the-art tools and technologies in cybersecurity,
it is crucial to prepare a cybersecurity specialist workforce. The students or cybersecurity
professionals are not only required to master cybersecurity concepts but also learn critical
problem-solving skills based on different attack scenarios. The students need to focus on
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learning the fundamentals of web application security with a solid foundation of offensive
and defensive skills which can be developed only through hands-on experience. We
need instructional strategies that can help students not only learn the complex nature of
attacks and the techniques for detecting common vulnerabilities and defense mechanisms
but also give a holistic view of real-world scenarios and promote problem-solving skills
for cybersecurity.

The knowledge graphs are best suited for these purposes as they provide concept
visualization and promote cognitive engagement [17,18]. The representation of cyber-
security concepts and their interaction in the form of knowledge graphs can be further
consumed for downstream tasks such as designing problem-based learning paradigms
and creating learning recommendations and interactive question answering systems for
students. Unfortunately, there are not any well-defined ontology or labeled entity-relation
datasets for education in cybersecurity.

In this work, the first challenge was to define an ontology specific to this domain.
We observed that the data are present in multiple forms in the course’s portal such as
instructor-led class videos, lecture notes, projects, lab manuals, setup guides, assignments,
quiz, etc., and there are also external learning sources such as Wiki pages, YouTube, capture
the flag (CTF) and other hacking challenges. The data were in the form of unstructured
complex course materials, and it was overwhelming for a human expert to manually
curate key entities and relations from scratch. Thus, we used a bottom-up approach
using machine learning and domain expert knowledge to curate the entity–relation pairs.
We first applied natural language processing based named-entity methods to extract the
entities and generated the preliminary graphs for the first few lab manuals [19]. The visual
representation made it easier to identify key entities and relations. We then used our
domain knowledge to add the attributes and constraints and define the ontology. Using
our ontology framework, we created a graph database and constructed the knowledge
graphs. In this work, we suggest an approach to use a combination of both machine and
human-curated knowledge to build the ontology.

The second challenge was how to parse a large amount of text in other learning
resources to identify the sentences with the key entities. To avoid the tedious annotation
work, we wrote a custom entity-matcher in Python to extract the key entities from the
remaining text.

Another challenge was how to consume the knowledge graphs and use them for
student learning. In order to visualize the concepts, we built a web-based UI. To break
down project tasks, we presented sub-graphs for each workflow. We then built a question-
answering chatbot as a self-learning tool for students. We used an SVM (support vector
mnachine) classifier for intent classification and trained the model on questions that covered
key concepts represented by the ontology. We added a chat interface on our web-UI and
linked it with the course portal.

To validate the proposed pipeline, we tested our method on another domain called
cloud computing and showed that our approach to constructing knowledge graphs, in the
absence of standard dataset or ontology, can be applied to any new domain.

To evaluate the effectiveness of the knowledge graphs, we provided the graphs as
a learning aid to the graduate-level students while they were working on projects. The
results from the surveys and interviews conducted at the end of each project showed that
the students found these tools very helpful, and knowledge graphs served as a visual
reference in completing their tasks.

The rest of the paper is organized as follows. We discuss the related work in Section 2.
Our methodology and proposed framework are described in Section 3. The evaluation and
survey results are presented in Section 4. Finally, we conclude the paper in Section 5.
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2. Related Work

2.1. Ontology Development

The ontology development and knowledge graph construction is more crucial and chal-
lenging when data are available in form of unstructured texts [20]. Wu et al. [4] illustrated
the challenges of using different automated techniques in their report for building knowl-
edge graphs automatically from unstructured texts in a specific domain. Zhao et al. [21]
constructed the industrial knowledge graphs for unstructured Chinese text learning. Knowl-
edge graphs were generated by extracting information from product specifications to an-
swer the customers questions about the product in e-commerce [22]. AgriKG [23] built an
agriculture knowledge graph in Chinese to support agricultural applications. Most works
support transforming unstructured texts to a formal representation or using a combination
of domain knowledge and automated methods [24–27]. There is a trade-off where the
ontology development and knowledge graph construction methods need to strike a balance
between the machine vs. human effort [28–30].

2.2. Knowledge Graph Construction in Cybersecurity Domain

Security is an important aspect both in software development and networking. Most
studies that recommend using knowledge graphs in cybersecurity deals with modeling
systems and monitoring tools to detect cyber threats, vulnerabilities and security design
flaws, etc. [31–36]. Cybersecurity is a dynamic stream and a very specialized skill to
develop. With the rise in cyber crimes, it is extremely important to focus on training
cyber professionals. Cybersecurity-related challenges involve multi-facet complex real-
world problems that demand adaptive learning with tangible feedback and assessments to
motivate students in using critical thinking to solve the given tasks. The student should gain
experience in detecting common vulnerabilities and attacks, using exploitation techniques
and strategies to protect the applications and systems, etc. The learning strategy needs
to be designed in a way that can breakdown complex tasks and concepts into simpler
representations and engage students in active learning.

Knowledge graphs have been used effectively in education to enhance learning ex-
periences, and there has been a rise in the demand of knowledge graphs in the education
domain. Knowledge graphs have been used in improving the knowledge management
process at universities [37]. Chen et al. proposed KnowEdu [38] and K12Edu [39] to au-
tomatically construct knowledge graphs for the education domain based on the standard
curriculum for K–12 education. Aliyu et al. [40] used them to model university course-
management systems. Qin et al. [16] showed improvement in teaching quality by using
knowledge graphs.

Deng et al. [41,42] are pioneers working in the field of cybersecurity education and
suggested the use of knowledge graphs as guidance for hands-on labs. However, earlier
works focused on finding the similarity between different cybersecurity concepts by using
word embeddings to create graphs for similar concepts found on the web [43]. In this
work, our objective is to develop an end-to-end architecture of knowledge graph construc-
tion for cybersecurity education. We present a knowledge acquisition and construction
framework to extract cybersecurity-related entities and relations for ontology development
from unstructured course material. We then developed a UI to visualize the graphs and
knowledge consumption layer to answer student queries using an interactive chatbot. We
also show that this approach can be used to construct the ontology or knowledge graphs
for a greenfield project in any other domain.

3. Methods

In this section, we present our approach for building the knowledge graphs (KG) for
cybersecurity education from unstructured course materials. The purpose of this research
work is two-fold:
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• From the student perspective, we have the following:

1. Concept Visualization: The first objective was to provide a visual concept graph
for students to learn the key concepts of a complex course such as cybersecurity.
The conceptual graphs help in breaking down task instructions, thereby allowing
the students to visually analyze and implement the project’s challenges.

2. Question Answering: As a downstream task, we built an interactive chatbot for
the students to promote self-learning. The students are able to query the system
for frequently asked questions on the lab system’s setup, concepts, projects, etc.
We trained the bot using an SVM model for intent-classification based on the
questions from the key entities that were identified in our ontology. By using
the bot, we also had the opportunity to collect the logs of more questions and
paraphrases from the students. This allowed us to retrain the existing model.
In the future, we aim to build a dataset to train a question-answering model on
cybersecurity education.

3. Student Feedback: As a part of our work, we wanted to find the impact of us-
ing knowledge graphs in teaching cybersecurity courses. We took feedback
from students via surveys and interviews and analyzed whether visual graphs
and question-answering chatbot served as effective learning aids for students.
The feedback from students also helped in improving our knowledge graph
consumption tools.

• From the research perspective, we have the following:

1. Ontology Framework for Cybersecurity Education: We present a bottom-up approach
for identifying the key entities and relations from unstructured course material
for cybersecurity education. We developed an ontology framework that can
be very well adapted to any ontology standards and query languages across
industry and academia for constructing knowledge graphs for cybersecurity
education. We also show that this approach can also be used by other domains
to build ontology from scratch.

2. Research Potential: With the increase in demand for cybersecurity professionals,
there is a need to build effective learning tools. In spite of the fact that acquiring
cybersecurity skills is challenging, there is not much research traction in this
field. Knowledge graphs can be extremely helpful in creating interactive and
adaptive learning required for cybersecurity. However, there are no data models
with standard key entity–relation pairs or labeled datasets, so there is no starting
point for building knowledge graphs for cybersecurity education. Our work is a
gateway to showcase the research potential and implementation opportunities
in this area.

In the following subsections, we are going to present the knowledge graph architec-
ture’s phases and the implementation of each component. To construct an architectural
structure of the knowledge graph not only comprises modeling the data and constructing
graphs but also involves the ability to store and consume knowledge. The block diagram in
Figure 1 represents all three phases used in our method. The first phase is called knowledge
acquisition and integration. It includes data modeling and ontology development. The
second phase is knowledge storage and the final phase is the knowledge consumption
layer, which provides the applications such as visualization, semantic reasoning, question
answering, etc., to the end-user. In our case, the application is viewed via the web-based UI
and the end users are the students. The processes used in each phase are explained further.
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Figure 1. Architecture for Knowledge Graph as explained in Section 3.

3.1. Phase 1: Knowledge Acquisition

The first phase of building the knowledge graphs is to acquire the knowledge. It is
one of the most important steps to know and decide what kind of knowledge we want to
capture and represent in the knowledge graph, especially for visual representation and
other downstream tasks. First, we need to extract key entities and relations. Since we do
not have the standard list of entity–relation pairs for cybersecurity, we used a bottom-up
approach to first extract raw entities and relationships from the data and then used domain
knowledge to design the schema for cybersecurity education. The data modelling steps are
given below.

3.1.1. Data Collection

The data were available from educational course materials in the form of course
syllabus, course videos, PowerPoint slides, lecture notes, project lab manuals, quizzes and
exam questions. We considered only the textual data from the lab manuals for this work.
It is not possible to scrape the entire data at once. We prioritized our work and decided
to start with the first three lab manuals. Each lab manual is approximately 15–20 pages
long. The first manual is about using the network scanning tool called NMAP for network
diagnostics and testing. The second manual is for setting up a firewall and using NMAP
for penetration testing. The third project was on setting up the Snort tool for network
intrusion detection. The manuals are written in standard academic English to explain the
concepts, commands and instructions for implementing various lab tasks. To illustrate
our approach, we shall be using the running example from the third project on “Network
Intrusion Detection using Snort” for the rest of this paper.

3.1.2. Entity and Relation Extraction

Each project manual is a large volume of unstructured texts containing task descrip-
tions and complex instructions. It was overwhelming for a domain expert to go through
the course material and to identify key entities and relations. So we used the bottom-up
approach by applying natural-language-processing-based named-entity recognition (NER)
methods to extract raw entities and relations. The NER method relies on parts of speech
(POS) tagging, which extracts the subject and object as entities and the verb or the root of a
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sentence as a relation. We performed the following steps for preprocessing the text and
building the preliminary visual representation of data.

• Sentence Segmentation: The project instruction manual was split into sentences using
a simple python script. Sentences with one subject and one object are easier to extract.
For example, the sentence, “Snort can detect attacks” has one subject (Snort) and one
object (attacks). Some sentences were paraphrased such that they had only one subject
and object.

• Parts of Speech (POS) Tagging and Dependency Parsing: In the previous example,
single-word entities can be extracted easily from a sentence as nouns and proper
nouns using part-of-speech (POS) tagging. However, POS tags are not enough for
the entities that span multiple words. We used spaCy-based rule-matching methods
to parse the dependency tree of the sentence and defined the semantic relationship.
We defined a set of rules for the syntax and other grammatical properties to extract
meaningful information. The modifiers, prepositions, compound words, and prefixes
were considered as the dependencies to be extracted with the subject and objects so
that the domain expert could obtain some meaningful information.
For example, in the sentence, “Snort lab use syslog remote for logging”, the parser
will now extract the subject as "Snort lab" and the object as "syslog remote for logging".
Similarly, in the sentence, “Students will write their own IDS rules”, the parser will
now extract the subject as "Students" and the object as "own IDS rules".

• Relation Extraction (RE): The next task is to extract the relations to connect the entities.
POS was used to extract the root or verb of the sentence and tagged it as a relation.
We defined the pattern by writing a dependency rule to match the adjectives, adverbs,
and auxiliary tokens, etc., while parsing the root.
For example, for the sentence “Snort can output tcpdump pcap”, the relation extracted
will be, ‘can output’.

• Temporary Triples: The subject and object extracted from the sentence were stored as
entity pairs where the head entity is the subject and the tail entity is the object. The
relation extracted from the sentence is the edge label. The triples were stored in the
form of a "entity-relation-entity" triple in a csv file. The entities and relations extracted
at this stage contain noise and redundant information. The triples thus created are
temporary only to provide a visual representation.

• Preliminary Visual Representation: Using the entity and relations extracted from the
subject–object pairs and the predicates in the above step, we can now build a visual
representation from the unstructured text in the form of a directed labeled graph. One
of the sub-graphs on the lab requirements for setting up "Snort" is shown in Figure 2.

We call these graphs preliminary since they are created by extracting raw triples from
unstructured text. At this stage, these graphs cannot be consumed directly as the number
of entities and relations are ambiguous and too large. Around fifty relations were extracted
as roots or verbs and around 300 entities were extracted as subjects and objects of sentences
from a single 15-page lab document. Many of the extracted entities and relations were
redundant or were only general-purpose words that are not related to the cybersecurity
domain. The entities can be categorized into different classes, and relations can be reduced
to avoid ambiguity and redundancy in the graph, as explained further. There is a need to
give a well-defined schema and rules as per the domain. These graphs are not the final
knowledge graphs but a step to provide an intermediary visual view of unstructured data.
These preliminary graphs represent the textual information and were used by the domain
expert to analyze and identify key concepts and their interactions with each other in the
form of entity-relation-entity pairs to design the schema for cybersecurity education.



Information 2022, 13, 526 8 of 22

Figure 2. Prelim graph generated from entities and relations extracted using named-entity recogni-

tion (NER) as subject–object pairs and predicates in Section 3.1.2. This graphical representation of

unstructured text has redundant data, but it is still helpful for the domain expert in visualizing the

data and identifying key concepts.

3.1.3. Knowledge Integration

The entities and relations extracted using NER methods are very generic and follow
syntactical rules of grammar. NER fails to report ambiguities in the domain-specific entities
as it is not entitled with the domain knowledge. It is important to integrate and map named-
entities as per their definition in that domain. The same principle applies to relations. The
next step in constructing the knowledge graphs is scope resolution, disambiguation and
linking entities and relations as per the domain’s knowledge.

Entity Linking and Scope Resolution: We first applied lemmatization to obtain the
‘base’ words for the entities. This step helps in removing redundant entities. There were still
multiple entities that were referenced with different names; for example, Intrusion Detection
System and IDS are the same entities in the cybersecurity domain and are often used
interchangeably. Similarly, Configuration Files and config files means the same. Moreover,
the thematic scope needs to be resolved. In the sentence, “Snort can detect bad packets”,
the term packet is used for data packets, whereas in the sentence “Packet logging collects
the data as file”, Packet log is rather a feature. So there is clearly a strong need to define an
ontology and attach some domain-related meaningful information to the entities.

3.1.4. Ontology Development

As a next step, we used the domain knowledge to develop the ontology framework.
The bottom-up approach using NER to discover the ontological knowledge and facts from
unstructured data was extremely helpful in learning the ontology. The below subsections
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illustrate the key entities, attributes and relations that were identified to encompass the
cybersecurity education domain.

The domain experts, working on curating the key entities, should have practiced or
demonstrated sufficient knowledge and experience in the subject. In our case, the first
author is a graduate researcher in the field of cybersecurity, and the second author is a
cybersecurity expert and instructor. He teaches cybersecurity courses at his university to
graduate-level students majoring in computer science and cybersecurity.

Key Entities and Attributes for Cybersecurity Education: We observed that there
are primarily four distinct categories in which the entities for cybersecurity education
can be placed. These categories, as shown in Figure 3, are concept, application, roles

and course. These categories distinctly divide the sub-areas in the field of cybersecurity
education. The “concept”-based entities can be further defined as the type feature, function,

attack, vulnerability and technique. Further, the “application” category contains the tools,

system and app. The different “roles” in cybersecurity education are student, attacker,

ethicalHacker and the user. Since the domain is related to the cybersecurity course, it is
important to define the “course” category with the entity-type, project and course name.
Table 1 gives the list of sample entities under each category.

Figure 3. Cybersecurity Education Entity Framework as explained in Section 3.1.4. The figure shows

the key entity types identified in the ontology. The green box with entity attributes shows the lists of

the common attributes for each entity.

The metadata or the attributes added to entities are entityID, entityName, entityType,
entityCategory and entityResources. The entityID is a unique identifier and acts as a
primary key to store and access the entities. Other attributes such as name, type and
category add semantic information to the entity and were used in entity linking and scope
resolution. These are also helpful in semantic search and reasoning for downstream tasks.
The entity resource is a Wikipedia link that was added for students to further read about
the concept.
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Table 1. Example of key entities identified in each category, as explained in Section 3.1.4.

entityName entityType entityCategory

private key, cookies, protocol feature concept
tcpdump, SHA, hash, xor function concept
CSS, Sql Injection, DOS attack concept

weak password, poor config vulnerability concept
honeypot, risk assessment technique concept

burp, snort, wireshark tools application
linux, IP, Server system application

browser, webapp app application
attacker, black hat attacker roles

security engg, white hat ethicalHacker roles
employee, user user roles

student student roles
task4, project3 project course

CSE575, lab-CNS-003 courseName course

Relations for Cybersecurity Education: There were 50 roots extracted as relations
from NER out of which many were redundant or had slight differences varying with
different sentence formations. We chose the most common relations and also analyzed
the interaction of entities in our ontology with each other using domain knowledge. We
finally came up with the following eight relations for this ontology: has_a, can_analyze,

can_expose, has_prereq, can_exploit, can_cause, implements and uses.
In order to ensure that an adequate amount of information is depicted in the knowl-

edge graphs, we added an attribute called “action” to the relations. This is similar to
reification in RDF standards or adding a singleton property to relations in property graphs,
but since we are proposing only a generalized ontology framework that can be adapted to
any ontology standards [44], we called it a relational attribute: “action”. The purpose of
“action” is to add more information about the activity that students need to perform for
the task. This knowledge was derived from the preliminary visual graphs generated from
NER. The edge in the final graphs shows the “relation” as the top label and “action” at the
bottom. If there are no additional actions, we mark it as NULL in the database, and it is not
shown visually in the graph.

Figure 4 shows two different samples of triples with the entity and relational attributes
depicted in the nodes and edges. Figure 4a shows the entity “Snort” and its attributes.
The edge has a label, “has_a”, and this is the relation between head entity “Snort” and
tail entity “PacketDecoder”. In Figure 4b, the “action” attribute is added at the bottom of
the edge to provide additional information, which means that students need to detect the
“SmurfAttack” while implementing Task4 of the project.

Figure 4. Examples of entity-relation-entity triples in our ontology, as given in Section 3.1.4. (a) The

first figure represents the entity “Snort” and its attributes, entity ID, type as “tools” and category as

“application”. The “has_a” relation follows with another entity “PacketDecoder” which is of the type

"feature" under the category “concept”. (b) The second figure shows the relational attribute “action”

as “detects”, to show the additional activity performed during the interaction between the project,

“Task4” and attack type entity “SmurfAttack”.

Constraints and Rules: Ontology also provides certain rules and constraints that the
entities in schema should follow as per the domain. We defined unique constraints on the



Information 2022, 13, 526 11 of 22

primary key for entityID. For any other data definition (DDL) operations such as insertion,
cloning, merging or the removal of nodes on graph, we defined schema validation rules
using a property graph. Figure 5 shows the schema for cybersecurity education. Figure 5a
shows the list of nodes that the graph instance is allowed to create. These nodes are the
same as the types of entities that have been identified in the ontology. Figure 5b shows the
tuples or the edges as defined by our ontology. For example, the schema-edge (function,
can_expose, attack) here represents all such tuples in which the entity of type “function”
has a relation “can_expose” with the entity of type “attack”. Thus, the tuple (‘Snort Rules”,
can_expose and “Land Attack”) is a valid triple. The graph instance following this schema
will not be able to create any other tuple outside this definition. However, this schema will
continue to evolve as we discover more entities and relations in the domain.

To avoid any inconsistency or noisy data in graphs, the property graphs allow us to
define the schema and validate it formally through the concept of homomorphism. The
homomorphism h : G −→ S basically means that the “graph”, G, that respects the given
“schema”, S, in each node and edge in G is an instance of S, and they follow mandatory
properties in S, and the edges in S constrain which edges can exist in G [45]. We used a
Python library called Regraph [46] to create schema-aware graph objects. Regraph pro-
vides utilities for rewriting graphs with attributes based on the sesqui-pushput-rewriting
approach [47] for creating rules to apply on the graph objects to maintain consistent data.
In the case of any changes in the schema, it allows us to transform the existing graph by
reapplying the rules via matching the instances and also restricts any new DDL operation
to strictly follow the latest schema.

Figure 5. Cybersecurity education ontology schema. (a) The first figure represents the valid nodes in

the schema (b) The second figure shows the schema edges or triples as per the ontology. Any new

DDL operation such as insertion, cloning, merging or the removal of nodes on graph is schema-aware

and should follow these tuples as per schema validation rules.

3.1.5. Entity Matcher

Once the baseline definition of our schema containing various entity types, attributes,
relations and constraints is established, the next task is to extract entities from remaining
course materials. One of the commonly used methods is to manually annotate the data
and label the entities. However, it is an extremely time-consuming and expensive task. To
avoid the annotation effort, we wrote a Python script for an entity matcher and created
our custom knowledge base using the spacy library. Although the out-of-the-box spacy is
limited to recognizing only the general named-entities such as person, organisation (ORG),
geopolitical entity (GPE) for location, products, money, date, etc., spacy also allows creating
custom knowledge base (KB) using the entity “PhraseMatcher” function. In our custom
KB, we added the semantics by defining the entity type and corresponding lexical entries
for the entities pertaining to cybersecurity as per our ontology. We need to ensure that
the corresponding lexical entries for the entities are matched and linked to the same entity.
For example, IP and Internet Protocol are the same and should be linked. The entities
with their class or types were maintained in a knowledge base (KB) using a yaml file
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and the corresponding lexical names, abbreviations and synonyms for those entities are
maintained in another yaml file. The entity matcher program extracts all sentences that
contain key entities.

To ensure that new entities that are not part of the KB but that are seen in the document
are not missed, the entity matcher module was made to match both the custom entities
defined in the custom KB as well as the general NER entities. In cases where we find
new entities that are related to cybersecurity education, the KB needs to be manually
updated and the corresponding entry is made in the lexical file. The lab documents
were again scanned manually by human experts to validate if all potential entities have
been considered and added to the KB. Using the entity-matcher approach automated the
cybersecurity-based entity recognition process and saved a substantial amount of labeling
time and effort.

3.2. Phase 2: Knowledge Storage

The knowledge storage layer in the architecture is mainly about being able to store
triple data and access it. It is a crucial step as the choice made to store the data might impact
the factors such as ease and flexibility to further evolve and add a new type of knowledge.
It also affects the future application of knowledge graphs in downstream tasks. There are
multiple choices to store the knowledge: Either the traditional relational databases can
be used or any of the graph databases such as RDF Triplestore [48], Neo4j [49], DGraph,
ArangoDB, etc., are good choices to store the triple data. Moreover, graph query languages
such as SPARQL, Cypher [50], SQL/PGQ, GSQL, GraphQL [51], G-core [52] and PGQL [53],
etc., can be used to query graphs for semantic search.

We initially used the networkX library in Python to generate the graphs, and the
triples were maintained in a csv files, but as the volume of our dataset grew, we decided
to create our own DBMS in Neo4j and ported the csv files into the Neo4j DBMS using
the Neo4j sandbox environment. The relationships were created as per our ontology
schema and we added unique constraints on the primary key and data types. We used the
“ReGraph” Python library to write rules to ensure that the insertion, cloning, removal or
merge DDL operations on incoming triple data are schema-aware. To persist our data store,
we connected the sandbox and ported the data to the local Neo4j Desktop plugin.

We chose Neo4j, as the property graphs are flexible for storing multiple properties for
both nodes and edges. Given the nature of our domain, it is likely to add more attributes
or properties to enrich our schema and create a dataset to facilitate advanced reasoning
tasks. Moreover, property graphs maintain key–value pairs that provide more flexibility for
real-world applications. The same key can represent the element in case of an entity being
called by multiple names or acronyms. Thus, the key can be used as a unique identifier for
that entity, which is “entityID” in our case.

3.3. Phase 3: Knowledge Consumption Layer

Knowledge consumption’s purpose is to make knowledge accessible and usable for
the users. In our case, the end-consumers are graduate students in our university. One of
the main purposes of this work was to provide a visual representation of the project tasks
and build a question-answering system for self-learning. If the students are made to access
the stored knowledge by writing graph queries, they may not find it useful. The graph
query languages require the user to know the exact syntax and schema of the data. As most
students are cybersecurity majors, they may not be well-versed with the syntax of graph
query languages.

Thus, we built two components for the students in the consumption layer. The first
one was to provide a visual view of the knowledge graphs. The second component is
a question-answering chatbot that was developed for students to answer course-related
questions. The students can type their questions in simple natural language and obtain a
related response. For Bot, a support vector machine (SVM) model was trained to provide
the response based on intent classification.
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3.3.1. View Knowledge Graphs

The knowledge graphs are too large to view and fit in a single frame. Some entities
overlap and may be hard to comprehend. To solve this, the knowledge graphs were ex-
tracted as per the simple query match on the entity types, course and project. We provided the
list of tasks as clickable links and the query runs on the backend to fetch the corresponding
graph. Figure 6 shows the final knowledge graph that was generated for project3 to detect
Land attack using our ontology. We developed a web-based UI to view these graphs and
the web page was linked to the course portal so students could easily access it. The web
page was written in PHP and JavaScript using the bootstrap framework on an Apache
server hosted on the ASU private cloud.

Figure 6. A knowledge graph with entity-relation triples based on our schema to give an overview of

lab exercise for using snort rules to detect a land attack.

3.3.2. Chatbot

The final component is the question-answering system, which allows the students to
ask questions in natural language and to obtain the relevant answer. The traditional key-
word search is not effective as it returns the list of related documents from the knowledge
stores. Moreover, the students are expected to use every link to find what they are looking
for. It is time consuming and does not provide a good learning experience for students.
We automated this process of question answering by building a machine-learning based
chatbot that classifies the intent of the questions asked in natural language and provides
the answer corresponding to that intent. Figure 7 shows a snapshot of conversations in
the chatbot.
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Figure 7. The Chatbot developed for students to answer the cybersecurity course-related question

answers. The query is sent as a request to the SVM model, which identifies the intent of the question

and returns the class or label. The corresponding response is fetched from the json file and sent to the

user. To address ambiguity and avoid multiple sub-intents, we used clickable buttons for the user to

choose the options and read further about the topic.

We used the following process to build the bot.

1. Identify Intents: The intents are the labels or class that are used by the machine
learning model to map questions to the answer. To identify the main intents, it
is important to find the concepts that students may wish to learn. We considered
the entities from our ontology framework to provide the key concepts. We used
the knowledge graphs to view and analyze the conversation flow and created the
intents from the list of entities. There were 30 most important main intents chosen
from the entity list. Additionally, there is a “greetings” intent for the bot to give
a welcome message and “other” intent to gracefully continue the conversation for
out-of-context questions.

2. Question-Answer Data Preparation: As a next step, the questions were prepared
based on these intents. We collected the frequently asked questions in emails from the
instructor and TA of the course, discussion forums and quiz questions from previous
years on the course portal. The questions were paraphrased for model training and
were mapped to corresponding intents using a JSON file.

3. Intent Classification Model: In order to classify the intents from the natural language
questions, we used the SVM model as it is an extremely successful NLP technique
for text classification, especially when the training dataset is not large enough [54].
SVM has been one of the most widely used models for multiple applications for over
a decade [55].
To develop the model, we first created features using the TF-IDF (term frequency-
inverse document frequency) vectorization method. It calculates the weighted term
frequency score for each word in the corpus relative to the document in the form of a
vector. Thus, it gives the measure of how often that word is seen in the document by
computing the overall document weightage of a word. To extract a bag of words, we
used unigrams. We initially started with bigrams, but upon performing the “chi2test”
and after analyzing the correlated terms, we found that the model prediction was
better in the case of unigrams. This is because of the nature of questions in our dataset.
Most questions were straightforward or how-to questions such as “How to install
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Metasploit?” The linear-SVM model was trained for intent classification. The dataset
contained the question ID and the questions as input and intents as labels. SVM
returns the highest probability intent as the output. The predicted intent was sent
to the json file where the intent is mapped to the corresponding answer, which is
shown in the Chatbot messaging window in the UI. The current model reported a
prediction accuracy of 92%. We plan to retrain the model on more questions that are
being collected in the logs to improve the accuracy.
In this work, we considered using only the single model based on the main intents as
labels. For sub-intents, we populated the choices in the response window as clickable
buttons that students can click to know more about the topic. For example, as shown
in Figure 7, if the user asks a question such as “Tell me about firewall?”, the model then
maps the question to the main intent, “firewall”, and the UI provides the response that
contains the definition of “firewall” with two buttons “IPTables” and “Run Firewalls”.
The students can click on buttons to know more about configuring IP tables rules of
linux firewall or run the script for setting the firewall. This approach allowed us to
have minimal ambiguity for the model and also to retained a light-weight application
by using a single model in contrast to running multiple models for sub-intents at
real time. The model allows students to paraphrase and ask the question in their
natural language style. They can also go back and forth to the messaging window to
view responses.

The implementation code of all the above components in this section is provided in
our github repo [56]. Figure 8 shows the complete pipeline of our framework.

Figure 8. The pipeline of our framework as illustrated in Section 3. Step (1) shows the knowledge

acquisition and automated entity extraction using NER, as given in Section 3.1.2. Step (2) shows

the knowledge integration and ontology development by the human domain expert, as explained in

Sections 3.1.3 and 3.1.4. The key entities and relations identified in (2) are given to custom entity matcher

in Step (3), as explained in Section 3.1.5. The resulting triples are used in Step (4) to view the knowledge

graphs and build other downstream tasks such as question answering, as shown in Section 3.3.
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4. Evaluation

In this section, we first show that the proposed pipeline to construct the ontology and
knowledge graphs can also be used in a different domain other than cybersecurity. In the
second part, we gave the analysis of the impact of using knowledge graphs from student
surveys and interview results.

4.1. Evaluation of Proposed Method

To evaluate our method, we tested the proposed pipeline on another domain called
cloud computing. The course was taken by a different section of graduate students. For
testing purposes, only a small subset of the course material was considered. We took the
lab instruction manuals from the first two projects. The first project was based on building
an elastic app to provide image recognition service using AWS and the second project was
about implementing a smart classroom assistant for educators using cloud programming.
The project documents were two-page each in the form of unstructured texts. On applying
the sentence segmentation, we could obtain around 70 useful sentences. There were 62 raw
entities and 44 relations extracted using the NER parts of speech tagging method out of
which many were redundant. The temporary triples were used to generate the preliminary
graphs from extracted entities and relations.

Figure 9a shows the preliminary graph generated from raw entities and relations for
building the cloud app. The second author is the domain expert and instructor for cloud
computing. The domain knowledge was used to remove the noise and redundant entities.
The key entities and relations were identified from the preliminary visual graphs. The
custom entity matcher was used on the third project, which is about building a hybrid cloud
application. The sentences with key entities were easily identified using the entity matcher.
Figure 9b shows the sample of key entities and their types for cloud computing domain.
After the schema definition is established, the corresponding constraints as per domain
and schema validation rules can then be created such that every DDL operation follows the
schema. Thus, it shows that the proposed pipeline can be effectively used in identifying
the key entities and ontology construction from the unstructured text for any new domain,
especially in the absence of a well-defined ontology or structured triple dataset.

Figure 9. Cloud computing entity extraction (a) The first figure represents the preliminary graph

generated by extracting raw entities and relations from unstructured text (b) The second figure shows

the key entities identified by the domain expert using the raw entities and visual graphs.

4.2. Impact Analysis of Knowledge Graphs

To assess the perception of students on using the knowledge graphs to learn cyberse-
curity concepts and solve the problem-based learning challenges, we conducted surveys
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and interviews with students. We will further illustrate the students’ perceptions and
experiences using these methods and also provide a summary analysis of responses from
the students.

The knowledge graphs were developed for the course on ‘Advanced Network Secu-
rity’, which was taught to graduate students majoring in computer science and cybersecu-
rity fields.

We adapted the Self-Efficacy and Metacognition Learning Inventory-Science (SEMLI-
S) survey, which was proposed by Thomas et al. [57]. The SEMLI-S survey is designed
to investigate the perception of science students’ metacognition, self-efficacy and learn-
ing processes. The SEMLI-S method uses five dimensions of students’ perception, viz.,
Constructivist Connectivity (CC), Monitoring, Evaluation and Planning (MEP), Science
Learning Self-efficacy (SE), Learning Risk Awareness (AW) and Control of Concentration
(CO). These five dimensions are designed to measure the self-regulated constructive learn-
ing process of students [57], which is one of the core pillars of problem-based learning [58].
This survey methodology was deemed fit for our study as knowledge graphs are being
used in problem-based learning tasks in cybersecurity labs.

Some of the original questions were rephrased in the context of knowledge graphs;
for example, an original survey question in the method “I seek to connect the information
in science class with what I already know” was revised to “Knowledge graph helps me
connect what I learn in this course with what I already know”. However, some original
questions (e.g., “I am confident I can do a good job on the assignments and tests in this
science class”) were removed as they were not required in the context of problem-solving
with knowledge graphs.

A total of 18 questions were included in the survey. The same survey was given
twice to students after each cybersecurity lab project. The purpose was to assess how the
students perceived the usefulness of knowledge graphs in completing the lab tasks and
also to find whether their perception had changed throughout the two problem-based
learning sessions. Participation in the survey was not made mandatory. From the class of
27, a total of 21 students participated in the survey when it was conducted the first time
and 15 students responded the second time. Overall, about 76.2% of the students in the
first survey perceived the KG as either somewhat, or very useful for their problem-based
learning tasks. The percentage of these categories of respondents slightly increased in the
second survey to 86.7%.

The surveys were followed by semi-structured interviews to obtain an in-depth un-
derstanding of the students’ perceptions using knowledge graphs to solve lab challenges.
The students were asked during the survey if they would be willing to participate in
the follow-up interview. A total of 18 students agreed to participate in the individual
interviews that were conducted after the students had completed the project tasks. The
interview meetings were held via ZOOM meeting and lasted about 20–30 min each. A
general interview protocol was set up by the third author and reviewed and revised by
other authors. The primary objective of the interviews was to explore three aspects of stu-
dents’ experiences of using the knowledge graphs: (a) perceived usefulness, (b) ways and
strategies for using the KG, and (c) suggestions for any improvement of KG. The examples
of interview questions include the following: “How did you like the knowledge graph?
Was it useful?”, “Which features of the knowledge graph were helpful or unhelpful?”,
“When and how did you use the knowledge graph?”, and “Based on your experiences,
do you have any suggestions for improving the knowledge graph?” Some flexibility in
sequencing the questions and specifying answers was made to capture the characteristics
of individual experiences. Individual adaptations for specific questions were also made
according to the survey data of students; for example, a question such as “Why KG was
not much helpful for monitoring the learning progress (i.e., MEP)” was asked only from
students who rated lower scores in the survey. All interview responses were transcribed
for analyses. The transcribed data were then open-coded using a constant comparative
method. During this process, a codebook was generated, which reflects positive and nega-
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tive experiences, learning strategies and recommendations/suggestions. Using the codes,
in-depth examinations were again conducted to categorize the students’ experiences into
several common emerging themes.

Results

Upon analyses of surveys and interview responses, there were three salient themes
of students’ perceived usefulness of the knowledge graph and chatbot. Table 2 shows the
identified features and evidence from the surveys and interviews.

Table 2. Evaluation themes and evidences from survey and interviews.

Theme 1—Students find the knowledge graph as an informative tool

Summary—Students found knowledge graphs useful as an informative tool to learn the core
concepts. It also helped them understand the problem structure and gave a flow map of the tasks
assigned to them.
Evidence from Open-ended Questions—“The knowledge graph was the basis for me under-
standing the overarching concepts and connection between parts.”
Evidence from Interview—“I found to be extremely helpful, I definitely was able to use the
knowledge graph to see like okay here are the concepts that I need to know.” “Yeah, I would say,
I liked it basically because the knowledge graph gives you a skeletal structure of how the flow
should be (look like).”

Theme 2—Students use the knowledge graph as a visual reference

Summary—They used the knowledge graphs for monitoring and visually cross checking their
progress on project tasks.
Evidence from Open-ended Questions—“It (Knowledge graph) gave the exact visual view of
the project.”
Evidence from Interview—“I pull knowledge graph up, real quick, so I can actually have a visual
reference because I did use it throughout the labs.” “(Knowledge graph) is used, for like, a solid
ground. Just kind of, confirming that I am going the right direction.”

Theme 3: Chatbot and the knowledge graph are an easy access to just-in-time information

Summary—The chatbot and KG were useful as an on-demand learning tool for immediate feed-
back and answering the how-to questions for implementing a task.
Evidence from Interview—“(I) immediately go back and see what is that, how do I use this, how
do I implement this.” “Go to the knowledge graph and it would quickly take me to the Wiki link
with a few clicks that was, that was pretty convenient.”

4.3. Discussion

In this research work, our focus was to propose a knowledge graph construction
pipeline for a domain that lacked a well-defined ontology or standard dataset. Using
our method, we showcased the process of identifying the key entities, attributes and
relations to build the ontology framework for the cybersecurity education domain. To
ensure the consistency of incoming data in the knowledge graph, we used schema-aware
property graphs by applying schema validation. We also show that the proposed method
can be effectively used for constructing knowledge graphs for other domains such as
cloud computing.

Another objective of this paper was to show that knowledge graphs can be an effective
and handy tool for students in promoting problem-based learning. The results from the
surveys and interviews with the students were encouraging and showed that knowledge
graphs helped them set up and install the system and gave an idea of how to build the
projects. The students mentioned that it gave them a kind of visual map of how different
components interact with each other and a skeletal structure of the flow. The knowledge
graph was helpful because they thought it gave them a hint about how to get started and
information on what actions they were supposed to perform on a particular task. The
students mentioned that, by using knowledge graphs, they could confirm that they were
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going in the right direction. Some of them said they used it throughout the lab for all
projects. The bot gave immediate answers to the how-to questions.

Out of the 18 students who took at least one of the surveys and interviews, almost 85%
of students found the knowledge graphs useful in solving problem-based tasks in learning
cybersecurity, whereas 15% found the graphical view confusing and crowded. Some of
them thought they did not need such a tool for simpler tasks in the projects. However, they
used it only when the project was complex. These were some of the good takeaways ,and
we plan to apply this feedback to further improve our work.

Some of the other works such as Yang Chi et al. [18] used knowledge graphs in
teaching scientific papers. Their survey results show learning improvement in students.
Gong et al. [59] used knowledge graphs to teach Python coding online. Their results also
showed that knowledge graphs were effective for students with no foundation in Python.
Our survey results from the SEMLI-S survey methods were in agreement with other studies
and showed that knowledge graphs were useful in promoting education in cybersecurity.
In future work, we plan to enrich the entities in order to make it more comprehensive and
publish the triple dataset for cybersecurity education. We also plan to build embedding
models for semantic reasoning to provide learning recommendations for students.

5. Conclusions

We show a methodology to construct knowledge graphs from unstructured course
material in the absence of any standard ontology or dataset. We used a bottom-up approach
to first extract the raw entities and relations from text using natural language processing.
We then used human expert domain knowledge to refine the attributes for entities and
relations and proposed a schema to create triples related to cybersecurity education domain.
The visual graphs were constructed for project tasks and an interactive chatbot was built to
answer the student queries based on the key entities. We built a web-based UI to provide
these tools to graduate students. We tested our proposed pipeline on cloud computing
domain and showed that the approach can be used to construct the ontology framework
from unstructured text for any domain. To analyze the impact of using knowledge graphs
as a learning aid in problem-solving tasks, we conducted surveys and interviews with
students to assess their perception on using these tools. The survey results show that
students found knowledge graphs to be informative in giving an overall flow map, and
they used it often as a visual reference to monitor their progress on the project.

In the future, we plan to extend this work to build downstream applications such as
curriculum design and learning recommendation tools. There is huge potential for further
research and applications in this space, which can benefit not only cybersecurity students
and professionals but also other domains. The research methodology proposed in this work
can be very well adapted by other domain researchers for constructing knowledge graphs.
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Abbreviations

The following abbreviations are used in this manuscript:

KG Knowledge graphs;

KGQA Knowledge graph question answering systems;

SVM Support vector machine;

IDS Intrusion detection system;

NER Named entity recognition;

NLP Natural language processing;

UI User interface.
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