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Disaster and climate risks result from a complex interaction between hazard, exposure, and vulnerability in a broad
context defined by socioeconomic, political, and ecological factors. To better understand the risk and manage it more
effectively, we need to collect, store, analyse, and use risk-informed data. We identified challenges and opportunities
for harnessing risk-informed data for disaster and climate resilience. The framework is inspired by the FAIR (findable,
accessible, interoperable and reusable) and CARE (collective, authority to control, responsibility and ethics) prin-

ciples to discuss opportunities how data could be available to inform risk-informed decision-making in climate and
disaster risk management. Looking ahead, data could be developed and integrated with societal needs and partici-
pation. The use of data for risk management necessitates a common definition of risk to ensure a comparable research
and development process. The world is shifting from a “for-profit” to a “for-benefit” operating model, which needs a
Fifth Industrial Revolution driven by and for data for the benefit of society.

1. Introduction: The role of data in improving our
understanding of disaster and climate hazards

Disaster and climate risks result from complex interactions of hazard,
exposure, and vulnerability [56]. These elements are defined in different
ways in the literature. To increase understanding of the risks, relation-
ships between these risk elements need to be modelled and understood
in a broader socioeconomic, political, and ecological context [21,27,33].
This requires relevant data from the national to the community level. In
addition, data standardisation and interoperability need to be ensured
[37,41,63]. For instance, standardisation of loss data quantification can
assist in identifying gaps in vulnerability or risk assessment [19]. Risk-
informed data is the analytical data product based on a structured
approach to managing risks by identifying, assessing, and monitoring
hazards, exposure and vulnerability [29]. Risk-informed data assist in
decision making by using risk acceptability, prioritization, and stake-
holder engagement [32].

Accessing underutilised or unexplored data or data sources could be a
valuable resource for assessing vulnerabilities ([2,46]). A systematic
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approach to drivers of vulnerability and their impacts is essential. Data
shall be open as possible and as closed as necessary, while embracing FAIR
(findable, accessible, interoperable and reuseable) and CARE (collective,
authority to control, responsibility and ethics) principles [10]. The FAIR
guiding principles described by Wilkinson et al. [83] provide a succinct
and measurable set of concepts to be used as a guideline for improving the
access and reusability of data for human users and machines.

1.1. Importance of vulnerability and risk data

Vulnerability and risk terms have different definitions explaining
their meaning and are used differently in many assessments ([17,25]).
Vulnerability is ‘the conditions determined by physical, social, economic
and environmental factors or processes which increase the susceptibility
of an individual, a community, assets or systems to the impacts of haz-
ards’ [56]. Vulnerability is assessed through sensitivity and adaptive
capacity [25,26]. Comprehensive vulnerability assessment requires
additional elements such as understanding the influence of institutional
and social networks [35], the influence of data integration, sharing,
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Fig. 1. Relationship between climate change adaptation and disaster risk reduction.

interoperability, and quality to enhance the baseline information and to
understand the vulnerability of risk elements [6]. Therefore, a system-
atic collection of disaggregated data is necessary to understand the
drivers of vulnerability [6,38,39,45].

1.2. Opportunity of data-driven risk management strategy

Data-driven risk management collects and analyses data from multiple
sources using advanced data collection and analytical tools and technol-
ogies to identify, forecast, and mitigates the risks leading to an effective
risk management [28]. It depends on whether and how to (re)use datasets,
which rely on data availability and quality, including data completeness,
accuracy, provenance, and timeliness [13,43]. This raises the question of
“how to mainstream a data-driven comprehensive risk management
strategy”. The progress is measured by analysing the exposure, vulnera-
bility, socially determined capacities and capacity needs of vulnerable
elements in preparedness, response, and recovery. This analysis requires
various socioeconomic and physical parameters (including gender, age,
ability, ethnicity, income, geographic location, and asset conditions).
Currently, data available with various organisations often unused or
underutilised ([2,46]). For instance, the data for Sustainable Development
Goals monitoring are not frequent applied to accelerate disaster risk
reduction. Also, the data-driven risk management approach may include
bias, errors, assumptions, and interpretations.

The availability at the normative and operational levels in addressing
these issues should be contemplated. Additionally, with the progress and
increased use of Artificial Intelligence (AI) and other data-driven tools,
the role of data becomes pivotal in understanding data integrity and
representativeness and the gaps.

2. Challenges of collecting and using risk-informed data for
disaster and climate resilience

Assessment of hazard, vulnerability and risk of disaster and climate
change is essential in order to inform and implement appropriate
adaptation/prevention/mitigation strategies. Establishing a compre-
hensive standardised database and management system is complex due
to its multi-sectoral, multi-layered requirements across the public and
private sectors. The value of such systems is now well-proven and of
benefit when comparing impacts and loss on a global scale. However,

several challenges remain at both local and international levels,
including limited resources, financial constraints and decision-making.
These challenges have numerous complex factors, which lead to inap-
propriate risk assessment and understanding of cascading and com-
pounding consequences in the communities affected by the disaster.

2.1. Complex data management mechanisms

The Sendai Framework for Disaster Risk Reduction, the United Na-
tions Sustainable Development Goals, and other global frameworks on
disaster risk reduction and climate change include at least one indicator
that can improve data management [55,60]. Achieving data manage-
ment targets is difficult due to complex data collection, storing, and
sharing mechanisms [7,40,42].

2.2. Limited capacity to manage data

Data across various components (e.g., geographic disparities, infra-
structure, economic, human, social, technological) is necessary to under-
stand sustainability or the capabilities of a community to withstand a future
disaster or a slow-onset event. Limited data management mechanisms, low
technical and human capacity to manage data, and inadequate access to
secondary data create challenges to understanding such concepts [42].

2.3. Underutilised and unexplored data

Historical data recorded in paper form is not utilised sometimes to
understand the trends and frequency of hazards. Similarly, there are dis-
aggregated data at the national or regional level. However, these data may
not be available at a centralised location or in a readily useable form, and
hence they may remain underutilised and possibly unexplored
[2,11,46,61]. This is a missed opportunity for targeted social policy as part
of risk reduction.

2.4. Lack of useable, clear, and complete data

Using agreed and collected data in a useable format to create infor-
mation and knowledge products has many benefits. Currently if
collected data cannot produce rapidly available and usable information
for the user, it is considered unusable [40]. Also of concern, incomplete
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Fig. 2. Attributes of systematic, interconnected, and cascading risk (modified from [49]).

datasets can create ambiguity in making decisions and may cause
misinterpretation and manipulation of information [47].

2.5. Lack of integration between climate change adaptation and disaster
risk reduction

Climate change adaptation is the process of adjustment to actual or
expected climate variation and its effects by either avoiding or con-
trolling the impacts, with disaster risk reduction being the process at
preventing new and reducing existing disaster risk and managing re-
sidual risk [57]. Climate change adaptation and disaster risk reduction
contribute to strengthening resilience, but the processes and activities
supporting the climate change adaptation and disaster risk reduction
related frameworks are distinct and not always well-coordinated [57].
Responses to climate change impacts and disaster risks are often siloed
and can be managed through different agencies (Fig. 1), leading to
duplication of activities, investments, and efforts [58]. According to
[84], coherence between climate change adaptation and disaster risk
reduction is a defining issue for disaster risk governance in the 21st
century. The relationship between climate change adaptation and
disaster risk reduction is shown in Fig. 2.

2.6. Lack of data sharing mechanisms

Although large amounts of disaster-related scientific data exist today,
they are typically dispersed geographically and owned by various entities,
including government agencies, research centres, community groups and,
sometimes, individuals making them difficult to access and utilise for
response, research and even for informing decision making. Institutional
silos i.e., organisations that operate independently due to inadequate
communication, lack of technology platforms, can prevent interopera-
bility between the organisations, and complicated data sharing.

2.7. Lack of data standardisation

Data standardisation is the process of bringing data into a common
format that allows for collaborative research, large-scale analytics, and
sharing of sophisticated tools and methodologies [77]. However, data is
not standardised, and the demand for standard methodology for quan-
tification of data quality remains unmet, as data is collected from
various sources for different uses and may be stored in various formats.
Such data management may lead to duplication of information and ef-
forts, inconsistencies in decision making and reporting, and low-quality
and unreliable information (Judge & Berner, 2019).

Also, the increase in frequency, intensity, severity, and impacts of
disasters across the world demands enhanced risk information across all
types of hazards. Such information can improve the capacity to predict,
avoid, and respond to threats and impacts posed by disasters from the
local to the global scale [31]. Recognising this issue, UNDRR and the
International Science Council have published the UNDRR/ISC Hazard
definition and classification review in 2021 and the Supplement to the
UNDRR-ISC Hazard Definition and Classification Review - Technical
report in 2021. The UNDRR/ISC Sendai Hazard Definition and Classi-
fication Review Technical Report and the UNDRR/ISC Hazard Infor-
mation Profiles supports all three by providing a common set of hazard
definitions for monitoring and reviewing implementation which calls for
“a data revolution, rigorous accountability mechanisms and renewed
global partnerships™ [34].

The lack of UNDRR/ISC standardised definitions of severity of hazards,
vulnerability (conditions determined by physical, social, economic, and
environmental factors or processes which increase the susceptibility of an
individual, a community, assets or systems to the impacts of hazards) and
impact remain important issues that need to be addressed.

2.8. Lack of data on human decisions at local scale

Decision-making during an emergency is heavily influenced by the
responders past experiences, a variety of biases, opinions of team
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members, socioeconomic status, and practitioners' beliefs [14,15,75].
Currently, data is available in various sources, but there is a lack of
provision to incorporate management decisions and human emotions
and perceptions into the models to understand their influence on the
geophysical system.

2.9. Lack of data availability

The practitioners and responders during disaster events need accu-
rate, reliable, and timely data to ensure the response activities are
effectively and efficiently managed [14,15]. Data is needed for pre-
paredness and recovery activities to make sure appropriate mechanisms
are in place for creating resilient communities. However, data is some-
times not freely and openly available for the decision makers [1,53].

2.10. Lack of data for assessing systemic risks

Systemic risk is linked with the unforeseen chain of events, i.e.,
cascading impacts that span within and across systems and sectors such
as infrastructure, agriculture, and health, through the movements of
physical, social, and economic capital, and information within and
across regions, countries, and continents [49]. The Sendai Framework
for Disaster Risk Reduction 2015-2030 calls for a fresh understanding of
the systemic risk, relationships that exists across regions, countries, and
continents, new governing structures to manage risk in complex, adap-
tive systems, and supporting tools for risk-informed decision making
[57]. Data required for identifying the systemic risks and transboundary
relationships may not be known or cannot be measured or modelled
with the current understanding of the risk and the available tools.
Increased complexity and uncertainties were experienced while
modelling the system boundaries that could capture interactions and
characterise the systemic risk ([49]; [78]).
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3. Recommendations

To overcome the challenges of collecting and utilising risk-informed
data for disaster and climate resilience drastic actions need to be taken
collectively. Various initiatives are ongoing such as the ‘Committee on
Data of the International Science Council (ISC)’ by promoting Open
Science and FAIR data. CODATA convenes a global expert community
and provides a forum for international consensus building and agree-
ments around a range of data science and data policy issues, from the
fundamental physical constants to cross-domain data specifications.

3.1. Promoting comprehensive disaster and climate risk management

To promote comprehensive disaster and climate risk management,
the integration of climate change considerations into disaster risk
reduction policies and actions could be considered. To further support a
wide-ranging disaster and climate risk management, technical support,
and policy advice on risk-informed adaptation (including United Na-
tions Framework Convention on Climate Change (UNFCCC) processes)
could be provided. This could be supported by establishing partnerships
and alliances. By integration, several duplication efforts could be avoi-
ded (e.g., loss and damage consideration for climate change linking with
national disaster loss database) (Fig. 1).

3.2. Improving coordination and engagement

Improving coordination between data managing agencies and prac-
titioners could improve the quality of the data. Linking climate scien-
tists, urban planners, engineers, and sectoral professionals would
contribute to identify future disaster and climate change risks. More-
over, engaging with users and sectors to achieve a greater alignment and
consistency of hazard definitions is needed. Creating new public private
collaboration enables utilisation of advanced technology and supports
creating better models or tools. The case example highlights the benefits
of data sharing and coordination that are practised in Mongolia.

Case example: Historical and projected impacts of climate change -Mongolia

In Mongolia, disaster risk information is compiled and shared between the National Emergency Management Agency, the National Statistics Office and National Meteorological
Office. The accumulated data is shared widely, and databases, geoinformation systems and risks mapping can be performed. This leads to a strengthening of research and
development in this area. In a practical sense, data is used to organise disaster communication and warning information which leads to timely mobilisation and evacuation of the
affected population. It serves to organise search and rescue operations. After a disaster occurs, the additional data increases the wider data collection which improves the analysis and
reporting of post-disaster data for sustainable and resilient recovery. Data supports the compilation of evidence for monitoring and reporting for both national and global goals. The
image below presents the framework for collection, sharing and utilisation of data by Mongolia's NEMA and other agencies.
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3.3. Scaling up local actions to build resilience

There are several frameworks, plans and works of literature with
various benchmarks and indicators across the globe to support nations,
community and organisations in planning and implementing measures
for climate change and disaster risks and to enhance the resilience of
coastal communities ([62]; R[3,44]). However, most of them do not
cover all aspects comprehensively as governments tend to value various
aspects of community resilience differently. For example, Making Cities
Resilient (MCR) 2030 aims to tailor systemic risk analytics for urban
settings or sectors. The application would strengthen climate change and
disaster risk reduction metrics and scale up the local actions to build
resilience [[74]). An integrated approach for community resilience is
needed to support and to assist various organisations involved in pre-
paredness, response, and recovery in incorporating disaster risk reduc-
tion and climate change measures to improve resilience in communities.

3.4. Managing systemic risk

Adaptive and integrative approaches along with appropriate evi-
dence are essential to conduct the systemic risk assessment. As systemic
risks emphasis on the transboundary effects and impacts on systems at
different scales, it is important is necessary to be specific about the
system, effects on boundaries and trans-boundaries, methodologies, and
assumptions. Shifting the focus from individual hazard and risk assess-
ment to a transdisciplinary system analysis with relevant research on
disaster risk involving multiple stakeholders is needed ([49]).

A relational and trans-contextual perception can support in under-
standing the personal and political domains within a system and can
increase trust and buy-in by decision makers as it includes all contexts
(such as societal values, belief systems, locations, emotional, cultural,
and/or spiritual values that motivates decision making) and is possible
to develop in an open and all-encompassing process ([79]; [49]). A
toolbox approach may support understanding the multidimensional
challenges associated with the systemic risk and the variety of ap-
proaches and methodologies needed [4].

Interdisciplinary and cross-sectoral collaboration and engagement
from scientists, policy makers, government authorities, private organi-
sations, and other stakeholders is needed to govern the systemic risks.
Knowledge sharing and communication with stakeholders plays a vital
role in developing information products, analysis, and risk governance
[80,81]. Besides, to meet the societal needs and global agendas, systems
understanding, or system thinking can assist organisations in engaging
and interacting stakeholders to advance science. Thus addressing sys-
temic requires systemic solutions.

3.5. Improving information ecosystems

There is no single model or tool system that assists in solving data
related problems; therefore, testing the models or tools under various
scenarios (e.g., different demographics, climate projections) and con-
textualising it to the local perspective improve the information ecosys-
tems. Information ecosystems also need to be about collecting data in
new, innovative ways and improving feedback and learning loops.

3.6. FAIR vocabulary of hazards and vulnerability

Shared terminology is key to accurate communication and an
enabler for data integration [12]. Standard knowledge representation
languages for disaster and climate risk assessment are essential for
common understanding. A revised hazard definition and classification
developed by International Science Council and the United Nations
Office for Disaster Risk Reduction [34] to actively engage policymakers
and scientists in evidence-based national risk assessment processes,
disaster risk reduction and risk-informed sustainable development, and
other actions aimed at managing risks of emergencies and disasters. A
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FAIR vocabulary for vulnerability and risk could enhance the sectoral
risk assessment and consistency in adaptation options development. It is
recommended to regularly review and update the definition of hazards,
exposure and vulnerability and engage with users and sectors for greater
alignment and consistency of hazard definitions. CODATA and Research
Data Alliance (RDA) are leading and coordinating some activities such
decadal programme: making data work for cross domain grand chal-
lenges, World-FAIR to to advance implementation of the FAIR principles
and, in particular, to improve interoperability and reusability of digital
research objects, including data, within and across a number of research
disciplines.

3.7. Change of narrative

The current understanding of climate vulnerability and future haz-
ards is driven by global models, i.e., the current solution strategy is
developed through the global model lens and is greenhouse gas reduc-
tion centric. Focusing the narrative and approach to local, bottom-up
and horizontal approach for vulnerability assessment rather than
using global downscaling could improve data quality [82] The current
metrics and way of measuring value requires updating to consider other
intra and inter connectedness among vulnerable elements.

3.8. Utilising big data

Big data have the potential to improve disaster management through
data visualisation and predictive analytics [85]. The case example pre-
sented below in the box highlights the infrastructure needed for big data
and the strategies that can be utilised to improve the usage of data in
disaster risk management.

Case example: Big data infrastructure- Indonesia
Indonesia set a goal to create and manage value generated from big data (big data
value). The principles to achieve this are: data protection and privacy, security,
stewardship, optimisation, excellence, and asset. This will be supported by fairness,
accountability, transparency, ownership, agency, and inventory. One of the
strategies to accomplish this challenge is ‘Personal Information Protection’. The
level of data protection should be defined, and systematic protection tools need to
be developed. Another strategy is ‘Data Quality Level’ ensuring that the provided
data is timely, trustful, meaningful, and sufficient. The third strategy is
‘Responsibility/ Data Disclosure’: It is required to define the responsibility for data
ownership and management as well as the scope of data disclosure. A reliable IT
infrastructure (Big Data Infrastructure) is at the base to support the components
such as an organised and well-managed audit and control, risk management
supported by standards and guidelines and supporting policies and processes to deal
with occurring challenges and opportunities.

3.9. Climate hazard YIMBY (Yes in my backyard)

Focusing on the principle of ‘make climate local’, producing higher
spatial resolution for Earth system models, and including more local
processes and parameters need to become the driver of products, tools
and processes. For example, ina 100 x 100 km grid climate model, a city
would be a “sub-grid” approximation; in finer grid models, cities need to
be represented; with agriculture; and human decisions and management
practices should be identified. These ‘local scale climate information’
will need to translate the climate information as equivalent of YIMBY.

3.10. Promoting open data

Data is a critical asset for developing meaningful insights and evi-
dence to make informed decisions, information products and policy
building [51] especially in the disaster and climate change management
space. Data shall be readily and openly available to generate accurate,
relevant, and useable information products such as hazard maps and
models. The following case example explores the benefits of open loss
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data interconnectivity for earthquake disaster risk management.

Case examples: Earthquake disaster risk management and CODATA
Earthquake disaster risk reduction is an international task. The cooperation of
earthquake prone countries and international organisations is extremely important
to tackle the risks posed by the earthquake. Reliable near real time earthquake loss
estimation allows proper decision making on response and rescue operation to
reduce the number of causalities by increasing the number of promptly extracted
people from the debris. The Committee on Data of the International Council for
Science (CODATA) aims to act as an intermediary between organisations involved in
data collection and those who use this data for earthquake loss model calibration.
The CODATA task group was established to study the mechanism for connecting
dispersed data to enable easier and faster discovery and access. FAIR-disaster risk
reduction focused on addressing scientific questions, technical challenges, and best
practices of disaster data management. Data Science has been used to merge with
disaster research and response. Identification of geographical boundaries of the
territory characterised by stable calibration parameters requires a significant
increase in number of records about earthquake events and can be realised by the
seismological community of the world combined under the CODATA umbrella.
Simulated and observed intensities were compared for earthquakes in Croatia. The
comparison of simulated and observed intensities shows that the calculated values
of the intensities obtained within 20-30 min after the determination of the event
almost coincide with the observed ones obtained from the responses of residents on
the website of the Croatian Seismological Service and from the data of processing
field observations.

3.11. Avoiding bias, assumptions, and data interpretations

Develop a plan to address any bias, assumptions, or interpretations
by establishing protocols to monitor the data, providing regular training
to keep skills of the user (mostly staff) accurate, and validating the risk
assessment data. Also, elicit and enforce the FAIRness requirements
early in the system design to allow clarifying the goals in relation to
FAIRness.

4. Conclusions

Risk-informed data can be a useful tool to assess and analyse di-
sasters and consequently improve the climate resilience of communities,
people, and assets. Big data offers opportunities but also challenges.
Countries with a lower gross domestic income are already adopting big
data to be better prepared for climate disasters and its consequences.
Moreover, technology and Artificial Intelligence (AI) approaches are
developing rapidly, and the use of data is the way for the future. Going
ahead we should focus on the following points to successfully harness
risk-informed data to improve disaster and climate resilience:

e Data needs to be used according to the FAIR principle (FAIR Find-
able, Accessible, Interoperable and Reusable) and shall be open.
Open data is data that anyone can use and share. Open data strategies
are employed across the world in disaster-related data to provide
information on the implementation of the Sendai Framework for
Disaster Risk Reduction 2015-2030 targets and indicators.

Data mechanisms should be simplified to be able to collect, store and
transfer data between different organisations and end-users easily.
To enable this, increased technical and human capacity is required.
Awareness has to be increased that biases might influence the
modelling. Ethical considerations for this development will be
essential

Digital data collection is rather new and still not sufficiently widely
available and accessible. For example, it would be valuable if his-
torical data could be made accessible and stored in a centralised
location. This additional data could help to observe trends and
compare datasets.

Many organisations and institutions collect data. It is crucial to
support cooperation and partnerships between different institutions
worldwide to ensure that as many users as possible gain access to
data. Simply having access is often not sufficient, and efforts need to
be undertaken to ensure timeliness and usability. This is important
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since disaster risk and climate resilience are complex topics that need

to be seen in a broad context. Data can help to understand these

connections, influences and impacts better.

Risk needs to be understood as systematic, interconnected and

cascading. Institutions and organisations worldwide should work

toward developing a common definition of risk to ensure a compa-
rable response, research and development process.

e Data have become more accessible with societal penetration of
smartphones. Additional to the institutional data collection, a
bottom-up approach should be followed, and the population and
stakeholders have to be included in sensing, collecting experiences,
and a more direct assessment and benefit of data in and for their
environment. This is a crucial point to ensure growing databases.

The world is shifting from a “for-profit” to a “for-benefit” operating
model [5,9]. Our stakeholders are our shareholders, employees, cus-
tomers and more broadly the people and planet impacted by disasters
climate change impacts. The challenges are evolving, and the opportu-
nities continue to amplify. We could create a new socioeconomic era
that closes historical gaps in the ‘last mile inclusion’ and engage the
‘bottom billion’ in a quantum leap for humanity and for a better planet.
The world needs a Fifth Industrial Revolution to flower like a new Re-
naissance Age. It could be marked by creativity and a common purpose,
as we should work together to support progress toward purpose and
inclusivity for all.
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