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Secrecy Performance of Backscatter Communications With
Multiple Self-Powered Tags
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Abstract— Backscatter communication (BackCom) networks
are vulnerable to eavesdropping, while its secrecy performance
has not been sufficiently studied. In this letter, we propose a
tag selection strategy to optimize the ergodic secrecy capacity
(ESC) and the secrecy outage probability (SOP) simultaneously
for a multi-tag self-powered BackCom network in the presence
of an eavesdropper. Concretely, an adaptive power reflection
coefficient scheme is first designed to maximize the instantaneous
secrecy capacity per tag, based on which the one with the highest
secrecy capacity is selected to backscatter message. To evaluate
the resulting secrecy performance, we first obtain the exact cumu-
lative distribution function of the instantaneous secrecy capacity
under independent but non-identically distributed Nakagami-
m fading channels, and then derive the ESC and the SOP,
respectively. Simulation results validate the theoretical analyses
and demonstrate that the proposed strategy is superior to the
existing strategies.

Index Terms— Backscatter communications, ergodic secrecy
capacity, physical layer security, secrecy outage probability.

I. INTRODUCTION

A. Background

O
WING to its ultralow power and low cost, backscatter

communication (BackCom) has been identified as a

promising paradigm for supporting green Internet-of-Things

(IoT) [1]. However, BackCom signals are susceptible to

wiretapped threats from eavesdroppers due to its broadcast

nature, thus the secrecy issue of BackComs cannot be

ignored. Despite there are some theoretical foundations for

establishing secure transmission in other scenarios, e.g.,

the cooperative relaying [2], the distinct communication

framework and the multiplicative channel characteristic

of BackCom make it impossible to apply them, and pose

extreme challenges for investigating the secrecy performance

improvement [3], [4], [5], [6].
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In [3], the authors considered a monostatic BackCom

network with an eavesdropper, and derived the secrecy

outage probability (SOP) by considering the channel cor-

relation between the forwarding and backscattering links.

For a non-orthogonal multiple access based ambient Back-

Com network, Li et al. [4] investigated the intercept and

outage probabilities of the eavesdropper and the licensed

users, respectively. The intercept and outage probabilities were

derived for a cognitive BackCom network [5]. In contrast

to [3], [4], [5], the authors in [6] jointly considered the energy

harvesting (EH) and the power consumption at each tag in

a self-powered BackCom network with multiple tags, where

a tag selection strategy is proposed to maximize the power

of the backscattered signal, subject to the energy-causality

constraint, i.e., the harvested energy at a tag must be sufficient

for powering its circuit operation.

B. Motivation and Contribution
Maximizing the power of the backscattered signal can

improve the SOP of BackCom networks [6], but it might

have a sid-effect on the instantaneous secrecy capacity. Con-

cretely, when the channel conditions of backscattering links

are poor, the secrecy capacities of tags may be negative and

monotonously decreasing as the power of the backscattered

signal increases. While not affecting the SOP, this effect

might degrade the ergodic secrecy capacity (ESC), which is

an important performance metric to characterize the average

secrecy capacity of a BackCom network but was ignored in

the existing works (see [3], [4], [5], [6] and reference therein).

Inspired by the above, this letter develops and analyzes

a tag selection strategy that can maximize the ESC and

minimize the SOP simultaneously for a BackCom network

with multiple self-powered tags, where the destination node

and the eavesdropper are equipped with multiple antennas. The

main contributions of this work are listed as follows. We first

design an adaptive power reflection coefficient (PRC) scheme

that optimizes the PRC of each tag based on the instantaneous

channel state information (CSI) to maximize its instantaneous

secrecy capacity under the energy-causality constraint. Then,

we propose a tag selection strategy that selects the tag with

the highest secrecy capacity to backscatter message to the

destination. Furthermore, we analytically evaluate the ESC and

the SOP of the proposed tag selection strategy under inde-

pendent but non-identically distributed (i.n.i.d.) Nakagami-m
channel fading. Finally, simulation results reveal the effects of

multitudinous network parameters on the secrecy performance

and manifest the superiority of the proposed strategy.

II. SYSTEM MODEL

As illustrated in Fig. 1, we consider a passive BackCom

network, including one dedicated radio frequency (RF) source
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Fig. 1. System model of the studied BackCom network.

S equipped with a single antenna,1 one destination node D
with N ≥1 antenna(s), one eavesdropper node E with M ≥1
antenna(s), and L tags {Ti}L

i=1. The tag encodes information

to the signal transmitted by S and backscatters the modulated

signal to D, while harvesting energy from S to sustain its

operation. To reduce the communication overhead and enhance

the secrecy transmission, we consider the opportunistic tag

selection, where only one tag is selected for backscattering

information to D in each transmission block.

We assume that all channels are quasi-static and follow

i.n.i.d. Nakagami-m fading. Let fi∼Naka (ms,i, Ωs,i) denote

the channel coefficient of the S → Ti link (i.e., the for-

warding link), where ms,i and Ωs,i represent the fading

severity parameter and average power of the Nakagami random

variable fi, respectively, i ∈ {1, . . . , L}. Moreover, the n-

th (n = 1, 2, . . . , N ) element of the Ti → D (i.e., the

backscattering link) channel fading vector gi is given by gi,n∼
Naka (md,i, Ωd,i), and the m-th (m = 1, 2, . . . , M ) element

of the Ti → E (i.e., the eavesdropping link) channel fading

vector hi is given by hi,m ∼ Naka (me,i, Ωe,i), where md,i

(me,i) and Ωd,i (Ωe,i) represent the fading severity parameter

and average power of the variable gi,n (hi,m), respectively.

For Ti, the received signal from S can be written as

yi = fixs, where xs is the signal transmitted by S with

E

{

|xs|2
}

= Ps being the source transmit power. Then,

by virtue of a PRC βi (0 ≤ βi ≤ 1) that can separate the

received signal into two parts [8], Ti uses
√

βiyi for backscat-

tering message and the rest for EH. Due to the nonlinearity

of components involved in the EH module, we consider a

nonlinear EH model [8], and the total energy harvested at Ti

can be calculated as

Pi =Pmax
i

(

1−e−ϕ
(1)
i P r

i+ϕ
(1)
i ϕ

(0)
i

)/(

1+e−ϕ
(1)
i P r

i+ϕ
(1)
i ϕ

(2)
i

)

, (1)

where Pmax
i denotes the saturated power at Ti, P r

i =

(1 − βi)Ps|fi|2 is the input power for EH at Ti, ϕ
(0)
i rep-

resents the EH circuit sensitivity threshold, ϕ
(1)
i and ϕ

(2)
i are

two fixed parameters of the EH module determined by the

resistance, capacitance, etc.

Let P c
i represent the circuit power consumption of Ti. Only

if Pi ≥ P c
i , then Ti is activated and can backscatter the

information to D. In this case, the destination node D performs

maximum ratio combining (MRC) across its N antennas on

the received signal from Ti and obtains

yd,i =
√

ηiβifiw
†
d,igixsci + nd,i, (2)

where ηi represents the backscattering efficiency, w
†
d,i =

g
†
i/‖gi‖ denotes the receive beamforming weight vector at D

with conjugation operation (·)† and l2-norm operation ‖·‖, ci

1Since the joint design for the transmit beamforming at S and the PRC per
tag is extremely challenging, we focus on the dynamic PRC design in the
proposed tag selection strategy via assuming S with a single antenna [7].

represents the desirable signal of Ti with E

{

|ci|2
}

= 1,

and nd,i ∼ CN
(
0, σ2

)
is the additive white Gaussian noise

(AWGN) at D.

According to (2), the signal-to-noise ratio (SNR) at D from

the Ti→D link can be written as

γd
i = ηiβiPs|fi|2

∥
∥w

†
d,igi

∥
∥

2
/σ2. (3)

Likewise, the SNR at E from the Ti → E link is given as

γe
i = ηiβiPs|fi|2

∥
∥w

†
e,ihi

∥
∥

2
/σ2, (4)

where w
†
e,i = h

†
i/ ‖hi‖ denotes the receive beamforming

weight vector at E.

Based on (3) and (4), the instantaneous secrecy capacity of

the S − Ti − D link can be calculated as [9]

Cs
i = log2

⎛

⎝
ηiβiPs|fi|2

∥
∥w

†
d,igi

∥
∥

2
+ σ2

ηiβiPs|fi|2
∥
∥w

†
e,ihi

∥
∥

2
+ σ2

⎞

⎠ . (5)

III. TAG SELECTION STRATEGY AND SECRECY

PERFORMANCE ANALYSES

A. Tag Selection Strategy

In this section, we propose a tag selection strategy2 for

optimizing the ESC and the SOP simultaneously, where an

adaptive PRC scheme is first designed to maximize the instan-

taneous secrecy capacity of each tag, and then the one with

the highest secrecy capacity is selected to carry out BackCom.

Toward this end, Theorem 1 is introduced in what follows.

Theorem 1: The optimal PRC of tag Ti that maximizes its

instantaneous secrecy capacity and the corresponding maxi-

mum secrecy capacity can be obtained respectively as

β∗
i =

⎧

⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

0 , |fi|2 >
Φi

Ps
&

∥
∥w

†
d,igi

∥
∥

2≤
∥
∥w

†
e,ihi

∥
∥

2

or |fi|2 ≤ Φi

Ps
,

1− Φi

Ps|fi|2
, |fi|2 >

Φi

Ps
&

∥
∥w

†
d,igi

∥
∥

2
>
∥
∥w

†
e,ihi

∥
∥

2
,

(6)

and

Cs∗

i =

⎧

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

0, |fi|2 >
Φi

Ps

∥
∥w

†
d,igi

∥
∥

2≤
∥
∥w

†
e,ihi

∥
∥

2

or |fi|2≤
Φi

Ps
,

log2

⎛

⎜
⎜
⎝

1+

ηi

(

Ps|fi|2−Φi

)(∥
∥
∥w

†
d,igi

∥
∥
∥

2

−
∥
∥
∥w

†
e,ihi

∥
∥
∥

2
)

ηi

(

Ps|fi|2−Φi

)∥
∥
∥w

†
e,ihi

∥
∥
∥

2

+σ2

⎞

⎟
⎟
⎠

,

|fi|2>
Φi

Ps

∥
∥w

†
d,igi

∥
∥

2
>
∥
∥w

†
e,ihi

∥
∥

2
,

(7)

where Φi = ln(

Pmax
i eϕ

(1)
i ϕ

(0)
i +P c

i eϕ
(1)
i ϕ

(2)
i / (Pmax

i −P c
i )
)

/ϕ
(1)
i .

Proof: See Appendix A.

Remark 1: Using Theorem 1, the optimal tag can be

determined by the following process. First, the sub-

set of tags that meet the energy-causality constraint is

identified as S1 =
{

Ti

∣
∣
∣|fi|2 > Φi

Ps
, 1≤ i≤L

}

. Then, within S1,

2Our work and existing EH-based relay selection strategies (see [2] and
reference therein) are oriented towards the BackCom and cooperative com-
munication respectively. Besides, the proposed strategy considers the dynamic
PRC optimization that does not appear in the above relay selection strategies.
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a further subset of tags that each sees a stronger backscat-

tering link than an eavesdropping link is identified as S2 ={

Ti

∣
∣
∣

∥
∥w

†
d,igi

∥
∥

2
>

∥
∥w

†
e,ihi

∥
∥

2
, Ti ∈ S1

}

. Finally, the tag that

has the largest secrecy capacity among all the tags in S2 is

selected to backscatter information, viz., Ti∗ = arg max
Ti∈S2

Cs∗

i .

Especially, the instantaneous secrecy capacity of the studied

network is obtained as Cs = max
Ti∈S2

Cs∗

i .

Remark 2: Our proposed tag selection strategy is advanta-

geous to that proposed in [6] and the reasons are as follows.

The authors in [6] maximized the power of the backscattered

signal per tag while satisfying the energy-causality constraint,

and then selected the tag with the largest secrecy capacity

to convey message. Nevertheless, according to [6, eq. (6)],

the secrecy capacity achieved by the selected tag may be

negative in [6] because the tag selection did not consider

the backscattering link’s channel quality with respect to that

of the eavesdropping link. On the contrary, in our proposed

tag selection strategy, if the energy-causality constraint is not

satisfied or the corresponding backscattering link is worse

than the eavesdropping link, the tag Ti remains silent, i.e.,

Cs∗

i = 0, as shown in (6) and (7); otherwise, Cs∗

i > 0 holds,

in this case, our strategy maximizes the secrecy capacity of Ti.

Accordingly, the selected tag makes the instantaneous secrecy

capacity non-negative. Although the above difference between

our proposed strategy and the one of [6] has no impact on the

SOP, the ESC achieved by our proposed strategy is larger than

that of [6], as verified by our simulation results in Section IV.

B. Secrecy Performance

In this work, we consider multiple antennas for D and E,

and the Nakagami-m channel fading for reflecting the more

degrees-of-freedom of practical propagation environments.

This makes our considered model more general than [6] with

single antenna and Rayleigh fading. Moreover, in contrast

to [6] studying only the SOP, this subsection aims to evaluate

the SOP and ESC of the proposed tag selection strategy.

Referring to [10], the ESC can characterize the stochastic

Cs averaged over all fading states, given by

Cer =E [Cs]
Δ
=E

[

max
1≤i≤L

Cs∗

i

]

=E

[

log2

(

1+max
1≤i≤L

γs∗

i

)]

. (8)

When |fi|2 > Φi

Ps
and

∥
∥w

†
d,igi

∥
∥

2
>

∥
∥w

†
e,ihi

∥
∥

2
, γs∗

i =
ηi(Ps|fi|

2−Φi)
�
‖w†

d,i
gi‖2

−‖w
†
e,ihi‖2

�

ηi(Ps|fi|
2−Φi)‖w

†
e,ihi‖2

+σ2
; otherwise, γs∗

i = 0.

Letting γs = max
1≤i≤L

γs∗

i , we rewrite (8) as

Cer =

∫ ∞

0

log2 (1+u)fγs
(u) du

(a)
=

∫ ∞

0

1−Fγs
(u)

ln (2) (1+u)
du, (9)

where step (a) holds by using integration by parts, and fγs
(u)

and Fγs
(u) are the probability density function (PDF) and

the cumulative distribution function (CDF) of the variable γs,

respectively. Next, we will derive the CDF Fγs
(u), and then

calculate the integral involved in (9).

On the basis of (8), Fγs
(u) can be written as

Fγs
(u) = Pr

{

max
1≤i≤L

γs∗

i < u

}

=
L∏

i=1

Pr
{

γs∗

i < u
}

=

L∏

i=1

⎛

⎜
⎜
⎝
Pr {β∗

i = 0}
︸ ︷︷ ︸

Ξ1

+ Pr
{

β∗
i > 0, γs∗

i < u
}

︸ ︷︷ ︸

Ξ2

⎞

⎟
⎟
⎠

. (10)

The term Ξ1 of (10) can be calculated using (6) as

Ξ1 =Pr

{

|fi|2≤
Φi

Ps

}

︸ ︷︷ ︸

Ξ1
1

+Pr

{

|fi|2 >
Φi

Ps
,
∥
∥
∥w

†
d,igi

∥
∥
∥

2

≤
∥
∥
∥w

†
e,ihi

∥
∥
∥

2
}

︸ ︷︷ ︸

Ξ2
1

. (11)

We define X = |fi|2, Y =
∥
∥w

†
d,igi

∥
∥

2
and Z =

∥
∥w

†
e,ihi

∥
∥

2
, whose PDFs are expressed respectively as

fX (x) = xms,i−1

Γ(ms,i)θ
ms,i

s,i

e
− x

θs,i , fY (y) = ymd,iN−1

Γ(md,iN)θ
md,iN

d,i

e
− y

θd,i

and fZ (z) = zme,iM−1

Γ(me,iM)θ
me,iM

e,i

e
− z

θe,i , where mj,i and

θj,i = Ωj,i/mj,i denote the shape and scale parameters of

a gamma distribution, respectively, and j ∈ {s, d, e}.

Hence, Ξ1
1 in (11) is computed, using [11, eq.(3.381.1)], as

Ξ1
1 =

∫ Φi
Ps

0

fX (x)dx =
1

Γ (ms,i)
γ

(

ms,i,
Φi

Psθs,i

)

. (12)

The term Ξ2
1 of (11) can be written as

Ξ2
1 =

∫ ∞

Φi
Ps

∫ ∞

0

∫ z

0

fX (x) fZ (z) fY (y) dydzdx

=

(

1 − 1

Γ (ms,i)
γ

(

ms,i,
Φi

Psθs,i

))

×
∫ ∞

0

zme,iM−1e
− z

θe,i

Γ (md,iN) Γ(me,iM) θ
me,iM
e,i

γ

(

md,iN,
z

θd,i

)

dz.

(13)

Combining [11, eq.(8.352.6)] with [11, eq.(3.381.4)], the

closed-form for Ξ2
1 can be obtained as

Ξ2
1 =

(

1− 1

Γ (ms,i)
γ

(

ms,i,
Φi

Psθs,i

))(

1− 1

Γ (me,iM) θ
me,iM
e,i

×
md,iN−1
∑

k=0

θ
md,iM
d,i

k!

(
θe,i

θd,i+θe,i

)k+me,iM

Γ(k+me,iM)

)

.

(14)

Substituting (6) into (10), the term Ξ2 can be written as

Ξ2 =

∫ ∞

Φi
Ps

∫ ∞

0

∫ (1+u)z+ uσ2

ηi(Psx−Φi)

z

fX(x)fZ(z)fY (y)dydzdx. (15)

Utilizing [11, eq.(3.381.1)] and [11, eq.(8.352.6)], Ξ2 can

be rewritten as (16), shown at the bottom of the next page.

Following similar derivations, we can also obtain the

closed-form expression for Ξ1
2 and Ξ2

2. Adopting binomial

expansion for (1+u
θd,i

z+ uσ2

ηiθd,i(Psx−Φi)
)k and [11, eq.(3.381.4)],

Ξ3
2 can be expressed as

Ξ3
2 =

1

Γ (ms,i) Γ(me,iM)θ
ms,i

s,i θ
me,iM
e,i

md,iN−1
∑

k=0

k∑

j=0

Γ(i+me,iM)

k!

×
(

k

j

)(
1 + u

θd,i

)j(
θd,iθe,i

(1 + u) θe,i + θd,i

)j+me,iM

×
∫ ∞

Φi
Ps

xms,i−1

(
uσ2

ηiθd,i(Psx−Φi)

)k−j

e
− x

θs,i
− uσ2

ηiθd,i(Psx−Φi)dx

︸ ︷︷ ︸

Ξ3,1
2

. (17)

After substituting t = Psx − Φi, and then utilizing the

binomial expansion for (t + Φi)
ms,i−1

and [11, eq.(3.471.9)],
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Ξ3,1
2 can be calculated as

Ξ3,1
2 = 2Φ

ms,i−q−1
i

(
uσ2

ηiθd,i

)k−j(
1

Ps

)ms,i
ms,i−1
∑

q=0

(
ms,i−1
j

)

× e
−

Φi
Psθs,i

(
uσ2Psθs,i

ηiθd,i

) j+q−k+1
2

Kj+q−k+1

(

2

√

uσ2

ηiPsθs,iθd,i

)

,

(18)

where Kv (x) denotes the Bessel function of imaginary argu-

ment. Based on the aforementioned analyses, the closed-form

expression for Fγs
(u) can be expressed as (19), shown at the

bottom of the page. Then, the CDF of Cs can be obtained

directly as FCs
(ω)= Pr {γs < 2ω − 1}=Fγs

(2ω−1) in terms

of Cs =log2 (1+γs).

Due to the high complexity of Fγs
(u), it is hard to directly

solve the integral in (9). Hence, we approximate it through

adopting the variable substitution u = tanθ for (9) and the

Gaussian-Chebyshev quadrature successively, and obtain

Cer =
1

ln (2)

∫ π/2

0

sec2θ
1 − Fγs

(tan θ)

1 + tan θ
dθ

	 π2

4ln (2)Λ

Λ∑

p=1

√

1−f2
psec2 (vp)

1−Fγs
(tan (vp))

1+tan (vp)
, (20)

where fp = cos ((2p− 1)π/2Λ), vp = π (fp + 1) /4, and Λ is

the tradeoff parameter between accuracy and complexity [8].

In the studied network, a secrecy outage event occurs if and

only if the secrecy capacity falls below a given threshold Cth,

hence the SOP can be calculated as

Pout =Pr {Cs <Cth}=FCs
(Cth)=Fγs

(
2Cth − 1

)
. (21)

Besides, one observation from (7) and Remark 1 is

that when Ps approaches infinity, Cs is calculated as

lim
Ps→∞

Cs = max
Ti∈S2

log2

(

||w†
d,igi||2/||w†

e,ihi||2
)

. This makes

the SOP a non-zero constant at high Ps in terms of

(21), which in turn results in the diversity gain equal to

− lim
Ps→∞

log (Pout) / log (Ps)=0.

IV. SIMULATION RESULTS

In this section, Monte-Carlo simulations are provided

to investigate the secrecy performance of the proposed

strategy. Especially, the simulation results experience

2 × 106 independent trials, and the channel coefficients

Fig. 2. The ESC and the SOP versus the source transmit power Ps for
different values of {αs, αd, αe}, where M = 2.

are randomly generated as Nakagami fading in each trial.

Similar to [6], [8], the simulation parameters are defaulted

as follows: L = 3, N = M = 3, Cth = 0.1 bps/Hz,

Pmax
i = 240 µW, ϕ

(0)
i = 5 µW, ϕ

(1)
i = 5000, ϕ

(2)
i = 0.0002,

P c
i = 8.9 µW, ηi = 0.6, σ2 = −120 dBm/Hz, Λ = 20,

mj,i = mj = 2, and Ωj,i = d
−αj,i

j,i , i ∈ {1, . . . , L},

j ∈ {s, d, e}. In particular, dj,i denotes the distance between

j and Ti, and αj,i = αj represents the path-loss exponent of

the j → Ti link. Moreover, S, D and E are located at (0, 0),
(10, 4) and (10,−1) in meter (m) in a two-dimensional plane,

respectively. All tags are uniformly distributed in a circle with

a center coordinate (5, 0), namely, (5 + r cosφi, r sin φi),
where r = 2 denotes the radius of the circle and φi randomly

distributes in [0, 2π]. Any values that are different from their

default settings will be explicitly mentioned.

Fig. 2 jointly depicts the ESC and the SOP against Ps

with different {αs, αd, αe}, aiming at validating the theo-

retical analyses for the proposed strategy. Clearly, the ana-

lytical results obtained from (20) and (21) match well with

the simulation results, which verifies the theoretical deriva-

tions in Section III-B. Moreover, no matter what Ps and

{αs, αd, αe} are, the studied network can achieve a non-

negative ESC, which agrees well with Remark 2. This is

mainly due to the fact that for Ti (Ti ∈ S1), the proposed

strategy by virtue of dynamically optimizing PRC makes the

corresponding secrecy capacity zero instead of a negative

value when
∥
∥w

†
d,igi

∥
∥

2 ≤
∥
∥w

†
e,ihi

∥
∥

2
. Apart from the above,

Fig. 2 also shows the effects of multitudinous parameters.

Firstly, as shown in this figure, all curves for the ESC (SOP)

Ξ2 =

∫ ∞

Φi
Ps

∫ ∞

0

fX (x) fZ (z) dzdx

︸ ︷︷ ︸

Ξ1
2

−
∫ ∞

Φi
Ps

∫ ∞

0

fX (x) fZ (z)
1

Γ (md,iN)
γ

(

md,iN,
z

θd,i

)

dzdx

︸ ︷︷ ︸

Ξ2
2

−
∫ ∞

Φi
Ps

∫ ∞

0

fX (x) fZ (z) e
− 1+u

θd,i
z− uσ2

ηiθd,i(Psx−Φi)

md,iN−1
∑

k=0

1

k!

(
1 + u

θd,i
z +

uσ2

ηiθd,i (Psx − Φi)

)k

dzdx

︸ ︷︷ ︸

Ξ3
2

. (16)

Fγs
(u) =

L∏

i=1

(

1− 2

Γ(ms,i)θ
ms

s,iΓ(me,iM)θ
me,iM
e,i

md,iN−1
∑

k=0

k∑

j=0

ms,i−1
∑

q=0

1

k!

(
k
j

)(
1+u

θd,i

)j(
θd,iθe,i

(1+u) θe,i+θd,i

)j+me,iM

Γ (j+me,iM)

×
(

uσ2

ηiθd,i

)k−j(
1

Ps

)ms,i

e
−

Φi
θs,iPs

(
ms,i − 1
q

)

Φ
ms,i−q−1
i

(
θs,iPsuσ2

ηiθd,i

) j+q−k+1
2

Kj+q−k+1

(

2

√

uσ2

ηiPsθs,iθd,i

))

. (19)
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Fig. 3. The secrecy performance under different strategies, where
{αs, αd, αe} = {2.7, 2.7, 2.7}.

first increase (decrease) and then converge to a constant. The

reason is as follows. One observation from (7) is that Cs∗

i

corresponding to the nonzero case is a function of channel

fading coefficients at high Ps regions, which in turn leads to

a convergence behavior. Secondly, for a given αs, one can see

that when αd is lower than αe and the corresponding difference

is larger, the studied network can achieve higher secrecy per-

formance. Intuitively, under the above conditions, the channel

quality of the backscattering link is obviously better than the

eavesdropping link, and more tags can attempt communication

with D, thereby enhancing the secrecy capacity achieved by

the whole network. Thirdly, for a fixed αd and αe, the impact

of αs is very severe at lower Ps regions, but it can be negligible

with increasing Ps. This is due to the fact that Cs∗

i is only

determined by both the backscattering and eavesdropping links

in terms of (7) when Ps approaches infinity. Finally, the SOP

converges to a non-zero constant as Ps increases, which in

turn results in a zero diversity gain.

Fig. 3 compares the secrecy performance among the pro-

posed strategy, the existing strategy in [6], the random strategy

as well as the fixed strategy. For the random strategy, one of

tags in set S1 is selected randomly to carry out BackCom.

Following the fixed strategy, the PRC per tag is set as a con-

stant, based on which the tag with the highest secrecy capacity

is selected when satisfying the energy-causality constraint.

As illustrated in Fig. 3, although the proposed strategy and

the existing one [6] have the same SOP, our work achieves the

highest ESC. Particularly, the proposed strategy can guarantee

a non-negative ESC no matter what N is, which coincides with

the conclusions in Remark 2. For a relatively small N , the

instantaneous channel gain of the Ti → D link is more likely

to be worse than that of the Ti → E link, on the basis, the

selected tag Ti under three benchmark strategies may generate

a negative secrecy capacity according to (5), which in turn

deteriorates the ESC. By contrast, the proposed strategy makes

the instantaneous secrecy capacity of Ti non-negative at any

channel quality, which greatly enhances the ESC.

V. CONCLUSION

In this letter, we have proposed a tag selection strategy to

maximize the ESC and minimize the SOP concurrently for a

multi-tag enabled BackCom network under an eavesdropper.

We have derived the ESC and the SOP under the i.n.i.d.

Nakagami-m fading to estimate the secrecy performance

of the proposed strategy. Numerical simulations have

validated the derived results and revealed the following

insights. Firstly, the larger the difference of the channel

quality between the backscattering and eavesdropping links,

the higher the performance gain of the considered network

is. Secondly, the channel quality variation of the forwarding

links causes great effects on the ESC and the SOP at low

Ps regions, whereas those effects can be ignored at high

Ps regions. Finally, the proposed strategy achieves a higher

ESC while keeping the same SOP compared with that of the

existing strategy.

APPENDIX A

The optimal PRC subjected to the energy-causality con-

straint can be obtained by solving the following problem,
max

βi

Cs
i s.t. Pi ≥ P c

i , 0 ≤ βi ≤ 1. (A.1)

After several straightforward mathematical calculations,

(A.1) can be transformed as

max
βi

log2

(

1+
ηiβiPs|fi|

2
�
‖w

†

d,i
gi‖2

−‖w†
e,ihi‖2

�

ηiβiPs|fi|
2‖w†

e,ihi‖2
+σ2

)

s.t. 0 ≤ βi ≤ max
(

1 − Φi

Ps|fi|
2 , 0

)

.A.2

(A.2)

If |fi|2 ≤ Φi

Ps
holds, the feasible region of βi is βi = 0,

indicating that Ti is unable to derive the circuit operation

even using all the received power. In this case, the optimal

secrecy capacity Cs∗

i is zero. If |fi|2 > Φi

Ps
, the feasible

region of βi is from 0 to 1 − Φi

Ps|fi|
2 , and the optimal βi

can be determined from the following two cases. Case I: if
∥
∥w

†
d,igi

∥
∥

2 ≤
∥
∥w

†
e,ihi

∥
∥

2
, the objective function of (A.2) is

a monotone decreasing function with respect to βi. Hence,

the optimal PRC equals zero, and Cs∗

i = 0. Case II: if
∥
∥w

†
d,igi

∥
∥

2
>

∥
∥w

†
e,ihi

∥
∥

2
, the objective function of (A.2)

increases as βi, thus, β∗
i = 1 − Φi

Ps|fi|
2 . Substituting it into

(5), Cs∗

i can be obtained. The proof is complete.
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