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AbstractÐNetwork slicing plays a crucial role in supporting
Fifth Generation (5G) mobile network, which is designed
to efficiently accommodate a diverse range of services with
varying service level requirements. In this work, our efforts
are largely aimed at exposing security flaws in 5G network
slicing from a Distributed Denial of Service (DDoS) attack
perspective. Time consuming authentication process during the
inter-slice handover procedure is exploited to launch a DDoS
attack. To address this issue, we offer novel attack detection
and localization algorithms. We have compared results for
various combinations of average waiting time and average
switching rate to detect the attack and localize compromised
user equipments. As per experimentation results, our approach
resulted in an accuracy of 91% for detecting an attack and
96% for identifying compromised users.

Index TermsÐNetwork Slicing, Inter-Slice Handover, DDoS
attack

I. INTRODUCTION

Network slicing enables the transition from a network-

as-a-infrastructure to a network-as-a-service architecture,

enabling various 5G smart services with varying require-

ments. In the smart transportation scenario, autonomous car

accident reporting has severe latency limitations that must

be met by the network in order to enable quick accident

reporting and minimize damage. On the other hand, smart

agriculture has lower latency requirements than smart trans-

portation systems. Network slicing enables 5G to provide

network services based on these specific requirements by

various applications [1]. Network slicing allows the building

of customized end-to-end logical networks (network slices)

on top of shared network infrastructure in a flexible and

efficient manner [1], [2].

In a network-sliced environment, user mobility must be

handled not only between different base stations or access

methods but also across different slices. The availability of

a communication service across multiple slices allows users

to change their slice if they desire. If a User Equipment’s

(UE’s) requirements change over time, it may seek to

modify its slices. Slice owners might also want to move

users out of a slice, causing them to seek out other slices

to reconnect. As a result, in a network-sliced environment,

handovers between different slices (i.e., inter-slice han-

dovers) are expected in addition to usual horizontal (i.e.,

inter-cell/base-station handovers) and vertical (i.e., inter-

technology handovers) [3]. Network slicing presents a wide

range of security challenges in addition to many implemen-

tation challenges [1], [2]. Vertical and horizontal handovers

from the previous generation have been thoroughly studied

and reviewed, but not the inter-slice handover. During this

handover, mutual authentication occurs between the UE

and the network slice [3]. This is a time-consuming and

resource-intensive process that can be triggered for a variety

of reasons [3]. An attacker can utilize this to launch a DDoS

attack. Following are the contributions of our work:

• We show the effects of DDoS attack during inter-slice

handover in a 5G network sliced scenario.

• We propose a detection and localization algorithm to

limit a potential DDoS attack.

The rest of the paper is organized as follows: Related

work is discussed in Section II. System model is presented

in Section III followed by Threat Model in Section IV.

Section V presents the proposed detection and localization

solution. Section VI discusses results and finally, Section

VII concludes our paper.

II. RELATED WORKS

Survey papers such as [1], [2], [4] provide an extensive

study on network slicing, implementation challenges, se-

curity challenges, and research directions. In [3], the au-

thors provide a comprehensive explanation of the inter-slice

handover process, important 3GPP standards, and various

scenarios that lead to it.

A. Denial of service attacks in cellular networks

Authentication and initial registration processes are nec-

essary for privacy and security, but these procedures take

time and resources. This fact has already been exploited

in the form of a DDoS attack. In these works [5]±[7],

authors have given examples of such attacks where they

use signaling amplification to launch a Denial-of-Service

(DoS) attack. In [5] and [6], the authors have focused on

attacks on the Third and Fourth generations. Therefore, the

solutions provided by them are not effective in 5G network-

sliced environments. Although the attack described in [7]

is carried out in a network sliced environment, it ignores

the fact that Authentication and Key Agreement (AKA)

and Extensible Authentication Protocol (EAP) is carried out

while switching between network slices and focuses only

on the initial authentication of UEs. The only work that
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Algorithm 1 Algorithm for Detection: DETECT(Users,

threshold WT, window Size)

Input : Users, threshold WT , window Size

1: repeat

2: if (curr T ime mod window Size == 0) then

3: Initialize active Users = 0, total WT = 0
4: for each (u ∈ Users) do

5: if (u.is Active == True) then

6: total WT ← total WT + u.WT

7: active Users++

8: end if

9: end for

10: if (active Users == 0) then

11: AWT ← 0
12: else

13: AWT ← total WT
active Users

14: end if

15: index← (active User
10

)× 10
16: if (active Usersmod10 ≥ 5) then

17: index← index+ 10
18: end if

19: if (AWT ≥ threshold WT.get(index)) then

20: detected++
21: if (detected ≥ 5) then

22: LOCALIZE(Users)
23: detected← 0
24: end if

25: else

26: if (detected ≥ 1) then

27: detected−−
28: end if

29: end if

30: end if

31: until Simulation Ends

combining two separate parameters at two different stages.

The AWT used in detection module is indicative of an

attack, but during congestion, the AWT of users is high,

and our detection model may raise a false alarm. However,

because we use ASR during localization, we are able to

deal with this. Because a normal user will be waiting in

the control plane during congestion and will not request a

slice switch, whereas bot users will be frequently changing

slices during an attack, increasing the ASR. Further, we

consider an attack when the system reaches the threshold

value for five windows to make the detection model more

reliable for distinguishing between attack and congestion.

Because during congestion, the control plane will receive

burst of requests at the same instance, but the control plane

will process requests sequentially. Eventually, the AWT for

subsequent time windows will decrease, which is unlikely

in the case of an actual attack, where the bot users will

continuously generate slice switch requests. Therefore we

examine five windows for detecting whether the system is

under attack or not. As a result, our detection model can

differentiate between regular congestion and an attack.

Algorithm 2 Algorithm for Localization: LOCAL-

IZE(Users)

Input : Users

Output : Bot Users

1: Initialize Bot Users = []
2: for each (u ∈ Users) do

3: if (u.AT ≥ curr T ime) then

4: u.time Spent← curr T ime− u.AT

5: u.curr Rate← u.no Of Switches
u.time Spent

6: total Rate = total Rate+ u.curr Rate

7: active Users++

8: end if

9: end for

10: ASR← total Rate
active Users

11: if (active Users ≥ 1) then

12: threshold← ASR× 1.5
13: for each (u ∈ Users) do

14: if (u.AT ≥ curr T ime) then

15: if (u.curr Rate ≥ threshold) then

16: Bot Users← u.id

17: u.banned← True

18: end if

19: end if

20: end for

21: end if

VI. EXPERIMENTATION AND RESULTS

A. Experimental setup

We carried our simulation on a discrete event simulator

based on java with three isolated slices representing three

independent specification verticals, each with its own au-

thentication server. The simulation involved 100 UEs, each

of which was given an application request to fulfill. In

the initial 1150 milliseconds, the users’ arrival time in the

environment is dispersed randomly. This is done to avoid

congestion at the start of the simulation because in real

world scenario, all users connecting at the same time is rare

and could lead to false findings. The mobility for a normal

user is given by a probability of 0.01.

B. Simulation results for DDoS attack

In this subsection, we show the effect of DDoS attack on

the AWT and the number of dropped requests of users. As

Fig. 4: Attack result on AWT

shown in Fig. 4, we see AWT of users in the environment

against the percentage of bot users in the environment.
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The waiting time increases linearly with an increase in the

number of bot users, which signifies a denial of service

to the legitimate users. This is because increasing the bot

users in the environment leads to an increased number of

inter-slice handover requests, which results in saturation of

control plane for normal users. Since the attack is targeted

Fig. 5: Attack result on AWT for specific slices

toward slice 1 only, it is important to look at slice specific

user data. As shown in Fig. 5, we see that the AWT of

users of slice 1 is always significantly higher than slice 2

and slice 3. Although the attack is targeted towards slice 1

but due to the selection of an alternate slice for handover of

bot users, the other two slice users are also impacted by the

attack as seen in the Fig. 5. The impact intensity of slice

2 and slice 3 is less compared to slice 1. This is because

the bot users will be initiating slice switch requests to and

from slice 1 to the other two slices. Therefore, the AWT of

slice 1 user is almost equal to combined total of slice 2 and

slice 3.

Fig. 6: Attack result on different types of use cases

The attack will impact the environment of different use

cases with different intensities. Since the attack focuses on

user’s ability to initiate slice switch the attack will be more

impactful in use cases where a normal user’s slice mobility

is higher. Fig. 6 shows the attack results in various kinds of

use cases represented by various mobility rates of normal

users (0.01, 0.05, 0.1). The result shows an increase in attack

intensity as the mobility of normal users increases. This is

because the increased mobility of normal users will only

add slice handover requests to the already saturated control

plane, which is under attack by bot users. As specified in

[16], in 5G, Timer T300 starts at the transmission of RRC

Fig. 7: Attack result on number of requests dropped

Connection Request at UE and stops at reception of RRC

Connection Setup or RRC Connection Reject message, cell

selection. A request is considered as dropped if the response

is not received within given time. The value of this timer

varies from UE to UE. We have compared the result with

two values of T300 timer± 1500ms and 2000ms as given in

[16]. Fig. 7 shows the impact of the attack on the requests

dropped. The attack not only increases the waiting time of

the user but if the waiting time exceeds the T300 value the

request is altogether dropped and a new request is generated

by the user. Initially, we do not see much impact with less

percentage of bot users, but as the bot users increase, we

see an exponential increase in requests dropped.

C. Simulation results after solution is deployed

To demonstrate the effectiveness of our proposed detec-

tion and localization model, we conducted experiments to

indicate that the model can identify and restore normalcy

once an attack has been initiated. To compare the perfor-

mance of the proposed parameters, we use a confusion ma-

trix and metrics generated from it, such as Recall, Precision,

and F1 Score. The four cases compared are:

1) AWT for Detection and Localization

2) ASR for Detection and Localization

3) ASR for Detection and AWT for Localization

4) AWT for Detection and ASR for Localization

Table I: Comparison of various metrics for different combination
of parameters for detection and localization

AWT ASR ASR-AWT AWT-ASR

Det Loc Det Loc Det Loc Det Loc

TPR 0.97 0.25 0.35 1 0.35 0.25 0.98 1

FNR 0.03 0.75 0.65 0 0.65 0.75 0.017 0

TNR 0.65 0.65 0.63 0.95 0.85 0.67 0.7 0.95

FPR 0.35 0.35 0.37 0.05 0.15 0.33 0.3 0.05

Precision 0.89 0.15 0.18 0.83 0.87 0.16 0.91 0.83

Recall 0.97 0.25 0.35 1 0.35 0.25 0.98 1

F1 Score 0.93 0.19 0.25 0.91 0.5 0.20 0.94 0.91

Accuracy 0.9 0.57 0.57 0.96 0.475 0.59 0.91 0.96

Table 1 shows the result for different combinations of

parameters AWT and ASR for detection and localization.

AWT gives the best performance for attack detection but

alone is not sufficient to tackle this attack as we can

see in the results of case 1, where we see a very poor

performance in localization of user. This is because the

waiting time of normal users can also be very high due to

DDoS attacks and the differentiation between a normal user

and a bot user is not concrete. ASR is also considered, as

the attack nature is the rapid switching of bot users between
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slices. But as the results show ASR is not appropriate for

attack detection, especially in the case of less percentage

of bot users, because in this case the overall switching

rate of users will not have a significant change in order

to concretely say that system is under attack. Although

for localization of bot users, ASR gives good results. The

worst overall performance is registered in the combination

where ASR is taken for detection of attack and AWT is

considered for localization of bot users. The best overall

performance is obtained with a parameter combination of

AWT for detection of an attack and ASR for localization

of bot users. Based on the above findings we deployed our

proposed detection and localization method with parameter

combination of AWT for detection of an attack and ASR for

localization of bot users during attack event and observed

the system behaviour. We ran this simulation for 100 users

divided into 80 normal users each with mobility rate of 0.01

and 20 bot users which are all activated at 11500 ms. As

shown in Fig. 8 and Fig. 9, we can see the impact 20 bot

user have on the system. As the bot users are activated in

unison, the AWT and the ASR for users increases. Fig. 10

Fig. 8: AWT of users without proposed solution

Fig. 9: ASR of users without proposed solution

and Fig. 11 show the efficiency of our model which is able

to detect an attack and normalize the system within 4600

ms. The AWT and ASR for users gradually decreases as the

time elapses.

Fig. 10: AWT of users with proposed solution deployed

VII. CONCLUSIONS AND FUTURE WORK

In this work, we have demonstrated the importance

of addressing the threat of a DDoS attack during inter-

Fig. 11: ASR of users with proposed solution deployed

slice handover in 5G. The impact of this DDoS attack is

demonstrated using several metrics such as average waiting

time for users and number of requests dropped. Further, we

propose algorithms for detecting and localizing these DDoS

attack. Results for various combinations of these parameters

are compared, and based on that, it can be concluded that

average waiting time as a metric for detection of an attack

and average switching rate as a metric for localization of

bot users give the best performance. In future, we plan to

conduct a detailed analysis of user slice switching patterns

based on which we can propose a prediction-based solution.
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