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Abstract: Biomarker detection has attracted increasing interest in recent years due to the 

minimally or non-invasive sampling process. Single entity analysis of biomarkers is expected to 

provide real-time and accurate biological information for early disease diagnosis and prognosis, 

which is critical to the effective disease treatment and is also important in personalized medicine. 

As an innovative single entity analysis method, nanopore sensing is a pioneering single-molecule 

detection technique that is widely used in analytical bioanalytical fields. In this review, we 

overview the recent progress of nanopore biomarker detection as new approaches to disease 

diagnosis. In highlighted studies, nanopore was focusing on detecting biomarkers of different 

categories of communicable and noncommunicable diseases, such as pandemic Covid-19, AIDS, 

cancers, neurologic diseases, etc. Various sensitive and selective nanopore detecting strategies for 

different types of biomarkers are summarized. In addition, the challenges, opportunities, and 

direction for future development of nanopore-based biomarker sensors are also discussed. 
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1. Introduction 

Diseases have a substantial influent on global demography. Compared to the year of 2000, the 

overall number of deaths in 204 countries and territories has notably risen (Demographic Analysis 

for the Global Burden of Disease Study 2019)[1]. World Health Organization (WHO) reported that 

more than 92% of deaths were accounted for diseases, among which noncommunicable diseases 

were responsible for 71% of all deaths[2]. On the other hand, as to communicable diseases, the 

current outbreak of unexpected COVID-19 severely crushed the medical system all over the world, 

and an estimated 18.2 million people died due to the COVID-19 pandemic during the period from 

Jan. 2020 to Dec. 2021, which makes it as the world’s number one public health emergency.[3] 

The diseases (either acute and curable ailments or chronic and incurable health problems) are 

aggravating the economic and social instability, which in turn impacts the human civilization 

development. Therefore, the prevention, diagnosis, and treatment of diseases are critical issues that 

humans have to confront in the past, today, and will continue to face in the future.  

Recent developments in medicine promote comprehending of the underlying mechanisms of 

diseases and subsequently motivating feasible disease-related interventions. For instance, body 

vital signs (e.g., level of blood sugar & oxygen, and other metabolites) are gathered to evaluate 

personal physiological state[4],[5],[6], bioinformatic techniques are applied to reveal the genetic 

behavior (DNAs, RNAs, Proteins) behind diseases[7],[8],[9], and extensive body fluid testing 

(e.g., blood, saliva, and urine analysis) is developed as a quantifiable measure of a person's overall 

health[10],[11]. Apparently, the above intervention strategies require the measurement of 

molecules, products, or biological reaction cascades, and the corresponding results are notable for 

objectively assessing the physiological responses, cellular processes, function of metabolisms, as 

well as therapeutic intervention in clinical diagnosis and prognosis. Those substances or processes 

are defined by WHO as biomarkers thereof, which could be used to predict the incidence of 

diseases[12],[13],[14],[15].  

Assessment of biomarkers in body fluids is important and necessary in disease diagnosis and 

prognosis. Thus far, clinical disease diagnosis involves using various analysis strategies and 
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principles such as radiology, pathological assay, and histological examinations. Although these 

tests provide professional, systematic, and reliable results, they suffer from various limitations, 

including the need of specially trained personnel and the requirement of sophisticated instruments 

and invasion tests, which is not appropriate to be used as tools for self-measurements, point-of-

care tests, and remote disease monitoring[16],[17],[18],[19]. Consequently, novel techniques, such 

as wearable devices, smartphone-based systems, and electronic skins, are invented to satisfy the 

purpose of healthcare monitoring wherever and whenever it is feasible. Other detection techniques, 

such as fluorescence, chemiluminescence, and enzyme-linked immunosorbent assay (ELISA), also 

made remarkable contributions to biomarker detection for disease diagnosis[20],[21],[22]. There 

are, of course, strengths and limitations in each method. 

The development of single entity-based analytical methods enables the monitoring of individual 

biomarkers within complex biological systems, providing information on molecular diverisities 

[23]. As an innovative single entity method, nanopore sensing is a pioneering single-molecule 

detection technique and can detect various substances with high sensitivity and 

selectivity[24],[25]. After decades of development, nanopore technology has become a versatile 

tool for exploring a wide variety of applications, such as pharmaceutical development and 

environmental surveillance[26],[27],[28],[29],[30],[31]. Meanwhile, numerous research efforts on 

nucleic acid, proteins, and polysaccharides have also boosted nanopores’ application in life science 

and disease diagnostics[32],[33],[34]. In terms of life science research, nanopore has made a great 

contribution to nucleic acid sequencing[35],[36],[37],[38],[39],[40] and offers the potential for 

protein sequencing[41],[42],[43]. Furthermore, nanopore technology was also utilized to identify 

other biological molecules like saccharides and glycosaminoglycans[44],[45]. Moreover, 

nanopore provides a label-free strategy to reveal the molecular dynamics of molecules, enabling 

the study of molecule-molecule interactions, investigation of dynamic conformational 

transformation, and transition state monitoring[46],[47],[48],[49]. Many good reviews have been 

written on these aspects of using nanopore sensing technology in life science 

exploration[50],[51],[52],[53].  
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Sequencing approaches are recognized as the most straightforward ways to identify genetic 

biomarkers for human diseases[54],[55],[56]. However, there is no doubt that the development of 

non-sequencing analytical methods for biomarker detection to predict the incidence of diseases is 

also of great importance. In this review, we will overview the recent advances in nanopore 

detection of biomarkers, and highlight the potential application of nanopores in disease prevention, 

diagnosis, and treatment (Scheme).  

 

Scheme. Concept of the nanopore-based method for biomarker detections that provide possible 

clues to disease diagnosis. In the highlighted works, the nanopore (either biological or solid-state) 

technique is utilized for practical applications of detecting biomarkers of different categories of 

communicable and noncommunicable diseases, such as pandemic SARS-CoV-2, AIDS, Cancers, 

HIV, Neurologic diseases, etc. Meanwhile, in terms of biomarkers of distinct species, those of 

proteins, nucleic acids, and viruses that may be used as indicators to spot diseases were involved 

in nanopore detection, showing high sensitivity and selectivity. Nanopore biomarker detection: a 

method of choice for disease diagnosis, not only accessible to the precise detection of a series of 

biomarkers in laboratories, but also capable to realize the most significant breakthroughs in 

compatible performance for clinical application. 

 

2. Noncommunicable diseases 

Noncommunicable diseases (NCDs), also known as chronic diseases, happen to people of all 
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ages, religions, and countries, and are top challenges for public health. Approximately 71% of 

global deaths (~41 million) were accounted for NCDs by 2016[57],[58]. NCDs are the result of a 

combination of genetic, physiological, environmental, and behavioural factors and often create a 

need for long-term treatment and care. The main risk factors contributing to NCDs include 

unhealthy diets, physical inactivity, tobacco use, and alcohol misuse. Since NCDs eventually 

progress in early life due to lifestyle aspects, most of them are preventable as long as they can be 

detected at the early stage. To this end, there is a need for sensitive and accurate NCDs diagnostic 

methods. In this section, we will summarize various nanopore detection strategies on a series of 

NCDs-related biomarkers including those of cancers, neurologic diseases, and endocrine diseases. 

 

2.1. Cancers  

Cancer is the result of a human body being invaded by cancerous tumors. It typically happens 

due to the uncontrollable outgrowth of a clonal population of cells, that can intractably start almost 

anywhere in a living system. To date, the predominance of cancer is growing continuously which 

will result in the number of victims approximately reaching 29.4 million by 2040[59]. It is believed 

that the reduction of mortality of cancer is notably achievable via timely screening and earlier 

detection of biomarkers[60]. Thus far, for the convenience of cancer researches, various databases 

of cancer biomarkers have been established, including genes, proteins, and related epigenetic 

modifications. In this context, a variety of innovative biomarker detection strategies have been 

developed, using either a biological ion channel or a nanoscale-sized pore fabricated in a solid-

state membrane. 

 

2.1.1 Detecting proteinic biomarkers via antigen-antibody interaction  

Proteins are functionally informative molecules. They participate in the dynamics of cellular 

status and mediate normal functions of metabolism. So far, many proteinic biomarkers related to 

malignant tumors have been identified. One example is Alpha-fetoprotein (AFP). It is a tumor-

associated fetal protein with a normal concentration of 5-8 ng/mL in healthy humans[61]. It has 
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been reported that AFP participates in the development of several malignant tumors such as 

hepatocellular carcinoma, yolk sac tumor, and gastric cancer[62],[63]. To treat those tumors, 

identification of appropriate molecular targets is highly important. One popular strategy used for 

molecular target determination involves antigen-antibody interaction. Other interactions can 

additionally be coupled with the antigen-antibody interaction to further improve the performance 

(e.g., sensitivity, accuracy, etc.) of the molecular diagnosis. For example, Zhang et al. developed 

an innovative click-chemistry reaction-assisted biological nanopore detection method for AFP. The 

click chemistry reaction (herein refers to copper-catalyzed azide-alkyne cycloaddition click 

reaction), is a canonical chemical reaction that has frequently been studied in recent years[64],[65]. 

As shown in Fig. 1, the click reaction-assisted nanopore detection consists of three essential steps: 

biomarker ligation, Cu2+ release, and click reaction. To be more specific, first, AFP served as a 

bridge to ligate the antibody-modified magnetic beads and CuO nanoparticles, thus constructing a 

sandwich structure. Then, the tethered CuO nanoparticles would release Cu2+ ions under the 

treatment of hydrochloric acid. Finally, the external probes were harvested for nanopore detection 

via the Cu2+-activated click reaction by an alkyne-containing DNA and an azide-containing 

ferrocene⊂cucurbit[7]uril. By using an α-hemolysin (αHL) nanopore, femtomolar concentrations 

of AFP could be detected within minutes. Using a similar sensing strategy, other cancer proteinic 

biomarkers such as carcinoembryonic antigen (CEA) and ferritin were also successfully 

identified[66]. It is worth mentioning that, the click reaction-assisted antigen-antibody interaction-

based nanopore detection strategy offers several advantages, including (1) removing interferences 

from serum, (2) concentrating the target analytes, and (3) improving the resolution between reacted 

DNA and unreacted DNA. As an important aside, the click reaction could be used for metal ion 

detection as well[67],[68].  
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Figure 1. Schematic illustration of nanopore-based strategy for the detection of biomarkers with 

sandwich assay and click chemistry. (i) A sandwich assay between antibody-modified magnetic 

beads (MBs) and copper oxide nanoparticles (CuONPs) was employed to capture the biomarkers. 

(ii) CuONPs were treated with hydrochloric acid to release Cu2+ and activate click reaction. (iii) 

The conjugated DNA probes processed single-channel recording in nanopore. Adapted with 

permission from Ref.[66].  

 

It should be noted that a disadvantage of using protein ion channels as nanopore sensing 

elements lies in their small and fixed pore sizes, which make the detection of bulky analytes (i.e., 

antibodies) difficult. However, solid-state nanopores with customized pore diameters could 

overcome this limitation. For example, in order to capture AFP efficiently, Ying et al attached 

antibodies to the inner surface of a solid-state nanopore[69]. In their experiment, antibodies were 

covalently coupled to the lumen of a gold-coated quartz nanopore (~40 nm) via EDC/NHS 

modification. The purpose of the modification was to produce a strengthened nanopore electric 

signal shift (i.e., residence time, amplitude) in current-voltage responses. As expected, the 

residence time of the nanopore signals corresponding to AFP capture in the modified nanopore 

was ten times larger than those detected using a bare nanopore (2.81 ms vs. 0.26 ms at 400 mV). 
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The experimental results demonstrated that the antigen-antibody interactions indeed provided an 

improved resolution to AFP detection than the direct translocation strategy. Due to the flexible 

diameter of a solid-state nanopore, various other large molecules could be detected similarly.  

In another study, Chuah et al. reported a magnetic field-assisted ultra-sensitive nanopore sensor 

for detection of prostate specific antigen (PSA), the specific biomarker of prostate cancer with a 

level between 4.0-10.0 ng/mL in healthy humans[70]. As shown in Fig. 2, the silicon nitride (SiN) 

nanopore and the magnetic nanoparticles were modified with PSA antibodies (epitope 1 and 

epitope 5, respectively). The function of the antibodies on magnetic nanoparticles was to drag the 

motion of PSA under the guidance of the magnetic field, while those on nanopores aimed to 

immobilize PSA, causing a current blockage. After a steady-state process, with the application of 

trans-magnet, the unbonded nanoparticles would leave while the bonded ones remained in the 

pores. Accordingly, PSA could be quantified by statistically analyzing the fluctuations in current 

blockages under different magnetic fields[71]. Compared with the traditional nanopore detection, 

the advantage of this sensing strategy was that no translocation procedure was required. In the 

follow-up study, by using gold metalized nanopores instead of the naked SiNx nanopores to analyze 

PSA, a much better detection limit was obtained (80 aM vs. 0.8 fM)[72]. 
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Figure 2. Nanopore blockade sensor. (a) (i) Schematics and scanning electron micrographs of 

(top) a solid-state nanopore; (bottom) a nanopore array in SiN membrane, inset: a 3 × 3 array of 

nanopores with 0.5 μm spacing between each pore, scale bar: 200 nm. (ii) Illustration of a 

chemically modified SiN nanopore with silane-EG6-(anti-PSA) self-assembled monolayer 

(SAM). (iii) Illustration of an (anti-PSA)-conjugated MNP used in this work. Inset: chemical 

structure of the (anti-PSA)-EG6 immobilized onto the amine-rich PEI coating of the MNP. (b) 

Flow chart illustrated the sample preparation steps for detection of PSA in a sample. (c) Active 

filtering of non-specific nanopore blockade events can be achieved by applying a magnetic field 

from the cis-side. Adapted with permission from Ref.[71]. 

 

2.1.2 Detecting proteinic biomarkers via peptide-antibody affinity 

Inspired by immunoassay, functionalized bio-nanopores, which integrate peptide fragments 

with specific affinity to certain proteinic biomarkers, were developed for disease diagnosis. As a 

noted example, Movileanu and colleagues fabricated a truncated version of ferric hydroxamate 

uptake component A (t-FhuA) nanopore which could reversibly capture and release an 89-residue 

contained barstar protein with the assistance of RNase barnase. This reversible action (protein-

(a)

(b) (c)
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protein interactions in principle) could be monitored via tiny current amplitude variations (~10 

pA) produced by the t-FhuA nanopore with high selectivity and sensitivity and even in serum[73]. 

Building on this study, they further equipped the t-FhuA nanopore with a 14-residue peptide motif 

(derived from mixed lineage leukemia 4 methyltransferase, hereafter termed as MLL4Win), instead 

of RNase barnase, for specific recognization of WDR5 protein, which is overexpressed in prostate 

cancer and promotes the proliferation of bladder cancer cells[74]. The typical nanopore signals 

demonstrated the effective capture and release of WDR5-MILL4win in a WDR5 concentration-

dependent manner. In addition, this nanopore assay could identify three binding modes of 

MLL4Win-WDR5 complexes with an ultra-high sensitivity through accurate analysis of the 

different residence time values of the signals (~12 ms, ~120 ms, and ~1370 ms at -20 mV) (Fig. 

3a). These results demonstrate that nanopore analysis offers the great potential in precise detection 

of WDR5 cancer biomarkers and uncovering the groove-containing protein-protein (protein-

peptide) binding system in biophysical research[75]. 

In a separate study, Wang and collaborators arrested Epithelial Cell Adhesion Molecule 

(EpCAM) antibody by adopting the strong binding affinity of the engineered phi29 DNA 

packaging nanomotor (an 18 amino-acid containing peptide specific to EpCAM) (Fig. 3c). Unlike 

αHL, which is derived from a transmembrane protein channel, phi29 is a viral packing connector 

protein[76]. The presence of EpCAM antibody resulted in the transient molecular binding events 

(~30 ms) as well as the permanent binding events with the same amplitude blockage at ~35 %. The 

engineered phi29 nanopore didn’t mute to the signals of serum (30.4±1.5% blockage) and the 

nonspecific antibody (28.8±2.7% blockage); furthermore, the presence of serum matrix would 

make the amplitude of the EpCAM antibody blockage events slightly shifted (37.4±1.9% with 

serum vs. 38.9±2.3% without serum). In addition, this nanopore sensor could detect the EpCAM 

antibody with its concentration at as low as 4 ng/μL, indicating the high sensitivity of the 

engineered nanopore[77].  
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Figure 3. (a) An MLL4WintFhuA protein nanopore reconstituted into a planar lipid membrane. 

This protein comprised a tFhuA protein nanopore (green), a flexible Gly/Ser-rich hexapeptide 

tether (yellow), a 14-residue MLL4Win peptide ligand (magenta), and a peptide adaptor (blue). 

The left- and right-hand cartoons showed the protein nanopore in the released and WDR5-captured 

substrates, respectively. (b) On the left side, a top-view cartoon of WDR5 (cyan) showed the 

binding cavity. Phe-133, Cys-261, and Ser-91 were colored in magenta. The central cartoon was 

the WDR5-MLL4Win complex. MLL4Win (magenta) occupied the cavity of WDR5. On the right 

side, there was a cross-section schematic of the conical WDR5 cavity (gray). MLL4Win (magenta) 

partitions into the WDR5 cavity. Adapted with permission from Ref.[75]. Illustration of the phi29 

connector channel structure (c) Structure of one subunit showing the location of the EpCAM probe 

(red); (d) Construction of the modified gp10 gene by insertion of His tag at the N-terminus, 6-Gly 

linker, and EpCAM probe at the C-terminus; (e) Top view, side view, and section view of the 

phi29 connector. Adapted with permission from Ref.[77]. 

 

2.1.3 Detecting proteinic biomarkers via electro-osmotic flow 

It should be noted that the nanopore integrated with peptide fragments uses an out-pore strategy 

to significantly enhance the sensor selectivity and sensitivity, while introduction of new functional 

groups in the interior wall of the protein pore by site-directed mutagenesis is considered as an on-

pore method to improve the performance and resolution of the nanopore for protein sensing, thus 

(a) (b)

(c) (d) (e)
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facilitating disease detection[78]. For example, Huang et al demonstrated that modification of the 

internal surface of a protein pore would affect electro-osmotic flow (EOF), thus having an impact 

on its identification of protein biomarkers. Basically, ions would transport through the surface of 

pores under the driven of the electric field[79], while EOF is the directional flux of water across 

the nanopore, which is induced by the fixed charges in the internal wall of the nanopore[80],[81]. 

EOF would create an effective absorbing field around the entry of nanopores, which promotes 

nanopores to capture analytes against the electrophoretic field[82]. In their study, protein 

biomarkers were detected using two types of nanopores: wild-type FraC (fragaceatoxin C, 

WTFraC) and mutant FraC (D10R, K159E) (ReFraC) nanopores. Theoretically, ReFraC possesses 

a constriction with more positively charged than WTFraC under acidic conditions. After 

systematically comparing the detection of endothelin 1 and chymotrypsin in the wild-type FraC 

(WTFraC) and mutant FraC (D10R, K159E) (ReFraC) nanopores with various voltage biases and 

pH values (Fig. 4), two conclusions were drawn: (1) the ion selectivity of the nanopore could be 

adjusted by changing the potential at the center of the constriction, which caused EOF changes; 

and (2) proteins could enter the nanopore when the translocation direction was the same as the 

direction of EOF, whatever the charge of the biomarkers or the voltage bias was applied. Those 

conclusions were validated by analyzing other biomarkers, including β2-microglobulin, human 

EGF, and angiotensin I, which are all closely associated with colorectal cancer[83],[84],[85]. The 

combined results implied that, if the target proteins have comparative sizes to that of the nanopore, 

a process of deformation would occur in the transmembrane region of the nanopore during the 

protein translocation. Note that EOF provided the nanopore with a remarkable sensitivity to 

identify protein isomers (endothelin 1 and endothelin 2) differing only by a single amino acid[86]. 
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Figure 4. The capture of endothelin 1 and chymotrypsin with two FraC variants at two different 

pH conditions. (a) Cross sections of wild-type FraC (WtFraC, PDB: 4TSY) and D10R-K159E-

FraC (ReFraC). Representative traces induced by 1 μM endothelin 1 (b) and 200 nM chymotrypsin 

(c) to WtFraC (left) and ReFraC (right). Chymotrypsin (PDB: 5CHA) and human endothelin 1 

(PDB: 1EDN) were shown as surface representations. Endothelin 1 and chymotrypsin entered 

WtFraC under negative applied potentials, while they entered ReFraC under positive applied 

potentials. Chymotrypsin blockades to WtFraC were also observed under −50 mV at pH 7.5 and 

4.5; however, the applied potential was increased to −100 mV to obtain a sufficient number of 

blockades. At pH 7.5, blockades to ReFraC by chymotrypsin under positive applied bias require 

higher potential than to WtFraC under negative applied bias. Endothelin 1 and chymotrypsin were 

added into the cis compartment. Adapted with permission from Ref.[86]. 

 

2.1.4 Detecting proteinic biomarkers via protease activity 

Some protein biomarkers such as proteases may catalyze the proteolytic process toward 

(a)

(b)

(c)
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proteins, providing a useful strategy to detect enzyme biomarkers[87],[88]. For example, a 

disintegrin and metalloproteinase (ADAM) enzymes are implicated in key signaling pathways in 

many tumors. Among them, ADAM-9 is observed in human liver metastases, ADAM-17 is 

overexpressed and associated with human colon carcinoma, while ADAM-12 influences the 

development and progression of prostate cancer in the mouse model[89]. As a proof-of-concept 

purpose, we developed an activity-based nanopore sensing method to detect ADAM-17 (Fig. 

5a)[90]. Briefly, the peptide substrate of ADAM-17 (sequence: LAQAVRSSSARLVFF) was 

incubated in the absence and presence of ADAM17, followed by analysis with an αHL nanopore. 

Experimental results (in 3 M/1 M NaCl buffer solution) showed that the substrate alone produced 

only one major type of events in the nanopore, with the normalized event mean residual current of 

30.7 ± 0.3 % of full channel block.  In contrast, in the presence of ADAM17, a new type of events 

appeared (the normalized event residual current of 48.6 ± 0.1% of full channel block). By taking 

advantage of the new events, selective detection of ADAM proteinic biomarkers was successfully 

accomplished. Furthermore, it was found out that salt gradient provided a better nanopore detection 

performance than the symmetric electrolyte solutions. In addition, the ADAM-17 sensor showed 

good selectivity and high sensitivity (LOD: 0.15 ng/mL), offering the potential for clinical sample 

analysis. In the follow-up study, we pioneered a multiplexing nanopore platform in a non-array 

format for the concurrent measurement of two protein biomarkers (ADAM-10 and ADAM-17) by 

employing a single substrate with two cleavage sites (Fig. 5b). The multiplexing sensing strategy 

developed in this work could further be coupled with the conventional sensor array to improve the 

multiplexing capability of the sensor system[91]. Clearly, the developed activity-based nanopore 

protease assay could be used to detect a variety of other cancer-related proteases, such as 

kallikreins (KLKs) and metalloproteinases (MMPs), which are the biomarkers of prostate, oral, 

and lung cancers[92],[93]. Regarding other disease diagnosis, our group used a similar strategy to 

detect trypsin, a marker of exocrine pancreatic function. Similar to the ADAMs sensor described 

above, our developed trypsin sensor was highly sensitive with the detection limit of 1.4 ng/mL, 

comparable with those of the current commercial detection kits[94]. Note that peptides are not the 
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only candidate to serve as the substrate of proteases. For example, as a non-peptide based substrate, 

Nα-benzoyl-L-arginine ethyl ester was used to trigger and monitor trypsin activity[95].  

 

Figure 5. (a) Schematic representation of the principle of nanopore detection of ADAM-17. αHL 

nanopore presented distinctive repulsive events in the absence/presence of AMAD-17. Adapted 

with permission from Ref.[90]. (b) Simultaneous detection of ADAM-10 and ADAM-17 using a 

single nanopore and a single substrate. The substrate contained both digestion sites of ADAM-10 

and ADAM-17, which enabled recognize two proteases through the different digestion fragments. 

The enzymatic digestion of ADAM-10 produced a typical blockage event (closed 1), while that of 

ADAM-17 produced another type of blockage events (closed 2). Adapted with permission from 

Ref.[91].  

 

2.1.5 Detecting proteinic biomarkers via DNA aptamer-protein affinity 

Using biorecognition molecules as an external probe to detect analytes via coordination 
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interaction has attracted great attention in recent years since ligands could coordinate to a central 

atom or molecule with specific selectivity[96],[97],[98]. Using a similar strategy, nanopore sensing 

has achieved detection of various carcinomatous biomarkers. For example, Zhang et al. used a 

DNA aptamer-assisted strategy to determine the quantity of platelet-derived growth factor (PDGF) 

by taking advantage of a catch-and-release mechanism (strand displacement). Since PDGF 

participates in upregulating Mcl-1 and protecting prostate cancer cells from apoptosis, its levels 

are aberrant in individuals with prostate cancer[99],[100]. In their design, the DNA aptamers 

served as molecular hooks, causing two probes to approach each other and release Probe C (Fig. 

6a). Although Probe A, Probe B, and Probe C produced current modulation events with similar 

blockage amplitudes (~90% of full channel block), their event mean residence time values were 

quite different (~7 ms, ~22 ms, and ~0.16 ms, respectively), allowing qualitative and quantitative 

detection of PDGF-BB (LOD=500 fM). In addition to the high sensitivity, this sensor was also 

selective: other nonspecific proteins in serum did not interfere with its detection[101].  

It is worth emphasizing that cancer is a multistage process that often involves defects and/or 

alterations in many cellular pathways. Since one biomarker only represents one aspect of 

carcinogenesis, individual biomarkers have very limited indicative value. Accordingly, no cancer 

marker identified to date is sufficiently sensitive or specific to be used on its own to screen for 

cancer. Hence, there is growing recognition of the need for a panel of cancer markers instead of 

one specific biomarker for early cancer detection and diagnosis. As a multi-biomarker detection 

example, Fang and co-workers developed a nanopore sensor for simultaneous quantitation of three 

lung cancer biomarkers (i.e., vascular endothelial growth factor, thrombin, and PDGF-BB[102]) 

by taking advantage of morphology-dependent and length-dependent aptamer probes. In their 

study, three probes (H12, H25, and H16-fork) were designed, which could form a furcation 

structure by a short oligonucleotide laterally linked to the H16 strand. In the presence of the target 

protein biomarkers, the aptamer would firmly be bonded to the target analytes, and hence the probe 

would be released for nanopore detection. Since three different length capture arms (H12, H16-

fork, and H25) were used, three types of current blockage events could be identified (amplitude: 
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80-95% channel block, residence time: 0.3-2 ms; amplitude:  95% channel block, residence time: 

1-30 ms; amplitude: 80-95% channel block, residence time: 5-1000 ms), enabling the 

discrimination among different protein biomarkers (Fig. 6b)[103].  

 

Figure 6. Label-free nanopore proximity bioassay for platelet-derived growth factor detection: 

schematic diagram of (a) the nanopore proximity bioassay for protein biomarker detection by 

binding-induced DNA strand displacement. Single stranded probe C was compatible with the pore 

size, resulting in a short current blockade. Instead, probe AC and probe B were either a double 

stranded DNA or an aptamer with complex secondary structure, generating long-lived blocks. 

Adapted with permission from Ref.[101]. (b) The nanopore assay used for simultaneous detection 

and discrimination of multiple protein biomarkers with a series of dsDNA-based probes. A series 

of double-stranded DNA-based probes, which consisting of a capture arm, a target-specific 

aptamer, and a complementary DNA molecule, were constructed. In the presence of target 

proteins, the individual capture arm-cDNA hybrids (H12, H16-folk, and H25) would release and 

scan in nanopore, enabling simultaneous discrimination among multiple protein biomarkers. 

Adapted with permission from Ref.[103]. 

 

Another study on aptamer-assisted nanopore-sensitive detection worth mentioning is performed 

by Yousefi et al., where mucin 1 protein (MUC1) was investigated (Fig. 7). The abnormal level of 

MUC1 is associated with multiple adenocarcinomas (e.g. breast cancer and ovarian cancers)[104]. 

The detection consisted of two important steps, i.e., analyte-triggered signal conversion and 

cascaded amplification. Briefly, to accurately capture MUC1 proteins in circulating tumor cells, 

(a) (b)
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an aptamer-cross-linked DNA hydrogel was employed. In the presence of MUC1 proteins, the 

hydrogel would collapse and release AgNPs. Under the treatment of nitric acid, AgNPs would 

release Ag+, which then oxidized CuS NPs to produce a large amount of Cu2+, which activated the 

DNAzyme cleavage reaction. After the cascaded reaction, a large amount of triplex DNA 

molecules was produced, which could be detected by the engineered Mycobacterium smegmatis 

porin A (MspA) nanopore[105]. Similar to other nanopore-based protein sensors, the MUC1 

sensor was highly sensitive with a detection limit of ~0.1 fg/mL. 

 

Figure 7. Schematic diagram of the nanopore sensing of MUC1 and breast cancer circulating 

tumor cells (CTCs) integrating cascaded amplification, signal conversion, and triplex-DNA 

beacon. Firstly, the aptamer-cross-linked DNA hydrogel was employed to specifically capture the 

MUC1 protein or breast cancer CTCs and release AgNPs. Then, the Ag NPs released Ag+ under 

the treatment of nitric acid to generate Cu2+. Finally, the presence of Cu2+ activated triplex 

DNAzyme cleavage reaction, which accessed the engineered Mycobacterium smegmatis porin A 

(M2MspA) nanopore to indirectly inflect the amount of MUC1 and CTCs. Adapted with 



20 
 

permission from Ref.[105]. 

 

In addition to biological nanopores, solid-state nanopores have also been used to detect protein 

biomarkers in the presence of DNA aptamers. For instance, DNA aptamers can be designed with 

high affinity toward carcinoembryonic antigen (CEA) and human C-reactive protein, which could 

then be detected by nanopore[106],[107]. DNA aptamers could also be coupled with gold 

nanoparticles to further improve the selectivity, sensitivity, and resolution of the protein biomarker 

sensor[108]. In addition, similar to antibodies, DNA aptamers could also be anchored inside the 

lumen of the nanopore as immobile probes for protein detection, as reported by Ren et al[109].  

 

2.1.6 Detecting nucleic acid biomarkers via artificial intelligence (AI), electro-optical 

sensing method, and beyond 

Other biomarkers, such as DNA/RNA methylation and microRNA, were equally accessible 

candidates for the early detection of cancers. As an important epigenetic biomarker, DNA/RNA 

methylation can be detected by nanopore sequencing[110]. For short sequence biomarkers like 

microRNA, specific polyethylene glycol (PEG)-barcoded DNA probes, peptide nucleic acid 

(PNA) probes, and locked nucleic acid (LNA) probes were utilized to form duplex structures with 

microRNAs for sensitive detection[111],[112],[113],[114]. In terms of practical application, Gu’s 

group demonstrated a higher level of DNA-microRNA duplexes observed in lung cancer 

patients[33]. Assisted with artificial intelligence (AI), the typical multi-level current signatures of 

DNA-microRNA duplexes were obtained in serum samples of colorectal cancer patients, which 

enabled the efficient processing of large-scale nanopore data in clinical diagnosis[115]. In a 

separate study, Cai et al introduced an electro-optical nanopore sensing method to detect multiple 

microRNAs from the serum of prostate cancer patients (Fig. 8). The optical signal was utilized to 

confirm the ligation of microRNAs to the molecular beacon, while the electrical signal aimed to 

identify microRNAs. In the presence of the target microRNAs, the molecular beacon would open, 

thus producing fluorescence. To sense multiple microRNAs, molecular beacon probes with 
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different lengths (5.6, 10, and 38.5 kbp) were designed, and significantly different nanopore signals 

were produced accordingly (e.g., the mean residence time values: 0.45 ± 0.19, 1.1± 0.3, and 5.0 ± 

4.1 ms; the current blockages: 9.3 ± 5.5, 26.9 ± 7.1, and 189.7 ± 123.5 fAs, respectively). Using 

this method, the detection limit of miR-375-3p and miR-141-3p, whose upregulations were 

observed in the cancerous tissue and were evident in prostate cancer[116], could be greatly 

improved from 0.13 pM and 0.1 pM to 8 fM and 5 fM, respectively. Furthermore, the developed 

nanopore sensor was sensitive enough to identify different stages of prostate cancer patients (e.g., 

in remission, advanced localized, and advanced metastatic)[117]. 

 

Figure 8. (a) Workflow for detection of miRNAs directly from patient serum. (i) Serum from 

patients was incubated with length-encoded molecular probes consisting of a DNA carrier and 

molecular beacon (MB). (ii) Electro-optical sensing was then performed, and (iii) the miRNA 

expression levels were determined. (b) Representative photon and current time traces for 

simultaneous detection of miR-141-3p and miR-375-3p from a patient in remission and a patient 

with active prostate cancer. Traces were recorded using asymmetric KCl buffer conditions 

(inside/outside nanopipette, 40/400 mM) at −300 mV bias and a laser power of 90 ± 4 µW. Scale 

bar of photon trace (green): vertical, 100 counts/ms, horizontal, 2.5 s. Scale bar of current trace: 

vertical, 30 pA, horizontal, 2.5 s. Adapted with permission from Ref.[117]. 

 

(a)

(b)
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2.2. Neurologic diseases  

The voluntary and involuntary activities of individuals are under the regulation of the 

neurological system. Dysfunctions of the neurological system are ubiquitous and may probably 

influence memory, cognition, language, personality, and skilled movements, further resulting in 

the incidence of diseases like Alzheimer's disease (AD), Parkinson's disease (PD), etc.[118] Due 

to the increasing, unprecedented number of elderly people globally, neurological illness debuted 

on the list of top ten causes of death in 2016[119],[120]. Since then, early detection and diagnosis 

of AD and PD have been in strong demand. In this section, we will briefly summarize nanopore-

based detection of various neurological-related biomarkers, in particular, those related to AD and 

PD. 

 

2.2.1 Detecting biomarkers of Alzheimer's disease 

AD attacks brain cells, causing the progressive dysfunction and degeneration of neurons in the 

neocortex, limbic system, hippocampus, and various subcortical regions of the brain, which leads 

to memory deficits, cognitive impairments, and personality changes[121]. Although there is 

currently no cure for AD, appropriate medications and therapies will temporarily postpone the 

symptom development. Therefore, it is important to efficiently detect AD biomarkers in the earlier 

stage. The AD biomarkers could be easily harnessed from the genome (e.g. APOEε4 allele, BIN1, 

and CLU), the cerebrospinal fluid (e.g. Aβ peptides, Tau protein, and neurogranin), and the blood 

(e.g. ICAM-1, α-2-macroglobulin, and miRNA-34c), of the patients[122]. Thus far, nanopore 

sensing has achieved great accomplishments in the detection of those biomarkers both theoretically 

and experimentally. 

There is a shared awareness that a panel of biomarkers, rather than a single biomarker, is 

recommended for disease diagnosis and prognosis in order to improve precision and efficiency. 

For this purpose, Zou et al. detected three AD biomarkers (alpha-1 antitrypsin, Tau 381, and β-site 

amyloid precursor protein cleaving enzyme 1) using an aerolysin (AeL) nanopore array (Fig. 9a). 

The reason why aerolysin is used as the nanopore sensing element is that this nanopore features a 

https://medlineplus.gov/alzheimersdisease.html
https://medlineplus.gov/parkinsonsdisease.html
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narrow sensing constriction (~1.3 nm), which offers high sensor sensitivity and 

selectivity[123],[124],[125]. Briefly, a target-specific aptamer and stem-forming oligonucleotides 

were formulated to construct a triple-helix molecular switch (TMS). In principle, TMS would open 

and release the oligonucleotides (7 bases, 10 bases, and 13 bases, respectively) as signal reporters 

in the presence of the corresponding target analytes. Experimental results demonstrated that the 

three biomarkers could be accurately detected at femtomolar levels[126]. 

In another study, Huo et al utilized an engineered aerolysin nanopore (T232K) to identify post-

translational modifications (PTM) in Tau306-316 fragments (acetylated, phosphorylated, di-

modified, and non-modified). Note that PTM influences the function of Tau protein in AD 

pathogenesis or progression. The four Tau peptides produced typical blockades with comparable 

residual current blockages (I/Io=0.43 ± 0.01, I/Io=0.55 ± 0.01, I/Io=0.45 ± 0.01, and I/Io=0.48 ± 

0.01, respectively), while the events of the modified Pep-Ac, Pep-P and Pep-P-Ac had 4–15 folds 

increase in the residence time compared to those of the non-modified Pep (Fig. 9b). The results 

showed the potential applications of nanopore proteomics in disease diagnosis[127]. Other post-

translational modifications such as glycosylation, phosphorylation, and ubiquitination were 

identified by Restrepo-Perez and Wloka with a FraC nanopore and a Cytolysin A nanopore, 

respectively[128],[129]. 
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Figure 9. (a) Schematic illustration of multiplexed biomarker discrimination with the aerolysin 

nanopore and the corresponding characteristic current events induced by different biomarkers. The 

two compartments of the bilayer cell were termed cis and trans, and the length-encoded TMS 

probe was presented in the cis solution. Adapted with permission from Ref.[126]. (b) Schematic 

representation of the detection of Tau acetylation and phosphorylation with an engineered T232K 

AeL nanopore. The control model peptide with the sequence of N'-VQIVYKPVDLS-C' (Tau306-

316) was a selected fragment in the R3 region of human Tau microtubule binding domain, which 

contained two potential posttranslational modification sites of K311 and S316. The non-modified 

Pep, acetylated Pep-Ac, phosphorylated Pep-P, and di-modified Pep-P-Ac exhibited increasing 

negative net charges and distinctly different current blockages at +120 mV. Adapted with 

permission from Ref.[129]. 

(a)

(b)
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In addition to protein nanopores, solid-state nanopores have also been used for detection of AD 

biomarkers. For example, amyloid β (Aβ) is a significant AD biomarker[130]. It has been well 

documented that Aβ pathophysiology regulates the upstream pathophysiological events in AD and 

may activate downstream molecular pathways, including Tau misfolding, Tau-mediated toxicity, 

accumulation in tangles, and Tau spreading, which leads to cortical neurodegeneration[131]. 

Meyer et al. fabricated three PEG-functionalized nanopores (5 kDa PEG-modified conical 

nanopore, 5 kDa PEG-modified bullet nanopore, and 20 kDa PEG-modified conical nanopore) to 

detect Aβ fibrils. All the three nanopores showed satisfactory selectivity toward Aβ fibrils. In 

particular, the bullet-shaped and crowded nanopores offered remarkable performance toward 

fibrils detection. The results suggested that the geometry and crowding situation of nanopores had 

an impact on AD detection[132]. 

 It should be noted that other readout methods were also developed instead of the conventional 

repulse-resistant method for Aβ detection. For example, Tabrizi and colleagues introduced 

interferometric reflectance spectroscopy (IRS) into the nanopore field. In their study, anodic 

alumina nanopores were sequentially modified by amine groups, glutaraldehyde, the amino-

terminal aptamer probe, and methylene blue (MB). MB possessed a high absorption coefficiency 

but had a weaker affinity for the guanine-rich aptamer than Aβ. Therefore, in the presence of Aβ, 

MB would be detached from the aptamer, resulting in an increase in the reflective intensity[133]. 

With this strategy, Aβ was sensitively detected (LOD=0.02 μg/mL). 

 

2.2.2 Detecting biomarkers of Parkinson's disease 

Parkinson’s disease (PD) is another common neurodegenerative ailment. Previous studies 

demonstrated that PD causes a drop in dopamine levels in patients. In addition, it was reported that 

the conformations of α-synuclein (αS) aggregation may affect dopamine metabolism, causing the 

selective degeneration of dopamine neurons. This gradual degeneration of dopamine neurons in 

the substantia nigra has a close relationship with slowed movements, stiffness, and tremor in PD 
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patients[134]. Hence, α-synuclein (αS) is recognized as a noteworthy biomarker of PD[135]. 

Nanopore sensing allows to reveal molecular dynamics at the single-molecule level, and is useful 

to study the pathology of PD and perform PD diagnosis testing. As one noted example, quartz 

nanopores (34±3 nm) were fabricated to monitor αS aggregation process at different time scales 

(t=0, 30, 60, 90, and 120 min). With an increase in the incubation time, subtle changes in the 

blockage amplitudes and event frequencies of αS were observed, indicating the dynamic changes 

of αS aggregation. More importantly, this sensor could reveal the real-time aggregation 

information including the different stages of αS fibril formation (monomer, lag phase, and 

elongation phase), αS mutation in the cross-seeding aggregation, and the concentration-dependent 

quantitative information on aggregation[136]. 

Besides αS, another potential biomarker for the early diagnosis and prognosis of PD is 

acetylcholinesterase (AChE), which catalyzes the breakdown of acetylcholine and some other 

choline esters that function as neurotransmitters which are involved in synaptic transmission. To 

detect AChE using a solid-state nanopore, Sze et al. designed an aptamer-modified -DNA carrier 

which enabled the hybridization of complementary oligonucleotides to further access a second 

complementary sequence and an extended aptamer (Fig. 10). In the absence of AChE and other 

target proteins, translocation of the aptamer-modified DNA carrier in the nanopore produced one 

major type of events with short duration and small blockage amplitude. In contrast, in the presence 

of AChE, significantly larger blockage amplitude events were observed due to the AChE / aptamer 

interaction[137].  
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Figure 10. The design concept for using DNA aptamers and a carrier for protein sensing. (a) 

Schematic representation of a DNA carrier (48.5 kbp) engineered to contain aptamer sequences 

(a1, b1, a3) that binded to three proteins translocating through a nanopore driven by the electric 

field. Translocations took place from inside the nanopipette to the outside. (b) Examples of 

translocation events of unmodified and aptamer-modified carriers. Also shown were example 

translocations for the detection of 3 and 2 proteins bound to the aptamers on the DNA carrier. 

Importantly, the sub-levels could be used to differentiate between proteins both in terms of location 

and magnitude. (c) Aptamer sequences were used for the detection of thrombin (a1, a2, a3) and 

AChE (b1). Adapted with permission from Ref.[137]. 

 

In addition to the detection of protein biomarkers, nanopore sequencing was used to detect the 

methylation of mitochondrial DNA, which was closely associated with pathological and 

physiological conditions in neurodegenerative diseases[138], and was a valuable molecular 

indicator in the detection of PD[139].  

 

(a) (b)

(c)
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2.3 Detecting biomarkers of endocrine dysfunctions 

The endocrine system comprises a complex network of various glands that releases hormones 

to regulate numerous bodily processes, including metabolism, growth and development in tissue, 

sexual and reproductive functions[140]. The body’s homeostasis balance will be broken and result 

in endocrine dysfunctions when a gland produces an endocrine hormone at either a high or low 

level[141]. Among the patients who have endocrine diseases, up to 5% of them are tortured by 

hypothyroidism. Although the classic symptoms (e.g., weight gain, fatigue, poor concentration, 

depression, and menstrual irregularities) of hypothyroidism are mild, if they are ignored, patients 

will develop cardiovascular diseases later on and mortality will rise[142]. Therefore, it is important 

to detect hypothyroidism at the early stage. As one of such examples, He and colleagues adopted 

the sandwich immunoassay and release-capture mechanism for solid-state nanopore detection of 

thyroid-stimulating hormone (TSH), a staple biomarker of hypothyroidism[143]. THS was isolated 

from serum by taking advantage of the sandwich complex formed by the interaction among 

antibody-coated magnetic beads, target proteins, and secondary detection antibodies. It should be 

noted that the secondary detection antibodies were modified by streptavidin so that 50 nt 

biotinylated ssDNA with a photocleavable linker would be attached to the sandwich structure. 

Under the exposure of UV, the ssDNA would first separate from the structures and then served as 

junction strands to instantly connect two star-like DNA nanostructures, forming dumbbell 

structures, which produced two deep blockages separated by a shallower blockage level in the 

nanopore (Figure 11). This nanopore sensor was sensitive, with the limit of detection (LOD) 

reaching as low as ~20 pM. By employing antibodies-modified gold nanoparticles that contained 

hundreds of junction strands, the LOD might be further improved to the femtomolar level[144].  
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Figure 11. (a) Schematic illustration of the digital immunoassay workflow with nanopore 

electrical detection. (i) Paramagnetic beads (PMBs) conjugated with antibodies efficiently capture 

specific target protein in serum sample. (ii) PMBs were pelleted and immobilized with a magnet 

and supernatant was removed to eliminate unbound molecules. (iii) PMBs were resuspended and 

incubated with secondary antibody conjugated with streptavidin. (iv) Following a wash, the 

immuno-sandwich structure was incubated with biotinylated ssDNA junction strand. (v) 

Following another wash, the solution was exposed to UV light to release the junction strand. (vi) 

PMBs were pelleted and immobilized with a magnet and the supernatant containing the junction 

strand was recovered with a pipette. (vii) Shooting star-like DNA probes were added to the solution 

containing recovered junction strand leading to assembly of a dumbbell-like DNA nanostructure. 

(viii) Digital nanopore sensing to determine the fraction of probes to dumbbells. (b) Artistic 

representation of the shooting star probes (P-1 and P-2) and the dumbbell (DB). (c) 10 s current 

trace of a mixed population of both DNA nanostructures and 2 kbp dsDNA calibrator, with 

representative current traces showing individual translocation events corresponding to probes (left, 

red) and dumbbells (right, blue). Reproduced with permission from reference. Adapted with 

permission from Ref.[144]. 

 

3. Communicable diseases 

Communicable diseases are caused by pathogenic microorganisms and can spread from person to 

person, with a new infection even spreading to the entire continents within days or weeks after 

first appearing. Communicable diseases are so intractable that the detection of related biomarkers 

(a) (b)

(c)
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makes a great contribution to the prevention, diagnosis, and treatment. In this section, we will 

briefly summarize nanopore-based approaches to detect three important communicable diseases: 

severe acute respiratory syndrome coronavirus 2 (SARS-CoV-2), influenza A viruses (IAV), and 

human immunodeficiency viruses (HIV), as they are the top global emergency case, the 

prototypical example of reemerging infection, and the deadliest communicable disease, 

respectively. 

 

3.1 Detecting biomarkers of SARS-CoV-2 

The emergency of SARS-CoV-2 results in a pandemic in humans, from the alpha variant to the 

omicron, with tens of millions of victims suffering from fever, cough, fatigue, etc.[145] SARS-

CoV-2 was presumed to be originated from bats, but after the transmission from the intermediary 

hosts, it is able to transmit among humans mainly through respiratory droplet transmission. The 

invasion of SARS-CoV-2 principally depends on its spike proteins, which would aim at ACE2 

receptors, fuse membranes, and inject the viral ribonucleoprotein.[146] Therefore, nucleic acids, 

viruses, and proteins are all ideal biomarkers to detect SARS-CoV-2. However, reverse 

transcription-polymerase chain reaction (RT-PCR) currently remains the gold standard for SARS-

CoV-2 testing. Several nanopore-based studies have demonstrated the feasible application of 

nanopores in the surveillance of the pandemic with different biomarkers. 

 

3.1.1 Detecting nucleic acids biomarkers 

As one of such examples, Guan and colleagues developed a poly-(ethylene terephthalate) film 

(PET)-based nanopore platform for proof-of-concept detection of SARS-CoV-2. Due to its 

commercial availability, low cost, and high stability, PET has been utilized to construct nanopore 

sensors for various applications, including DNA sensing, metal detection, and protein 

binding[147],[148],[149]. In the developed SARS-CoV-2 sensor, a conical nanopore was 

fabricated by irradiating the PET film with single swift heavy ions, followed by asymmetric 

etching. The base diameter of the PET nanopore was about 1000 ± 80 nm, while its tip diameter 
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reached ~19.7 nm, which enabled the translocation of bare gold nanoparticles (with a diameter of 

3.0 nm) and their variants. As illustrated in Fig. 12, nanopore detection of the target short length 

SARS-CoV-2 nucleic acid (NA) was achieved by using two DNA hybridization probes, one of 

which (P1) was immobilized on the surface of AuNPs, while the other (P2) was free in solution. 

Experimental results showed that AuNPs, P1, P2, and NA alone rarely produced any observable 

current modulation events in the nanopore. In contrast, frequent current modulations were 

observed when the ssDNA immobilized AuNPs (AuNP-P1) were present in the solution. When the 

solution also contained NA, in addition to the AuNP-P1 events (mean blockage amplitude: 53 ± 5 

pA; residence time: 0.24 ± 0.08 ms), a new type of larger blockage amplitude and residence time 

events (amplitude: 110 ± 10 pA; residence time: 2.1 ± 0.4 ms) appeared due to the hybridization 

between AuNP-P1 with NA (i.e., the AuNP-P1-NA complex). Furthermore, when the second DNA 

probe P2 was additionally added to the AuNP-P1-NA solution, another event with quite different 

translocation signatures (blockage amplitude: 150 ± 8 pA; residence time: 2.4 ± 0.3 ms) was 

observed, further supporting the identification of SARS-CoV-2. Using the two DNA probe 

strategy, PET nanopore detection of SARS-CoV-2 could be achieved at a concentration of as low 

as ~9.7 nM under the symmetric electrolyte condition. The detection limit could be improved to 

0.5 nM under an asymmetric condition[150]. 

 

 



32 
 

 

Figure 12. (a) Schematic illustration of the method and procedure of detecting target ssDNA in a 

large-size solid-state nanopore. (b) Typical trace segments of different species. (c) The 

corresponding scatter plots of event residence time vs. current blockage amplitude. The 

experiments were performed at +800 mV using a 20-nm diameter PET nanopore in a symmetric 

buffer condition with both the base and tip compartments filled with 0.5 M KCl and 10 mM Tris 

(pH 8.0). Adapted with permission from Ref.[150]. 

 

 It should be noted that the nanopore sensor sensitivity could be significantly improved by 

coupling solid-state nanopores with other techniques. For example, recently, Nouri et al reported 

a CRISPR-Cas12a-assisted solid-state nanopore strategy to detect SARS-Cov-2 at 13.5 copies/μL 

(i.e., 22.5 aM), where three steps were involved, including reverse transcription and amplification, 

Cas12 assay, and nanopore-based molecule classification and counting[151]. In another study, RT-

LAMP was coupled with a glass nanopore for the successful detection of SARS-CoV-2 RNA at as 

low as 65 copies/μL[152].  

 

3.1.2 Detecting pathologic coronaviruses 

As one of such examples, Taniguchi et al developed an effective and sensitive method (LOD = 

2.5 pfu/μL in a 15 min assay) for detection of SARS-CoV-2 coronavirus using solid-state 

(a)

(b)

(c)
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nanopores. By taking advantage of artificial intelligence, the nanopores successfully identified 

four types of coronaviruses (HCoV-229E, SARS-CoV, MERS-CoV, and SARS-CoV-2). 

Furthermore, high sensitivity (90%) and specificity (96%) of SARS-CoV-2 detections were 

reported in saliva sample analysis[153]. In addition to the repulse-resistant-based detection, 

nanopore could identify analytes through steady-state I-V measurements. For example, Peinetti 

integrated the aptamers of SARS-CoV-2 into PET nanopores. The aptamer was selected from the 

DNA library by systematic evolution of ligands by exponential enrichment (SELEX). This 

nanopore sensor provided a comparable detection sensitivity toward nucleic acid (LOD = 1×104 

copies/mL) to those of other methods. Moreover, due to the extraordinary specificity of the DNA 

aptamer, this sensor could differentiate between infectious and noninfectious SARS-CoV-2, which 

enabled asymptomatic diagnosis[154]. 

 

3.1.3 Detecting proteinic biomarkers 

As an alternative to the nucleic acids-based detection, serologic assays to detect the presence of 

SARS-CoV-2 antibodies were also studied. For example, Zhang et al developed a nanopore sensor 

for assessment of IgG and IgM of SARS-CoV-2. Since the diameters of IgG and IgM are larger 

than the constriction of the αHL nanopore, they could not pass through the nanochannel, so that 

only the bumping events could be observed[155]. To detect IgG and IgM, external probes were 

used as reporters for nanopore analysis. As shown in Fig. 13, two types of nanoparticles were 

prepared: (1) magnetic beads (MBs) were functionalized by N protein, and (2) gold nanoparticles 

(AuNPs) were modified by IgG/IgM antibodies and probe DNA. In the presence of the target 

antibodies, two types of functionalized nanoparticles would form sandwich structures. After being 

subjected to high-temperature treatment (63 ºC), the probe DNAs would depart from the sandwich 

structures, which could then be detected by the nanopore sensor. By taking advantage of two 

different DNA reporters, which were obtained by covalently attaching adamantane-cucurbituril[6] 

to the different places of the probe, simultaneous detection of IgG (Signal A: I1/I0=98.1 ± 0.6% 

and I2/I0=71.6 ± 0.1%; τ1=300.89 ± 30.1 ms and τ2=20.17 ± 1.3 ms) and IgM (Signal B: I1/I0=79.5 



34 
 

± 0.3% and I2/I0=98.9 ± 0.4%; τ1=244.36 ± 22.3 ms and τ2=877.16 ± 287.8) were successfully 

achieved. This nanopore sensor was highly sensitive (LoDIgG=10 ng/mL and LoDIgM=50 ng/mL, 

respectively) and had a wide dynamic range (up to μg/mL level)[156]. In another noteworthy 

project, Asandai et al explored αHL nanopore to identify the collision events of SARS-CoV-2 spike 

S1 protein region-binding domains and their complexes with corresponding antibodies, which 

provided a comparative performance to other label-free detection techniques in SARS-CoV-2 

detection[157].  

 

Figure 13. Schematic representation of the DNA-assisted nanopore assay for multiplex 

quantification of SARS-CoV-2 antibodies. Step 1: IgG and IgM captured by the N-protein 

modified MBs. Step 2: Formation of the sandwich structure between MBs, IgG or IgM antibody, 

and probe DNA modified AuNPs. Step 3: Dehybridization of the probe DNAs from the AuNPs. 

Step 4: Magnetic separation of probe DNAs from the remaining sandwich complex. Step 5: 

Quantification of probe DNAs to derive the concentration of IgG and IgM, respectively. Adapted 

with permission from Ref.[156]. 

 

3.2 Detecting biomarkers of Influenza A viruses (IAV) 

IAV could cause respiratory infection that ranges from asymptomatic to deadly. Neuraminidase 
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(NA) is a vital glycoside hydrolase on the surface of IAV. It functions for proper budding and 

releasing of progeny virions from the host cell surface via digesting the sialic acid-containing 

receptors of the host viral membranes[158]. Furthermore, previous reports demonstrated that the 

NA activity was also involved in neurodegenerative diseases, cardiovascular diseases, and 

cancers[159].  

A worth-mentioning example of NA detection was reported by Kwak et al., who used Cytolysin 

A (ClyA) nanopore to monitor the activity of IAV NA. In this investigation, ClyA nanopore was 

used as the sensing element because its cavity (with a width of 3.8-7 nm) is large enough to 

reversibly trap the proteins inside the pore, thus revealing the conformational dynamics, ligand 

bound, and catalytic states of proteins[160],[161],[162]. As shown in Fig. 14, the hydrolysis of 

glycan was initiated by NA. In the absence of galactose, when D-glucose/D-galactose binding 

protein (GBP) entered the lumen of the nanopore, two types of events were observed with the 

normalized current blockage of Ires%L1= 69.1 ± 0.8% pA and Ires%L2=67.4 ± 0.7% pA, respectively, 

while their relative event durations were 28% (L1) and 72% (L2), respectively. In contrast, in the 

presence of galactose, the high affinity between GBP and galactose induced the conformational 

change of GBP, resulting in an increase in the relative event duration of L1. Using this nanopore 

platform, NA could be detected with a LOD of 38 nM, which was 40-80 times better than the 

commercial kits[163]. Note that this sensing platform can serve as a model system to study protein 

folding and misfolding in the presence of sugar. 
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Figure 14. Analysis of galactose binding using the GBP-trapped ClyA nanopore. (a) Illustration 

of GBP in the ligand-free (open) and ligand-bound (closed) states. (b) Surface depiction of the 

GBP-trapped ClyA nanopore. (c) Electric current traces in the presence of increasing 

concentrations of galactose (left). Histograms of event durations of closed (L1) and open (L2) 

conformations in 30 s of current traces (right). (d) Fractional times of L1 (fL1) versus 

concentrations of galactose fitted to a Hill function with the coefficient set to 1 (fL1=
𝑥−𝑥𝑚𝑖𝑛

0.92−𝑥𝑚𝑖𝑛
, 

where xmin is the closed faction of the ligand-free GBP, and 0.92 is the closed fraction at saturating 

galactose concentrations). Adapted with permission from Ref.[163]. 

 

Unlike the strategy used by Kwak et al., which was focused on the surface proteins of IAV, Oh 

et al detected IAV via its conserved RNA promoter. In their investigation, a specific DNA probe 

was designed to hybridize to the RNA promoter. When the hybridized complex molecules 

translocated through the αHL nanopore, ionic blockage events with characteristic signatures were 

produced. Using the DNA probe/IAV RNA promoter binding interaction strategy, the IAV RNA 



37 
 

promoter could be detected at concentration of 2 nM in the presence of 1 M KCl electrolyte, while 

the dynamic range of the sensor was from 5 pM to 500 nM at high salt conditions[164]. A similar 

DNA probe-based strategy was utilized to detect infectious anthrax as well[165]. Furthermore, 

solid-state nanopores were used as downstream sensors to monitor the PCR amplicons of group A 

streptococcus due to their flexible customized dimensions[166]. 

 

3.3 Detecting biomarkers of human immunodeficiency virus 

Human immunodeficiency virus (HIV) infection is another noteworthy communicable disease, 

which can cause acquired immunodeficiency syndrome (AIDS). HIV infection would also increase 

the risk of developing cardiovascular disease, bone disease, renal and hepatic dysfunction, and 

several other common morbidities[167]. HIV-1 protease is a primary biomarker of HIV infection 

due to its crucial role in processing the precursor proteins Gag and Gag‐Pol into functional mature 

proteins[168]. Thus far, several nanopore-based HIV infection detection methods have been 

reported. For example, HIV infection could be identified using enzymatic digestion and aptamer 

binding strategies[169],[170].  

Another work worth mentioning was reported by Zhang et al., where PET nanopore was utilized 

for direct detection of HIV-1 protease rather than relying on the enzymatic reaction. In order to 

reduce the entropic barrier for HIV-1 protease to enter the nanopore and to improve the interactions 

between the pore and the protease, the interior wall of the PET nanopore was functionalized with 

amine groups (Fig. 15). This functionalization enabled the nanopore to identify and differentiate 

HIV-1 PR from multiple spiked proteins (trypsin, HSA, and BSA)[171]. The developed PET 

nanopore sensing strategy provides a general platform not only for rapid detection of proteins at 

the single-molecule level but also for exploring fundamental protein dynamics and opening new 

avenues toward constructing novel biomimetic nanopore systems. 
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Figure 15. The principle of a modified single conical PET nanopore for detection of proteins. (a) 

Schematic representation of te PET nanopore sensing system. (b) Representative cross-sectional 

SEM image and top view of a conical nanopore. (c) Before modification of the PET nanopore, 

protein molecules could not pass through the nanopore due to the large energy barrier, and some 

protein molecules might be absorbed on the interior wall of the nanopore by electrostatic and 

hydrophobic interactions. In contrast, asymmetric modification of the nanopore base produced a 

new type of surface and property in the interior wall of the nanopore, which reduces the energetic 

barrier for proteins’ entrance into the pore and slows down the velocity of ion flux, resulting in 

ionic current blockage events. Adapted with permission from Ref.[171]. 

 

Besides protein detection, Sethi et al developed another approach for HIV infection analysis by 

locating the conserved sequence of HIV-1B RNA. In their design, the DNA probes, which were 

specific to the conserved HIV RNA sequence, were modified with a biotin moiety so that they 

could construct the nucleoprotein complexes with monovalent streptavidin to enlarge the valid 

sterical volume and stimulate of nanopore response. It should note that mung bean nuclease was 

used to digest the unannealed genomic regions. As the nucleoprotein complexes were mobilized 

on the center of DNA probes and subjected to enzymatic digestion, the leaving target/probe 

duplexes evoked nanopore signals. This nanopore sensor was able to detect HIV-1B RNA at 1 

nM[172]. 
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4. Conclusions, challenges, and future outlooks 

It is apparent that the nanopore-based biomarker detection indeed makes a great contribution to 

the early diagnosis and prognosis of a wide variety of human diseases, enabling timely and 

effective disease treatment and prevention. One major challenge in clinical sample analysis is 

matrix effect. In order to improve the performance of biomarker detection for noncommunicable 

and communicable disease diagnostics, numerous innovative nanopore sensing strategies have 

been developed, where various auxiliary materials (i.e., magnetic beads, aptamers, and antibodies) 

have been used based on the intrinsic properties of biomarkers (i.e., nucleic acids, proteins, 

proteases, antigens, etc.). For example, DNA probes, aptamers, and antibodies present high 

selectivity to nucleic acid / protein biomarkers. When combined with magnetic beads, they are 

able to extract and concentrate target biomarkers from clinical samples for nanopore sensing. To 

improve the diagnosis accuracy, a panel of biomarkers instead of one specific species could be 

used. 

Although nanopore offers a promising potential in disease diagnosis and prognosis, some 

challenges still remain. First, the fixed internal diameter of a biological nanopore limits its on-pore 

(in situ) detection when encountering bulky biomarkers, especially proteins. Second, the 

sensitivities of nanopore sensors need further improvement to satisfy the requirement for accurate 

detection of some ultra-low concentrations of biomarkers in clinical samples. Third, concurrently 

screening multiple biomarkers is difficult to be achieved using a single nanopore because of the 

potential event signature overlap. To address these issues, several tactics could be attempted. For 

example, instead of direct detection of bulky protein analytes, nanopore can be used to detect 

nucleic acids. By analyzing the features of genomes at sequence level and studying differences 

among individuals by comparing the whole genomic sequences, clinical evaluation could be 

obtained[173],[174]. On the other hand, the performance of nanopore analysis could be improved 

by EOF rectification (i.e., by taking advantage of ionic strength, salt gradient, and voltage bias), 

testing for correlations between different sets of combined electrical and optical signals, and by 
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means of enzyme-hybridized strategies. In addition, machine learning can be utilized for more 

complicated data analysis, which makes disease diagnosis and prognosis more accurate and 

valuable[175].  

Although the past biomarker-related research efforts were mainly focused on cancer, neurologic 

diseases, endocrine dysfunction, and infectious diseases, clearly, the various nanopore-based 

detection strategies summarized in this review can be used for early diagnosis and prognosis of 

numerous other diseases by analyzing their corresponding biomarkers. Given the advantages of 

label-free analysis, ease of operation, high sensor sensitivity and selectivity, and instrument 

simplicity and portability, it is expected that nanopore technique will be a method of choice for 

disease diagnosis. Furthermore, nanopore technique is also promising to be utilized for 

determining sample composition and purity, studying dynamics and folding/unfolding of 

biomolecules, and investigation of protein-nucleic acid interactions[176],[177],[178],[179]. In 

conclusion, nanopore technology provides an avenue for biology and medical research both 

theoretically and experimentally.  
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Table 1. Summarized list of diseases and their corresponding biomarkers reviewed in this review. 

Diseases Biomarkers Nanopore Types Detection limit 

N
o
n

co
m

m
u

n
ic

a
b

le
 D

is
ea

se
s 

Cancers 

AFP αHL 
1 fM[66] and 10 

fg/mL[103] 

PSA SiNx 0.8 fM[71] and 80 aM[72] 

WDR5 t-FhuA N/A[75] 

β2-microglobulin FraC/ReFraC N/A[86] 

Human EGF FraC/ReFraC N/A[86] 

Angiotensin I FraC/ReFraC N/A[86] 

ADAM-17 αHL 
0.15 ng/mL[90] and 1.5 

ng/mL[91] 

ADAM-10, ADAM-17 αHL 23.0 ng/mL[91] 

PDGF αHL 
500 fM [101] and 35.1 

fM[103] 

VEGF αHL 40.6 fM[103] 

TB αHL 3.11 fM[103] 

CEA Quartz 0.6 ng/mL[106] 

Human C-reactive protein SiNx 0.3 ng/μL[107] 

TB Quartz N/A[137] 

AChE Quartz N/A[137] 

Breast cancer MUC1 M2MspA ~0.1 fg/mL[105] 

Prostate cancer 
miR-375-3p SiNx 8 fM[117] 

miR-141-3p SiNx 5 fM[117] 

Lung cancer miR-155 αHL N/A[33] 

Alzheimer’s 

disease 

alpha-1 antitrypsin Aerolysin 77.9 fM[126] 

Tau 381 Aerolysin 6.79 fM[126] 

BACE1 Aerolysin 86.4 fM[126] 

Post-translocation 

modifications 
Aerolysin T232k N/A[127] 

Amyloid β Anodic alumina 0.02 μg/mL[133] 
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Parkinson’s 

disease 
α-synuclein Quartz N/A[136] 

Hypothyroidism TSH SiNx 20 pM[144] 

C
o
m

m
u

n
ic

a
b

le
 D

is
ea

se
s SARS-CoV-2 

mRNA 
PET 0.5 nM[150] 

SiNx 13.5 copies/μL[151] 

Coronavirus 
SiNx 2.5 pfu/μL[153] 

PET 10 copies/μL[154] 

IgG and IgM αHL 
10 ng/mL and 50 

ng/mL[156] 

Influenza A 

viruses 

Neuraminidase ClyA 38 nM[163] 

RNA promoter αHL 2 nM[164] 

Human 

immunodeficiency 

virus 

HIV-1 protease 
αHL 0.47 ng/mL[169] 

PET 2.27 ng/mL[171] 

HIV-1B RNA SiNx 1 nM[172] 
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