
I E E E  T R A N S A C TI O N S  O N  BI O M E DI C A L  CI R C UI T S  A N D S Y S T E M S,  V O L. 1 6,  N O. 6,  D E C E M B E R 2 0 2 2 1 2 6 1

Str u ct ur al  Att a c ks a n d  D ef e ns es f or Fl o w- B as e d
Mi cr o fl ui di c  Bi o c hi ps

N a v ajit Si n g h  B a b a n , S o hi ni S a h a,  Aj y m ur at  Or o z ali e v, J o n g mi n  Ki m, S u k a nt a  B h att a c h arj e e,  Yo n g- A k S o n g ,
R a m es h  K arri ,  Fell o w, I E E E, a n d  Kris h n e n d u  C h a kr a b art y ,  Fell o w, I E E E

A bstr a ct — Fl o w- b as e d  mi c r o fl ui di c bi o c hi ps ( F M Bs) h a v e s e e n
r a pi d c o m m e r ci ali z ati o n a n d d e pl o y m e nt i n r e c e nt y e a rs f o r p oi nt-
of- c a r e a n d cli ni c al di a g n osti cs.  H o w e v e r, t h e o uts o u r ci n g of  F M B
d esi g n a n d  m a n uf a ct u ri n g  m a k es t h e m s us c e pti bl e t o s us c e pti bl e
t o  m ali ci o us p h ysi c al l e v el a n d i nt ell e ct u al p r o p e rt y (I P)-t h eft at-
t a c ks.  T his  w o r k d e m o nst r at es t h e fi rst st r u ct u r e- b as e d ( S B) att a c k
o n r e p r es e nt ati v e c o m m e r ci al  F M Bs.  T h e S B att a c ks  m ali ci o usl y
d e c r e as e t h e h ei g hts of t h e  F M B r e a cti o n c h a m b e rs t o p r o d u c e
f als e- n e g ati v e r es ults.  We v ali d at e t his att a c k e x p e ri m e nt all y usi n g
fl u o r es c e n c e  mi c r os c o p y,  w hi c h s h o w e d a hi g h c o r r el ati o n ( R 2 =
0 .9 8 7 ) b et w e e n c h a m b e r h ei g ht a n d r el at e d fl u o r es c e n c e i nt e nsit y
of t h e  D N A a m pli fi e d b y p ol y m e r as e c h ai n r e a cti o n.  T o d et e ct S B
att a c ks,  w e a d o pt t w o e xisti n g d e e p l e a r ni n g- b as e d a n o m al y d et e c-
ti o n al g o rit h ms  wit h ∼ 9 6 % v ali d ati o n a c c u r a c y i n r e c o g ni zi n g s u c h
d eli b e r at el y i nt r o d u c e d  mi c r ost r u ct u r al a n o m ali es.  T o s af e g u a r d
F M Bs a g ai nst i nt ell e ct u al p r o p e rt y (I P)-t h eft,  w e p r o p os e a n o v el
d e vi c e-l e v el  w at e r m a r ki n g s c h e m e f o r  F M Bs usi n g i nt e nsit y- h ei g ht
c o r r el ati o n.  T h e c o u nt e r m e as u r es c a n b e us e d t o p r o a cti v el y s af e-
g u a r d  F M Bs a g ai nst S B a n d I P-t h eft att a c ks i n t h e e r a of gl o b al
p a n d e mi cs a n d p e rs o n ali z e d  m e di ci n e.

I n d e x  Ter ms — D e e p l e a r ni n g,  Mi c r o fl ui di c bi o c hi ps, st r u ct u r al
att a c ks,  w at e r m a r ki n g.

I. IN T R O D U C TI O N

M I C R O F L UI DI C S r ef ers t o t h e i nt er dis ci pli n ar y st u d y of
fl ui d  m a ni p ul ati o n at n a n olit er/ mi cr olit er v ol u m es.  A

M a n us cri pt r e c ei v e d 2 7 J u n e 2 0 2 2; r e vis e d 1 5 S e pt e m b er 2 0 2 2; a c c e pt e d 1 8
O ct o b er 2 0 2 2.  D at e of p u bli c ati o n 9  N o v e m b er 2 0 2 2; d at e of c urr e nt v ersi o n 1 4
F e br u ar y 2 0 2 3.  T h e  w or k of  R a m es h  K arri  w as s u p p ort e d b y  N S F u n d er  A w ar ds
1 8 3 3 6 2 4 a n d 2 0 4 9 3 1 1.  T h e  w or k of  Kris h n e n d u  C h a kr a b art y  w as s u p p ort e d b y
N S F u n d er  Gr a nt 2 0 4 9 3 3 5.  T his p a p er  w as r e c o m m e n d e d b y  Ass o ci at e  E dit or
P.  G e or gi o u. ( C orr es p o n di n g a ut h or:  N a v ajit Si n g h  B a b a n.)

N a v ajit Si n g h  B a b a n,  Aj y m ur at  Or o z ali e v, a n d J o n g mi n  Ki m ar e  wit h
t h e  D e p art m e nt of  E n gi n e eri n g,  N e w  Yor k  U ni v ersit y  A b u  D h a bi,  A b u
D h a bi 1 2 9 1 8 8,  U A E ( e- m ail: ns b 3 5 9 @ n y u. e d u; aj y m ur at. or o z ali e v @ n y u. e d u;
j k 1 8 1 @ n y u. e d u).

S o hi ni S a h a a n d  Kris h n e n d u  C h a kr a b art y ar e  wit h t h e  D e p art m e nt of  El e c-
tri c al a n d  C o m p ut er  E n gi n e eri n g,  D u k e  U ni v ersit y,  D ur h a m,  N C 2 7 7 0 8  U S A
( e- m ail: s o hi ni.s a h a @ d u k e. e d u; kris h @ d u k e. e d u).

S u k a nt a  B h att a c h arj e e is  wit h t h e  D e p art m e nt of  C o m p ut er S ci e n c e a n d
E n gi n e eri n g, I n di a n I nstit ut e of  Te c h n ol o g y  G u w a h ati,  G u w a h ati 7 8 1 0 1 5, I n di a
( e- m ail: s u k a nt a b @iit g. a c.i n).

Yo n g- A k S o n g is  wit h t h e  D e p art m e nt of  E n gi n e eri n g,  N e w  Yor k  U ni v er-
sit y  A b u  D h a bi,  A b u  D h a bi 1 2 9 1 8 8,  U A E, a n d als o  wit h t h e  D e p art m e nt of
C h e mi c al a n d  Bi o m ol e c ul ar  E n gi n e eri n g as  w ell as  D e p art m e nt of  Bi o m e d-
i c al  E n gi n e eri n g,  N e w  Yor k  U ni v ersit y,  N e w  Yor k,  N Y 1 0 0 1 2  U S A ( e- m ail:
r af a el.s o n g @ n y u. e d u).

R a m es h  K arri is  wit h t h e  D e p art m e nt of  El e ctri c al a n d  C o m p ut er  E n gi n e eri n g,
N e w  Yor k  U ni v ersit y,  N e w  Yor k,  N Y 1 0 0 1 2  U S A ( e- m ail: r k arri @ n y u. e d u).

T his arti cl e h as s u p pl e m e nt ar y  m at eri al pr o vi d e d b y t h e a u-
t h ors a n d c ol or v ersi o ns of o n e or  m or e fi g ur es a v ail a bl e at
htt ps:// d oi. or g/ 1 0. 1 1 0 9/ T B C A S. 2 0 2 2. 3 2 2 0 7 5 8.

Di git al  O bj e ct I d e nti fi er 1 0. 1 1 0 9/ T B C A S. 2 0 2 2. 3 2 2 0 7 5 8

mi cr o fl ui di cs- b as e d bi o c hi p ( a. k. a l a b- o n- a- c hi p)  mi ni at uri z es
a n d i nt e gr at es diff er e nt  m a cr os c o pi c bi o c h e mi c al f u n cti o n ali-
ti es ( e. g.,  mi xi n g, filtr ati o n, a n d d et e cti o n) t o a s u b- milli m et er
s c al e [ 1].  T h es e l a b- o n- a- c hi p  mi cr os yst e ms off er v ari o us a d-
v a nt a g es o v er c o n v e nti o n al bi o c h e mi c al a n al ysis t e c h ni q u es.
T h es e i n cl u d e r e d u c e d s a m pl e v ol u m e, f ast er bi o c h e mi c al r e a c-
ti o ns, hi g h er s yst e m t hr o u g h p ut, a n d ultr a-s e nsiti v e d et e cti o n.
T h e y ar e r e v ol uti o ni zi n g bi o m e di c al a p pli c ati o ns s u c h as p oi nt-
of- c ar e ( P O C)  m e di c al di a g n osti cs [ 2], d e o x yri b o n u cl ei c a ci d
( D N A) a m pli fi c ati o n pl atf or ms [ 3], a n d c a n c er r es e ar c h [ 4].
A c c or di n g t o t h e 2 0 2 1  L a n c et c o m missi o n r e p ort o n di a g-
n osti cs, 4 7 p er c e nt of t h e gl o b al p o p ul ati o n h as littl e or n o
a c c ess t o di a g n osti cs [ 5].  At t h e e n d of 2 0 1 9, t h e first r e p orts
of c or o n a vir us dis e as e 1 9 ( C O VI D- 1 9) a p p e ar e d i n  C hi n a [ 5].
T h e  C O VI D- 1 9 p a n d e mi c s p otli g ht e d di a g n osti cs, hi g hli g hti n g
y e ars of u n d er-i n v est m e nt a n d n e gl e ct l e a di n g t o gr oss i n e q uit y
c o n c er ni n g a c c ess t o di a g n osti cs.  H o w e v er, t h e p a n d e mi c h as
a c c el er at e d t h e d e v el o p m e nt of n e w t e c h n ol o gi es, s ol uti o ns, a n d
p art n ers hi ps t h at c a n r e d u c e t h e di a g n osti c g a p [ 5].  T o d a y,  w e ar e
s e ei n g e xtr a or di n ar y  m o m e nt u m f or i n n o v ati o n i n di a g n osti cs
t e c h n ol o g y a n d a c c ess.  T h e  m ol e c ul ar di a g n osti cs  m ar k et is
pr oj e ct e d t o b e  w ort h 3 1. 8 billi o n  U nit e d St at es  D oll ars ( U S D)
b y 2 0 2 6, u p fr o m 1 7. 8 billi o n  U S D i n 2 0 2 1, a 7 9 % i n cr e as e [ 6].
T h e p ol y m er as e c h ai n r e a cti o n ( P C R) t ests ar e f or e c ast t o e x p e-
ri e n c e e xtr e m el y hi g h gr o wt h i n t h e f ut ur e [ 6]. I n  M a y 2 0 2 0, t h e
E ur o p e a n I n v est m e nt  B a n k i n v est e d 6 billi o n  E ur os i n h e alt h
s yst e ms f or  C O VI D- 1 9, i n cl u di n g 1. 5 billi o n  E ur os f or c o m-
p a ni es t h at i n cl u d e di a g n osti cs [ 5].  T h e  A c c ess t o  C O VI D- 1 9
T o ols ( A C T)  A c c el er at or, l a u n c h e d i n  A pril 2 0 2 0, is a gl o b al
eff ort t o e x p e dit e t h e e n d of t h e  C O VI D- 1 9 p a n d e mi c [ 7].  T h e
A C T- A c c el er at or str at e gi c b u d g et f or 2 0 2 1 r e p ort e d a f u n di n g
g a p of 2 2. 1 billi o n  U S D, o ut of  w hi c h 8. 7 billi o n  U S D is
attri b ut e d t o di a g n osti cs [ 7].  T h er e is a str o n g c as e f or i n v est m e nt
t o i m pr o v e a c c ess t o di a g n osti cs,  w hi c h is li k el y t o l e a d t o t h e
wi d es pr e a d us e of  mi cr o fl ui di c- b as e d bi o c hi ps.  T h e pr o d u cts
a n d s er vi c es r el at e d t o  m ol e c ul ar di a g n osti cs i n cl u d e r e a g e nts,
mi cr o fl ui di c- b as e d bi o c hi ps, P O C d e vi c es, a n d t a bl et o p i n-
str u m e nts (s e ns ors a n d n et w or k e d c o m p ut ers) [ 8].  O ur  w or k
pr es e nts a str u ct ur e- b as e d ( S B) c y b er- p h ysi c al v ul n er a bilit y of
fl o w- b as e d  mi cr o fl ui di c bi o c hi ps ( F M Bs) t h at a n att a c k er c a n
us e t o t a m p er  wit h t h e r es ults, l e a di n g t o l o w- q u alit y di a g n osti cs.
T h e r e p er c ussi o ns of s u c h att a c ks ar e s e v er e,  wit h t h e p ot e nti al
t o h ar m p ati e nts, c a us e r es o ur c e  w ast e, a n d g e n er at e n e g ati v e
e c o n o mi c c o ns e q u e n c es.  H e alt h pr a ctiti o n ers c a n l os e tr ust a n d
dis c o nti n u e usi n g t h es e pr o d u cts if t h e y p er c ei v e t h e m t o b e

1 9 3 2- 4 5 4 5  © 2 0 2 2 I E E E. P ers o n al us e is p er mitt e d, b ut r e p u bli c ati o n/r e distri b uti o n r e q uir es I E E E p er missi o n.
S e e htt ps:// w w w.i e e e. or g/ p u bli c ati o ns/ri g hts/i n d e x. ht ml f or  m or e i nf or m ati o n.

A ut h ori z e d li c e n s e d u s e li mit e d t o: N e w Y or k U ni v er sit y A b u D h a bi C a m p u s. D o w nl o a d e d o n F e br u ar y 1 5, 2 0 2 3 at 1 0: 3 2: 0 5 U T C fr o m I E E E X pl or e.  R e stri cti o n s a p pl y.  

https://orcid.org/0000-0001-5804-0070
https://orcid.org/0000-0001-8066-2933
https://orcid.org/0000-0001-7989-5617
https://orcid.org/0000-0003-4475-6435
mailto:nsb359@nyu.edu
mailto:ajymurat.orozaliev@nyu.edu
mailto:jk181@nyu.edu
mailto:sohini.saha@duke.edu
mailto:krish@duke.edu
mailto:sukantab@iitg.ac.in
mailto:rafael.song@nyu.edu
mailto:rkarri@nyu.edu
https://doi.org/10.1109/TBCAS.2022.3220758


1262 IEEE TRANSACTIONS ON BIOMEDICAL CIRCUITS AND SYSTEMS, VOL. 16, NO. 6, DECEMBER 2022

of low value in clinical care. These repercussions can motivate
adversaries to maliciously target the vulnerabilities associated
with FMBs for their own gains. Thus, it is essential to proactively
safeguard diagnostics-related products such as FMBs against
such attacks. In this work, we experimentally study potential
SB attacks on FMBs and propose effective countermeasures
using deep learning (DL) methods to secure FMBs against such
attacks. Further, to protect FMBs against intellectual property
(IP)-theft threats such as counterfeiting and overbuilding, we
provide a device-level watermarking scheme by exploiting the
height-dependency of the microchambers andmicrochannels on
fluorescence intensity. The rest of the paper is organized as
follows: Section II describes the background and motivation.
Section III presents the adversarial model. Section IV shows
the experimental results on the SB attacks. Section V presents
the DL-based defense to detect the SB attacks. Section VI
presents a novel device-level watermarking scheme to protect
FMBs against IP-theft threats. Section VII gives a discussion on
the obtained results. Finally, Section VIII concludes the paper.
Materials and Methods are given in Section I of the separate
Supplementary Materials file.

II. BACKGROUND AND MOTIVATION

Aflow-basedmicrofluidic biochip (FMB)usesmicrochannels
and pressure-driven elastomeric micro-valves to manipulate the
continuous flow of fluid for performing various bioassays (Sup-
plementary Materials, Section II). The rapid spread and impact
of COVID-19 has placed a significant burden on public health
systems, highlighting the critical need for high-throughput and
innovative testing approaches to combat future pandemics. The
widespread use of the SARS-CoV-2 reverse transcription (RT)–
PCR test has led to a significant gap in the availability of test kits,
emphasizing the need for ultra-high-throughput screening. High
cost and scarcity of reagents [9] hampered the global scale-up
of PCR testing, creating a void in adequately monitoring com-
munities for COVID-19.
Significant false-negaive rates (10-30%) from PCR have been

widely reported [10], [11] posing a major challenge in curb-
ing the spread of infection. Poor sample quality (with low
viral loads) that evades standard PCR methods [12] further
exacerbates the situation. An additional challenge concerning
COVID-19 spread is the role of asymptomatic transmission [12],
[13]. Reports suggested that 40-80% of infected individuals are
either pre-symptomatic, asymptomatic, or only mildly symp-
tomatic [9]. Thus, early detection of infection in these asymp-
tomatic individuals is critical for disease control. However,
asymptomatic carriers sometimes carry low viral loads (1 to
40 viral copies/µL) [9] that a standard RT-PCR test may miss.
Therefore, it is critical to have more sensitive detection methods
that can detect low viral loads.
The above concerns related to throughput can be addressed by

miniaturizing the testing volume to the nanoscale regime [14].
This can significantly increase the diagnostic space for indepen-
dent reaction chambers [14]. In addition, such a strategyprovides
a cost-effective microfluidic active cyber-physical system [8]
with several advantages: a nanoliter volume per reaction (lower
reagent consumption per assay), a parallelized assay system

(high throughput), automation compatibility (increased preci-
sion), capable of running a large number of replicates per sample
(higher confidence in test results) and the ability to test for mul-
tiple pathogens (broader diagnostic capability) simultaneously.
This strategy has the potential for assay multiplexing to identify
additional pathogens and sample pooling to increase throughput,
leading to a further reduction in per-test costs. This principle is
the basis of Fluidigm’s proprietary Integrated Fluidic Circuitry
that has been deployed in several of their FMBs for genotyping,
gene expression, and single-cell and DNA analysis [15].
Concerning low viral load detection, Xie et al. [14] demon-

strated ultra-sensitive detection of low SARS-CoV-2 viral loads
(1 to 40 viral copies/µL) using quantitative (q)RT-PCR via
a commercial microfluidics platform with 4608 independent
microscale reaction chambers containing fluids in nanoliter vol-
umes. Their approach of using nanoscale qRT-PCR enhanced
the limit of detection by 1000-fold compared to conventional
RT-PCR techniques, enabling detection below one copy/µL.
They used 182 swab samples, 91 positive samples, and 91
negative samples each, including samples previously diagnosed
as negative by an accredited diagnostic laboratory. Out of the
91 negatively diagnosed samples, 17 were found to be positive
using the nano-miniaturized biochip, indicating a 18.7% false-
negative rate of the conventional RT-PCR technique.
A recent study by Sharkawy et al. [16] reported similar results

where they tested paired COVID-19 samples to compare the
conventional RT-PCR diagnosis versus saliva-based diagnosis,
which they performed using a commercial FMB. In particular,
they compared specimens (nasopharyngeal (NP) versus saliva
samples) from hospitalized patients with symptomatic COVID-
19 and found 15 discordant samples.
Out of the 15 discordant samples, 3 were positive in NP

(conventional RT-PCR) but negative in saliva (FMB-based RT-
PCR) technique. In comparison, 8 out of 15 discordant samples
tested negative inNP (conventional) but were diagnosed positive
with the saliva-based technique. The remaining 4 samples gave
inconclusive results. The reason for discordance behind the three
NP-positive (but saliva-negative) samples given was the high
dilution of saliva. However, the 8 samples that were declared
negative by the conventional NP technique tested positive with
the saliva-based technique, and that too after 8-10 days post
symptom onset. Here, the reason for discordance given was low
viral loads (1 – 40 viral copies/µL), which the conventional
technique was not able to detect.
Thus, samples with low viral loads (1-40 copies/µL) either

due to poor sample quality resulting from wrong handling,
extraction, and storage of the samples or through asymptomatic
carriers with low viral loads might go undetected with con-
ventional RT-PCR techniques. In comparison, FMBs can detect
these low viral load samples.
Currently, FMBs are not widely used in clinical diagnostic

of SARS-Cov-2; rather, they mainly serve biomedical research
purposes. However, they have tremendous potential for diag-
nostics, given the limits of standard PCR techniques [10], [11],
[15] and the dire need to narrow the diagnostic gap world-
wide [5]. The manufacturing of integrated fluidic circuits on
a biochip has many steps and requires multiple entities, some
of which might be untrusted. The manufacturing steps include
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B A B A N et al.: S T R U C T U R A L  A T T A C K S  A N D  D E F E N S E S F O R F L O W- B A S E D  MI C R O F L UI DI C  BI O C HI P S 1 2 6 3

t h e cr e ati n g d esi g n fil es (i d e all y eit h er b y a tr ust e d t hir d- p art y
d esi g n er or a n i n- h o us e  m a n uf a ct uri n g u nit) a n d e x e c uti n g t h e
d esi g n fil es i n a f o u n dr y t o f a bri c at e t h e fi n al pr o d u ct ( a g ai n
i d e all y eit h er b y a tr ust e d t hir d- p art y d esi g n er or a n i n- h o us e
m a n uf a ct uri n g u nit).  T h es e st a g es of d esi g n a n d  m a n uf a ct uri n g
hi g hli g ht str u ct ur e- b as e d ( S B) att a c ks,  w h er e a n att a c k er c a n
i ntr o d u c e str u ct ur e- b as e d p ositi o n al a n d di m e nsi o n al v ari ati o n
i n t h e bi o c hi p’s e m b e d d e d c o m p o n e nts t o criti c all y aff e ct t h e
di a g n osti c o ut c o m es, pr o d u ci n g i n c orr e ct r es ults.

Wit h t h e a d v e nt of  m a n uf a ct uri n g- as- a-s er vi c e [ 1 7], bi o c hi ps
c a n b e c o m e  m or e v ul n er a bl e t o S B att a c ks.  T h e g o al of s u c h a n
att a c k er is t o pr o d u c e f als e or  misl e a di n g t est r es ults, c o m pr o-
misi n g t h e i nt e grit y of  m ol e c ul ar di a g n osti cs r es e ar c h, j e o p ar-
di zi n g t h e h e alt h c ar e i n d ustr y, a n d  m a ki n g h e alt h pr a ctiti o n ers
l os e tr ust a n d dis c o nti n u e usi n g t h e bi o c hi ps.  T h e a d v ers ar y’s
e c o n o mi c i nt er ests  will t h e n b e s atis fi e d as t h e c ust o m ers  w o ul d
s wit c h t o ot h er bi o c hi p c o m p a ni es i n t h e  m ar k et pl a c e.

P h ysi c al r e v ers e- e n gi n e eri n g [ 1 8], [ 1 9] t o st e al i nt ell e ct u al
pr o p ert y (I P) c a n b e a s e c o n d li n e of att a c k.  T h es e att a c ks i n-
v ol v e st e ali n g t h e bi o c hi p ar c hit e ct ur al l a y o ut, c o m p o n e nt-l e v el
n etlist, a n d i nf or m ati o n a b o ut t h e bi o- pr ot o c ol  wit h o ut i n c ur-
ri n g d e v el o p m e nt c osts [ 1 9]. I P t h eft usi n g p h ysi c al r e v ers e-
e n gi n e eri n g pr o vi d es a n att a c k er  wit h k n o wl e d g e a b o ut t h e
bi o c hi p’s str u ct ur al c o m p o n e nts a n d ass o ci at e d f u n cti o n alit y t o
p erf or m t h e bi o ass a y.  W hil e f a bri c ati n g t h e r e v ers e- e n gi n e er e d
bi o c hi ps, t h e att a c k er c a n t h e n i nt e nti o n all y alt er t h e str u ct ur e of
c o m p o n e nts, pr o d u ci n g dis c or d a nt r es ults t o d ef a m e t h e ori gi n al
bi o c hi p  m a n uf a ct ur er. F urt h er m or e, usi n g t h e st ol e n i nf or m a-
ti o n, a d v ers ari es c a n c arr y o ut pir a c y of I P a n d t est pr ot o c ols,
c o u nt erf eiti n g, a n d o v er b uil di n g of bi o c hi ps f or ill e g al  m o n et ar y
g ai n.

We c at e g ori z e att a c ks i n t w o  m ai n t hr e at c at e g ori es: ( 1)  m ali-
ci o us p h ysi c al l e v el t hr e ats,  w hi c h i n c or p or at e t h e S B att a c k,
a n d ( 2) I P-t h eft t hr e ats,  w hi c h i n c or p or at e p h ysi c al r e v ers e-
e n gi n e eri n g, c o u nt erf eiti n g, a n d o v er b uil di n g att a c ks. F or t h e
first t hr e at c at e g or y,  w e i n v esti g at e S B att a c ks usi n g a c o m-
m er ci al F M B as a n e x e m pl ar.  We e m pl o y t w o e xisti n g d e e p
l e ar ni n g ( D L)  m o d els t o c at c h  mi cr ostr u ct ur al a n o m ali es o n
F M Bs. F or t h e s e c o n d c at e g or y of t hr e ats,  w e pr o p os e a n o v el
str u ct ur e- b as e d d e vi c e-l e v el  w at er m ar ki n g s ol uti o n t o v ali d at e
t h e a ut h e nti cit y of t h e bi o c hi p.  T h e  w at er m ar ki n g s c h e m e i n-
cr e as es t h e h ei g ht of t h e r e a cti o n c h a m b ers or  mi cr o fl ui di c
c h a n n els at s p e ci fi c l o c ati o ns t o o bt ai n fl u or es c e nt  m ar k ers t h at
c a n b e d et e ct e d usi n g fl u or es c e n c e  mi cr os c o p y.  T h e pir at e d
or c o u nt erf eit e d F M Bs  w o ul d  m ost li k el y b e i d e nti fi e d a n d
dis c ar d e d b y t h e a ut h e nti c e n d- us er or t h e e ntit y t h at r e c ei v e d
t h e f a bri c at e d F M B fr o m a t hir d- p art y  m a n uf a ct ur er b y c h e c ki n g
f or t h es e  w at er m ar ks i n t h e F M Bs.

III.  AD V E R S A RI A L M O D E L

Fi g. 1 ill ustr at es t h e a d v ers ari al  m o d el a n d hi g hli g hts t h e
v ul n er a bl e p oi nts c orr es p o n di n g t o a n S B att a c k.  T h e  m o d el
h as fi v e p arti es: t h e c ust o m er, t h e F M B c o m p a n y, t h e d esi g n er,
t h e  m a n uf a ct ur er, a n d t h e q u alit y c o ntr ol u nit.

Bi o c hi p d esi g n ers i nt e gr at e r e a cti o n c h a m b ers,  mi cr o fl ui di c
li n es, a n d v al v es t o cr e at e a f u n cti o n al  mi cr o fl ui di c pl atf or m i n

Fi g. 1. Pr o c ess fl o w of a bi o c hi p s er vi c e a n d att a c k p oi nts.  A c ust o m er pl a c es a
bi o c hi p or d er r e c ei v e d b y t h e F M B c o m p a n y (r o ut e 1).  T h e F M B c o m p a n y s e n ds
t h e or d er t o t h e d esi g n u nit (r o ut e 2).  N o w, t h er e ar e t w o p ossi bl e r o ut es. First, a n
att a c k er i n t h e d esi g n u nit s e n ds t h e alt er e d d esi g n fil es t o t h e  m a n uf a ct uri n g u nit
(r o ut e 3  A). S e c o n d, t h e a ut h e nti c d esi g n er s e n ds t h e d esi g n fil es ( G- C o d es) t o
t h e  m a n uf a ct uri n g u nit.  H o w e v er, a n att a c k er i n t h e  m a n uf a ct uri n g u nit alt ers t h e
G- c o d es i n t h e f a bri c ati n g  m a c hi n e t o c arr y o ut t h e S B att a c k (r o ut e 3). I n eit h er
c as e, t h e att a c k e d bi o c hi p r e a c h es t h e q u alit y c o ntr ol u nit (r o ut e 4) a n d es c a p es
d et e cti o n o wi n g t o t h e st e alt h y n at ur e of t h e att a c k. Fi n all y, t h e c o m pr o mis e d
bi o c hi p is d eli v er e d t o t h e c ust o m er (r o ut e 5).

t h e f or m of d esi g n fil es.  Aft er t h e d esi g n fil es ar e g e n er at e d,
t h e y ar e s e nt t o t h e  m a n uf a ct uri n g u nit,  w h er e f a bri c ati o n a n d
ass e m bl y of t h e bi o c hi p t a k e pl a c e.

We  m a k e a disti n cti o n b et w e e n t h e t e c h ni c al a n d o p er ati o n al
a biliti es of a n att a c k er.  Te c h ni c al a biliti es r ef er t o t h e k n o wl e d g e
a n att a c k er h as o n t h e  w or ki n g of t h e  mi cr o fl ui di c pl atf or m a n d
t h e c a p a biliti es t o e xtr a ct i nf or m ati o n a n d r es ol v e t h e a m bi g ui-
ti es t h at aris e fr o m e x p eri m e nt ati o ns. F or i nst a n c e, t h e att a c k er,
w h o is p art of t h e d esi g n t e a m ( als o k n o w n as d esi g n-l e v el
t hr e at  m o d el), c a n t ar g et r e a cti o n c h a m b ers or  mi cr o fl ui di c li n es
c o n n e cti n g t h e c h a m b ers a n d us e t h e k n o wl e d g e of t h e s yst e m t o
alt er t h e str u ct ur al d esi g n c o d es ( g e o m etr y ( G)- c o d es) t o h a m p er
t h e ass o ci at e d p h ysi c al pr o c ess es.  O p er ati o n al a biliti es r ef er t o
t h e  m o d e of o p er ati o n e m pl o y e d b y a n att a c k er i n t h e  m a n uf a c-
t uri n g u nit t o l a u n c h t h e att a c k. F or i nst a n c e, t h e att a c k er i n t h e
m a n uf a ct uri n g u nit c a n t ar g et criti c al str u ct ur al c o m p o n e nts a n d
alt er r el e v a nt p ar a m et ers t o p erf or m a n S B att a c k.

T h e pr o c ess fl o w of a t y pi c al bi o c hi p s er vi c e [ 2 0] is s h o w n
i n Fi g. 1.  A t y pi c al s er vi c e st arts  wit h a c ust o m er s u b mitti n g
a s er vi c e r e q u est f or a bi o c hi p (r o ut e 1).  Aft er t h e s er vi c e
r e q u est is g e n er at e d, it is s e nt t o t h e d esi g n u nit (r o ut e 2).  T h e
d esi g n u nit is eit h er i n- h o us e or t hir d- p art y. I n eit h er c as e, t h e
d esi g n er g e n er at es d esi g n fil es t o cr e at e str u ct ur al d esi g n c o d es
( G- c o d es).  T h e d esi g n u nit s e n ds t h e g e n er at e d c o d es t o t h e
m a n uf a ct uri n g u nit.  T h er e ar e t w o p ot e nti al att a c k p ossi biliti es;
i n t h e first c as e (r o ut e 3  A), a n att a c k er i n t h e d esi g n t e a m c a n
t ar g et t h e cr u ci al  mi cr ostr u ct ur es of t h e bi o c hi p a n d s e cr etl y
c h a n g e t h e d esi g n c o d es t o alt er t h e str u ct ur es pr o d u ci n g f als e
o ut c o m es aft er t h e bi o ass a y e x e c uti o n.  T h e  m ali ci o usl y  m o di fi e d
d esi g n c o d es g o t o t h e  m a n uf a ct uri n g u nit. I n t h e s e c o n d c as e
(r o ut e 3), a n a ut h e nti c d esi g n er s e n ds t h e ri g ht d esi g n c o d es t o
t h e  m a n uf a ct uri n g u nit (r o ut e 3).  H o w e v er, a n att a c k er i n t h e
m a n uf a ct uri n g u nit alt ers r el e v a nt  m a c hi n e p ar a m et ers b ef or e

A ut h ori z e d li c e n s e d u s e li mit e d t o: N e w Y or k U ni v er sit y A b u D h a bi C a m p u s. D o w nl o a d e d o n F e br u ar y 1 5, 2 0 2 3 at 1 0: 3 2: 0 5 U T C fr o m I E E E X pl or e.  R e stri cti o n s a p pl y.  
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manufacturing the biochip to perform the attack. In both cases,
the attacked biochip reaches the quality control team (route 4)
and evades fault detection owing to the stealthy nature of the
attack. Finally, the compromised biochip is delivered to the
customer (route 5).
Prior methods on securing FMBs against malicious attacks

presented a high-level overview of attacks and defense meth-
ods [8]. Chen et al. proposed a systematic framework for the
insertion and detection of hardware Trojans in FMBs [21]. For
Trojan insertion in FMBs, Shayan et al. [22] presented a mi-
crofluidic valve-based Trojan design. Here, an attacker increases
the thickness of the valve membrane, requiring higher pressure
to operate than the normal membrane. Such a valve response
can cause a malfunctioning of biochips and can be used to
launch attacks such as contamination, denial of service, and
parameter tampering. So far, no work has been reported that
explores malicious structural modification of FMB components
to produce false-negative results.
With respect to IP-theft-attacks and associated countermea-

sures for FMBs, Chen et al. [19] demonstrated a layout-
level reverse-engineering attack using image analysis. A re-
cent work presents a design obfuscation technique to thwart
reverse-engineering of bioprotocol by obscuring the actua-
tion sequence by carefully inserting dummy valves in the
FMB [1], [23].
Previous research has demonstrated malicious attacks such

as actuation tampering; however, the attacks were shown only
on digital microfluidic biochips (DMFBs) [24], [25], [26],
[27]. While the previous studies showed tampering attacks on
DMFBs, such attacks have not been thoroughly explored for
FMBs. Similarly, regarding watermarking solutions, a previous
study demonstrated a watermarking technique to protect bio-
protocols (bio-protocol level watermarking) by hierarchically
embedding secret signatures in DMFBs [28]. The same bio-
protocol level watermarking scheme can be applied to FMBs.
However, no device-level watermarking schemes have been pro-
posed for FMBs where the watermark is inherently embedded
in the physical FMB.
In this work, we present a device-level watermarking scheme

for FMBs by increasing the height of the microchambers or
microchannels at specific locations to obtain fluorescent mark-
ers that can be detected and quantified using fluorescence mi-
croscopy. In this work, we present security solutions against
malicious cyber-physical and IP-theft threats. For the malicious
threats, we study SB-based result tampering by conducting
experiments on our laboratory-made FMB, whose design was
adapted from a commercial biochip. For countermeasures, we
present a DL-based defense to secure FMBs against malicious
SB attacks. For IP-theft threats, we provide a device-level wa-
termarking scheme for FMBs by using the dependency of the
height of themicrochambers andmicrochannels on fluorescence
intensity.

IV. RESULTS ON SB ATTACKS

To steal IP and reverse-engineer the PCR regions of the
biochip containing integrated microfluidic lines, valves, and

the reaction chambers, we obtained the architectural layout and
components netlist of a commercial chip using light and electron
microscopy techniques (Supplementary Materials, Section III).
By delayering the biochip, crucial PCR micro-components

were imaged, and the related bio-protocol information was
obtained based on the information provided on the biochip’s
website and operation manuals. Among the microfluidic com-
ponents identified during the microscopy investigations, we
focused on the reaction chamber to experimentally investigate
the SB attacks. A reaction chamber is a key component in which
sample and reagent mix before undergoing PCR heating and
(de)heating cycle forDNAamplification andfluorescence-based
quantification. In the SB attack, the attacker can decrease the
volume of the reaction chamber by reducing the height of the
cuboidal reaction chamber while preserving the top face of the
original reaction chamber. The malicious volume decrement
can decrease the fluorescence response producing misleading
or false-negative results. As a proof of concept, we quantified
the fluorescence intensity of different microscale volumes of
amplified synthetic SARS-Cov-2 DNA and found the effect of
intensity reduction when the volume was decreased (Supple-
mentaryMaterials, Section IV).The results showa60%decrease
in the maximum intensity when the volume decreased from
1.5 µL to 0.8 µL. When the volume was decreased to 0.1 µL,
we saw a 90% reduction in the intensity compared to 1.5 µL
intensity.
The commercial biochip chosen as a reference for this study

uses nanoscale fluid volumes in its chambers. To evaluate the
effect of nanoscale volume decrement on representative com-
mercially available biochips, we fabricated relevant reaction
chambers connected with the microfluidic lines using 3D print-
ing techniques. The dimensions of the reaction chambers and the
microfluidic lines were adapted from the commercial biochip.
To mimic attacks, we decreased the reaction chambers’ heights
in the design files. Using the design files, we 3D printed the
FMB mold. After replication using PDMS, we obtained the
FMB.Bright-field imageswere taken to determine if the reduced
height chambers are detected during quality control checking.
The results showed that it is hard to detect the reduced height
chambers because the light-microscopy only uses top-view two
dimensional (2D) views for the identification (Supplementary
Materials, Section V).
Following light-microscopy investigations, we separately

pipetted a fluorescent dye (Alexa Fluor 488), and PCR amplified
mice DNA into the reaction chambers. We recorded the relative
intensity decrease using a fluorescent microscope. Fig. 2(a)
shows the bright-field image of the fabricated reaction chambers
with two of the chambers having 50% less height than the
original. Fig. 2(b) shows the fluorescence image of the same
reaction chambers shown in Fig. 2(a). Fig. 2(c) shows the asso-
ciated intensity versus distance response along the horizontally
scanned line shown in Fig. 2(b). The response indicated about
50% less intensity for the deviant (i.e., 50% reduced) height
chamber. Similarly, Fig. 2(d) shows the vertical scan intensity
versus distance response as we move from the bottom reaction
chamber (50% less height) to the top one (regular) via the
microfluidic channel. The height of the microfluidic channel
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Fi g. 2.  E x p eri m e nt al d e m o nstr ati o n of a n S B att a c k. ( a),  A bri g ht- fi el d i m a g e
of t h e r e a cti o n c h a m b ers  w h er e t h e h ei g hts of t h e t w o c h a m b ers  w er e r e d u c e d b y
5 0 % of t h e ori gi n al h ei g ht ( 2 7 0 µ m).  T h e s c al e b ar is 2 8 0 µ m. ( b)  A fl u or es c e n c e
i m a g e of t h e r e a cti o n c h a m b ers as s h o w n i n Fi g. 2( a). ( c) I nt e nsit y v ers us dist a n c e
pl ot al o n g t h e h ori z o nt all y s c a n n e d li n e s h o w n i n Fi g. 2( b).  T h e s c al e b ar is 2 8 0
µ m. ( d) I nt e nsit y v ers us dist a n c e pl ot al o n g t h e v erti c all y s c a n n e d li n e as s h o w n
i n Fi g. 2( b).

w a s 9 0 % l ess t h a n t h e h ei g ht of t h e ori gi n al r e a cti o n c h a m b er.
T h e r es p o ns e ill ustr at e d a hi g h d e gr e e of c orr el ati o n b et w e e n t h e
i nt e nsit y a n d t h e h ei g ht of t h e  mi cr o fl ui di c c o m p o n e nts  w h er e
a c o nti n u o us tr a nsiti o n of i nt e nsit y, al o n g t h e or d er: 5 0 %, 9 0 %,
n o c h a n n el, a n d 1 0 0 % h ei g ht,  w as r e c or d e d, as s e e n i n Fi g. 2( d).

T o q u a ntif y c orr el ati o n,  w e d e v el o p e d a li n e ar r e gr essi o n
m o d el t o r el at e t h e n or m ali z e d h ei g hts of t h e r e a cti o n c h a m b ers
t o t h e c orr es p o n di n g n or m ali z e d i nt e nsiti es of t h e fl u or es c e n c e
m e as ur e m e nts.  N or m ali z ati o n  wit h r es p e ct t o t h e  m a xi m u m
h ei g ht a n d i nt e nsit y  w as d o n e t o  m a k e t h e p ar a m et ers di m e n-
si o nl ess. Fi g. 3( a) s h o ws a n e x a m pl e of t h e h ei g ht c h a n g e c arri e d
o ut t o o bt ai n d at a p oi nts f or t h e r e gr essi o n  m o d el.  T h e first
r o w i n Fi g. 3( a) c o nt ai ns t h e r e g ul ar r e a cti o n c h a m b ers  wit h
1 0 0 % h ei g ht, i. e., 2 7 0 μ m.  All t h e ot h er r e a cti o n c h a m b ers
ar e l ess i n h ei g ht t h a n t h e r e g ul ar o n es, s e e n s c h e m ati c all y i n
Fi g. 3( a).  T h e eff e ct of t h e h ei g ht diff er e n c e o n i nt e nsit y c a n
q u alit ati v el y b e s e e n i n t h e c orr es p o n di n g fl u or es c e n c e i m a g e.
A li n e ar fit  w as o bt ai n e d usi n g 1 8 h ei g ht- d e p e n d e nt d at a p oi nts
wit h a hi g h  R-s q u ar e v al u e of 0. 9 8 4, s e e n i n Fi g. 3( b).  T his
i m pli es t h at t h e  m o d el e x pl ai n e d 9 8. 4 % of t h e c h a n g e i n t h e
i nt e nsit y a ct u at e d b y t h e c h a n g e i n t h e r e a cti o n c h a m b er’s h ei g ht.
A si mil ar li n e ar r e gr essi o n  m o d el, h a vi n g a  R-s q u ar e v al u e of
0. 9 8 7,  w as o bt ai n e d  wit h 2 1 d at a p oi nts b ut  wit h P C R a m pli fi e d
mi c e  D N A, as s e e n i n Fi g. 3( c) –( d).

A n att a c k er c a n us e li n e ar r e gr essi o n  m o d els of t h e t y p e
pr es e nt e d h er e t o p erf or m a n att a c k t o d eli b er at el y cr e at e f als e-
n e g ati v e r es ults. It is i m p ort a nt t o n ot e t h at o n e c h a m b er c or-
r es p o n ds t o o n e p ati e nt’s s a m pl e. I n t h e c o nt e xt of a dis e as e
t h at c a n c a us e a p a n d e mi c s u c h as  C o vi d- 1 9, e v e n o n e f als e-
p ositi v e c a n i n cr e as e t h e tr a ns missi o n r at e, l e a di n g t o s eri o us
c o ns e q u e n c es.  T h e r es ults s h o w n i n Fi g. 3 c o nsi d er e d o nl y

t h e i nt e nsit y d e cr e m e nt b as e d o n t h e h ei g ht d e cr e m e nt as  w e
pi p ett e d alr e a d y a m pli fi e d  D N A i nt o t h e r e a cti o n c h a m b ers.
H o w e v er  D N A a m pli fi c ati o n us u all y t a k es pl a c e i n t h e r e a cti o n
c h a m b er usi n g h e ati n g a n d ( d e) h e ati n g c y cl es.  T h e d e cr e as e d
h ei g ht i ns erts a l a y er of P D M S ( a n i ns ul at or) i n b et w e e n t h e
r e a cti o n c h a m b er a n d h e ati n g s o ur c e, h a m p eri n g t h e pr o c ess
of h e ati n g a n d ( d e) h e ati n g.  Usi n g fi nit e- el e m e nt si m ul ati o n,  w e
s h o w t h at t h e S B- att a c k c a n n ot o nl y d e cr e as e fi n al fl u or es c e n c e
i nt e nsit y b ut c a n aff e ct P C R h e ati n g/ d e( h e ati n g) ( S u p pl e m e n-
t ar y  M at eri als, S e cti o n  VI),  w hi c h c a n f urt h er t a m p er t h e P C R
r es ults.

I n a r es o ur c e- c o nstr ai n e d s yst e m, r a n d o mi z e d-
c h e c k p oi nti n g- b as e d q u alit y c h e c ks c a n off er b ett er
s e c urit y [ 2 2].  T o q u a ntit ati v el y e v al u at e t h e st e alt h y n at ur e
of t h e S B att a c k,  w e pr o p os e a s e c urit y  m etri c t o c o m p ut e t h e
e v asi o n pr o b a bilit y d uri n g r a n d o mi z e d- c h e c k p oi nti n g- b as e d
c h e c ks.  Wit h  mi cr os c al e r e a cti o n c h a m b ers, t h e q u alit y c o ntr ol
c h e c ks  w o ul d  m ost li k el y b e d o n e b y a  mi cr os c o p e, eit h er
m a n u all y or b y usi n g a c h ar g e- c o u pl e d d e vi c e ( C C D) c a m er a
c o n n e ct e d t o t h e  mi cr os c o p e.  H o w e v er, c h e c ki n g a l ar g e n u m b er
of r e a cti o n c h a m b ers  will r e q uir e s e v er al r o u n ds of c h e c ki n g
s essi o ns usi n g t h e c a m er a.  T his is b e c a us e t h er e h as t o b e a
s uf fi ci e nt z o o m or  m a g ni fi c ati o n t o vi e w t h e r e a cti o n c h a m b ers
f or d et e cti n g str u ct ur al f a ults. F or e x a m pl e, t h e r ef er e n c e F M B
us e d h er e h as 2 3 0 4 r e a cti o n c h a m b ers; h o w e v er, b as e d o n o ur
mi cr os c o p y s essi o ns usi n g a 1 0 X o bj e cti v e, o nl y 1 2 of t h es e
c o ul d b e s e e n cl e arl y t o i d e ntif y str u ct ur al irr e g ul ariti es i n t h e
r e a cti o n c h a m b ers, as s h o w n i n Fi g. 4( a).

F or c o m p aris o n, Fi g. 4( b) s h o ws t h e  mi cr os c o pi c vi e w of 1 2
r e a cti o n c h a m b ers of t h e F M B  mi cr of a bri c at e d i n o ur l a b or at or y.
Fi g. 4( c) s h o ws t h e r a n d o mi z e d c h e c k p oi nti n g s c h e m ati c  w h er e
t h e  mi cr os c o p e s c a ns s p e ci fi c r e gi o ns o n t h e F M B at a n i nst a n c e.
H er e,  w e di vi d e d t h e F M B i nt o 1 9 2 r e gi o ns ( 1 2 r o ws a n d 1 6
c ol u m ns),  w h er e e a c h r e gi o n c o nt ai n e d 1 2 r e a cti o n c h a m b ers. I n
g e n er al, s u p p os e R vi e ws ar e n e e d e d t o s c a n t h e  w h ol e F M B. F or
e x a m pl e, Fi g. 4( c) s h o ws 1 9 2 r e gi o ns n e e d e d t o s c a n t h e c hi p.
T h er ef or e, R = 1 9 2 .  Ass u m e r of t h e vi e ws c o nt ai n a n o m al o us
or d e vi a nt- h ei g ht r e a cti o n c h a m b ers. F or e x a m pl e, i n Fi g. 4( c),
o n e vi e w h as d e vi a nt c h a m b ers.  T h er ef or e, r = 1 . L et n b e t h e
n u m b er of r a n d o m tri als t o d et e ct t h e str u ct ur al a n o m al y. F or
n = 1 , t h e pr o b a bilit y t h at a n a n o m al y is d et e ct e d is r

R . T h e
pr o b a bilit y t h at a n a n o m al y is  miss e d or e v asi o n pr o b a bilit y
(P e ), is gi v e n b y ( 1).

P e = 1 −
r

R
( 1)

F or n r a n d o m tri als, t h e pr o b a bilit y of e v asi o n P e i s gi v e n b y
( 2):

P e = 1 −
r

R
1 −

r

R − 1
1 −

r

R − 2

. . . 1 −
r

R − (n − 1)
( 2)

T h e crit eri a f or d et e cti n g a n S B att a c k c o ul d b e s o m e i d e nti fi-
a bl e p h ysi c al a n o m al y c o m p ar e d t o t h e s urr o u n di n g c h a m b ers.
F or e x a m pl e,  w e f o u n d l ess r e fl e ct e d li g ht fr o m t h e  w alls of t h e
d e vi a nt- h ei g ht c h a m b ers c o m p ar e d t o t h e ori gi n al c h a m b ers.
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Fi g. 3.  Li n e ar r e gr essi o n  m o d els f or t h e S B att a c k. ( a)  D e cr e as e i n fl u or es c e n c e i nt e nsit y ( Al e x a Fl u or 4 8 8 d y e)  wit h r e d u c e d- h ei g ht c h a m b ers: t h e i m a g e
s h o ws r e d u c e d fl u or es c e n c e i nt e nsit y f or t h e d e vi a nt- h ei g ht c h a m b ers c o m p ar e d t o t h e ori gi n al h ei g ht c h a m b ers ( 2 7 0 µ m).  T h e h ei g ht of t h e d e vi a nt c h a m b ers ar e
m e nti o n e d b el o w t h e m.  T h e s c al e b ar is 2 5 0 µ m. ( b)  Li n e ar r e gr essi o n  m o d el b et w e e n n or m ali z e d h ei g ht a n d n or m ali z e d i nt e nsit y of t h e  Al e x a Fl u or 4 8 8 d y e.
( c)  D e cr e as e i n fl u or es c e n c e i nt e nsit y ( P C R  A m pli fi e d  D N A, S y br  Gr e e n  D y e)  wit h r e d u c e d- h ei g ht c h a m b ers: t h e i m a g e s h o ws r e d u c e d fl u or es c e n c e i nt e nsi t y
c o m p ar e d t o t h e ori gi n al h ei g ht c h a m b ers ( 2 7 0 µ m).  T h e h ei g ht of t h e d e vi a nt c h a m b ers ar e  m e nti o n e d b el o w t h e m.  T h e s c al e b ar is 2 5 0 µ m.( d)  Li n e ar r e gr essi o n
m o d el b et w e e n n or m ali z e d h ei g ht a n d n or m ali z e d i nt e nsit y of t h e P C R a m pli fi e d  D N A ( S Y B R  Gr e e n d y e).

Fi g. 4.  Mi cr os c o pi c vi e w of 1 2 o ut of 2 3 0 4 r e a cti o n c h a m b ers a n d s e c urit y  m etri c pl ots. ( a)  A bri g ht- fi el d  mi cr os c o pi c vi e w of 1 2 r e a cti o n c h a m b ers i n t h e
r ef er e n c e F M B.  T h e s c al e b ar is 1 4 0 µ m. ( b)  A bri g ht- fi el d  mi cr os c o pi c vi e w of 1 2 r e a cti o n c h a m b ers i n o ur l a b or at or y- m a d e F M B.  T h e s c al e b ar is 2 5 0 µ m. ( c)  A
s c h e m ati c s h o wi n g t h e r a n d o mi z e d c h e c k p oi nti n g p oli c y t o d et e ct str u ct ur al a n o m ali es o n t h e F M B. ( d)  T h e pl ot of e v asi o n pr o b a bilit y ( P e ) v ers us t h e n u m b er of
r a n d o m  mi cr os c o p y tri als (n ) t o d et e ct str u ct ur al a n o m ali es. ( e)  T h e pl ot of e v asi o n pr o b a bilit y (P e ) v ers us t h e n u m b er of d e vi a nt vi e ws (r ) c o nt ai ni n g str u ct ur al
a n o m ali es. (f)  T h e pl ot of d et e cti o n pr o b a bilit y ( P D ) v ers us s e nsiti vit y (S n ) = s p e ci fi cit y ( S p ) of t h e d et e cti n g  mi cr os c o p es. ( g)  T h e pl ot of d et e cti o n pr o b a bilit y
(P D ) v ers us r ej e cti o n pr o b a bilit y (S ).

F or t h e r ef er e n c e F M B, R = 1 9 2 ,  w hil e r a n d n r e m ai n as
v ari a bl es.  A n att a c k er is li k el y t o i n cr e as e r as  m u c h as p ossi bl e
t o  m a k e t h e att a c k  m or e l et h al.  H o w e v er, i n cr e asi n g r d e cr e as es
t h e P e .  T o q u a ntif y t his,  w e pl ot a gr a p h b et w e e n P e a n d n b y
v ar yi n g r . Fi g. 4( d) s h o ws t h at P e e x p o n e nti all y d e cr e as es as r
i n cr e as es fr o m 1 t o 2 0.  W h e n n = 2 0 a n d r = 5 , P e d e cr e as es
b y 3 6 % c o m p ar e d t o t h e r = 1 c as e. I n c o m p aris o n, f or t h e s a m e
r = 5 ,  w h e n n = 5 0 , P e d e cr e as e d b y 7 1 %, i n di c ati n g a str o n g
d e p e n d e n c e of P e o n n .  T o r e c or d t h e eff e ct of r o n P e , w e fi x e d
n = 5 0 a n d pl ott e d P e f or r r a n gi n g fr o m 1 t o 2 0 ( Fi g. 4( e)).
W h e n r w as i n cr e as e d fr o m 1 t o 2, a 2 6 % r e d u cti o n i n P e w as
r e c or d e d, a n d f or r = 5 , a 7 1 % r e d u cti o n i n P e w as r e c or d e d.
T h e P e r e d u c e d 9 9 % f or r = 2 0 c o m p ar e d t o t h e r = 1 c as e.
T h us, a dr asti c d e cr e as e i n P e w as r e c or d e d  wit h a n i n cr e as e
i n r f or t h e gi v e n n = 5 0 .  A n att a c k er  w o ul d ai m t o i n cr e as e
r as  m u c h as p ossi bl e; t h e y ar e a w ar e t h at i n cr e asi n g r w o ul d

b e e asil y d et e ct e d b y r a n d o mi z e d c h e c k p oi nti n g.  T h er e is a n
i n h er e nt tr a d e off b et w e e n r a n d n .

A n att a c k er c a n us e s u c h  m etri cs t o d e ci d e o n r gi v e n a n n .
F or e x a m pl e, l et us c o nsi d er t h e c as e of r = 5 a n d r e c or d t h e
d e cr e as e i n P e wit h r es p e ct t o r = 1 . If n = 2 0 , t h e att a c k er
w o ul d li k el y c h o os e r t o b e 5 t h at s h o ws a 3 6 % of d e cr e as e
i n P e c o m p ar e d t o t h e c as e  w h er e n = 5 0 ,  w hi c h s h o ws 7 1 %
of d e cr e as e i n P e .  T his s el e cti v e t a cti c b as e d o n t h e pr o p os e d
m etri c  will gi v e t h e m a 3 5 % hi g h er c h a n c e of e v asi o n, s h o w n
i n Fi g. 4( c).  T h e F M B c o m p a ni es c o ul d us e s u c h r a n d o mi z e d
c h e c k p oi nti n g t o pr o a cti v el y s e c ur e t h eir bi o c hi ps.

We pr o p os e a n ot h er s e c urit y  m etri c b as e d o n i n d e p e n d e nt
B er n o ulli tri als,  w h er e t h e q u alit y c o ntr ol c h e c ks ar e d o n e o n all
t h e c h a m b ers ( usi n g all 1 9 2 vi e ws) r at h er t h a n t h e r a n d o mi z e d
c h e c ks d es cri b e d a b o v e; t h us, r = R h er e.  Aft er a p pl yi n g t his
r el ati o n i n ( 3), P e b e c o m es z er o.  T his e ns ur es t h at a d et e cti n g
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s y st e m  w o ul d s ur el y d et e ct t h e a n o m al y if all t h e c h a m b ers ar e
vi e w e d, ass u mi n g t h at t h e d et e cti n g s yst e m is a n i d e al o n e.  H o w-
e v er, P e w o ul d n ot b e z er o if t h e d et e cti n g s yst e m is n ot i d e al.  T h e
i d e alit y of t h e d et e cti o n s yst e m c a n b e q u a ntit ati v el y e v al u at e d
usi n g t h e ass o ci at e d s e nsiti vit y a n d s p e ci fi cit y p ar a m et ers.

F or str u ct ur al a n o m al y d et e cti o n i n t h e r e a cti o n c h a m b ers
vi a o pti c al  mi cr os c o p es,  w e d e fi n e s e nsiti vit y ( S n ) t o b e t h e
c o n diti o n al pr o b a bilit y of d et e cti n g t h e str u ct ur al a n o m al y  w h e n
t h e a n o m al y is a ct u all y pr es e nt.  O n t h e ot h er h a n d, s p e ci fi cit y
(S p ) is t h e c o n diti o n al pr o b a bilit y of n ot d et e cti n g t h e str u ct ur al
a n o m al y  w h e n t h e a n o m al y is n ot pr es e nt.  H er e,  w e f o c us
o ur att e nti o n o nl y o n t h e r e gi o n  w h er e t h e str u ct ur al a n o m al y
c a n b e s e e n a n d e v al u at e t h e d et e cti o n pr o b a bilit y ( P D ) of t h e
mi cr os c o p e f or v ar yi n g v al u es of S n a n d S p . F or e x a m pl e,
c o nsi d er t h e c as e s h o w n i n Fi g. 4(f),  w h er e t h e r e d o utli n e d i ns et
d e pi cts t h e r e gi o n c o nt ai ni n g o n e d e vi a nt h ei g ht c h a m b er o ut of
1 2 r e a cti o n c h a m b ers.  B as e d o n t h e  B er n o ulli tri al s c h e m e, P D

c a n b e e v al u at e d usi n g t h e f oll o wi n g ( 3),  w h er e c is t h e n u m b er of
d e vi a nt c h a m b ers i n a  mi cr os c o p y vi e w s h o wi n g 1 2 c h a m b ers.
N ot e t h at S n a n d S p d e n ot e s e nsiti vit y a n d s p e ci fi cit y of t h e
mi cr os c o p e, r es p e cti v el y.

P D = ( S n ) c · ( S p ) 1 2 − c ( 3)

A  m a n uf a ct ur e d F M B is r ej e ct e d if at l e ast o n e of t h e c h e c ki n g
s essi o ns i d e nti fi es S B- att a c k e d d e vi a nt- h ei g ht r e a cti o n c h a m-
b ers. If t h e q u alit y c o ntr ol c h e c k er is a w ar e of t h e a n o m al y
d et e cti o n  m et h o d, s u c h as s h a d o w/r e fl e cti o n- b as e d a n o m al y
d et e cti o n, at l e ast o n e a n o m al o us vi e w  will l e a d t o t h e l ot’s r ej e c-
ti o n.  Ot h er wis e, t h e S B att a c k  will g o u n d et e ct e d.  Ass u mi n g t h at
t h e c h e c k er or d et e ct or k n o ws t h e a n o m al y d et e cti o n p oli c y,  w e
d e fi n e a  m etri c t h at q u a nti fi es t h e pr o b a bilit y ( S ) of r ej e cti n g a
F M B if a n a n o m al y is d et e ct e d d uri n g t h e s c a n ni n g of t h e  w h ol e
bi o c hi p.  As p er t h e c o m m er ci al r ef er e n c e F M B, 1 2 r e a cti o n
c h a m b ers c a n b e o bs er v e d f or a n o m al y d et e cti o n, as s h o w n i n
Fi g. 4(f).  T h er ef or e, 1 2 i n d e p e n d e nt tri als ar e n e e d e d t o d et e ct
t h e n u m b er of d e vi a nt- h ei g ht c h a m b ers.  L et c b e t h e n u m b er
of d e vi a nt- h ei g ht c h a m b ers f o u n d d uri n g t h e 1 2 i n d e p e n d e nt
tri als.  T h e i ns et i n Fi g. 4(f) s h o ws t h e sit u ati o n  w h er e c = 1 o ut
of t h e 1 2 c h a m b ers.  L et P D b e t h e d et e cti o n pr o b a bilit y d uri n g
t h e 1 2 i n d e p e n d e nt tri als.  T h e n t h e pr o b a bilit y of s u c c essf ull y
r ej e cti n g t h e bi o c hi p (r ej e cti o n pr o b a bilit y, S ) is t h e pr o b a bilit y
of d et e cti n g a n a n o m al y f or at l e ast o n e tri al o ut of 1 2 tri als,
w hi c h is e q u al t o 1  mi n us pr o b a bilit y of n ot d et e cti n g a n y
a n o m al y at all.  E q u ati o ns ( 4) –( 6) b el o w r el at e S wit h P D w h er e
k d e n ot es n u m b er of a n o m al y d et e cti o n e v e nts o ut of 1 2 tri als.

S = P (k ≥ 1)  = 1 − P (k = 0) ( 4)

P (k = 0) =
1 2

0
(P D ) 0 ( 1 − P D ) 1 2 − 0 ( 5)

S = 1 − ( 1 − P D ) 1 2 ( 6)

We a p pl y ( 3) t o e v al u at e P D f or diff er e nt S n = S p r a n gi n g
fr o m 0. 5 t o 0. 9 9, s e e n i n Fi g. 4(f). P D i n cr e as e d  w h e n S n a n d
S p w er e i n cr e as e d. F or e x a m pl e,  w h e n S n = S p i n cr e as e d fr o m
0. 8 t o 0. 9 a n d 0. 9 5, P D i n cr e as e d b y 2. 9-f ol d a n d 7. 4-f ol d,
r es p e cti v el y.  W h e n S n a n d S p i n cr e as e d fr o m 0. 9 5 t o 0. 9 9,

P D i n cr e as e d b y 6 4 %.  Usi n g t h e P D v al u es,  w e e v al u at e d t h e
r ej e cti o n pr o b a biliti es (S ) usi n g ( 6), pl ott e d i n Fi g. 4( g).  T h e
pl ot i n di c at es S i n cr e as es c o nsi d er a bl y  wit h a n i n cr e as e i n P D .
A 4 1 % i n cr e as e i n S w as r e c or d e d  w h e n P D i n cr e as e d fr o m
0. 0 7 ( c orr es p o n di n g t o S n = S p = 0 .8 ) t o 0. 2 8 ( c orr es p o n di n g
t o S n = S p = 0. 9). F or P D e q u al t o 0. 5 4 a n d 0. 8 8 ( c orr es p o n di n g
t o S n = S p = 0 .8 a n d 0. 9 9, r es p e cti v el y), S c o n v er g e d t o u nit y.
T h us, s e nsiti vit y a n d s p e ci fi cit y of t h e d et e cti n g  mi cr os c o p es
c a n aff e ct r ej e cti o n pr o b a biliti es t o dis c ar d S B- att a c k e d F M Bs.
T h e  B er n o ulli tri al- b as e d s e c urit y e v al u ati o n s h o ws t h at e v e n if
t h e  w h ol e F M B is s c a n n e d f or a n o m al y d et e cti o n, a n att a c k er
c a n e v a d e d et e cti o n d u e t o t h e li mits of t h e d et e cti n g s yst e m.
Usi n g t h es e  m etri cs, att a c k ers c a n pi c k a n att a c k s c h e m e t h at
m a xi mi z es t h eir c h a n c es of es c a pi n g d et e cti o n.  D ef e n d ers c a n
pr o a cti v el y c o m p ut e t h es e  m etri cs t o s af e g u ar d F M Bs a g ai nst
S B att a c ks.

V.  D E F E N S E A G AI N S T S B  A T T A C K S

T o pr ot e ct a g ai nst t h e att a c k d es cri b e d i n S e cti o n I V,  w e
h a v e t o i ns p e ct all t h e r e a cti o n c h a m b ers pr es e nt o n t h e bi o c hi p.
H o w e v er, a n i ns p e cti o n of all t h e r e a cti o n c h a m b ers,  w hi c h c o ul d
b e i n t h o us a n ds, is n ot pr a cti c al i n r e alisti c s c e n ari os f or l o w- c ost
bi o c hi ps.  T h er ef or e,  w e h a v e e m pl o y e d t w o  D L- b as e d a n o m al y
d et e cti o n al g orit h ms f or d et e cti n g d e vi a nt c h a m b ers.  We n e xt
pr es e nt t h es e  D L- b as e d a n o m al y d et e cti o n t e c h ni q u es t o c o u nt er
S B att a c ks.

A n o m al y d et e cti o n or o utli er d et e cti o n is a t e c h ni q u e t h at
h el ps t o i d e ntif y d at a i nst a n c es  w hi c h d e vi at e si g ni fi c a ntl y fr o m
m aj orit y of d at a i nst a n c es.  O utli er d et e cti o n [ 2 9], [ 3 0], [ 3 1], [ 3 2]
c a n b e k e y t o d et e cti n g  m ali ci o us b e h a vi or, a n d t h er e b y pr e v e nt
c o m pr o mis e d bi o c hi ps fr o m b ei n g s ol d c o m m er ci all y. I n r e c e nt
y e ars,  m a c hi n e l e ar ni n g ( M L)  m et h o ds, es p e ci all y  D L, h a v e
b e e n i n cr e asi n gl y a d o pt e d f or pr e di cti v e a n al ysis.  A ut o m at e d
f e at ur e e xtr a cti o n i n  D L h el ps us t o d e fi n e t h e b o u n d ar y b et w e e n
n or m al a n d a n o m al o us b e h a vi o ur i n t h e d at as et.  T h e d at as et i n
o ur a p pli c ati o n is c o m p os e d of a  mi cr os c o pi c vi e w of r e a cti o n
c h a m b ers i n t h e bi o c hi p.

O ur a p pr o a c h is pr es e nt e d i n Fi g. 5( a).  We c o nsi d er tr u e i m-
a g es t o b e t h os e  w h er e e a c h of t h e r e a cti o n c h a m b ers h as 1 0 0 %
h ei g ht, t h at is, 2 7 0 μ m, as s h o w n i n t h e t o p r o w i n Fi g. 5( b). If a n y
r e a cti o n c h a m b er h as a h ei g ht t h at is n ot e q u al t o 2 7 0 μ m, t h e n
t h e i m a g e is d e e m e d t o b e a n o utli er.  T h e d e vi a nt- h ei g ht r e a cti o n
c h a m b ers c a n b e s e e n i n all t h e ot h er r o ws i n Fi g. 5( b).  O ur g o al
is t o d et e ct t h e o utli ers a n d pr e v e nt t h e att a c k fr o m s u c c e e di n g. I n
or d er t o p erf or m o utli er d et e cti o n, t h e  D L  m o d el  m ust b e tr ai n e d
o n a l ar g e d at as et ( S u p pl e m e nt ar y  M at eri als, S e cti o ns  VII a n d
VIII).  T h e i m a g e d at as et is c o m pris e d of t w o diff er e nt cl ass es of
d at a  w hi c h i n di c at e tr u e a n d a n o m al o us i m a g es e a c h a m o u nti n g
t o 4 0 0 i m a g es.  We f urt h er s plit t h e d at as et i nt o a tr ai ni n g d at as et
wit h 8 0 % of t h e i m a g es a n d v ali d ati o n d at as et  wit h t h e r e m ai ni n g
2 0 % of t h e i m a g es.

M a n y  M L t e c h ni q u es h a v e b e e n c o nsi d er e d f or a n o m al y
d et e cti o n; t h es e i n cl u d e f u z z y l o gi c [ 3 3], [ 3 4],  B a y esi a n a p-
pr o a c h [ 3 5], [ 3 6] g e n eti c al g orit h m [ 3 7], [ 3 8], a n d n e ur al n et-
w or k [ 3 9], [ 4 0].  H o w e v er,  D L h as b e e n s h o w n t o b e  m or e
eff e cti v e t h a n tr a diti o n al  M L  m et h o ds [ 4 1], [ 4 2], [ 4 3].  T h e
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Fi g. 5.  D L- b as e d a n o m al y d et e cti o n. ( a)  A s c h e m ati c d es cri bi n g t h e  D L- b as e d
a n o m al y d et e cti o n. ( b)  T h e i m a g e t a k e n fr o m a li g ht  mi cr os c o p e s h o ws t h e
ori gi n al- h ei g ht ( 2 7 0 µ m) a n d t h e d e vi a nt- h ei g ht ( < 2 7 0 µ m) r e a cti o n c h a m b ers.
9 o ut of 1 2 c h a m b ers h a v e d e vi a nt h ei g hts.  T h es e d e vi a nt h ei g ht c h a m b ers ar e
m ar k e d as r e d b o x es.  T h e s c al e b ar is 2 7 0 µ m. ( c)  Tr ai ni n g a n d v ali d ati o n l oss es
f or t h e  R es N et- 3 4  m o d el. ( d)  G e n er at or a n d dis cri mi n at or  L oss es f or t h e  G A N
m o d el. ( e)  Tr ai ni n g a n d v ali d ati o n a c c ur a c y f or  R es N et- 3 4  m o d el.

m o st fr e q u e ntl y us e d  D L  m et h o ds ar e b as e d o n g e n er ati v e
a d v ers ari al n et w or ks ( G A Ns) [ 3 3], a ut o e n c o d ers [ 4 4], c o n v o-
l uti o n al n e ur al n et w or ks ( C N Ns) [ 4 5], a n d  L o n g S h ort- Ter m
M e m or y ( L S T M) [ 4 6].  D e e p er c o n v ol uti o n al n e ur al n et w or ks
c a n e xtr a ct i m a g e r e pr es e nt ati o ns b y st a c ki n g l a y ers i n t h e
n et w or k ar c hit e ct ur e a n d c a n cl assif y t h e i m a g es  wit h hi g h er
a c c ur a c y.  H o w e v er, st a c ki n g  m or e l a y ers gi v es ris e t o a pr o bl e m
of v a nis hi n g/ e x pl o di n g gr a di e nts,  w hi c h a d v ers el y i m p a cts c o n-
v er g e n c e.  T his pr o bl e m, h o w e v er, c a n b e s ol v e d b y p erf or mi n g
n or m ali z ati o n of t h e i niti al a n d i nt er m e di at e l a y ers, b ut  w h e n
t h es e d e e p er n e ur al n et w or ks st art c o n v er gi n g, a pr o bl e m of
d e gr a d ati o n o c c urs  w h er e b y t h e a c c ur a c y s at ur at es a n d t h e n
d e gr a d es r a pi dl y.

I n or d er t o a d dr ess t his pr o bl e m, d e e p r esi d u al n et w or ks
h a v e b e e n pr o p os e d.  R esi d u al n e ur al n et w or ks or  R es N ets [ 4 7]
p erf or m i m a g e r e c o g niti o n, i m a g e s e g m e nt ati o n, a n d vis u al
o bj e ct d et e cti o n, a n d t h e y h a v e b e e n us e d i n h e alt h c ar e-r el at e d
a p pli c ati o ns [ 4 8], [ 4 9], [ 5 0], [ 5 1], [ 5 2].  T h es e n et w or ks st a c k
r esi d u al bl o c ks o n t o p of e a c h ot h er t o f or m a n et w or k; e. g.,
R es N et- 5 0 c o m pris es fift y l a y ers usi n g t h es e bl o c ks.  T h er e ar e
r esi d u al c o n n e cti o ns c o n n e cti n g t h e pr e- a cti v ati o n fr o m o n e
l a y er  wit h t h e i n p ut of a pr e vi o us l a y er i n a n a d diti v e f as hi o n
s ki p pi n g s e v er al l a y ers i n b et w e e n, a n d t h e n o n-li n e ar a cti v ati o n
is a p pli e d t o t h e s u m t o c o m p ut e t h e i n p ut f or t h e n e xt l a y er.

A g e n er ati v e a d v ers ari al n et w or k ( G A N) is a t y p e of d e e p
n e ur al n et w or k t h at g e n er at es n e w d at a fr o m t h e tr ai ni n g d at as et.
G A Ns c o nsist of t w o k e y c o m p o n e nts, k n o w n as t h e g e n er at or
(G ) a n d t h e dis cri mi n at or (D ),  w hi c h ar e tr ai n e d a g ai nst e a c h

ot h er i n a n a d v ers ari al  m a n n er.  T h e  G e n er at or  m o d el g e n er at es
i m a g es t h at ar e t h e n e v al u at e d b y t h e dis cri mi n at or  m o d el.  T h e
G A N  m o d el  m a xi mi z es t h e pr o b a bilit y p d at a (x )) t h at a n y r e al
i n p ut i m a g e, x , is cl assi fi e d as b el o n gi n g t o t h e tr u e d at as et
w hil e a n y f a k e i m a g e g e n er at e d b y  G h as  mi ni m u m pr o b a bilit y
(p z (z )) of b ei n g cl assi fi e d as b el o n gi n g t o t h e r e al d at as et. If
G (z ) r e pr es e nts t h at t h e g e n er at or f u n cti o n  m a ps a l at e nt s p a c e
v e ct or z t o t h e i n p ut d at a-s p a c e, t h e l oss f u n cti o n us e d b y  G A N
m a xi mi z es t h e f u n cti o n D (x ) w hil e  mi ni mi zi n g D (G (z )) .  T h us,
D a n d G c a n b e c o nsi d er e d t o b e t w o a g e nts pl a yi n g a  mi ni m a x
g a m e  wit h l oss/ err or f u n cti o n gi v e n b y V (D,  G ) gi v e n b y ( 7),
w h er e E r e pr es e nts e x p e ct ati o n i n t er ms of pr o b a bilit y.

mi n
G

{ m a x
D

{ V (D,  G )} } = E x ∼ p d a t a ( x ) [l o g D (x )]

+ E z ∼ p z ( z ) [l o g ( 1 − D (G (z )))]
( 7)

A m o n g  G A N ar c hit e ct ur es, d e e p c o n v ol uti o n al g e n er ati v e
a d v ers ari al n et w or ks ( D C G A N) ar e es p e ci all y eff e cti v e f or d at a
a u g m e nt ati o n  wit h li mit e d d at as et si z e [ 5 3].  T h e  D C G A N ar-
c hit e ct ur e  w as pr o p os e d t o e x p a n d o n t h e c o m pl e xit y of t h e
g e n er at or a n d dis cri mi n at or n et w or ks. It us es  C N Ns f or t h e
g e n er at or a n d dis cri mi n at or n et w or ks.

We us e d t w o a p pr o a c h es t o d et e ct a n o m ali es: a 3 4-l a y er d e e p
r esi d u al n e ur al n et w or k  R es N et- 3 4 a n d a  G A N- b as e d n et w or k
D C G A N.  T h e  R es N et- 3 4  m o d el is pr ef err e d t o t h e ot h er d e e p er
n e ur al n et w or ks b e c a us e it s ol v es t h e pr o bl e m of v a nis hi n g
gr a di e nts b y usi n g r esi d u al n et w or ks,  w hi c h e n a bl es it t o s ki p
c o n n e cti o ns b a c k w ar d fr o m l at er l a y ers t o i niti al l a y ers, t h er e b y
all o wi n g gr a di e nts t o fl o w.  T his h el p e d  R es N et- 3 4 i n c o n v ol vi n g
t h e i m a g es, e xtr a cti n g f e at ur es, a n d fi n all y p erf or mi n g q u alit y
c o ntr ol c h e c ks o n pr o d u cts.

We tr ai n e d t h e  R es N et- 3 4  m o d el  wit h t h e  A d a m o pti mi z ati o n
al g orit h m a n d t h e cr oss- e ntr o p y l oss f u n cti o n f or 2 5 e p o c hs,
wit h a b at c h-si z e of 3 2 i m a g e s a m pl es a n d a l e ar ni n g r at e
of 1 × 1 0 − 4 .  T h e  A d a m al g orit h m is a o n e-st e p o pti mi z ati o n
al g orit h m f or r a n d o m o bj e cti v e f u n cti o n.  T h e h y p er- p ar a m et ers
f or t h e  A d a m al g orit h m c a n b e e asil y a dj ust e d t o s u p p ort b a c k
pr o p a g ati o n  wit h f ast er c o n v er g e n c e s p e e d a n d eff e cti v e l e ar n-
i n g.  T h e cr oss- e ntr o p y l oss f u n cti o n us e d f or tr ai ni n g h el p e d
i n u p d ati n g t h e  w ei g hts a n d bi as at a r e as o n a bl e s p e e d.  T h e
l oss c ur v es f or t h e tr ai ni n g a n d v ali d ati o n d at as ets c a n b e s e e n
i n Fi g. 5( c).  D C G A N- b as e d a n o m al y d et e cti o n a p p e ar e d t o b e
us ef ul si n c e t h er e is a s h ort a g e of gr o u n d-tr ut h a n o m ali es; it
h el p e d us t o c a pt ur e t h e r e al d at a distri b uti o n al o n gsi d e t h e
g e n er ati o n of si m ul at e d d at a.  T h e  D C G A N  m o d el  w as tr ai n e d
wit h a  mi ni- b at c h si z e of 3 2 i m a g es f or 3 0 e p o c hs usi n g t h e
Bi n ar y  Cr oss  E ntr o p y l oss ( B C E  L oss) f u n cti o n.  T h e  B C E
L oss f u n cti o n h el p e d i n li n e ar b a c k- pr o p a g ati o n  wit h a fi nit e
l oss v al u e.  T h e tr ai ni n g f or t h e G a n d D n et w or ks  w as d o n e
usi n g s e p ar at e  A d a m o pti mi z ers.  T h e o pti mi z er f or D us e d
a l e ar ni n g r at e of 1 × 1 0 − 4 w hil e t h at f or G us e d a l e ar ni n g
r at e of 2 × 1 0 − 4 .  T h e l oss c ur v es f or t h e  D C G A N  m o d el ar e
s h o w n i n Fi g. 5( d).  As tr ai ni n g pr o gr ess es, t h e l oss v al u es f or D
k e e ps o n d e cr e asi n g  w hil e t h at f or G k e e p o n i n cr e asi n g  w hi c h
cl e arl y i n di c at es t h at D h as l e ar n e d t o dis cri mi n at e b et w e e n t h e
gr o u n d tr ut h a n d a n o m al o us d at a  w hil e G h as f ail e d i n f o oli n g D .

A ut h ori z e d li c e n s e d u s e li mit e d t o: N e w Y or k U ni v er sit y A b u D h a bi C a m p u s. D o w nl o a d e d o n F e br u ar y 1 5, 2 0 2 3 at 1 0: 3 2: 0 5 U T C fr o m I E E E X pl or e.  R e stri cti o n s a p pl y.  
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Fi g. 5( e) s h o ws t h e cl assi fi c ati o n a c c ur a ci es f or t h e  R es N et- 3 4
m o d el f or t h e tr ai ni n g a n d v ali d ati o n d at a s ets, r es p e cti v el y.  T h e
b est r e c o g niti o n a c c ur a c y  w as f o u n d t o b e a b o ut 9 6 % i n di c ati n g
t h at t h e  m o d el  w as eff e cti v e i n i d e ntif yi n g t h e i m a g es h a vi n g
d e vi a nt h ei g ht r e a cti o n c h a m b ers.

F urt h er, t o e v al u at e p erf or m a n c e  m e as ur e m e nts of o ur  D L
m o d els,  w e h a v e us e d pr e cisi o n s c or e, r e c all s c or e, F 1 s c or e,
f als e p ositi v e r at e ( F P R), a n d f als e n e g ati v e r at e ( F N R) as
e v al u ati o n  m etri cs (s e e S u p pl e m e nt ar y  M at eri als, S e cti o n  VIII).
O ur r es ults i n di c at e 0. 0 4 7 6 F P R a n d 0 F N R f or  R es N et- 3 4, a n d
0 F P R a n d 0. 0 4 5 4 F N R f or  D C G A N, s h o wi n g t h at ar e  m o d els
ar e a bl e t o a c hi e v e hi g h p erf or m a n c e.

VI.  W A T E R M A R KI N G

We pr o p os e a d e vi c e-l e v el  w at er m ar ki n g s c h e m e f or F M Bs
usi n g t h e r e a cti o n c h a m b er’s h ei g ht-i nt e nsit y c orr el ati o n.  We
l e v er a g e t his i n h er e nt d e p e n d e n c e of fl u or es c e n c e i nt e nsit y o n
t h e r e a cti o n c h a m b er h ei g ht t o e m b e d fl u or es c e nt  m ar k ers i nt o
F M Bs.  We i n cr e as e d t h e h ei g ht of c ert ai n r e a cti o n c h a m b ers
a n d of t h e  mi cr o fl ui di c c h a n n els at s p e ci fi c l o c ati o ns.  W h e n a
fl u or es c e nt d y e  w as pi p ett e d t o t h es e i n cr e as e d h ei g ht p orti o ns,
fl u or es c e nt  m ar k ers  w er e o bt ai n e d t h at  w er e q u a nti fi a bl e usi n g
fl u or es c e n c e  mi cr os c o p y.  T h us, t h es e fl u or es c e nt  m ar k ers,  w h e n
s e e n usi n g a fl u or es c e n c e  mi cr os c o p e, a ct e d as a  w at er m ar k.
I n t h e e v e nt of a n S B att a c k s us pi ci o n or s us pi ci o n r e g ar di n g
pir a c y, f or g er y, a n d c o u nt erf eiti n g, t his s e cr et  w at er m ar k fr o m
t h e bi o c hi p c a n b e u n d e ni a bl e a ut h ors hi p pr o of, s af e g u ar di n g
t h e bi o c hi p a g ai nst t h es e att a c ks.

I n S e cti o n I V,  w e s h o w e d t h at r e d u ci n g t h e h ei g ht of a
r e a cti o n c h a m b er c a n d e cr e as e fl u or es c e n c e i nt e nsit y.  H o w e v er,
r e d u ci n g t h e h ei g ht of a r e a cti o n c h a m b er c o m pr o mis e d t h e P C R
a m pli fi c ati o n o ut c o m es r es ulti n g i n f als e- n e g ati v e r e a di n gs.  As
a n alt er n ati v e, i n cr e asi n g t h e c h a m b er h ei g ht st e alt hil y as a n
e m b e d d e d si g n at ur e is a vi a bl e  w at er m ar ki n g p oli c y a n d t his
w o ul d n ot c o m pr o mis e a m pli fi c ati o n r es ults. F urt h er m or e, t h es e
i n cr e as e d- h ei g ht c h a m b ers c a n r e m ai n eff e cti v el y hi d d e n a n d
c a n o nl y b e q u a ntit ati v el y e xtr a ct e d usi n g t h e dist a n c e-i nt e nsit y
gr a p h, as s h o w n i n Fi g. 6.

Fi g. 6( a) s h o ws a s c h e m ati c  w h er e t h e r e a cti o n c h a m b ers
h ei g hts  w er e i n cr e as e d t o q u a ntif y t h e i n cr e as e i n fl u or es c e n c e
i nt e nsit y.  T h e h ei g ht of t h e first-r o w c h a m b ers  w as k e pt t h e s a m e
w hil e t h e ot h ers  w er e c h a n g e d  wit h a st e p si z e of 1 μ m.  T h e
c orr es p o n di n g bri g ht- fi el d i m a g e  w as t a k e n fr o m a li g ht  mi-
cr os c o p e.  All c h a m b ers ar e q u alit ati v el y i n disti n g uis h a bl e fr o m
e a c h ot h er d u e t o t h e  mi ni m al h ei g ht i n cr e m e nt.  H o w e v er, t h e
c h a n g e b e c o m es e vi d e nt  w h e n  w e us e d fl u or es c e n c e  mi cr os c o p y
t o q u a ntit ati v el y c h ar a ct eri z e t h e i nt e nsit y- h ei g ht r el ati o ns hi p.
Fi g. 6( b) a n d ( c) s h o w t h e bl u e li n es,  w hi c h i n di c at e t h e h ori-
z o nt all y a n d v erti c all y s c a n n e d p at hs of i nt e nsit y- dist a n c e pl ots.
Fi g. 6( d) a n d ( e) s h o w t h e i nt e nsit y- dist a n c e pl ots c orr es p o n di n g
t o Fi g. 6( b) a n d ( c), r es p e cti v el y.

T h e r es p o ns e i n Fi g. 6( d) s h o ws a  mi ni m al c h a n g e i n i nt e nsit y
d u e t o t h e s a m e h ei g ht ( 2 7 0 μ m) a cr oss all t h e t hr e e t o p-r o w
c h a m b ers.  We attri b ut e d t his c h a n g e t o b e n ois e a n d d e fi n e d a p a-
r a m et er n a m e d st a n d ar d d e vi ati o n (σ ) t o q u a ntif y t h e n ois e.  We
c al c ul at e d t h e σ b y s u btr a cti n g t h e  m a xi m u m ( 4 8 4 8 8  A. U) v al u e

Fi g. 6.  Wat er m ar ki n g usi n g r e a cti o n c h a m b ers’ h ei g ht i n cr e m e nt. ( a)  A
s c h e m ati c s h o wi n g i n cr e as e d h ei g ht c h a m b ers t o e v al u at e t h e i nt e nsit y- dist a n c e
r el ati o ns hi p.  T h e bri g ht- fi el d i m a g e t a k e n fr o m a li g ht  mi cr os c o p e s h o ws t h e
r e a cti o n c h a m b ers.  T h e ori gi n al a n d  w at er m ar k e d c h a m b ers ar e q u alit ati v el y
i n disti n g uis h a bl e.  T h e s c al e b ar is 2 5 0 µ m. ( b)  T h e fl u or es c e nt i m a g e s h o ws t h e
Al e x a Fl u or 4 8 8 d y e- fill e d c h a m b ers.  A h ori z o nt al s c a n  w as d o n e o n t h e t o p
r o w of t h e f a bri c at e d c h a m b ers.  T h e s c al e b ar is 2 5 0 µ m. ( c)  T h e fl u or es c e nt
i m a g e s h o ws t h e  Al e x a Fl u or 4 8 8 d y e- fill e d c h a m b ers.  A v erti c al s c a n  w as d o n e
o n t h e l eft m ost c ol u m n c h a m b ers.  T h e s c al e b ar is 2 5 0 µ m. ( d),  T h e i nt e nsit y
v ers us dist a n c e pl ot c orr es p o n di n g t o t h e h ori z o nt al s c a n i n Fi g. 6( b). ( e)  T h e
i nt e nsit y v ers us dist a n c e pl ot c orr es p o n di n g t o t h e v erti c al s c a n i n Fi g. 6( c). Δ
c orr es p o n ds t o t h e  m e a n diff er e n c e i n t h e i nt e nsit y f or 1 µ m h ei g ht diff er e n c e,
w hi c h  w as r e c or d e d t o b e 7 3 3  A. U.

fr o m t h e  mi ni m u m ( 4 8 1 2 1  A. U.),  w hi c h r es ult e d i n t h e σ = 3 6 7
A. U. I n c o m p aris o n, t h e r es p o ns e i n Fi g. 6(f) s h o ws i n cr e as e d
i nt e nsiti es c orr es p o n di n g t o t h e i n cr e as e d h ei g hts a cr oss t h e
l eft- m ost first- c ol u m n c h a m b ers s h o w n i n Fi g. 6( d).  T h e r es ults
d e m o nstr at e d t h e hi g hl y s e nsiti v e n at ur e of d et e cti o n,  w h er e t h e
r es p o ns e c h a n g e d f or e v e n 1 μ m of h ei g ht i n cr e as e. F or t h e li mit
of d et e cti o n ( L O D),  w e d e fi n e d a p ar a m et er Δ t h at c orr es p o n ds
t o t h e diff er e n c e i n t h e i nt e nsit y f or 1 μ m h ei g ht diff er e n c e,
w hi c h  w e r e c or d e d t o b e 7 3 3  A. U.  Usi n g σ a n d Δ ,  w e d e fi n e d
t h e li mit of d et e cti o n i n (I L O D ) as i n ( 8) [ 5 4].  B y i ns erti n g t h e
r el e v a nt v al u es,  w e o bt ai n e d I L O D = 1 8 3 4 A. U.,  w hi c h di ct at e d
t h e  mi ni m al st e p si z e t o b e f oll o w e d f or v ar yi n g h ei g hts of t h e
r e a cti o n c h a m b ers t o i ns ert t h e  w at er m ar ks.  C o nsi d eri n g t h e
o bt ai n e d I L O D ,  w e pr o p os e t h e st e p si z e t o b e 3 μ m,  w hi c h
c a n eff e cti v el y gi v e d et e cti o n r e a di n gs  wit h o ut g etti n g i nt erf er e d
wit h n ois e si g n als.  T h us, i n cr e asi n g t h e h ei g ht of t h e c h a m b ers,
l e a di n g t o a n i n cr e as e i n t h e fl u or es c e n c e i nt e nsit y p ost P C R
a m pli fi c ati o n, off ers a n eff e cti v e s c h e m e f or  w at er m ar ki n g.  B y
c h o osi n g c ert ai n r e a cti o n c h a m b ers ( wit h i n cr e as e d h ei g hts),
a  w at er m ar k c a n b e e m b e d d e d t h at c a n b e q u a nti fi e d usi n g
fl u or es c e n c e i nt e nsit y  m e as ur e m e nt. F or a s e nsiti v e fl u or es c e n c e
mi cr os c o p e,  w hi c h c a n q u a ntif y e v e n 3 μ m of h ei g ht i n cr e m e nt,
as s h o w n i n t his  w or k, a F M B d esi g n er h as s e v er al h ei g ht
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Fi g. 7.  Wat er m ar ki n g usi n g  mi cr o fl ui di c li n es a n d  w at er m ar k r e a d r at es. ( a) I ns ert e d str u ct ur al a n d fl u or es c e nt  w at er m ar ks a n d ass o ci at e d fl u or es c e n c e i nt e nsit y-
dist a n c e r es p o ns e.  T h e bri g ht- fi el d i m a g e s h o ws t h e str u ct ur al  m ar k ers i n t h e  mi cr o fl ui di c li n es.  T h e z o o m e d i m a g e s h o ws t h e fl u or es c e nt  m ar k ers e m b e d d e d i n
t h e  mi cr o fl ui di c li n es.  T h e di m e nsi o ns of t h e s q u ar e  m ar k er ar e: h ei g ht ( 2 0 0 µ m), 5 0 µ m × 5 0 µ m, a n d t h e r e ct a n g ul ar  m ar k er ar e: h ei g ht ( 6 7. 5 µ m), 1 0 0 µ m
× 5 0 µ m.  T h e s c al e b ar is 2 5 0 µ m. ( b)  T h e s c h e m ati c s h o ws a l a b el e d r ef er e n c e F M B t o i d e ntif y t h e l o c ati o n of t h e r e a cti o n c h a m b ers.  T h e z o o m e d s c h e m ati c
s h o ws t h e  w at er m ar k  w h er e t h e n u m b er of  m ar k ers is t hr e e, s h o w n i n r e d c ol or.  T h e s e nsiti vit y ( S n ) is 0. 9 5, a n d t h e s p e ci fi cit y (S p ) is 0. 9 8.  T h e pl ot s h o ws t h e
ass o ci at e d  w at er m ar k r e a d r at e ( W )  wit h r es p e ct t o t h e n u m b er of s u b gri ds (|g |) t o d et e ct t h e  w at er m ar k.  T h e n u m b er of  m ar k ers is t hr e e, s e nsiti vit y (S n ) is 0. 9 5
a n d s p e ci fi cit y ( S p ) is 0. 9 8. ( c)  Wat er m ar k r e a d r at e v ers us |g | f or diff er e nt S n = S p . ( d)  Wat er m ar k r e a d r at e v ers us n u m b er of  m ar k ers (m ) f or S n = 0 .9 5 a n d
S p = 0 .9 8 .

o pti o ns,  w hi c h t h e y c a n us e t o  w at er m ar k or fi n g er pri nt t h e
F M Bs.

I L O D = Δ + 3 σ ( 8)

We c o nsi d er e d si g n at ur es e m b e d d e d o nl y i n t h e  mi cr o fl ui di c
li n es, e x cl u di n g t h e r e a cti o n c h a m b ers.  B y i n cr e asi n g t h e h ei g ht
of  mi cr o fl ui di c c h a n n els at s p e ci fi c l o c ati o ns i n t h e c h a n n els,
str u ct ur al ( d et e ct e d o nl y b y li g ht  mi cr os c o p es) a n d fl u or es c e nt
m ar k ers ( d et e ct e d o nl y b y fl u or es c e n c e  mi cr os c o p es) c a n b e
o bt ai n e d.  T h es e  m ar k ers c a n a ct as a s e cr et  w at er m ar k,  w hi c h
c a n b e us e d as a pi e c e of e vi d e n c e b y t h e a ut h e nti c p art y t o cl ai m
o w n ers hi p of t h e bi o c hi p. Fi g. 7( a) s h o ws li g ht (f or str u ct ur al
m ar k ers) a n d fl u or es c e n c e  mi cr os c o p y (f or fl u or es c e nt  m ar k ers)
i m a g es of t h e e m b e d d e d  m ar k ers i n t h e  mi cr o fl ui di c li n es.
T h e r es ults ( S u p pl e m n et ar y  M at eri als, S e cti o n I X) hi g hli g ht
t h e v ari a bilit y (l o c ati o n- a n d di m e nsi o n- wis e),  w hi c h c a n b e
us e d t o i ns ert u ni q u e si g n at ur es f or eit h er  w at er m ar ki n g or
fi n g er pri nti n g F M Bs.  T his  w at er m ar ki n g s c h e m e pr o vi d es t w o
l a y ers of pr ot e cti o n  w h er e e v e n t h o u g h a n att a c k er c o pi es t h e
str u ct ur al  w at er m ar k, c o p yi n g t h e fl u or es c e nt  m ar k ers,  w hi c h
i n v ol v es  m at c hi n g t h e e x a ct i nt e nsit y- dist a n c e r es p o ns e b as e d
o n t h e i n cr e as e d h ei g ht of t h e c h a n n el p orti o n, is dif fi c ult t o
a c hi e v e.

We q u a ntit ati v el y e v al u at e d t h e ef fi c a c y of s u c h a  w at er-
m ar ki n g s c h e m e, i n t er ms of a c c ur a c y a n d st e alt h, b y d e fi ni n g
a  m etri c, W ,  w hi c h is t h e pr o b a bilit y of s u c c essf ul r e a d o ut

r at e of t h e e m b e d d e d  w at er m ar ks.  Alt h o u g h i ns erti n g  w at er-
m ar ks  w as 3 D i n n at ur e, t h e  mi cr os c o p y- b as e d d et e cti o n is
2 D,  w h er e a s et of  m ar k ers n e e d e d t o b e d et e ct e d o n a s et
of t h e 2 D gri d f or a ut h e nti cit y v eri fi c ati o n.  T h e s et of all
gri ds ( G ) c orr es p o n d e d t o t h e  m a xi m u m p ossi bl e n u m b er of
m ar k ers t h at c o ul d b e i ns ert e d o n t h e gri d. F or t h e e x a m-
pl e s h o w n i n Fi g. 7( b), G = { A 1 , A2 , A3 , . . . , V V 4 8 } c o nt ai n
2 3 0 4 el e m e nts.  L et g b e t h e s u bs et of G w h os e el e m e nts c o n-
t ai n s u b gri ds t o n arr o w d o w n t h e s e ar c h r e gi o n f or d et e ct-
i n g t h e  w at er m ar k  m ar k ers. F or t h e e x a m pl e i n Fi g. 7( b), t h e
s et g = { A A 2 1 , A A2 2 , A A2 3 , B B2 1 , B B2 2 , B B2 3 , C C2 1 ,
C C 2 2 , C C2 3 , D D2 1 , D D2 2 , D D2 3 } c o nt ai ns 1 2 el e m e nts.
L et m b e t h e s et of  m ar k ers c h os e n f or t h e  w at er m ar k. F or
t h e e x a m pl e i n Fi g. 7( b), t h e s et m = { A A 2 1 , B B2 2 , C C3 3 }
c o nt ai ns 3 el e m e nts.  L et |m | m ar k ers ( c ar di n alit y of t h e s et m b e
c h os e n o ut of |g |,  w h er e |m | ≤ |g |. T h e s et m s er v es as t h e  w at er-
m ar k.  T h e  w at er m ar k c a n b e c o di fi e d b y v e ct ori zi n g t h e gri d. F or
e x a m pl e, a 3 × 3 gri d e m b e d d e d  wit h  m ar k ers o n t h e di a g o n al is
c o d e d b y v e ct ori zi n g t h e gri d as { 1 , 0 , 0 , 0 , 1 , 0 , 0 , 0 , 1 } ,  w h er e
e a c h e ntr y is a gri d l o c ati o n.

L et D b e t h e e v e nt of d et e cti n g t h e  m ar k ers  w h e n t h e y ar e
pr es e nt ( d e n ot e d b y t h e e v e nt M ). Si mil arl y, l et D b e t h e e v e nt
of n ot d et e cti n g t h e  m ar k ers  w h e n t h e y ar e n ot pr es e nt ( d e n ot e d
b y t h e e v e nt M ). ( 9) r el at es W t o t h e c o n diti o n al pr o b a biliti es
of s u c c essf ull y d et e cti n g t h e  m ar k ers ( P (D |M ))  w h e n t h e y ar e
pr es e nt a n d n ot d et e cti n g t h e  m ar k ers ( P (D |M ))  w h e n t h e y
ar e n ot pr es e nt.  T h es e c o n diti o n al pr o b a biliti es ar e r ais e d t o
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t h e p o w er |m | a n d |g | − |m |, r es p e cti v el y, t o a c c o u nt f or t h e
pr o b a bilit y of a s u c c essf ul  w at er m ar k r e a d o ut r at e [ 1 7].  N ot e
t h at P (D |M ) a n d P (D |M ) c a n als o b e r e g ar d e d as s e nsiti vit y
(S n ) a n d s p e ci fi cit y (S p ) [ 1 7], r es p e cti v el y, as s h o w n i n ( 1 0).

W = P (D | M )
|g | −|m |

· P (D | M ) |m | ( 9)

W hi c h i m pli es t h at

W = ( S p ) |g | −|m | · ( S n ) |m | ( 1 0)

N ot e t h at S n a n d S p d e p e n d o n t h e d et e cti o n a biliti es of t h e
s yst e m, s u c h as t h e  mi cr os c o p e a n d t h e  C C D c a m er a att a c h e d
t o it.  B as e d o n [ 1 7],  w e c h os e S n = 0 .9 5 a n d S p = 0 .9 8 . Aft er
c h o osi n g t h e v al u e of S n a n d S p , w e fi x e d |m | as t o b e 3 as
p er Fi g. 7( b).  We t h e n v ari e d |g | fr o m 3 t o 2 3 0 4 (|m | ≤ |g |,
t h er ef or e |g | st arts fr o m 3) a n d r e c or d e d t h e v ari ati o n i n W . We
v ari e d |g | u p t o 2 3 0 4 ( |G |) b e c a us e t h e c o m m er ci al bi o c hi p h as
a  m a xi m u m of 2 3 0 4 r e a cti o n c h a m b ers, s c h e m ati c all y s h o w n
i n Fi g. 7( b).  Usi n g ( 1 0),  w e pl ott e d W a g ai nst |g | f or S n =
0 .9 5 , S p = 0 .9 8 , a n d |m | = 3 , s e e n i n Fi g. 7( b).  As |g | d e n ot es
m a xi m u m n u m b er of s u b gri ds i n  w hi c h t h e  m ar k ers  m ust b e
d et e ct e d,  w e l a b el e d t h e X - a xis of Fi g. 7( b) t o b e “ N u m b er of
s u b gri ds t o d et e ct t h e  w at er m ar k ( |g |). ”  T h e r es p o ns e i n Fi g. 7( b)
s u g g ests a n e x p o n e nti al d e cr e as e i n W wit h a n i n cr e as e i n |g |.
T o i nt er pr et t h e r es ults,  w e c o nsi d er e d t h e f oll o wi n g c o n diti o ns.

L et us ass u m e t h at a n a ut h e nti c e n d- us er k n o ws t h e  w at er-
m ar ki n g s c h e m e a n d t h e v al u e |g |.  Aft er a c c essi n g t h e bi o c hi p,
t h e us er c a n si m pl y z o o m o n t o t h e pr e- k n o w n |g | u n d er a
mi cr os c o p e, t o c h e c k t h e  w at er m ar ks.  We c o nsi d er t h at a vi e w
fr o m t h e  mi cr os c o p e c a n s u c c essf ull y fit 1 2 r e a cti o n c h a m b ers
at t h e gi v e n  m a g ni fi c ati o n.  T h e us er c a n d et e ct t hr e e e m b e d d e d
m ar k ers o ut of 1 2 c h a m b ers usi n g t h e  mi cr os c o pi c vi e w.  T h us,
f or t h e a ut h e nti c e n d- us er, |g | = 1 2 a n d |m | = 3 , a n d as p er ( 1 0),
W = 0 .7 , s e e n i n Fi g. 7( b). I n c o ntr ast, a n att a c k er  w h o is  willi n g
t o s e ar c h a n d st e al a n y  w at er m ar ks h as t o s e ar c h all t h e c h a m b ers
usi n g t h e  mi cr os c o p es (li g ht or fl u or es c e n c e).  T h er ef or e, f or a n
att a c k er, |g | = 2 3 0 4 a n d |m | = 3 .  As s h o w n i n Fi g. 7( b) pl ot,
t h e si g n at ur e r e a d r at e W is 6 × 1 0 − 2 1 ,  w hi c h is cl os e t o z er o
gi v e n S n = 0 .9 5 , a n d S p = 0 .9 8 f or t h e  mi cr os c o p e.  N ot e t h at
W a p pr o a c h es z er o n e ar |g | = 2 5 0 .  T h us, t h e att a c k er is  m ost
li k el y t o  miss t h e  w at er m ar k.

We e v al u at e d t h e eff e ct of diff er e nt S n = S p v al u es (r a n gi n g
fr o m 0. 5 t o 0. 9 9) o n W gi v e n |g | = 1 2 a n d |m | = 3 .  T h e r es ults,
pl ott e d i n Fi g. 7( c), s h o w a 3 9 % a n d 6 8 % d e cr e as e i n W w h e n
S n = S p d e cr e as e d fr o m 0. 9 9 t o 0. 9 5 a n d 0. 9, r es p e cti v el y.
W h e n S n = S p w as d e cr e as e d fr o m 0. 9 9 t o 0. 7, W d e cr e as e d t o
9 9 %. F urt h er,  w h e n S n = S p w as d e cr e as e d b el o w 0. 7, t h at is
0. 6 a n d 0. 5, t h e d e cr e m e nt i n W s h o w e d 9 9 % s at ur ati o n.  T h us,
t h e e v al u ati o n hi g hli g ht e d a n ot a bl e eff e ct of S n a n d S p o n W .
N e xt,  w e i n cr e as e d t h e n u m b er of  m ar k ers a n d e v al u at e d W
v ers us |m | gi v e n S n = 0 .9 5 a n d S p = 0 .9 8 .  W h e n t h e n u m b er
of  m ar k ers  w as i n cr e as e d fr o m 3 t o 6,  w e r e c or d e d a 8. 8 %
d e cr e as e i n W , as s e e n i n Fi g. 7( d). F or 9 a n d 1 2  m ar k ers,
w e r e c or d e d a 1 7 % a n d 2 4 % d e cr e as e i n W , r es p e cti v el y,  wit h
r es p e ct t o t h e |m | = 3 c as e. F or  m or e s p e ci fi c d et e cti n g s yst e ms,
i n cr e asi n g t h e n u m b er of  m ar k ers d e cr e as es W o wi n g t o t h e
|m | v ari a bl e t h at is pr es e nt i n t h e e x p o n e nt of S p , as s e e n i n

( 1 0). Si mil ar fi n di n gs  w er e r e p ort e d b y  Ti w ari et al. [ 1 7],  w h er e
i n cr e asi n g t h e n u m b er of  m ar k ers d e cr e as e d t h e  w at er m ar k r e a d
r at e.  Usi n g s u c h  w at er m ar ki n g  m etri cs, a q u alit y c o ntr ol t e a m
c a n g ai n i nsi g hts i nt o t h e c o u nt eri nt uiti v e e v e nts,  w h er e e v e n
i n cr e asi n g t h e n u m b er of  m ar k ers c a n d e cr e as e t h e r e a d r at e.
I n cl u di n g s u c h  m etri cs i n q u alit y- c o ntr ol c h e c ks  will h el p i n t h e
d esi g n of eff e cti v e  w at er m ar ks.

T o t a c kl e t h e r e d u cti o n i n W i n Fi g. 7( d), r e d u n d a n c y of
gri ds c a n b e us ef ul [ 1 7]. ( 1 1) or ( 1 2) gi v es t h e si g n at ur e r e a d
r at e  wit h r e d u n d a n c y (W R ),  w h er e R d e n ot es r e pli c ati o n of t h e
gri ds us e d f or t h e  w at er m ar k. F or R = 1 , ( 1 2) r e d u c es t o ( 1 0).
F or |g | = 1 2 , |m | = 6 a n d R = 1 , W R = W = 0 .6 5 , pr es e nt e d
i n Fi g. 7( d).  H o w e v er, f or |g | = 1 2 , |m | = 6 , a n d R = 2 , W R =
0 .7 8 , t h er e b y i n cr e asi n g t h e r e a d r at e b y 2 0 % ( S u p pl e m e nt ar y
M at eri als, S e cti o n  X).  T h us, r e d u n d a n c y i m pr o v es t h e r e a d r at e
of t h e e m b e d d e d  w at er m ar ks if t h e d et e cti n g s yst e m is  m or e
s p e ci fi c t h a n s e nsiti v e.  H o w e v er, t h e b e n e fits d o n ot al w a ys
i n cr e as e  wit h i n cr e asi n g r e d u n d a n c y.  T his is b e c a us e,  w hil e
t h e s e nsiti vit y of t h e  m ar k ers i n cr e as es  wit h r e d u n d a n c y, t h eir
s p e ci fi cit y als o i n cr e as es  wit h r e d u n d a n c y.  T h us, t h e d esi g n er
m ust s el e ct r e d u n d a n c y s u c h t h at l o g W R > l o g W [ 1 7]. S ol vi n g
t his i n e q u alit y, yi el ds a c ut off f a ct or, α c utt off ( s e e ( 1 3)) t o c o m p ut e
|g | a n d |m | s o t h at W i n cr e as es  w h e n usi n g r e d u n d a n c y. α c utt off

c a n b e o bt ai n e d usi n g ( 1 4).
F or e x a m pl e, f or R = 2 , S n = 0 .9 5 , a n d S p = 0 .9 8 , α c utt off =

0 .3 3 .  Aft er i ns erti n g α c utt off = 0 .3 3 i n ( 1 3)  wit h |g | = 1 2 ,  w e g et
|m | = 4 ,  w hi c h s er v es as a c ut off v al u e f or t h e n u m b er of  m ar k-
ers.  We e v al u at e d t w o c as es  w h er e |m | = 3 a n d 4, a n d  w e e v al u-
at e d W wit h a n d  wit h o ut r e d u n d a n c y. F or |g | = 1 2 , |m | = 3 a n d
R = 1 , W R = W = 0 .7 1 .  H o w e v er,  w h e n |g | = 1 2 , |m | = 3
a n d R = 2 , W R = 0 .6 8 , a 4. 2 % d e cr e as e i n t h e r e a d r at e.
H o w e v er, f or |g | = 1 2 , |m | = 4 a n d R = 1 , W R = W = 0 .6 9 .
M or e o v er,  w h e n |g | = 1 2 , |m | = 3 a n d R = 2 , W R = 0 .7 2 ,
i n di c ati n g a 3. 3 % i n cr e as e i n t h e r e a d r at e, v ali d ati n g t h e c ut off
eff e ct ( S u p pl e m e nt ar y  M at eri als, S e cti o n  X).

W R = P (D | M )
R ( |g | −|m |)

·

1 − 1 − P (D | M ) R |m |
( 1 1)

W R = S R ( |g | −|m |)
p · 1 − ( 1 − S n ) R |m |

( 1 2)

|g | ≤
|m |

α c utt off
( 1 3)

α c utt off =
( R − 1) l o g e S p

l o ge
S n ·S R − 1

p

1 − ( 1 − S n ) R

( 1 4)

VII.  D I S C U S SI O N

Fl o w- b as e d  mi cr o fl ui di c t e c h n ol o gi es ar e b ei n g c o m m er ci al-
i z e d f or p oi nt- of- c ar e, cli ni c al, a n d  m ol e c ul ar di a g n osti cs.  T h e
c o m pl e x  m a n uf a ct uri n g st e ps i n v ol v e d i n f a bri c ati n g F M Bs
r es ult i n a h ori z o nt al s u p pl y c h ai n,  m a ki n g t h e m v ul n er a bl e
t o c y b er- p h ysi c al t hr e ats.  C o nsi d eri n g t h e bi o m e di c al us es of
F M Bs, it is i m p ort a nt t o s e c ur e t h e m a g ai nst s u c h t hr e ats.

We h a v e f o c us e d o n t h e s e c urit y a n d tr ust w ort hi n ess of F M Bs
a g ai nst t w o  m aj or t hr e ats: first,  m ali ci o us c y b er- p h ysi c al t hr e ats,
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which include the SB attack, and second, IP-theft threats, which
include counterfeiting and overbuilding.
The SB attack deliberately decreases the heights of the FMB

reaction chambers to produce false-negative results. These at-
tacks can be deployed during the design and manufacturing
of a FMB. An attacker in the design unit alters design codes
to introduce structural faults and the compromised FMB is
manufactured. In another scenario, an attacker in the manufac-
turing unit modifies the machine parameters to launch an SB
attack. In either case, the compromised FMB evades detection
by the quality control team and a faulty FMB is delivered to
the customer. Microscope-based quality checks typically use
2D top views of FMBs to detect structural faults introduced
during manufacturing. Since the reduced height of the reaction
chambers cannot be easily detected from the 2D view using light
microscopes, the SB attack is stealthy.
We experimentally demonstrated an SB attack on a FMB

fabricated in our laboratory, whose fluidic lines and reaction
chambers were adapted from a commercial biochip. Using
a fluorescence microscope, we recorded the relative intensity
decrease to quantify the effect of an SB attack. The attack
reduced the fluorescence intensities with reduced-height reac-
tion chambers with a high degree of correlation. To quantify
the correlation, we developed regression models between the
chambers’ normalized height and intensity using a fluorescent
dye (Alexa Fluor 488) and PCR-amplified DNA. The linear
regression models showed 98.4% and 98.7% R-square values
for the Alexa dye and amplified DNA, respectively. Using
such a model, an attacker can decrease the chamber height to
match fluorescence intensity of negative controls, generating
false-negatives.
To circumvent such attacks, randomized checkpointing is a

viable option in a resource-constrained system.We evaluated the
stealth of SBattacks using a securitymetric basedon randomized
checkpoints. Assuming that the anomaly detection strategy, such
as shadow-based or reflection-based anomaly detection on the
chambers, is known a priori, a quality control checker can
perform random trials (n) to detect the structural anomalies
on the FMB. If the structural anomalies are not detected, the
SB-attacked FMBs will evade the quality checks. We found an
exponential decrease in the probability of evasion (Pe) with the
number of views containing anomalous chambers (r). For ex-
ample, a 71% decrease inPe was recordedwhen rwas increased
from 1 to 5 given n = 50. A 36% decrease in Pe was recorded
when rwas increased from1 to 5 forn = 20. Hence, by knowing
n, an attacker can pick an optimum value of r to maximize
Pe. On the other hand, FMB companies could proactively use
randomized checkpointing metrics to secure their biochips.
Another security metric that we proposed uses independent

Bernoulli trials, where the quality control checks are done on all
the chambers rather than on a random subset described above.
When checking all the chambers in a FMB using microscopes
with different sensitivity (Sn) and specificity (Sp), we note a
considerable increase in Pe for microscopes with low Sn and
Sp values. We evaluated this using the Bernoulli trial-based
metric by recording detection probabilities (PD) for different
Sn and Sp values. A manufactured FMB is rejected if at least

one check identifies an SB-attack chamber. If the checker knows
the anomaly detection policy, we defined the probability (S)
of successfully rejecting a FMB for different PD values. We
evaluated PD for different Sn = Sp ranging from 0.5 to 0.99
and found that PD increases when Sn = Sp increases.

For example, when Sn = Sp increased from 0.8 to 0.9 and
0.95, thePD increased 2.9-fold and 7.4-fold, respectively. Using
these PD values, we evaluated the rejection probabilities (S).
There is a considerable increase inS with the increase inPD . For
instance, a 41% increase in S was recorded when PD increased
from 0.07 (corresponding to Sn = Sp = 0.8) to 0.28 (corre-
sponding to Sn = Sp = 0.9). In comparison, for PD values
equal to 0.54 and 0.88, corresponding to Sn = Sp = 0.8 and
0.99, respectively, S converged to unity. Thus, sensitivity and
specificity of the microscopes can affect rejection probabilities
to discard the SB-attacked FMBs. The Bernoulli trial-based
security metric shows that even when the whole FMB is scanned
for anomaly detection, there are opportunities for evasion de-
pending on the capabilities of the detecting system. These two
security metrics (randomized checkpoints and Bernoulli trials)
can thus be used to safeguard FMBs against SB attacks.
To perform anomaly detection, we focused on DL algorithms

to detect the structural anomalies in the image dataset. The
image dataset was composed of microscopic images of the
reaction chambers on the biochip. We consolidated our captured
images and manually labeled them to represent ground truth and
anomalies. The ground truth images were the ones where all
reaction chambers are at 100% height. The presence of at least
one reaction chamber with a different height was considered
anomalous data. Our goal was to detect these anomalies and
thwart the attack. We implemented two DL algorithms for
anomaly detection: a 34-layer deep residual neural network
ResNet-34 and a GAN (generative adversarial network)-based
network-DCGAN. ResNet-34 was preferred compared to other
deep neural networks since it solved the vanishing gradient
problem by using residual network blocks. GAN-based anomaly
detection, on the other hand, solved the problem of limited
dataset size by generating synthetic data. The two approaches are
promising in detecting the structural changes (with a recognition
accuracy of 96%) in the FMB and hence, could be used for
automatic quality control checks.
We proposed a device-level watermarking scheme for FMBs

to secure them against IP-theft-based threats, such as physical
reverse-engineering, counterfeiting, piracy, and overbuilding.
The watermarking scheme increases the heights of specific re-
action chambers and microfluidic channels at specific locations
on the biochip. We showed that the height increments yield
secret fluorescent watermarks, which could not be detected by
light microscopes but would only be detected by fluorescence
microscopes. We experimentally demonstrated this watermark-
ing approach where even a 1 µm height change was detected
by fluorescence microscopy. However, based on the standard
deviation (noise) andmean value of the recordedmeasurements,
we propose a minimum step size of 3 µm for height increment.
Weutilized this schemeof height increments at specific locations
on the microfluidic channels that yielded structural markers
(detected by light microscopes only) and fluorescent markers
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(detected by fluorescence microscopes only) that jointly act as a
watermark. These watermarks provide two layers of protection.
Even if an attackermanages to find and copy the structuralwater-
mark, finding and copying the fluorescence-distance responses
based on the channel height is exceedingly difficult.
To evaluate the efficacy of the watermarking schemes, we

developed a watermark read rate (W ) metric. We placed three
markers (|m| = 3) on the reference biochip and calculated W
for varying number of sub grids (|g|). These sub grids were the
onesmeant to detect thewatermarkingmarkers givenSn = 0.95
and Sp = 0.98. The |g| varies based on the watermark location.
For instance, an authentic end-user who knows the watermark
location would directly go to the location for identification using
a microscope. However, an attacker who does not know about
the watermark location has to scan the whole biochip to steal the
watermark details. We showed that W exponentially decreases
with the increase in |g|, which is good for an authentic user but
bad for the attackers, as they must search many more grids to
identify the watermark. We compared W , given |g| = 12 for
microscopes having Sn and Sp values ranging from 0.5 to 0.99.
The read rate drastically reduced by reducing Sn and Sp values.

For example, we recorded a 99% decrease in W when
Sn = Sp values were decreased from 0.99 to 0.7. For detecting
microscopes, which are more specific than sensitive, like in the
case where Sn = 0.95 and Sp = 0.98, we observed that W
decreased when a greater number of markers were used for a
given watermarking region. To tackle this decrement, we pro-
posed adding redundancy (R) by replicating the markers, which
can subsequently increase W . However, the benefits are not
indefinitewith increasing redundancy, and there is a cutoff factor
(αcuttoff) that needs to be accounted for, ensuring the increase in
W with redundancy. This is because, while theSn of themarkers
increases with redundancy, the associated Sp also increases.
Thus, the designer must carefully select redundancy by deciding
on the αcuttoff to satisfy logWR > logW . A statistical metric
like the ones proposed in this work can help designers embed
watermarks in FMBs, which can be identified by an authentic
user but not by an attacker, thus safeguarding FMBs against
IP-theft-based attacks.
The device-level watermarking scheme increases the height

of microfluidic components and channels. This can influence
the manufacturing of biochips depending on the watermarking
designs chosen by the biochip company. On the watermarking
of designs, we present two scenarios here: watermarking and
fingerprinting. On the other hand, in watermarking, the same
watermark design is repeated in every biochip. In fingerprinting,
a unique watermark design is embedded in each biochip, which
is different from the others.
Watermarking: Since the mass manufacturing of FMBs is

generally based on molding-based methods such as injection
molding or hot embossing, there will be no significant influence
of watermarking on the manufacturing of biochips. This is
because the master molds need to be fabricated once, which
can either be made by 3D printing or lithography techniques.
Once the master molds are ready, the biochips can be mass
manufactured using them along with the watermarks. For mass
manufacturing, injection molding and hot embossing are the

techniques largely employed in industries for easy and cost-
effective manufacturing.
For 3D printing, the increased-height components will be

directly incorporated into the associated design files for manu-
facturing. For lithography, however, the manufacturing process
would include an extra fabrication step to take care of the
increased height components. Once the master molds are ready,
the biochips can be mass manufactured using them along with
the watermarks.
Fingerprinting: Since fingerprinting here implies that each

watermark is unique from sample to sample, design codes or
process parameters must be changed every time the master mold
ismade. This is because thewatermark design needs to be altered
either location-wise on the biochip or height-wise (as the change
in height induces a change in fluorescence intensity) to induce
design variability with regard to the fingerprinted watermarks.
Fabricating a new master mold for each biochip to ensure the

fingerprints would be extensive, instead, opting for batch-wise
alteration of watermarks (where each batch contains a certain
number of biochips) could be a feasible option.
This paper focused on device-level watermarking for FMBs,

not fingerprinting.

VIII. CONCLUSION

This work focused on ensuring the security and trustworthi-
ness of FMBs against twomajor threats:malicious physical level
threats (including SB attacks) and IP-theft-based threats, which
include counterfeiting and overbuilding.
SB attacks deal with deliberately decreasing the heights of the

reaction chambers of FMBs to produce false-negative results.
We experimentally demonstrated an SB attack on an FMB
and showed that the attack can effectively reduce fluorescence
intensity by lowering the height of the reaction chambers.
We quantified the correlation between the parameters using

linear regression models, which showed 98.4% and 98.7% R-
square values for the Alexa Fluor dye and PCR amplified DNA
samples, respectively. To circumvent SB attacks, we adopted
two existing DL models, which showed up to 96% validation
accuracy in detecting microstructural faults.
To safeguard FMBs against IP-theft threats, we propose a

device-level watermarking scheme by increasing the height of
the microfluidic components and channels. We recorded sensi-
tive stimulus-response pairs and demonstrated that even changes
in height as small as 3 µm could be detected by fluorescence
microscopy.
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