Check for
Updates

The Nuanced Nature of Trust and Privacy Control Adoption in the
Context of Google

Ehsan Ul Haque
ehsan.ul_haque@uconn.edu
University of Connecticut
Storrs, Connecticut, United States

ABSTRACT

This paper investigates how trust towards service providers and
the adoption of privacy controls belonging to two specific purposes
(control over “sharing” vs. “usage” of data) vary based on users’
technical literacy. Towards that, we chose Google as the context
and conducted an online survey across 209 Google users. Our re-
sults suggest that integrity and benevolence perceptions toward
Google are significantly lower among technical participants than
non-technical participants. While trust perceptions differ between
non-technical adopters and non-adopters of privacy controls, no
such difference is found among the technical counterparts. No-
tably, among the non-technical participants, the direction of trust
affecting privacy control adoption is observed to be reversed based
on the purpose of the controls. Using qualitative analysis, we ex-
tract trust-enhancing and dampening factors contributing to users’
trusting beliefs towards Google’s protection of user privacy. The
implications of our findings for the design and promotion of privacy
controls are discussed in the paper.
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1 INTRODUCTION

In 2020, Google’s reported revenue was $181.7 billion (USD), 80% of
which came from advertising revenue of $146.9 billion (USD) [58].
Notably, Google reportedly has 4.3 billion users worldwide [58],
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and dominates the search engine market with a whopping 92%
market share [64]. With an estimated 4.72 billion Internet users
globally [60] and the rise of online marketing and shopping, not
surprisingly, the tech companies are increasingly moving towards
the Ad revenue-based business model that largely depends on the
collection and monetization of user data [4, 17]. Recent years have
observed an aggressive growth in data collection as an industry stan-
dard practice that has raised serious concerns over the protection
of user data privacy [67, 77, 78]. To address these concerns, regu-
lations such as California Consumer Protection Act (CCPA) [71],
and General Data Protection Regulation (GDPR) [20] (along with
a few others [21, 22]) have been put in place to protect consumer
privacy by ensuring fair data collection and usage practices. One
of the recommendations proposed by these policies is to require
online service providers to offer privacy controls/choices to the
users as a means to give them control over data, which is aimed at
addressing the lack of control over personal information [10, 13].

While making privacy choices available serves the purpose of
being compliant with the regulatory standards and allows users to
personalize their privacy choices, prior research noted that choice
architecture can be cleverly manipulated to shift users towards
practices that primarily benefit data collection [2], and can influence
users’ trust towards the provider [61, 74]. For instance, consider the
case of Social Networking Sites (SNS), where users are given privacy
controls (i.e., disclosure settings) to restrict data sharing with a
recipient pool. Nevertheless, despite the disclosure choices, data
collection by the SNS providers remains unrestricted. In addition,
once information is shared with the recipient pool, these privacy
settings do not offer additional control over how the members of
the recipient pool can use the shared information. Brandimarte et al.
named these controls “Control over sharing of data” (i.e., “sharing”
controls) and warned how these controls could mislead users by
giving a false sense of control over data. Instead, they suggested
that greater focus should be given to privacy controls that offer
“Control over usage of data” (i.e., “usage” controls) where users can
truly restrict how collected/shared data can be used [16].

In our study, we used Brandimarte et al’s conceptualization of
categorizing controls based on the underlying purpose of “shar-
ing” vs. “usage”. To understand the distinction between “sharing”
vs. “usage” controls, one may ask, “Does using the privacy control
impact/restrict how the service provider can use shared data?” If
the answer to this question is either ‘no’ or ‘not sure, there is a
high probability that the control falls under the “sharing” category.
In Google’s context, the service provider offers several privacy con-
trols across its platforms. For example, the privacy control Browser
history offers control over reviewing and deleting browsing history
stored on local machines or across synced devices. Note that using
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Google search or Chrome platform allows Google to collect and
store users’ activity data that can be used to target consumers by
providing personalized advertisements or other personalized ser-
vices. Therefore, even when a user clears browser history, it does
not restrict Google from using user activity data for personaliza-
tion. Instead, the control merely offers users an option to restrict
data sharing with third parties (e.g., family members or friends
who share a device or someone who uses a synced device and can
access the browsing history). Hence, the control does not restrict
Google’s usage of collected data, indicating ‘no’ as the answer to
the above question for the Browser history control. Therefore, it
puts the control under the “sharing” category. On the other hand,
the purpose of Ad personalization control is to restrict Google from
using shared activity data to target its users with personalized ad-
vertisements, even after acknowledging that Google collects such
data (e.g., browsing data). Thus, when Ad personalization control
is used, it impacts how Google can use collected data, putting it
under the “usage” category.

It is important to note that the distinction of “sharing” vs. “usage”
can be hard to be perceived by the end-users and can potentially
contribute to the company’s growth by lowering users’ privacy
concerns alongside building trust [16, 61, 74]. Prior efforts noted
that trust can help mitigate concerns over privacy by giving a sense
of belief that a service provider is capable and willing to protect user
data [18, 73]. Such a perception of “safety” can be facilitated by the
provider’s proactive initiative to offer privacy-elevating interven-
tions such as privacy controls [74]. However, a large chunk of prior
efforts examined privacy control adoption in the SNS context, where
the controls fall under the “sharing” category (e.g., disclosure set-
tings) [3, 13, 57]. Thus, a gap exists in the literature explaining how
privacy controls’ purpose of “sharing” vs. “usage” affects trust per-
ception among adopters and non-adopters of the privacy controls.
Moreover, while research focusing on trust-privacy phenomena
underscores the importance of trust in protective privacy behavior,
factors that make or break users’ trust towards a service provider,
especially regarding user privacy protection, remain unclear. In
our work, the adoption behavior of the privacy controls is defined
based on participants’ reporting of the current settings of the pri-
vacy controls for their personal computers rather than relying on
self-reported behavioral measurement. Participants who changed
a particular privacy control’s default to one of the other available
options are defined as adopters of the particular privacy control.
Otherwise, participants who reported keeping the default as their
current setting are defined as non-adopters of the privacy control.

While trust has been broadly examined as an antecedent of pri-
vacy decision-making, it is not well understood how end-users’
technical literacy relates to trust and privacy adoption behavior.
In the literature, Malhotra et al. noted that the ability to control
and manage privacy plays a vital role in overall privacy decision-
making [47]. Moreover, Kang et al. pointed out that technical users
have more articulated mental models than their non-technical coun-
terparts, contributing to a deeper and more complete privacy risk-
concerns perception [38]. Divergencies in risk-benefit perceptions
between the technical and non-technical user groups reported by
prior efforts [27, 38] suggest that technical literacy is likely to be a
crucial component of the difference in trust perception and overall
privacy control adoption behavior, which is yet to be examined
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in detail. Drawing on this gap in the literature, we incorporated
technical literacy as one of our independent variables to observe
its interplay in the privacy-trust relationship. To define users’ tech-
nical literacy level, we used Kang et al’s Technical Knowledge of
Privacy Tools Scale (TKPTS) [38]. Kang et al’s work reported and
validated the scale to effectively measure users’ technical literacy
rather than asking users to self-report their technical literacy level.
Based on participants’ scores on TKPTS, we categorized them as
either technical (scoring at least 4 out of 6) or non-technical (scor-
ing at most 3 out of 6) participants, while keeping the distribution
consistent with the distribution reported in Kang et al’s work [38].

Overall, in this work, we sought to investigate whether users’
adoption behavior of privacy controls varies based on trust percep-
tion, the purpose of the controls (“sharing” vs. “usage”), and the
technical literacy of participants (“technical” vs. “non-technical”).
Towards that, we ask the following research questions:

RQ1. Does the adoption of “sharing” vs. “usage” privacy con-
trols differ based on users’ technical literacy?

RQ2. Does trust towards the service provider (e.g., Google)
differ based on users’ technical literacy?

RQ3. (a) Do technical adopters and technical non-adopters
differ in trust perception across the “sharing” vs. “usage”
privacy control categories? (b) Do non-technical adopters
and non-technical non-adopters differ in trust perception
across the “sharing” vs. “usage” privacy control categories?

ROQ4. (a) What are the reasons that may enhance/dampen users’
trust towards a service provider’s (e.g., Google) user privacy
protection? (b) Do technical users differ from non-technical
users in terms of such reasons?

In order to investigate the above research questions, we designed
a user study while choosing Google as our service provider of in-
terest. We elaborate on the reasoning behind choosing Google
as the target platform in the Methodology Section (Section 3). In
our study, we conducted an online survey among Google users
to understand their perceptions of trust and adoption of privacy
controls. We performed a quantitative and qualitative analysis of
the survey data (N = 209) to shed light on the research questions.
Our quantitative results reveal that technical literacy does impact
users’ trusting beliefs and adoption behavior. While technical and
non-technical participants have similar levels of Google’s perceived
competence, technical participants have a significantly lower per-
ception of Google’s integrity and benevolence than non-technical
participants. In addition, the interplay between trust and privacy
control adoption emerges much more nuanced depending on tech-
nical literacy and the privacy controls’ underlying purposes. For
example, though technical adopters and technical non-adopters
do not differ much in their trust perception across the “sharing”
vs. “usage” categories, the interactions are significantly different
among their non-technical counterparts. Among non-technical
participants, adopters of “sharing” controls indicate higher trust
perceptions towards Google, while adopters of “usage” controls
reveal lower trust perceptions towards Google.

In this paper, we make the following key contributions:

1. We investigate and report how the privacy controls’ pur-
pose of “sharing” vs. “usage” impact users’ perception of
trust towards the service provider based on their technical
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literacy level. Notably, our findings hint at how end-users
can be misled into overestimating their degree of control
over personal data by offering privacy controls (“sharing”
vs. “usage”), which can help build trust towards the service
providers. In addition, drawing on our findings, we elabo-
rate on the existing power dynamics between the service
providers and end-users in the discussion.

2. By leveraging qualitative analysis techniques, we document
both trust-enhancing and trust-dampening factors and dis-
cuss the relative importance of these factors from the per-
spective of technical and non-technical participants, which
can help guide the design of trust-calibrating strategies.

3. Finally, while answering the research questions, we iden-
tify multiple shortcomings of the current state of privacy
controls and service providers’ practices. We offer concrete
suggestions to help service providers strengthen their trust
relationships with end-users and potentially increase the
adoption of privacy controls.

2 BACKGROUND

In this section, we first review the literature on users’ perception
of privacy and existing works investigating the adoption of privacy
controls in different contexts (2.1). Then, we review the literature
on the related constructs, such as technical literacy and trust, and
how they affect users’ privacy behavior (2.2).

2.1 Privacy Perceptions and Adoption of
Privacy Controls

Back in 1991, Goodwin argued that users’ control over personal
data in a commercial relationship is a crucial component of users’
privacy and defined the term®privacy control” as users’ control
over unwanted presence in the environment (e.g., the Internet) [33].
Hoffman’s (1999) subsequent findings support this. They indicated
that consumers’ ability to control websites’ actions to protect their
data affects their perception of security and privacy practices [36],
which also gives users a feeling of greater autonomy [76]. In the
same vein, Chen et al. (2004) observed that consumers typically feel
personal information should not be taken without their knowledge
and consent, creating concerns about the acquisition of personal
information by e-businesses and service providers [19]. Further-
more, such concerns are shown to be correlated with a lack of trust
between consumers and e-businesses, exacerbated by the lack of
control over personal information being collected [36].

Service providers incorporate privacy controls on their platforms
to address users’ concerns about lack of control over data because
device-specific privacy-enhancing features are shown to help lower
privacy invasion risks [73]. In recent work, Feng et al. found that
giving users control over privacy helped reduce perceived intru-
siveness and led to a more positive app and brand attitude [29].
It is now a common practice across service providers to integrate
privacy controls across their services/websites to offer their con-
sumers choices over data privacy. However, only a limited number
of prior efforts examined end-users’ adoption of privacy controls.
Even then, most works investigated the adoption of privacy con-
trols in the context of Social Networking Sites (SNS). For example,
Baruh et al. (2017) found that users concerned about privacy are
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more likely to use protective measures such as controlling SNS
privacy settings [13]. Schwartz et al’s work (2020) focusing on
privacy on Facebook also reflected similar results [57]. Acquisti et
al. (2019) investigated users’ upstream disclosure choices in SNS
settings. They found that when privacy options are given as a
choice/control, participants are more likely to choose protective
disclosure settings [3]. However, Brandimarte et al. (2013) warned
that control over the release of information (such as disclosure set-
tings on SNS) might act as an illusion regarding a company’s access
to data, leading to a lower perception of privacy risk and concern,
and suggested to emphasize on the control over access/usage of the
shared data [16]. While choices offered by Google such as Location
history and Ad personalization fit into the “usage” category, to the
best of our knowledge, no prior work in the literature investigated
the adoption of these controls and how they relate to the perception
of trust.

Among the works that look into privacy control adoption in non-
SNS contexts, Ketellar (2018) found that privacy concerns allowed
users who wanted to prevent being tracked to adjust the settings of
their smartphones and IoT devices [31, 40]. Xu et al. (2012) pointed
out the importance of investigating privacy in a specific context and
suggested that context-specific factors may significantly impact
overall privacy behavior as well [75]. In recent work, Balash et al.
(2021) investigated users’ security and privacy perceptions of third-
party application access for Google accounts [9]. They noted the
popularity of Google’s Single Sign-on (SSO) service in third-party
app authorization, which allows these apps to access personal data
in Google accounts. Farke et al. (2021) investigated users’ perception
of the privacy dashboard in the context of Google’s “myactivity”.
They noted that even though these tools are offered to provide
transparency of data collection, they end up helping Google in
building trust and do not lessen user data collection [28]. Though
not focused on privacy control adoption, these works underscore
the need for an in-depth investigation of trust and privacy adoption
in this context.

2.2 Technical Literacy, Trust, and Privacy
Behavior

In 2015, Ion et al. noted differences in safety perception and be-
haviors among technical and non-technical participants[37]. Kang
et al. (2015) also identified a gap in the mental models of techni-
cal and non-technical participants. They showed that technical
participants had a more complex and sophisticated mental model
regarding data security and privacy and a better understanding of
privacy risk-benefit perceptions compared to non-technical partic-
ipants [38]. Prior efforts further indicated a connection between
technical knowledge, privacy concerns, and behavior. In 2004, Mal-
hotra et al. noticed that users’ ability to understand and manage
privacy plays a vital role in their privacy protection strategies [47].
The ability to understand privacy was found to be affected by users’
lack of technical literacy among Facebook users as well [25]. It is
evident in the literature that technical literacy does play an im-
portant role in privacy decision-making among Social Networking
Site (SNS) users [13, 25, 63, 72]. Technical literacy was found to
affect users’ perceived vulnerability, influencing their perceived
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ability to control information sharing alongside elevating their per-
ception of privacy [68]. In contrast, some works suggested that,
while technical literacy impacts users’ level of privacy concern and
intention to take privacy protective measures, it does not affect
the actual privacy behavior [13]. Kang et al. also observed a dis-
crepancy between users’ technical literacy and privacy-protective
measures [38]. These mixed results indicate that, while technical
literacy affects users’ perception of privacy, how their interaction
changes across different platforms and contexts needs to be clari-
fied. Therefore, it is crucial to consider technical literacy, privacy
perceptions, and trust factors while studying technology adoption
and privacy behavior.

A vast body of work looked into the effect of trust on privacy be-
havior. In online privacy contexts, users’ beliefin a service provider’s
trustworthiness often comes from their perception of the provider’s
willingness to protect user data, facilitated by providers’ privacy-
enhancing interventions (e.g., privacy controls) [74]. Availability
of privacy interventions assures consumers that the vendor site is
safe [50] and reduces consumers’ perceptions of privacy invasion
risks and concerns [18, 73, 74]. Unfortunately, inappropriate trust
can lead to risky privacy decisions as well. For instance, Balash’s
work in the context of Google identified inappropriate trust towards
third-party services authorized with Google’s SSO services [9].

Works looking at trust in the context of data breaches also por-
tray trust as a crucial antecedent of service adoption and perception
of privacy. Users’ trust towards a breached entity decreases signifi-
cantly upon publication of the breach information [7, 8, 11, 65]. In
the context of social networking sites (SNS), Antoci et al. showed
that a breach in trust often leads to reduced usage of services [6]. A
similar reduction in usage or even complete avoidance was noticed
after a trust breach in the context of online shopping as well [65].
As trust is shown to be a significant antecedent of service usage,
breached entities often rely on trust-repair activities such as per-
suasive apology [8] and compensation [48] in order to rebuild the
trust relationship with consumers. Further, actively communicating
breach information to the consumers and subsequent actions to
protect users from further breaches pose higher behavioral integrity
perception among the users and help maintain trust [7].

While the relationship between trust and privacy behavior is
investigated in the literature, it is unclear whether such an effect
of trust is related to end-users’ technical literacy. Additionally,
prior efforts that investigated trust (e.g., McKnight’s trust concep-
tualization [50]) primarily studied trust perception towards the
service provider (i.e., trustee) attributed by the service consumer
(i.e., trustor). However, trusting a service provider may not fully
correspond to the same level of trust in using their services. For
example, despite having trust towards the service provider (e.g.,
Google or Amazon), consumers reported having lower trust in using
their product (e.g., Smart Personal Assistants (SPA) such as Google
Home and Amazon Alexa) in specific ways (e.g., using the SPA
for online shopping) [1]. Furthermore, Metzar showed that trust-
ing a service provider is more strongly influenced by the entity’s
reputation (i.e., the brand trust) rather than their actual security
and privacy practices [51]. Thus, trust towards a popular (with
brand popularity) service provider (e.g., Google) may not align with
users’ trust perception towards the same provider’s approach to
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protecting user privacy. Towards this vein, using qualitative analy-
sis techniques, we look at factors affecting users’ trust in the service
provider’s privacy protection and how technical literacy impacts
the interplay of such factors.

3 METHODOLOGY

In this study, we choose Google as our service provider of interest
based on the following key considerations. First, The juxtaposition
of privacy control offering and the data-centric profit motive: On one
hand, Google is the most used search engine, with over 92% market
share [64], that provides most services without monetary charge
while offering several privacy and security choices to give users
control over their privacy and data sharing preferences. On the
other hand, Google monetizes users’ data and depends on Ad rev-
enue via Google Ad Services, which leverages user information (e.g.,
search history, click behavior) to deliver targeted advertisements.
Given the popularity of Google services combined with Google’s
data-centric business model, it is particularly intriguing to see how
trust impacts Google’s privacy control adoption depending on users’
technical literacy. Second, The availability of offered privacy con-
trols across both “sharing” and “usage” categories: Literature that
investigated privacy control adoption often do so in the context of
Social Networking Sites (SNS) where the offered privacy controls
are disclosure settings (i.e., restrict content sharing with a recipient
pool) that fall under the “sharing” category [16]. However, keeping
the research questions in mind, we needed a service provider that
offers privacy controls across both “sharing” and “usage” categories.
Google offers both “sharing” controls, such as Browser history and
Cookies, and “usage” controls, like Ad personalization and Location
history. These key factors led us to select Google as our service
provider for the study.

3.1 Purpose of Privacy Controls: “Sharing” vs.
“Usage” of Data

In this work, we group privacy control into two groups based on
the intended purpose of the controls. First, based on Brandimarte’s
conceptualization[16], we identify a group of privacy controls that
enable users to customize whether Google can use collected data
for personalization purposes (referred to as “usage” controls from
here on). Second and finally, there is another group of controls
that allow users to block sharing of data with third parties (e.g.,
either friends/family members or third-party websites) but does
not affect or restrict how Google can use the collected data (e.g.,
for personalization) (referred to as “sharing” controls from here
on). Note that the word “control” in this paper refers to “privacy
controls/choices” offered by service providers rather than indicating
control variable or control group.

Regarding grouping controls by the intended purpose (i.e., “shar-
ing” vs. “usage” of data), it is important to note that, though nuanced,
there is a clear distinction between these concepts. Specifically, the
choice/control architecture that provides control over the “shar-
ing” of data does not necessarily give users control over how the
collected data can be used. For example, in the case of SNS, users
are often given disclosure settings that allow users to restrict shar-
ing of collected data to a limited recipient pool (e.g., shared with
friends). However, once collected by the SNS, even if not shared
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Privacy Conservative

Privacy Control Control Purpose Reported Default Setting Settings (Ascending order of
Measure .
Strictness)
Browser history Sharing Usage frequency N/A N/A
Cookies Sharing Current setting Blocl.< th.lrd—party. 1. Block thlrd—pa.rty cookies
cookies in Incognito 2. Block all cookies
Location histor Usage Current settin Allowed with 1. Allowed with auto-deletion on
Y & & auto-deletion off 2. Paused/Turned off
Ad personalization Usage Current setting Disabled Enabled

Table 1: Privacy controls and available choices/options

with third parties, it can be misused by the service providers, vi-
olating privacy. Further, even when a user restricts sharing, the
information that has already been shared with other third parties
can still be used in ways that violate privacy. Despite this limitation,
service providers often provide “sharing” controls, which can be
manipulative and benefit companies rather than the users in terms
of privacy [69]. Brandimarte considers these as ‘Tllusory of control’
that can lead to lower privacy risk perception and potentially im-
pact users’ trust [16]. Therefore, a privacy control that gives users
control over how the data, once shared/collected, can be “used”
is much preferred for privacy protection as users can potentially
review and restrict the usage of their shared information.

We chose four privacy controls from Google platforms due to two
primary considerations. First, the distinction between somewhat
illusory “sharing” controls and more preferred “usage” controls
motivated us to investigate how they impact the trust-privacy rela-
tionship. Second, we limited participants to two controls each to
keep the survey length reasonable and elicit thoughtful responses.
As our goal was not to directly compare controls to one another but
to investigate whether and how controls’ purposes may relate to
users’ trust-privacy considerations, looking at a subset of controls
was considered adequate for this study.

To investigate the effect of the purpose of privacy controls, as
samples of “sharing” controls, we chose Browser history and Cookies.
These controls are offered in Google’s Chrome platform. Browser
history allows users to review and delete history and browsing data
and allows control over sharing the history data across synched
devices and with other users in case of shared devices (e.g., family,
friends, colleagues). However, when a user clears the browser his-
tory, while it clears the search history from the local browser or
synched devices, it does not remove the user activity data that is
available to Google, which Google can still use for personalization
or other targeting purposes. Moreover, once users allow browsing
history to be saved, they have no control over how the shared in-
formation can be used. For example, a family member or friend
who shares the device with or uses a separate but synced device
may be informed of sensitive personal information by looking at
the browsing history, violating personal privacy. Cookies control
offers choices for users to allow or block websites to save cookies
into the browser (can be either marketing, functional, or statistical
cookies; Google’s definition of the control does not differentiate
across the types of cookies). Similar to Browser history, while block-
ing cookies may help restrict data sharing with a third-party, data
collection and usage by Google are not affected. Further, similar to
the disclosure settings on SNS sites (that allow sharing of content to

specific user groups), this control enables users to choose websites
that will be allowed to save cookies. However, once the cookies are
allowed, user data is collected by these cookies. Although users can
remove cookies from the browser to discontinue future data collec-
tion if they change their minds, users do not have any control over
how the websites use the collected data (e.g., allowing third-party
cookies may introduce cross-site tracking), and, importantly, how
Google can use the collected data. Hence, these controls serve the
purpose of “sharing” control rather than a “usage” control.

For the “usage” controls, we chose Location history and Ad person-
alization controls present on the Google Account platform. Location
history control entitles users to allow or restrict Google from using
shared location data (e.g., through Google Maps, mobile devices)
for purposes such as creating personalized maps and recommenda-
tions based on visited places. Similarly, Ad personalization control
allows users to opt in or out from receiving targeted advertise-
ments that leverage data shared with Google. Importantly, by using
Google services (e.g., maps), certain user data is already collected.
For example, when a user uses Google Maps, travel data is already
available to Google. Likewise, browsing in Chrome allows the col-
lection of information that may be used for targeted Ads. However,
controls such as Location history and Ad personalization give users
the option to choose how Google may use the shared personal data.
Hence these controls fall under the “usage” controls category and
intuitively give users more power over their data.

Table 1 shows the privacy controls, the purpose they serve, re-
ported measures from the participants, their default settings (if
applicable), and the conservative settings for the controls (if appli-
cable).

3.2 Variables in the Study

Technical Literacy. To avoid participants’ self-report of their tech-
nical literacy level, we used the Technical Knowledge of Privacy
Tools Scale from Kang et al., who showed the scale’s effectiveness
in determining the technical literacy of users while considering
it as a binary variable to distinguish between technical vs. non-
technical participants. Kang et al. validated the scale’s reliability by
combining multiple data sets in both online and in-person setups
and found the mean correctness: technical, M = 4.27; non-technical:
M = 1.53 [38]. As such, we considered technical literacy as a bi-
nary variable, where a participant scoring equal to or higher than
4 out of 6 was defined as a technical (T) user (M = 4.5,SD = .73)
and scoring between 0 to 3 was defined as a non-technical (NT)
user (M = 1.7,SD = 1.1). The mean differences across the two
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groups were consistent with the distribution reported in Kang et
al’s work [38]. The scale items are reported in the Appendix A.2.

Trust towards Google. McKnight et al. (2002) conceptualized trust
as an interaction between three specific dimensions: competence -
the ability of the trustee to do what the trustor needs; benevolence
- trustors’ belief that trustee cares and belongs motivation to act
on trustors’ interest; integrity - trustee’s honesty in keeping their
promise to the trustor [50]. To understand users’ perception of trust
towards Google, we used McKnight et al’s Technology Trusting
Belief scale (7-point Likert) [50], which consists of these three
dimensions X Integrity, Competence, and Benevolence. Numerous
prior works in privacy literature used this scale to measure the
constructs of trust [26, 41, 42]. We calculated Cronbach’s alpha to
measure the internal validity of the items and found high-reliability
scores for the constructs (integrity: « = 0.92; competence: @ = 0.89;
benevolence: & = 0.89). The scale is presented in the Appendix A.2.

We further asked study participants to briefly explain the factors

(both positive and negative) behind trusting or distrusting Google’s
privacy protection. Participants’ comments were used to perform
qualitative analysis to understand users’ trust perception towards
Google’s privacy protection.
Adoption of Privacy Controls. We asked participants to report the
current settings of the privacy controls of their personal computers.
For the study, we defined adopter of a privacy control as someone
who changed the control’s default setting to suit specific needs, even
if the changed setting is not towards stricter privacy. The reason
for considering participants who changed the default to a less strict
setting also as adopters is their active role in customizing the control,
which can be attributed to their conscious privacy-convenience
tradeoff calculations (we refrained from judging whether a decision
was right or wrong).

For the binary control Browser history, as there are no settings to
enable or disable, adoption is defined by the frequency of proactively
using the feature(i.e., clearing browser history). Thus, a person who
clears browser history in their browser once every week is considered
more proactive than someone who usually does it once a month or
once in three months. For the control, proactiveness has three levels
X using within a week, within a month, and within three months.

3.3 Participant Requirement

Participants were recruited from Amazon’s Mechanical Turk (MTurk)
platform. Recently, there has been criticism regarding the quality
of data from MTurk [66]. Despite the criticism, MTurk is a widely
used platform for online surveys in usable security and privacy [15].
Moreover, to ensure the quality of data and to elicit thoughtful re-
sponses, we have taken several precautionary steps: First, to restrict
multiple attempts to figure out the eligibility criteria, we asked par-
ticipants to enter their MTurk ID (A unique identifier assigned by
Mturk to each Mechanical Turk worker) prior to seeing the pre-
screening questions and kept a database of unique MTurk IDs to
cross-check if an MTurk worker has attempted the prescreening
questions before. This approach also enabled us to prevent bots
from taking the survey. Second, we asked participants multiple
attention-check questions throughout the survey and removed the
responses from participants who failed to answer one or more of
these questions correctly. Third, we recruited participants who had
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completed at least 1000 Human Intelligent Tasks (HITs) and had
a HIT approval rate of 95% based on recommendations from prior
works [70].

We restricted the participation eligibility to those at least 18 years
of age, currently living in the United States, and proficient English
speakers (as the survey was conducted in English). As the study
focused on Google’s privacy control adoption, the eligibility for the
study required participants to use Google Chrome for their daily
internet browsing alongside having a personal Google Account.
In addition, as certain company/business protocols may override
users’ innate account settings behavior to protect the company’s
data privacy and security, we only considered participants who
had a personal home computer and personal Google Account that
they did not use for business/company purposes and asked them
to report settings from their personal computers.

In addition, to ensure that participants’ technical literacy came
from their self-promoted proactive technology usage, alongside
the intention to avoid any confounds of computer science-related
educational background on technical literacy, we restricted partici-
pants to those who did not have any computer science education
background and measured their technical literacy afterward using
the instrument from Kang et al’s work (2015) [38].

Lastly, we restricted participants to those who use Windows
personal computers and Android smartphones to avoid possible
confounding effects due to different operating systems pointed out
in earlier effort [14].

3.4 Survey Flow

After giving consent, participants first answered the prescreening
questionnaire to measure their eligibility. If found eligible, partic-
ipants were randomly assigned to one of the two groups based
on the purpose of the controls: “sharing” or“usage”. Next, partici-
pants reported their behavior for the controls they were assigned to,
where each participant reported adoption behavior for the two pri-
vacy controls of the assigned purpose. After the group assignment,
participants’ technical literacy and trust in Google were measured
first (Likert scale and qualitative response). Next, participants were
asked to report their current settings for their assigned controls.
We asked privacy control-related questions last to avoid biasing
and raising concerns about Google (which might have affected their
trust ratings).

For the controls where current settings were measured, we
showed participants step-by-step instructions (with proper images)
on how to go to the specific settings page and report the current
settings to assist them in reporting. Finally, the survey ended with
participants answering the demographic questionnaire. Survey in-
struments and questionnaires are presented in the Appendix.

Survey took about 20 minutes to complete (M = 19.48, Mdn =
15.28,SD = 14.38), and eligible participants were compensated $3
for completing the survey. The survey was hosted on the univer-
sity’s Qualtrics server and was approved by the university Institu-
tional Review Board (IRB).

3.5 Survey Data Analysis

We recorded a total of 215 responses for the main survey. Among
them, 6 participants (2.79%) failed at least one of the three attention
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check questions. We removed these responses from the data. These
led us to our final data set of 209 valid responses. Among them,
105 participants were in the “sharing” group, and 104 were in the
“usage” group. Scores from technical literacy items indicated that
there were 65 (34 in “sharing” group, 31 in “usage” group) technical
participants (Scoring 4 or higher out of 6) and 144 (71 in “sharing”
group, 73 in “usage” group) non-technical participants (scoring 3
or lower out of 6) in the data set.

Assumption tests showed that data violated the normality as-
sumption (normality transformation techniques also failed). In ad-
dition, the specific group sample size for individual controls (e.g.,
the number of technical adopters of a specific control) was low
for some cases. Due to these observations, as suggested in liter-
ature [43, 53, 56], we used nonparametric tests for significance
testing, e.g., Mann-Whitney U tests (for two samples) and Kruskal-
Wallis tests (for more than two samples; posthoc results are re-
ported). Bonferroni corrections were made for any post hoc com-
parisons (for Kruskal-Wallis tests) as needed. We used a p-value <
.05 to indicate statistical significance. We calculated and reported

effect size (r) for Man-Whitney tests using r = \/Lﬁ formula [30].

Data were analyzed using SPSS.

For qualitative data analysis, we used a bottom-up inductive
coding approach [52] to code the responses to the open-ended
question. Initially, two researchers coded each statement indepen-
dently by reading through all the comments. Then both coders met
and decided on the final codebook. Afterward, both coders sat to-
gether to resolve the conflicts between the codes. After the conflicts
were resolved, both coders independently updated their codebooks.
Inter-rater reliability (IRR) for each question was calculated using
Cohen’s Kappa, which ranged from 0.7 to 1, indicating “substantial”
or “excellent” agreement between the coders [44].

4 RESULTS

Among the 209 responses, there were 112 males (53.6%), 95 females
(45.5%), one other, and one participant who chose not to answer.
Participants’ age ranged from 22 to 70 years (M = 38.52,SD =
10.43). Group-wise demographic breakdown of the participants is
presented in Table 5 in the Appendix A.2.

Mann-Whitney U test showed no significant differences across
the groups regarding age (U = 6088.5,p = 0.154) and technical
literacy scores (U = 6129, p = .12). In addition, a chi-squared test
showed no significant differences in terms of gender across the
groups (y%(1) = 1.402, p = 0.236). Based on this, we concluded that
the groups are demographically similar.

Between the technical and non-technical participants, a Chi-
squares test showed a significant difference in gender (y?(1) =
5.989, p = 0.014). Further analysis showed that 66.2% (43/65) techni-
cal participants were male compared to 47.9% (69/144) non-technical

participants across all platforms. However, technical and non-technical

participants did not differ in age (U = 4858, p = 0.66). Hence, our
recruitment method yielded more male participants than female
who scored highly on the technical literacy scale.

4.1 Adoption of the Privacy Controls (RQ1)

The adoption rate of the privacy controls varied across the controls.
Figures 1 and 2 summarize participants’ responses for the “sharing”
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vs. “usage” controls, respectively. Importantly, for all three of the
controls with a default setting (except Browser history that does
not have a default value), the majority reported having the defaults
as their current settings. For example, 53.3% (56/105) participants
kept the current setting for Cookies control as “Block third-party
cookies in incognito,” which is the default setting. Similarly, for
the Ad personalization control, 70.2% (73/104) reported having it
turned on. On the other hand, there was no setting to turn on or
off for the Browser history control. Among the participants, 34.3%
(36/105) mentioned using the feature within a week, which was the
most frequent among the options. Hence, we conclude that most
participants are likely to keep the defaults as their current settings for
the chosen privacy controls in our study. (Finding 1)

Looking closely into the adoption rate across the technical lit-
eracy levels gave us an understanding of how privacy controls
are adopted among the technical and non-technical participants.
Figures 3 and 4 portrays the results for the “sharing” vs. “usage”
controls, respectively.

For the “sharing” controls, non-technical participants were found
to use/change the current settings more frequently than technical
participants. For example, 48.3% (29/60) non-technical participants
mentioned using the Browser history control within a week, com-
pared to 25% (7/28) technical participants. However, the difference
was not found to be significant. Similarly, for the Cookies control,
42.3% (30/71) non-technical participants kept the default setting
“Block third-party cookies in incognito” compared to 76.5% (26/34)
technical participants. Post-hoc tests showed that non-technical
participants were significantly more likely to change the default
settings than technical participants (y?(1) = 10.89, p = 0.001, cor-
rected p = 0.008). Further, non-technical participants (36.6%; 26/71)
used the conservative option “Block third-party cookies” signif-
icantly more compared to the technical participants (8.8%; 3/34)
(¥*(1) = 9.0, p = 0.003).

Among the “usage” controls, we did not find any significant
differences between the technical and non-technical participants
for the Location history control. Overall, 27.4% (20/73) of the non-
technical participants kept the defaults compared to 54.8% (17/31)
of the technical participants. Likewise, for the Ad personalization
control, the default usage was about the same between technical
and non-technical groups (about 70% for both groups). Based on our
data, we conclude that, among the four controls, non-technical par-
ticipants significantly differ from technical participants in changing
the default settings for the Cookies control only. (Finding 2)

4.2 Trust Perceptions towards Google (RQ2 &
RQ3)

4.2.1 Trust difference between technical vs. non-technical partici-
pants (RQ2). Regarding trust towards Google’s competence, tech-
nical (M = 5.6, Mdn = 6,SD = 1.1) and non-technical participants
(M = 5.73, Mdn = 6,SD = 1.0) did not differ significantly. Over-
all, participants’ high ratings of competence score toward Google
(M =5.69,Mdn = 6,SD = 1.01) indicate that they felt Google has
the competence to provide effective services.

However, regarding perceptions of Google’s integrity and benev-
olence, technical and non-technical participants significantly dif-
fered. Technical participants (M = 4.3, Mdn = 4.33,SD = 1.4)
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rated significantly lower compared to non-technical participants
(M = 4.8, Mdn = 5,SD = 1.3) towards Google’s integrity (U =
3672, p = 0.012,r = 0.17) (e.g., Google is truthful in its dealing with
me). Similarly, technical participants (M = 3.9, Mdn = 3.67,5SD =
1.5) gave significantly lower benevolence rating to Google than
non-technical participants (M = 4.6, Mdn = 4.67,SD = 1.3) (U =
3432, p = 0.002,r = 0.21) (e.g., Google acts in my best interest).

Based on our analysis, we conclude that Technical participants
differ significantly from non-technical participants in their perceptions
of integrity and benevolence of Google. However, both groups agree
on Google’s high competence. (Finding 3)

4.2.2  Trust difference between adopters vs. non-adopters across tech-
nical literacy levels. (RQ3). As trust is often found to be an influential
factor in privacy decision-making [12, 13, 32], we wanted to see
whether being an adopter of privacy control is associated with trust
perceptions towards Google.

Among technical participants, trust (towards Google as a service
provider) was not found to be associated with being an adopter for
any of the four controls, indicating that technical adopters of the
privacy controls do not show a significant difference in trusting
Google compared to technical non-adopters (RQ3(a)). This result
hints at the likelihood that trust in Google as a service provider
may not be the most compelling reason for technical participants
to change their choices from default settings.

We conclude that Technical adopters and non-adopters of Google’s
privacy controls (both “sharing” and “usage” controls) do not differ
significantly regarding trust ratings towards Google. (Finding 4)
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For non-technical participants, trust was found to be associated
with the adoption of several ‘sharing” and “usage” controls. Specifi-
cally, differences in benevolence and integrity were found between
non-technical adopters and non-adopters.

Among the “sharing” controls, we noticed a significant trust
difference for the Browser history control, but not for the Cook-
ies control. For the Browser history control, users who proactively
(e.g., reported using these features weekly) deleted their brows-
ing data felt high integrity and benevolence (benevolence: M =
4.6, Mdn = 4.67,SD = 1.3) of Google compared to those who barely
used these features (e.g., reported using the feature within three
months) (benevolence: M = 3.7, Mdn = 4,SD = 1.1). This finding
may indicate that trusting Google lets these non-technical users
use the “sharing” controls at a higher rate.
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Non-technical Participants

Control Privacy Control Trust Integrity Trust Trust Benevolence
Purpose Competence
. Browser history (post-hoc: within a week | U = 100.5,p = 0.048 U =95.5,p = 0.033
Sh ) ) NS ) >
aring vs. within three months) r=-0.37 r=-0.39
. Browser history (post-hoc: within a month U =57.5p =0.05,
Sharing vs. within three months) NS NS r=-0.43
U = 408.5,p = 0.047
Usage Location history NS NS P ’
r=-0.23
o U =368.5,p = 0.029, U =329,p =0.008,
Usage Ad personalization = —0.25 NS =031

Table 2: Signi¥ cant associations between trust and adoption of the privacy controls. The symbol NS indicates non-signiXcant

results

Hence, we conclude that Non-technical adopters of the “sharing”
controls pose higher trust (integrity and benevolence) towards Google
compared to non-technical non-adopters of such controls. (Finding
5)

Among the “usage” controls, adopters of Ad personalization
(benevolence: M = 4.14, Mdn = 4,SD = 1.3) and Location history
controls (benevolence: M = 4.6, Mdn = 5,SD = 1.3) indicated lower
benevolence (also integrity for Location history control) ratings
towards Google compared to the non-adopters of Ad personaliza-
tion (benevolence: M = 5.1, Mdn = 5.33,SD = 1.3) and Location
history controls (benevolence: M = 5.3, Mdn = 5.33,SD = 1.4),
respectively. The result may indicate that, for the “usage” controls
scenario, participants who trust Google less (in terms of integrity
and benevolence) adopt these controls to restrict usage of collected
data for external/personalization purposes at a higher rate (e.g., use
of location tracking for personalizing recommendations or third-
party tracking for personalizing Ads). Summary of these findings
with significance statistics are presented in Table 2, and the descrip-
tive statistics of the significant associations are informed in Table 6
of the Appendix A.2. We conclude -

Non-technical adopters of the “usage” controls pose lower trust
(integrity and benevolence) towards Google compared to non-technical
non-adopters of such controls. (Finding 6)

Among non-technical participants, the directionality of trust changes
between adopters vs. non-adopters of “sharing” vs. “usage” controls.
For “sharing” controls, adopters indicate higher trust (integrity and
benevolence) in Google, whereas, for “usage” controls, adopters in-
dicate lower trust (integrity and benevolence) in Google. (Finding
7)

Overall, we observed that trust works as an crucial antecedent
for the non-technical users’ adoption decision of Google’s privacy
controls, but not so much for technical users. While these findings
complement the literature by echoing that trust is crucial in privacy
decision-making, our findings highlight a much more subtle effect
of trust based on technical literacy.

4.3 Factors AX ecting Trust Towards Google’s
Privacy Protection (RQ4)

To identify the factors that contribute to (dis)trusting a service
provider (i.e., Google) from the perspective of privacy protection,

we asked participants to explain their reasoning behind their attri-
bution of trust towards Google’s privacy protection. Findings of
our qualitative analysis are presented below (sample comments are
presented with minor corrections to address typos as needed, T
and NT indicating comments from a technical and non-technical
participant, respectively). In addition, a summary of the top five
most frequently mentioned trust-enhancing/dampening factors by
the participants is presented in Table 3, and 4 for an easier under-
standing of the results. The tables also show a relative difference
between technical and non-technical participants in their factoriza-
tion of trust towards Google’s privacy protection (enhancing and
dampening factors).

4.3.1 Factors affecting trust positively. Participants’ comments re-
vealed several reasons that go in Google’s way and work towards
building and maintaining a positive attitude towards Google, as we
discuss here -

1. Rational Profit Motive vs. Top-notch Security. For technical

participants, one of the top reasons for trusting Google was due
to Google’s business model, where users must be valued and pro-
tected for Google’s own good. Specifically, participants discussed
how Google’s business model depends on protecting its reputation,
following regulatory requirements, and keeping its user base, which
they believe would motivate Google to protect its users (i.e., rational
profit motive). In total, 14/65 (21.5%) technical participants, com-
pared to only 6/144 (4.2%) non-technical participants, mentioned
these reasons for trusting Google’s privacy protection. Examples
of such comments are given below.

“Google is a corporation. They have an interest in maintaining
customers. While I don’t necessarily trust Google, I do trust their profit
motive. With that in mind, I trust that Google will, for the most part,
do what they can to protect privacy to ensure that they are not losing
too many customers or users in general. So, in that sense, I trust Google
quite a bit, but not completely.” (T)

‘T feel they are not protecting my privacy but protecting their data.
I feel like having my privacy protected is an unintended consequence
to them keeping their data safe.” (T)

These comments indicate that technical participants are more
likely to trust based on their understanding that Google will protect
its users in order to maintain its reputation and popularity. Such
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Technical Participants

Non-technical Participants

#1. Rational profit motive calculations (21.5%)

#1. Top-notch security (24.3%)

#2. Having a good track record (21.5%)

#2. Quality services and convenience factors (17.4%)

#3. Positive attitude towards Google’s perceived user protection (18.5%)

#3. Positive attitude towards Google’s perceived user protection (15.3%)

#4. Top-notch security (16.9%)

#4. Having a good track record (12.5%)

#5. Availability of privacy options (15.4%)

#5. Availability of privacy options (7.6%)

Table 3: Top 5 trust enhancing factors across technical and non-technical groups

Technical Participants

Non-technical Participants

#1. Google’s data collection and usage practices (40%)

#1. Google’s data collection and usage practices (38.9%)

#2. Skepticism about Google’s ulterior motive (33.8%)

#2. General distrust over Internet use (18.1%)

#3. Lack of transparency (18.5%)

#3. Skepticism about Google’s ulterior motive (14.6%)

#4. Shortcomings of privacy options (12.3%)

#4. Lack of transparency (7.6%)

#5. General distrust over Internet use (7.7%)

#5. Shortcomings of privacy options (4.2%)

Table 4: Top 5 trust dampening factors across technical and non-technical groups

rational considerations are not among the top reasoning for non-
technical users. This conjecture aligns with our quantitative finding
of lower integrity and benevolence perceptions of Google among
the technical participants, as their trust is mainly based on their
rational understanding of Google’s profit motives.

In comparison, non-technical participants’ number one reason
to trust Google was the availability of solid security in place to
protect user data. 35/144 (24.3%) of the non-technical participants
mentioned this as their primary reason for trusting Google. One
such comment is listed below.

“Google is one of the topmost search-engine in the world. Google
offers us high security to our data and protects our data. This is their
main role, and this will eventually increase their consumers. They
have highly trained technicians and well-structured code to protect
our privacy.” (NT)

While technical participants also mentioned Google’s strong
security as a reason for their trust in Google’s privacy protection,
only 11/65 (16.9%) of the technical participants mentioned this
reason, ranking fourth compared to the most mentioned reason
(ranked first) by the non-technical participants.

From quantitative analysis, we saw that both technical and non-
technical participants had higher competence perceptions of Google.
However, the qualitative comments add dimension to that. Even
though both parties agree that Google is competent, non-technical
participants seem more driven by it to put higher trust in Google’s
privacy protection. On the other hand, technical participants seem
to give little weight to Google’s competence in trusting Google’s
privacy protection.

2. Importance of Track Record. Having a good track record was
mentioned by 14/65 (21.5%) technical participants compared to
18/144 (12.5%) non-technical participants as a reason behind their
trust in Google. It was the second most common reason mentioned
by the technical participants and the fourth most common reason
by the non-technical participants. It is possible that this reason
was mentioned more frequently by the technical participants as
they are more likely to use Google services for an extended period
due to their familiarity with technology compared to non-technical

participants. For example, one technical participant mentioned the
following.

“Google has a pretty good track record with security and I've used
their services for over 10 years and trust them highly. I would trust
them to protect my info on all my accounts evenly.” (T)

While Google’s dealing with personal data is a source of concern
for most (exhibited in the trust-dampening factors), often having
no negative experience subsided those concerns of data collection
by Google, at least to some extent. Hence, while most participants
felt concerned about Google’s data-centric business model, having
a good track record was still a positive factor that enhanced trust.

“I'm sure they are using user data in ways that the public is not
aware of. I personally have not had any problems, so I cannot be too
critical.” (T)

3. Quality of Services and Convenience. In contrast to technical
participants, the availability of eX cient and convenient services
was mentioned as one of the top reasons (ranked second) for trust-
ing Google by the non-technical participants. Specifically, 25/144
(17.4%) non-technical participants mentioned this reason for trust-
ing Google. For example, Google’s search functionality was often
perceived as an indication of its effective services and the core
reason behind trust. Thus, for the non-technical participants, the
quality and the convenience of the service that Google offers are
likely to be essential in their consideration to trust Google. One
such statement is listed below.

“I search many results in Google chrome. I trust this search engine
for 90% percent.” (NT)

For some non-technical participants, the utility of services seemed
to suppress their suspicion of data collection, as noted in the com-
ment below.

‘T like the ease of using Google products. I do not like how Ads
seem to tailor themselves to things I've said out loud. That makes me
paranoid.” (NT)

Compared to non-technical participants, 7/65 (10.8%) techni-
cal participants mentioned the services and conveniences as their
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reason to trust Google (not in the top five). However, unlike non-
technical participants, technical participants showed a more so-
phisticated understanding (often negative) of the tradeoffs while
trusting Google, as expressed in the following comment.

“..It provides me with useful tools as long as in exchange it can
take the data it wants, and then uses that data to its own advantage.
I .am under no delusion that Google does this in any way to help me -
I am here to help it maximize its profit. This is the deal by which we
operate. It is not perfect; it is just convenient.” (T)

4. Positive attitude towards Google’s perceived user protection.
A common reason mentioned by participants that goes in favor of
Google was a positive perception that Google is watching out for
their users and not taking part in negative practices, which often
led to trust in Google’s privacy protection. 12/65 (18.5%) technical
and 22/144 (15.3%) non-technical participants mentioned this as
their reason for trusting Google (ranked third for both groups).

“Google has never let me down in many years and I've never seen
them involved in negative privacy related events like Facebook. They
seem like a great company always looks out for their customers.” (T)

As suggested by the previous comment, having a good experience
and track record can contribute to the overall positive attitude that
Google is protecting its users and not participating in any privacy
violation activities. In addition, participants who felt that Google is
transparent about data collection also seemed to think positively
about Google’s benevolence.

Finally, a general positive attitude towards Google was also no-
ticed among some participants.

“Google as being in the market for a long time, I genuinely think
they offer a good service in regard to their customers, and they will
remain being the top company in their field for a long time due to
their policies.” (NT)

5. Availability of Privacy Controls. Overall, 10/65 (15.4%) techni-
cal and (11/144) 7.6% non-technical participants mentioned the avail-
ability of privacy options as a reason for trusting Google (ranked
fifth for both groups). This finding complements the prior work that
shows the availability of control over data works as an antecedent
of trust [74] and can reduce concern over privacy [18, 73].

One such comment is presented below.

“Google seems to give a lot of controls, especially around privacy
and security, which, if you know how to use, can make things very
secure and safe. Google seems open about how your information is
used and shared if you know where to find it.” (T)

Even when some participants had a negative attitude toward
Google’s data collection, they acknowledged the availability of
privacy options as a positive thing.

“T think there are some things that are good about Google. They
have a lot of different privacy options you can use. And you can see
what data they have on you. But at the end of the day, they are a
company and will always care about themselves first.” (T)

It is important to note that while having privacy controls may
increase trust when it comes to adopting privacy controls, trust has
a more nuanced role, as we observed in our quantitative analysis.
Specifically, we noticed that the adoption of “usage” controls is
related to lower trust towards Google among the non-technical
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group. Hence, merely having privacy controls that enhance trust
can be illusory, as suggested in this prior effort [16].

6. Availability of Alert Notifications. While not ranked as one of
the top five reasons in either group, a small number of participants,
especially in the non-technical group, mentioned the alert notifica-
tion feature as a positive factor behind trusting Google. Specifically,
6/144 (4.2%) non-technical and 1/65 (1.5%) technical participants
mentioned this as their reason for trust.

“Google notifies me of trusted websites. Google also alerts and
prevents untrusted sources from trying to obtain my account infor-
mation...” (NT)

One non-technical participant mentioned being notified by Google
for non-Google accounts as a positive factor for trusting Google.

“...they even notify me when my non-Google accounts have possibly
been compromised.” (NT)

4.3.2  Factors affecting trust negatively. Participants in both groups
noted several factors, such as limitations of privacy controls, mali-
cious ulterior motives, and ethical concerns that influenced their
trust negatively towards Google’s privacy protection, as discussed
below -

1. Google’s Data Collection and Usage Practices. Google being
a data-centric company, was noted as the top reason behind par-
ticipants’ distrust towards Google’s privacy protection. In total,
26/65 (40%) technical and 58/144 (38.9%) non-technical participants
mentioned this as the primary reason behind the lack of trust in
Google. It implies that the data collection-based (i.e., Ad revenue)
business model of Google is one of the most concerning factors
for the participants and contributes to their decision not to trust
Google. Most participants who mentioned this reason seemed to
suspect that Google may be collecting a lot of personal data they
are unaware of.

“Tdon’t trust Google at all. I am sure it stores and shares data that
I have given them either willingly or without knowing.” (T)

“Tracks what websites I visit and targets ads to me. Sells or shares
information with other companies and advertisers. ” (NT)

Some participants indicated Google’s profit motive to be a nega-
tive factor toward trusting Google. Specifically, these participants
felt that Google would not care for end-user privacy (i.e., lower
benevolence perception).

‘T don’t trust Google at all because it is a company interested in
making money. I, and all users, are commodities to the company and
are treated as such. It’s not done out of malice, it’s just business. I
don’t trust any company for the same reason.” (T)

Getting targeted Ads caused some participants to get a feeling
of “being followed,” negatively affecting their trust.

‘T think that using Google leads to me seeing targeted ads. It’s
uncomfortable to feel “followed” across platforms.” (NT)

Even when users found Google to be a technically competent
service provider, they seemed skeptical, considering Google’s data-
centric business model.

“Google is competent, but probably collects, shares, and/or sells
certain data, so I don’t trust it. It is concerned with profit, not people
or users.” (T)
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2. Google’s Malicious Ulterior Motive. In their comments, 22/65
(33.8%) technical participants and 21/144 (14.6%) non-technical par-
ticipants indicated some suspicion toward Google’s ulterior motives.
While the distrust was commonly linked with Google’s data collec-
tion and usage practices and profit motives, it often went beyond
that, where participants viewed Google as a selfish actor who would
not hesitate to sell/share user data with malicious or government
entities to benefit itself.

“..Will invade my privacy itself or let others do it if it’s in their
more important interests.” (T)

“Google collects and stores this information and could someday
give it to the government if it doesn’t already” (NT)

The company’s sheer size and the amount of data collection were
also seen as causes of concern by participants.

“..They have collected so much sensitive information on people,
from their voice data to their location and even their pictures, that
it would be extremely naive to assume that Google doesn’t use this
information to give to both advertisers and government for profit.” (T)

Finally, some technical participants’ comments reflected their
suspicion that Google might be associated with controversial prac-
tices and policies.

“They keep profiles on their user’s personal information like age,
gender, sexuality, healthy, location, and many more personal at-
tributes. There is no good reason to do this, only bad ones that I
see like profiting off people, and possibly worse as the US government
becomes more leftist and totalitarian as Google supports dangerous
left-wing philosophy and ideology.” (T)

3. Lack of Transparency. Lack of data collection and usage trans-
parency was mentioned by 12/65 (18.5%) technical and 11/144 (7.6%)
non-technical participants as a trust-dampening factor. In addition,
many comments from both technical and non-technical groups
indicate a suspicion that Google may be collecting much personal
information without them knowing, which may also be attributed
to the lack of proper data collection and usage transparency on
Google’s end. Note that Google does offer a transparency report!.
However, many users may be unaware of the report, or the report
might not be informative enough or well-understood. Future work
can investigate which one is true in Google’s case. Nonetheless,
lacking clarity and transparency seemed to be a deal breaker for
some participants, contributing to suspicion and a lack of trust.

“..I'm fairly uneducated about how Google actually uses my infor-
mation or how it’s exchanged across these platforms. I really have no
idea about how Google exchanges or sells information to third parties.”
(NT)

Some participants complained about how Google’s data collec-
tion and usage policies can be diX cult to find and how Google never
asks for consent (or assumes consent by default) before collecting
and storing data.

“..You may not always realize you've given permission because it’s
not clear.” (T)

“..I know my search history is saved across multiple devices which
is something I never agreed to but it’s just there and it happens so I
can’t put all my faith into how Google handles my data.” (T)

https://transparencyreport.google.com/
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Finally, some participants pointed out distrust concerning Google’s
policy while trust in their quality of service, underlying the nuanced
nature of the relationship between Google and its users.

“I'm sure Google is collecting some data "for my own good" - like
to help me find items to buy based on my recent interest, but who else
is seeing my personal data? Highest bidder? That Google will never
share... But, yeah, it works good, and I'm satisfied with its service.”
(NT)

4. Limitations of the Privacy Controls. Overall, 8/65 (12.3%)
technical and 6/144 (4.2%) non-technical participants mentioned
limitations of existing privacy controls behind their lack of trust.
Some participants pointed out that current controls require users to
“opt out” to prevent data collection rather than “opting in,” which
allows Google to track users by default.

“.. I do know there are privacy settings, but by default, it is set for
Google to collect info from you while you browse and to provide you
with ‘targeted marketing’ (a rather creepy experience) and some don’t
know you can actually set your account not to collect, therefore the
fact that it’s set by default to collect your browsing information is
rather unfair...” (T)

Some participants indicated the need for educating users about
the privacy options that Google offers, especially given that users
need to opt out rather than opting in (e.g., “Google does have privacy
settings but doesn’t make a point of educating users. You have to opt
out not in..."(NT)).

Notably, some questioned the el cacy of the controls in pro-
tecting privacy, considering Google’s data-centric business model.
These participants rationalized that Google must collect data to con-
tinue its revenue structure. However, privacy controls are given to
restrict data collection, directly contradicting the Ad revenue-based
business model.

“... I'm not certain that they protect my privacy, at all, and 1
don’t believe that my settings have any effect on what their servers
collect and I don’t know the who story behind what they do with that
information. I know they are an advertising company and it is used
for that purpose...” (T)

Importantly, though the availability of privacy controls is seen as
a trust-enhancing factor, knowing that the controls have limitations
and may not be effective as they counteract Google’s data-centric
model may contribute to the lower adoption of these controls that
we observed in our quantitative analysis. It implies that the mere
offering of the controls may enhance trust, but ensuring adoption
requires much more effort than that.

5. Distrust towards the Internet, Negative Media Coverage, and
Bad Personal Experience. Among the comments, 5/65 (7.7%) tech-
nical and 26/144 (18.1%) non-technical participants expressed dis-
trust towards the Internet in general as a justification for not trust-
ing Google (e.g., I do not trust any entity that has access through the
Internet..” (NT)). Finally, media portrayal of negative information
sometimes led a small number of participants to distrust Google’s
privacy protection. Specifically, 3/65 (4.6%) technical and 5/144
(3.5%) of non-technical participants mentioned hearing negative
stories, which made them concerned.
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“Recently Google was in the news about how their private browsing
was not as private as people thought, which makes me distrust Google
even more.” (T)

Finally, Some participants mentioned having negative personal
experiences with Google services which affected their trust percep-
tion.

“T have heard far too many stories about privacy issues related to
Google, and have even had some of my login information to one of
my accounts end up in someone else’s hands after never giving it out
to anyone...” (T)

5 DISCUSSION AND DESIGN
RECOMMENDATION

5.1 Trust and Power Dynamics between Service
Providers and End-users

Prior efforts (including ours) confirmed that trust is vital in building
a positive relationship between a service provider and end-users.
However, it is important to acknowledge that service providers (i.e.,
Google) can indeed be perceived as trustworthy and caring while
using that perception for their gain. Understanding this requires
looking at the notion of privacy from both parties’ perspectives
while considering the power dynamics between them.

For instance, from the service provider’s point of view, one of
the goals would be to increase trust to maintain and grow its user
base. As we observed, offering privacy controls could be a viable
option for Google to increase trust. However, the availability of
privacy controls does not automatically mean adoption. In fact, our
findings imply that increasing users’ trust would benefit Google in
two ways. First, increasing trust would motivate users (primarily
non-technical users) to adopt the “sharing” controls that do not
restrict the usage of shared data. Second, increasing trust would
lead users to keep the defaults of “usage” controls, allowing Google
to leverage shared data across Google services, which is crucial
for its Ad-revenue based business model. As such, making privacy
controls available for users can help Google sit on top of the power
dynamics while increasing trust, thereby giving more control over
its user base regarding data collection and service personalization.
However, this could threaten users’ privacy due to overtrusting
Google.

On the other hand, our qualitative findings underscore users’
concerns over data submitted to Google and their lack of trust in
Google’s data privacy protection. Our participants expressed con-
cerns over Google’s data collection strategies, indicating a plausible
“undertrust” scenario. Unfortunately, suspicion about Google’s ul-
terior motives, which can lead to undertrusting Google, can cause
users to avoid the available privacy controls as well (even if Google
offers “usage” controls). As per our findings, undertrusting Google
can induce privacy avoidance behavior, as suggested by the lower
adoption rate of the privacy controls and participants questioning
the privacy controls’ el cacy.

Ideally, from a privacy perspective, we do not want users to
overtrust or undertrust the service providers. Instead, a notion of
appropriate trust is crucial for the mindful adoption of privacy.
We argue that ensuring user data privacy will require a combined
effort, which cannot be achieved by the service providers or end-
users alone. Towards that, privacy researchers need to develop
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privacy risk communication and mitigation strategies ensuring that
users’ trust is calibrated at an appropriate level, thereby promoting
informed privacy decision-making. Users’ individual differences
need to be considered while designing and testing these strate-
gies, as differences such as technical vs. non-technical and adopters
vs. non-adopters can lead to differences in trust. Further, govern-
ment policymakers must investigate ways to address the differential
power dynamics between service providers and end-users. For in-
stance, legislatures need to look at policies that can prevent service
providers from offering “sharing” controls merely as a trust-building
strategy. Instead, regulations should push service providers to offer
more “usage” controls to their users to give more control over data
shared with them.

Additionally, we noticed a subtle but significant association be-
tween the controls’ purpose of “sharing” vs. “usage” and users’
trust perception, where non-technical adopters of the “sharing” con-
trols indicate more trust towards Google than non-technical non-
adopters of “sharing” controls. However, non-technical adopters
of the “usage” controls indicate less trust than their non-adopter
counterparts. Brandimarte et al. argued that the nuanced distinc-
tion between “sharing” and “usage” is likely hard to be perceived
by general consumers, as suggested by the research on bounded
rationality [59] and level-k thinking [23, 35]. Failure to engage in
conditional thinking to understand such differences between “shar-
ing” vs. “usage” opens the door for the service providers to offer
“sharing” controls as a means to mislead users while continuing
unrestricted data collection and usage [16]. Thus, end-users need to
be educated about these nuanced differences in the privacy controls’
underlying purpose of “sharing” vs. “usage” to engage in a more
informed privacy control adoption decision-making.

Although our work investigated privacy-trust interrelation in
Google’s context, we expect the implications of our findings to
apply to other service providers (especially with brand trust), as
offering privacy controls has become a common practice adopted
by the industry. Our findings align with prior efforts that inves-
tigated privacy controls in different contexts and noted that the
availability of privacy controls can enhance users’ trust [61, 74]
while manipulating users towards practices that benefit service
providers in terms of data collection [2, 28]. Furthermore, prior
works that looked at disclosure settings observed a similar effect of
overtrusting the SNS provider, despite the provided controls (i.e.,
“sharing” controls) not restricting data usage by the provider in any
way [16]. Hence, the overtrust and understrust effects we observed
in Google’s context are very likely to be present for other service
providers. As such, the skewness in the power dynamics between
the service providers and the consumers and the service providers’
control over user data should be considered a threat to user data
privacy and call for close attention.

5.2 Nuanced el ect of Technical Literacy and
Trust on Privacy Control Adoption

Our findings suggest that non-technical participants are more likely
to use non-default settings and stricter privacy options than tech-
nical participants. While counterintuitive, this is in line with prior
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work showing that a more articulated mental model enables techni-
cal users to rely on rational cost-benefit analysis-oriented decision-
making strategies [27, 37]. Our qualitative findings support this ar-
gument where technical participants more frequently justified trust-
ing Google based on rational profit motive calculations. Comments
showed that technical participants often questioned the effective-
ness of the controls as Google’s data-centric business model directly
conflicts with the controls’ purposes. These findings suggest a possi-
bility that technical participants’ privacy control adoption decision-
making is more likely to be influenced by the privacy-calculus-based
rational risk-benefit trade-off calculation. From quantitative anal-
ysis, technical participants were found to trust Google’s integrity
and benevolence significantly less than their non-technical coun-
terparts. As such, lower trust perception is likely to contribute to
the observed negative attitude towards Google that led them to
question the controls’ e cacy. The perception that the controls
may not be doing what they are supposed to do can subsequently
lower the perceived benefit of using these controls among the tech-
nical participants. From a privacy-calculus perspective, it implies
that, even after seeing the risk of data collection, technical partic-
ipants may not be willing to adopt the privacy controls, similar
to what we observed in this study. Prior works also support this
conjecture showing that trust affects the perception of the useful-
ness of the protective measures offered by service providers [7]. In
addition, prior efforts suggest that lower trusting belief will likely
decrease users’ confidence towards the service provider and subse-
quently lead to prevention-focused behavior (e.g., asking for data
retrieval, not providing data for personalized services) [46]. Thus,
due to higher risk perception and lower confidence in Google’s data
practices, technical participants are more likely to rely on down-
stream privacy behavior and restrict themselves from providing
personal data to Google rather than relying on the privacy con-
trols and choices offered by Google. Protection Motivation Theory
(PMT) suggests that users constantly try to protect themselves from
threats by adopting protective measures to minimize the (privacy)
risks [54]. In line with PMT, prior research confirms that consumers
respond to privacy threats by adopting protective measures such as
fabricating or falsifying data submitted online or withholding data
altogether [45]. Thus, privacy-calculus-based approaches focusing
on communicating the el cacy of the privacy controls while ad-
dressing the shortcomings can help reduce technical participants’
negative attitudes towards the service provider and subsequently
lead to a higher perceived benefit of the privacy controls in order
for them to adopt the controls proactively.

Compared to technical participants, non-technical participants
perceived Google’s higher integrity and benevolence, which seemed
to play an important role in adopting Google’s privacy controls
at a higher rate in this user group. Thus, from Google’s point of
view, maintaining trust can be beneficial to make this user group
adopt the offered privacy features. Towards that, identifying and
addressing the trust-dampening factors should help to develop
and maintain trust. However, caution should be taken so that trust-
building strategies do not lead to inappropriate trust (i.e., overtrust),
potentially leading to privacy violations. The proposition of inappro-
priate trust in the context of Google has recently been investigated
by Balash et al., showing that trust in Google was inappropriately
transferred towards the third-party services that were authorized
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with Google’s Single Sign-on (SSO) services, making users vulnera-
ble to security and privacy risks [9]. Prior research also suggests
that overtrust may make users feel that the service provider is only
responsible for protecting them, pushing them towards negligence
or retirement from privacy protection activities [24]. Non-technical
participants, due to their higher trust perception, may fall into
this risky territory, which should be carefully considered in the
organizations’ trust-related promotional activities.

It is worth noting that users do not view the privacy risks of dif-
ferent data equally, which is evident from the difference in adoption
rate for different controls. In particular, we noticed that the adop-
tion of Location history control does not match the adoption of Ad
personalization control and vice versa. This observation underscores
the need for context-specific communication while promoting trust
and privacy controls. Specifically, instead of designing promotions
following a “one-size-fits-all” strategy, service providers need to
promote individual privacy settings considering the utility of each
specific setting and users’ context.

5.3 ENect of the Purpose of Controls (“Sharing”
vs. “Usage”) on Privacy

While several prior efforts looked into the adoption behavior of
privacy control in the context of social networking sites (SNS), the
choices investigated in SNS settings often fall under the category
of “sharing” controls. Prior literature pointed out that “sharing”
controls may be “illusory” as they do not give users control over how
the shared data can be accessed or used even though the offerings
evoke a perception of control and help build trust [16]. In our case,
while technical adopters and non-adopters did not differ much
in their perception of trust, we observed a crucial interaction of
trust and control adoption among the non-technical group. Among
the non-technical participants, adopters of the “sharing” controls
perceived Google’s integrity and benevolence significantly more
than the non-adopters of these controls. However, this interaction
was reversed for the “usage” controls, where non-technical adopters
indicated a lower perception of Google’s integrity and benevolence
than non-adopters. This reversed interaction indicates that less
trusting belief is likely to influence non-technical users, who are
concerned about Google’s data collection and sharing strategies, to
adopt the “usage” controls that restrict shared data from being used
by Google for providing targeted advertisements and personalized
services (e.g., personalized Maps). Our findings complement prior
efforts that suggest that trust is crucial in determining willingness
to share personal data and use personalized services in return [45].

It is worth noting that the difference is observed in the adoption
behavior of non-technical participants but not among the technical
participants. Due to the low overall trust towards Google, technical
participants’ adoption decision is more likely to be influenced by
their rational risk-benefit analysis suggested by PMT [54], and
their perceptions of the el cacy of the controls. Nonetheless, the
distinctive reverse interplay of trust-privacy adoption contributes
to the literature. It confirms the trust-literacy requirements for
promoting privacy adoption based on the underlying purpose of
the controls. Further, the observed interactions can guide privacy
researchers to develop effective trust-building, trust-repairing, and
trust-calibrating mechanisms that consider the privacy control’s
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underlying purposes. For example, communicating that a “sharing”
control can be limited in terms of how the service providers may use
collected data can help address the issue of overtrusting the service
provider that we observed among the non-technical participants.
Subsequently, informing users about how adopting “usage” controls
can increase control over how the service providers can use the
shared data can help reduce data concerns and work as a trust-
building mechanism.

5.4 Design Recommendations Promoting Trust
and Privacy Control Adoption

Our findings suggest several antecedents, including the business
strategies (e.g., data collection for monetization) and shortcomings
of the current implementations, that made participants question
their perceptions of trust towards Google. Based on the results, we
recommend the following changes to the current practices that can
help build a better trusting provider-consumer relationship while
promoting the usage of privacy controls.

First, looking closely at the trust-dampening factors showed that
users are often concerned about obscure data collection practices
and unclear regarding the type of data being collected and how
the collected data is potentially being used. Profit motives further
exacerbate the psychological discomfort and distrust around these
issues. As such, service providers need to make the data collec-
tion and usage policies easier to locate and comprehend. In do-
ing so, the traditional long-text privacy policy approach should
be avoided as literature shows that these policy documents are
mostly ignored due to their long length and hard-to-understand
language [49]. As alternatives to the long-text policy documents,
researchers suggest approaches such as privacy “nutrition” labels
and privacy dashboards which were shown to be easier to read and
understand [34, 39]. Literature on trust suggests that transparency
and clarity regarding data collection and usage practices impact pos-
itive attitudes towards the entity, heighten the entity’s behavioral
integrity perceptions, and help build trust [45, 46]. Hence, to build
and maintain trusting relationships, service providers can leverage
transparent communication with the collection of user data and sub-
sequent usage and disclosures of such data. This can further be an
effective means of repairing user trust when trust is decreased due
to a violation of privacy by security breach incidents [7, 8, 11, 45].
In the post-data breach scenarios, communication regarding protec-
tive actions taken to prevent future data violations has been shown
effective in maintaining and repairing users’ trust perception [7, 8].
However, companies should be careful in preventing any inconsis-
tency between their words and subsequent actions they take, as
words without noticeable actions can be considered “cheap talk”
and lead to lower trust perceptions [7].

Second, participants often mentioned that they had to opt out to
stop data collection and tracking, which negatively affected their
trust in Google. Further, some participants complained about pri-
vacy settings being overridden without notification. As the decision-
making process is susceptible to “default effect” (decision being
influenced by default settings) [5, 55], to promote proactive privacy
behavior, it might be a good idea for service providers to set the
default settings to more privacy conservative options, and give
users the control to make the decisions whether they want data
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to be collected for better personalization. Such a strategy can go a
long way in demonstrating “goodwill” on the company’s part.

Third, many participants were skeptical about the el cacy of the
privacy controls. Interestingly, even after being aware of the avail-
ability of privacy controls, many technical participants expressed
doubt about whether the tools effectively restrict Google from col-
lecting data, given that Google’s business model largely depends
on users’ data. Notably, multiple participants expressed confusion
regarding whether enabling a setting will stop data collection or
not. To instill trust, service providers must address such skepticism
and clearly communicate the el cacy and limitations of the pri-
vacy controls in different contexts to give users confidence in using
them for privacy protection. Communication of the limitations of
the privacy controls can help reduce overtrust, especially among
non-technical participants.

Fourth, participants were often suspicious about Google possibly
collaborating with Government and sharing users’ personal data,
and selling collected data to third parties for profit. It is di¥ cult
to say whether these allegations are, in fact, true or not. Nonethe-
less, service providers should be upfront about such possibilities
and have a moral obligation to their users to disclose under what
circumstances such sharing of collected data with third parties (ei-
ther Government or private entities) may occur. Service providers
cannot expect users to trust them and follow their recommended
practices while perceived as malicious. To avoid such concerns, ser-
vice providers may provide transparency reports to end-users along
with policy documents. These documents should include whether
and how user data may be shared with law enforcement and other
legal obligations that a service provider must follow by law. For
example, in Google’s case, a transparency report is available online
for the end-users. Nonetheless, it is necessary to communicate the
presence of such documents with end-users and address their most
raised concerns by keeping these documents up-to-date.

5.5 Addressing Trust Resulting from
Misconception about Technology

Multiple non-technical participants expressed a certain degree of
misconceptions about privacy protection and technology in general,
which contributed as a positive factor to their trust ratings. For
instance, one non-technical participant erroneously argued about
the lack of sensitivity of the collected data (‘T don’t mind as long
as what they record and track isn’t personal such as social security
numbers, credit card info, etc.” (NT)). Another participant indicated
a lack of understanding regarding how location data is tracked and
used by Google in the following comment.

‘I feel that when using Google maps I am tracked because they ask
for my destination. However, I don’t think that is too harmful when I
am always on the move.” (NT)

While misconceptions can lead to trust, they can also create a
false sense of security and make users vulnerable to compromise.
In the long run, negative consequences due to erroneous under-
standing regarding technology can backfire and make users even
more suspicious of technology and service providers. Therefore,
such misconceptions should be carefully identified and addressed
by the service providers proactively.
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5.6 Limitations of the Study

While we took several steps to ensure the study’s internal validity
(e.g., using prescreening questionnaire and attention check ques-
tions), our findings should be interpreted with the following limita-
tions in mind.

First, we restricted our participants to the adult population who
currently live in the United States and have the technical ability to
use MTurk, which may not be a representative population of the
United States.

Second, to account for the possible effects of control types on
privacy control adoption, we looked at four privacy settings offered
by Google to keep the study tractable. However, other controls
offered by Google can be perceived differently than the ones we
picked. As such, the adoption of those controls may not align with
the adoption behavior we noticed for the four controls we con-
sidered. Further, privacy controls across other tools and platforms
(e.g., Facebook) may be perceived and adopted differently. There-
fore, while we expect the trend in our findings to hold in general,
our findings need to be interpreted accordingly.

Third, in this study, We asked participants to report their current
settings (i.e., behavioral measurement) instead of taking self-reports
of whether they use a particular privacy control and defined adopt-
ing a privacy control as changing the current setting of a privacy
control from the default setting, which is usually the least restric-
tive option. This definition labels participants who kept the default
options as non-adopters of the controls.

However, behavioral measurement alone does not report the
underlying reasons behind the observed behavior; in our case, the
reason behind keeping the defaults. Hence, keeping the default
value may indicate one of several possibilities. For instance, it is
possible that the participant is unfamiliar with the control or knows
about it but decided not to change the default value. Suppose, a
participant kept the default because they were unaware of the
privacy controls. In that case, it is likely to be an outcome of a
lack of concern over data privacy facilitated by a low perceived
data value or higher trust perception towards the service provider.
Our findings indicate a higher trust perception towards Google
among the non-adopters, while prior efforts indicate that higher
trust can indeed lower users’ concern over privacy [18, 73]. Hence,
the implications of our findings apply to this user group, where we
noticed a notion of overtrust among the non-technical participants.

On the other hand, if a participant knew about the controls but
chose not to change the defaults, there might be different reasons
for that. Our qualitative findings hint at some of these reasons
where participants (especially the technical participants) question
the controls’ el cacy or think that the controls contradict Google’s
data-centric business model, indicating a likelihood that these par-
ticipants would not interact with the options even after know-
ing their existence. Similarly, our quantitative analysis shows that
technical participants more frequently kept the defaults than non-
technical participants, which can result from such concerns. Hence,
not proactively adopting the controls by changing the defaults may
not indicate a lower privacy risk perception, especially among the
technical participants, as discussed in the paper. Either way, we
argue that participants who retain the default values are likely to be
different in their privacy decision-making compared to participants

Ehsan Ul Haque, Mohammad Maifi Hasan Khan, and Md Abdullah Al Fahim

who take the initiative to change the default values, indicating a
higher degree of initiative and motivation in taking control of their
privacy. Due to this, irrespective of the underlying reasons behind
not changing the default value, we considered default users as non-
adopters of the privacy controls. Nonetheless, we realize that there
can be some differences in perception of privacy and trust among
these fine-grained groups of non-adopters based on the reasons
behind keeping default values that we did not consider separately
to keep the study tractable at this stage, which can be examined in
future efforts.

Fourth, drawing on prior works, in this work, we used “other”
as an option for the participants to report their gender. However,
using “other” as an option can be exclusionary to anyone who is
gender-queer or whose birth sex does not fall within the binary [62].
While this does not affect our findings, our demographic may not
accurately reflect the complete gender distribution of the partici-
pants.

6 CONCLUSION

In this work, we explored how the adoption of privacy controls
varies between technical and non-technical participants based on
the purpose of the controls and trust perceptions towards the ser-
vice providers. Our findings confirm that trust perceptions are
indeed related to adoption behavior and vary based on technical
literacy. Furthermore, from the qualitative data analysis, we identi-
fied factors that enhance or dampen trust in Google’s data privacy
protection and their divergence based on technical literacy. Finally,
based on our findings, we outlined possible strategies to develop
trust relationships with end-users and help promote the mindful
adoption of privacy controls.
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A APPENDIX

A.1 Supporting Data

A.1.1  Demographic distribution. Table 5 show participants’ de-
mographic information and distribution across our two different
groups. Statistical analysis showed that the groups were demo-
graphically similar, as presented in the section 4.

A.1.2  Trust and adoption of the controls. We observed a differen-
tial effect of technical literacy on the association between trust
measures and adoption of the controls. Compared to technical par-
ticipants, non-technical users were found to vary in terms of posing
trust towards Google, as reported in section 4.2.2. All of the ob-
served significant statistics of these effects are summarized and
presented in Table 2. Also, the descriptive statistics between the
groups for all of the significant effects are presented in Table 6
to show the compete picture of the effects and the direction of
association.

A.2 Survey Instruments and Scales

We measured participants’ technical literacy using the Technical
Knowledge of Privacy Tools Scale used in Kang et al’s work [38].
The scale consists of 6 statements that is either true or false. The
scale is presented in Table 7, the correct answers are marked for
readability.

We measured trust towards Google using McKnight et al’s tech-
nology Trusting Belief scale (using 7-point Likert items (Strongly
disagree to Strongly Agree)), which consist of three dimensions:
integrity, competence, and benevolence [50]. Items were presented
in random orders to the participants.

Ehsan Ul Haque, Mohammad Maifi Hasan Khan, and Md Abdullah Al Fahim

In addition, To understand what factors affect this trust per-
ception, we asked participants to mention their reasoning behind
trusting Google’s privacy protection, which were used for Qualita-
tive analysis. The items for measuring trust is presented in Table 8.

A.3 Survey Questionnaire

A.3.1  Prescreening X estionnaire. Prescreening questions to check
eligibility. The selection criteria is highlighted in bold. Two addi-
tional questions were asked to prevent participants from guessing
the eligibility criteria. Participants answer to these two questions
did not matter for eligibility.

(1) Are you proficient in English? Options: DeXnitely yes, Prob-
ably yes, Might or might not, Probably not, Definitely not
(2) Do you have a degree in Computer Science, including a
“minor,” or any professional computer science certifications?
Options: Yes, No
(3) Do you own a personal computer that is not used for o -
cial/business related work and only used for personal pur-
poses (e.g., web browsing, entertainment, education, self-
employment, personal banking, online bill payment, other
online services etc.)? Options: Yes, No
What kind of personal computer do you have that you use for
only personal purposes (e.g., web browsing, entertainment,
education, self-employment, personal banking, online bill
payment, other online services etc.)? Options: Windows,
Mag, Linux, Other (Please specify), I do not own a personal
computer
What kind of personal smartphone do you use? Options:
iPhone, Android, Other (Please specify), I do not use a per-
sonal smartphone
(6) Approximately how many hours a day do you typically
browse Internet on your personal devices (e.g., personal
computer, smartphone etc.)? Options: Less than 1 hour, 1-
3 hours, 4-10 hours, 11-16 hour, More than 16 hours (This
question did not contribute to eligibility)
Which of the following browsers do you use? You can select
more than one if you use multiple different browsers. Op-
tions: Edge, Firefox, Chrome, Safari, Other (Please specify),
I do not have any favorite browser of choice
(8) Do you have a personal Google account that you use to log-
in to different Google services (e.g., Gmail, Google maps,
Google drive, Google photos, etc.)? Options: Yes, No, I am
not sure
(9) Do you use two-step verification (2-FA) for your personal
Google account? Options: Yes, No, I am not sure (This ques-
tion did not contribute to eligibility)

—~
N
=

—
(53)
=

—~
~
~

A.3.2  Main Survey. Eligible participants from the prescreening
survey took the main survey. Participants were randomly assigned
to one of our two groups: “sharing”: Participants reported setting
for “sharing” controls; “usage”: Participants reported setting for
“usage” controls. Main survey questionnaire:

Measurement of Technical Literacy (Same for “sharing” and
“usage”): Participants technical literacy is measured using the
Technical Knowledge of Privacy Tools Scale shown in Table 7.
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Group

Technical Literacy Level

Age

Gender Breakdown

“sharing” group

Technical

M =372, Mdn = 35.5,SD =1

0.1 | 21 Male, 13 Female

Non-Technical

M =40.6, Mdn = 38, SD = 11

31 Male, 39 Female, 1 Prefer not to answer

N =105

“usage” group

Technical

M =38.5, Mdn = 36, SD = 9.5

22 Male, 8 Female, 1 Other

Non-Technical

M =37.1, Mdn = 33, SD = 10.

3 38 Male, 35 Female

N =104

Total

N =209

Table 5: Participant demographics

Non-technical Participants

Control Privacy Control Trust Integrity Trust Trust Benevolence
Purpose Competence
Shari Browser history (post-hoc: within | F: M = 4.8, Mdn = 5.33,SD = 1.2 NS F: M =4.6,Mdn=4.67,SD =13
aring a week vs. within three months) | L: M = 4, Mdn = 4,8D = 1.2 L: M =3.7,Mdn=4,SD =1.1
. Browser history (post-hoc: within F: M =4.6,Mdn =4.67,SD =1.1
Sharing a month vs. within three months) NS NS L:M=37Mdn=4SD=1.1
. . N: M =5.3,Mdn=533,SD =14
Usage Location history NS NS U: M = 4.6, Mdn = 5.5D = 1.3
Usage Ad personalization N: M =5.1,Mdn =5.33,SD =1.2 NS N: M =5.1,Mdn =5.33,SD =1.3
& p U: M = 4.3, Mdn = 4.67,SD = 1.5 U: M = 4.14,Mdn = 4,5D = 1.3

Table 6: Descriptive statistics of the signiXcant trust-adoption associations. (N: non-adopters; U: proactive adopters, F: frequent
adopters - uses weekly/monthly, L: less frequent adopters - uses in three months). The symbol NS indicates non-signiX cant

results

Measurement of Trust (Same for “sharing” and “usage”): Par-
ticipants trust perceptions towards Google is measured using the
questionnaire shown in Table 8.

Measurement of Privacy Control Adoption: “sharing” group

1. Privacy Control: Browser history:

(1) Are you familiar with the control “Clear Browsing history”
present in the chrome browser? Options: Yes, No, I am not
sure

(2) Have you ever used “Clear Browsing history” control in the
chrome browser? Options: Yes, No (If “Yes” to the previous
questions)

(3) When was the last time you used “Clear Browsing history”
in your chrome browser? Options: In a day, In a week, In two
weeks, In a month, In three months, Other (Please specify)
(If “Yes” to the previous questions)

2. Privacy Control: Cookies:

(1) Are you familiar with the control that lets you block cookies
in the chrome browser? Options: Yes, No, I am not sure

(2) What is the current setting for blocking cookies in your
chrome browser? Here is how you can check it (Image
with steps). Please submit your answer below. Options:
Allow all cookies, Block third-party cookies in Incognito,
Block third-party cookies, Block all cookies, I am not able to
check

Measurement of Privacy Control Adoption: “usage” group

1. Privacy Control: Location history:

(1) Are you familiar with the feature called “Activity Controls”
present in your personal Google account? Options: Yes, No,
I am not sure

(2) What is the current setting for “Location History” in “Activity
Controls” in your personal Google Account? Here is how
you can check it(Image with steps). Please submit your
answer below. Options: Allowed with auto deletion on,
Allowed with auto deletion off, Paused with auto deletion
on, Paused with auto deletion off, I am not able to check

2. Privacy Control: Ad personalization:

(1) Are you familiar with the control called “Ad Personalization”
present in your personal Google account? Options: Yes, No,
I am not sure

(2) What is the current setting for “Ad Personalization” control
in your personal Google Account? Here is how you can
check it(Image with steps). Please submit your answer
below. Options: Ad personalization turned on, Ad personal-
ization turned off, I am not able to check

A.3.3  Demographic and End of Survey X estionnaire.

(1) What is your age (in years)?
(2) What is your gender? Options: Male, Female, Other, I prefer
not to answer
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Please indicate whether you think each statement is true or false. Please select “I am not sure” if you do not know the answer.

True False I am not sure

Incognito mode / private browsing mode in browsers prevents websites from collecting Y

information about you.

Tor can be used to hide the source of a network request from the destination. v

A VPN is the same as a Proxy server. v

IP addresses can always uniquely identify your computer. v

HTTPS is standard HTTP with SSL to preserve the confidentiality of network traX c. v

A request coming from a proxy server cannot be tracked to the original source. v

Table 7: Technical Knowledge of Privacy Tools Scale (reproduced from [38])

Trust Construct Scale Item Statement

T Google is truthful in its dealings with me
Trust Integrity TI2 Google is honest

TI3 Google keeps its commitments

TC1 Google is competent and effective in providing the services I need
Trust Competence TC2 Google performs its role of providing the services I need very well

TC3 Google is a capable and proficient service provider that provides the services I need

TB1 Google acts in my best interest
Trust Benevolence TB2 Google does its best to help me if I need help

TB3 Google is interested in my well-being, not just its own

Please briefly describe your reasoning behind trusting Google in protecting your privacy across

Privacy Protection Trust (Qualitative) different Google services (e.g., chrome, maps, gmail, photos, drive etc.). Please point down the

factors (both positive and negative) that contribute to your rating

Table 8: Scale items used to measure diX erent construct of Trust towards Google (items are borrowed and adapted from [50])

(3) What is the highest level of education you have received? A.4 Images with Steps to Report Privacy
Options: Less than high school, High School graduate or Control Settings
GED, Some college, 2 year degree, 4 year degree, Master’s
degree, Doctoral degree, Professional degree
(4) Do you have any other comments or feedback about the
study? A.4.2  Steps to Report Misagel Control sellings. The step by step
guide to log in to Google account is shown in Figure 5. Guide to
report “usage” control settings is presented in Figures 6 and 7

A.4.1 Steps to Report BharinglControl seings. The step by step
guide to report “Cookies” setting is presented in Figure 8
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