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To demonstrate the principles, consider Fig. 1 in which Alice and

Bob are in the𝑦𝑧-plane and Eve’s on-drone metasurface is in the 𝑥𝑧-

plane. Eve intercepts Alice’s transmission with angle 𝛾 relative to

the 𝑧-axis. She then establishes a diffraction beam directed toward

herself at angle𝜓 and 𝜉 , in which𝜓 denotes the angle between the

diffraction ray and its projection on the 𝑥𝑧-plane and 𝜉 is the angle

between that projection and the 𝑧-axis. Importantly, Eve controls

the direction of the generated diffraction beam governed by the

generalized Snell’s law in 3D [11] as:
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In Eq. (1), 𝑐 is the speed of light and 𝑛𝛾 (𝑛𝜓 ) denotes the refractive

index of the propagation medium, approximated as one given the

over-the-air transmission. ∇Φ is the imposed phase gradient with

𝑑Φ/𝑑𝑥 and 𝑑Φ/𝑑𝑦 indicating the phase changes along 𝑥-axis and

𝑦-axis. In its absence, i.e., 𝑑Φ/𝑑𝑥 = 0 and 𝑑Φ/𝑑𝑦 = 0, Eq. (1) reduces

to standard Snell’s law, describing transmission direction change

due to different medium. However, Eve purposefully introduces a

spatially periodic phase gradient at the on-drone metasurface to

induce diffraction radiation patterns in 3D and controls diffracted

beam direction via Eq. (1). She physically realizes such phase gradi-

ent by strategically designing and arranging a group of meta-atoms

(C-shaped elements in Fig. 1) as we discuss in ğ3.1. We use the

notation ®𝑠 to indicate the direction of the imposed linear phase

gradient, which forms an angle 𝜌 with the 𝑦-axis as shown in Fig.

1. As such, |∇Φ| and 𝜌 denote the magnitude and orientation of the

phase gradient.

Eve also leverages the mobility of the RMD to dynamically steer

generated diffraction beams. For instance, given the static on-drone

metasurface, she can adjust 𝜓 and 𝜉 during the flight via the cor-

responding roll movement of the RMD. That is, via rolling around

the longitudinal axis, RMD can effectively rotate the attached on-

drone metasurface and configure the orientation 𝜌 such that tar-

geted 𝑑Φ/𝑑𝑥 and 𝑑Φ/𝑑𝑦 phase changes are induced at the interface,

yielding desired diffraction beam angle. Eve can leverage the yaw

movement of the RMD to intercept the transmission with differ-

ent incidence angles 𝛾 , such mobility enabling control over the𝜓

component of the beam with a sinusoidal effect.

Moreover, with the RMD mobility, Eve can generate diffraction

beams in 3D as formulated in Eq. (1). For instance, she could ad-

just the RMD flight pattern (i.e., yaw movement directed towards

zero phase gradient orientation) to induce phase change only in

the 𝑦-axis. In doing so, she creates a diffractive link in the same

Alice-Bob transmission plane. She might favor such a configuration

when eavesdropping on the backhaul link from the nearby building

rooftop of the same altitude as Bob. However, modifying RMD flight

to have non-zero 𝜌 enables phase discontinuities periodically along

both axes. This allows Eve to generate a diffraction link directed

out of Alice-Bob’s transmission plane, such effect governed via the

parameter 𝜉 in Eq. (1). Eve is likely to undertake it when she is

physically at a different altitude than Bob, e.g., eavesdropping from

the ground level or a building of a different height.

3 ATTACKER’S STRATEGY

3.1 On-Drone Metasurface Design

There are multiple design criteria the attacker considers when real-

izing the on-drone metasurface. First, Eve’s on-drone metasurface

must be lightweight so that RMD can efficiently carry it in the mis-

sion without majorly spending (already limited) battery resources

on the additional heavy payload. Second, the metasurface must

be sub-THz transmissive such that Eve can (not only establish an

eavesdropping link but also) maintain the Alice-Bob link, passing

through most of the signal energy and not revealing the attack.

Third, the metasurface must be able to perform aerial wavefront

manipulation functionalities described in ğ2.2. Lastly, the physical

realization of such a metasurface should be inexpensive for Eve to

reduce the overall cost of the attack.

Following these criteria, the RMD attacker designs a static meta-

surface on a very thin (≪ wavelength) substrate. That is, meta-

atoms (unit elements) in the RMD design provide targeted phase

and amplitude responses based on their geometrical properties

(orientation and size), in contrast to active metasurfaces that need

external power to activate the elements. Although active meta-

surfaces can provide dynamic wavefront manipulation capability,

Eve is likely to avoid such designs because they add extra payload

(e.g., additional switching components, external power supply, and

FPGA-based controller unit) and can drain her RMD battery in-

creasingly fast, potentially leading to failed attack. As we prototype

and demonstrate in ğ4, the static metasurface of the attacker could

be as light as several grams.

Also, Eve purposefully selects a sub-THz transparent material

(with a low refractive index) as the metasurface substrate in her

design to secretly carry out the attack. Specifically, she chooses

materials like paper and polymer sheets that incur negligible ab-

sorption loss at these high frequencies and arranges meta-atoms

on such substrates. This enables Eve to pass through most of the

Alice to Bob signal power, maintaining the high SNR legitimate

link. With the RMD, Eve then efficiently intercepts and re-directs

only a portion of the power to herself, which is quite sufficient to

eavesdrop with very low BER as we show in ğ4.2.

A meta-atom is a sub-wavelength scale metallic structure that

functions as the building block of a metasurface. We demonstrate

the RMD with a C-shaped split ring resonator meta-atom which

exhibits a strong response at sub-THz frequencies. Importantly,

Eve can control the amplitude and phase response of such meta-

atoms based on their radius 𝑟 , slit opening 𝛼 , and orientation 𝛽

[12]. As an example, she can induce 𝜋 phase shift by rotating the

C-shape by 90◦ and exploits a symmetrical amplitude response that

follows the | sin 2𝛽 | function. To expedite the design process, she

generates phase shift and amplitude transmission heatmaps as a

function of different geometrical parameters and selectively chooses

parameter values corresponding to the targeted responses. As we

demonstrate in [13], Eve then strategically arranges a group of meta-

atoms (supercell) to induce abrupt phase changes across a spatial

period. Specifically, she constructs a supercell consisting of eight

different meta-atoms that realizes phase discontinuity covering 2𝜋

across that spatial period. We demonstrate the RMD attack with the

following meta-atom configurations (𝑟, 𝛼, 𝛽): (240𝜇𝑚, 136◦,−45◦),
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Figure 7: RMD presence as observed by Bob

Evemanipulates the transmission in a cross-polarized regime and

re-directs a portion of the energy towards herself, which is exhibited

in the form of a few dBmpower decrease in Fig. 7. Yet, detecting such

an energy footprint would be extremely challenging for Bob because

wireless backhaul channels observe similar channel variations even

without the RMD. Specifically, backhaul infrastructures on towers

and buildings are prone to swaying due to wind. This leads to

antenna misalignment and a decrease in the received power, which

is particularly evident at these high frequencies. Moreover, prior

work has shown that weather conditions such as rain and snow

introduce path loss increase between a few dB to several tens of dB

compared to the clear weather at these frequencies [16].

5 RELATEDWORK

Metasurfaces and Wireless Security. Although there is a large

literature on metasurfaces , only a few works focus on security, and

those typically explore stationary structures. For instance, in [13],

metasurfaces are hidden in the environment as a ‘bug’ and carry

out metasurface-in-the-middle attacks on directive links; malicious

metasurfaces in [17] generate multi-lobe multi-frequency reflec-

tion patterns for concealed sideband eavesdropping. Conversely,

[18] study metasurface RF fingerprinting injection to enable secure

authentication. Unlike prior work, we exploremobile aerial metasur-

faces that dynamically manipulate wavefront by flight adaptation

and pose security threats to backhauls.

Drones with Integrated Metasurfaces. A few recent works

theoretically study drone systems with metasurfaces, investigat-

ing communication performance enhancement applications. For

example, reflective structures integrated on drones are considered

in [19] to relay signals and assist terrestrial communication while

[20] optimizes the number of on-drone reflecting elements and

the drone height to numerically analyze outage probability and

ergodic capacity of the relaying system. In contrast, we theoreti-

cally investigate and experimentally demonstrate the first aerial

transmissive metasurface and expose the security vulnerabilities of

wireless backhaul links to over-the-air attacks.

6 CONCLUSION AND FUTUREWORK

In this paper, we demonstrate for the first time the security vul-

nerabilities of wireless backhaul links to aerial metasurfaces. We

explore the foundations of the attack and study the strategy of the

RMD attacker. We implement the attack and perform preliminary

experimental evaluations.

In our future work, we plan to implement the attack in a long-

range outdoor environment and experimentally evaluate Eve’s BER-

adaptive flight strategy and its performance. We also target to study

the different scenarios of the attack such as Eve being at various lo-

cations, e.g., on the ground level, inside a building, and on a rooftop,

and investigate RMD aerial wavefront manipulation capabilities in

corresponding scenarios. Finally, we will explore countermeasures

against RMD attacks and study their effectiveness.
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