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Abstract
Fingerprint-based authentication has been successfully adopted in a wide range
of applications, including law enforcement and immigration, due to its numer-
ous advantages over traditional password-based authentication. Despite the
usability and accuracy of this technology, some significant concerns still exist,
which can potentially hinder its further adoption. For instance, a fingerprint is
permanently associated with an individual and, once stolen, cannot be replaced,
thus compromising biometric-based authentication. To mitigate this concern,
we previously designed a multi-factor authentication approach that integrates
Type-1 and Type-3 authentication factors into a fingerprint-based personal iden-
tification number (PIN). To authenticate, a subject is required to present a
sequence of fingerprints corresponding to the digits of the PIN, based on a
predefined secret mapping between digits and fingers. We conducted a prelimi-
nary vulnerability analysis and demonstrated that this approach is robust to the
compromise of one or more of the subject’s fingerprints. The objective of the
work presented in this paper is to identify any usability issues for this Finger-
PIN scheme, collect qualitative and quantitative data through a user study, and
determine the participants’ satisfaction with the authentication mechanism. We
carried out systematic usability tests, designed suitable performance metrics for
assessing authentication usability on an initial cohort of 100 individuals, and
performed a comparative analysis of the FingerPIN scheme against traditional
sequential multi-factor authentication schemes.
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1 INTRODUCTION

Authentication factors can be classified into three categories: knowledge-based factors (Type-1, something the user
knows, such as passwords, PINs and passphrases), ownership-based factors (Type-2, something the user has, such as smart
cards, tokens), and biometric-based factors (Type-3, something the user is, known as biometrics, such as fingerprints, iris
patterns).1 Single-factor authentication with a username and password has long been known to be vulnerable to both
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social engineering and brute-force attacks, and represents a usability challenge due to the cognitive burden of managing
many complex passwords.2 Biometric authentication is increasingly being adopted to ensure secure access to a variety
of devices and applications such as computer network, ATMs, credit card processing, and medical records management.
Fingerprints are one of the most accurate and cost effective biometric technology. However, a fingerprint is permanently
associated with an individual and, once stolen, cannot be replaced, thus compromising biometric-based authentication.
Using these compromised biometrics, attackers can replicate with different presentation attacks (PAs) to circumvent a
system by simulating the biometric trait of an authorized user.3,4,5

Multi-factor authentication (MFA) uses two or more authentication factors to provide increased security compared to
single-factor schemes.6 Combining multiple factors adds an extra level of protection, making the system more effective,
accurate, and reliable.7 A Type-1 authentication factor (eg, password, PIN) is typically paired with either a Type-2 (eg,
token) or a Type-3 authentication factor (eg, fingerprint). Organizations are increasingly transitioning to Multi-Factor
Authentication (MFA), requiring users to provide at least two different authentication factors to prove their identity and
be granted access to systems. MFA is expected to be the fastest-growing application of biometric technology due to the
increasing need to secure system against the theft of sensitive data, especially in government applications. The National
Cybersecurity Center of Excellence (NCCoE) recommends the use of MFA on online accounts to mitigate the purchase
fraud issue.8 Widespread smartphone use has also made MFA more prevalent.6,7,9

We have recently created a novel MFA system that integrates Type-1 and Type-3 factors into a fingerprint-based per-
sonal identification number, referred to as FingerPIN.10 For the authentication, the system asks the user to provide a
finger-digit at a particular position based on the FingerPIN set by the user during the registration phase; this is then ver-
ified by the system based on the user’s PIN that is stored in the database during the registration phase. The mapping
between digits from 0 to 9 to fingers is set during enrollment. Since the mapping between digits and fingers is not prede-
fined but rather determined by the system randomly, an extra layer of protection is added. This system is more robust to
compromised fingerprints and brute-force attacks. This approach holds potential to be widely adopted in various govern-
ment and commercial applications with need to store and secure critical information such as computer network login,
important client information, employee records, payroll data, and so forth. This scheme can be implemented on every
mobile phone providing users access to credit cards and banking information.11

The challenge with MFA is to strike a balance between security and usability. Inadequate accessibility and usability in
authentication methods can be a barrier to using important websites, such as tax and benefit services. Unlike one-factor
authentication, MFA requires an extra factor; subsequently, users must always carry and maintain the additional device
or component, which can lead to loss of the device or exposure of the component.

In our previous work, we designed and assessed a preliminary version of the FingerPIN MFA strategy. The usability
and acceptance of the system are also two very important aspects.12 If the users have difficulty using the system or fail to
accept it, the service is likely to fail as well. In the proposed study, we investigate more in-depth the usability of the Finger-
PIN scheme to promote its adoption. This research study seeks instead to develop a methodology for assessing usability
and accessibility of biometric-based MFA systems. The proposed study focuses on gaining a better understanding of the
user experience when interacting with an MFA authentication scheme that integrates fingerprints and PINs. We com-
paratively evaluate the MFA system FingerPIN vs a traditional sequential MFA based on the same two factors fingerprint
and PIN verified sequentially.

The main contributions of the work presented in this article are (i) enhancing the FingerPIN scheme by further reduc-
ing its vulnerabilities while preserving usability; (ii) designing usability performance metrics for biometric-based MFA
schemes; (iii) creating a new database of usability scores generated from the interaction of 100 subjects with a desk-
top application of the FingerPIN system as well as the traditional MFA scheme involving the two same factors PIN and
fingerprint; (iv) assessing and compare the usability of the systems under study and analyze related demographic patterns.

The rest of the paper is organized as follows. Section 2 reviews recent research on biometric-based MFA, whereas
Section 3 provides an overview of the specific approach we evaluated in this study. Then, Section 4 presents the per-
formance metrics designed for this study and Section 5 discusses the experimental results. Finally, Section 6 provides
concluding remarks and describes possible future work.

2 RELATED WORK
Prior work on MFA focuses mainly on technological advancements in authentication, while many research questions
about system’s usability and acceptance remain unanswered.13 The characteristics of the users are also important for the
success of a system.
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In 2000, Ashbourn described 12 user characteristics that can influence the performance of a biometric system.14 Users
who are hostile towards the idea of providing biometric information may be more problematic when forced to use bio-
metric devices. Furthermore, familiarity with these devices plays an important role. For example, users familiar with
fingerprints will know that the core of the fingerprint contains the most information, so it is important that the core is
centered on the biometric reader.

Frokjaer et al defined system’s usability in terms of three key factors: efficiency, effectiveness, and satisfaction. The
precision and completeness with which users attain certain goals is referred to as effectiveness. Efficiency represents the
relationship between the accuracy and completeness with which users attain certain goals and the resources required to
achieve them. User satisfaction is defined as the users’ comfort level and good attitude towards using a certain system.
The relationship between these three metrics are not always correlated and appear to be affected by a variety of factors,
including application domain, user context, user experience, and task complexity. Therefore, they must be considered as
being independent aspects of usability.15

In 2006, Seffah et al proposed the quality in use integrated measurement (QUIM) model as a hierarchical approach
for assessing quality factors for interactive software systems, such as classic GUI-style applications and their usability.
The most important metrics for evaluating a system’s usability are efficiency, which defines a system’s ability to enable
the use of the available resources; satisfaction that refers to whether or not a user is satisfied while using a system; and
learnability defined as the ease for a user to learn how to productively interact with a system.16

In 2007, the NIST Biometrics Usability Group conducted a usability test pertaining to the Ten-Print capture.17 This
study was designed to examine the impact of instructional mode on user performance. They examined the impact of
poster, video, and verbal instructions on the time required to capture a Ten-Print slap as well as the number of errors
incurred during the process For this study a Ten-Print slap capture includes a right slap, left slap and simultaneous thumbs
images. The acquisition was performed in a controlled environment. Participants who received instructions via the poster
had the most difficulty performing the fingerprinting task. 54% of these participants were unable to successfully complete
the fingerprinting process; those who did took longer and committed more errors. The evaluation follows the ISO 9241-11
[ISO], in which usability is defined as “the extent to which a product can be used by specified users to achieve specified
goals with effectiveness, efficiency, and satisfaction in a specified context of use”. The standard identifies three areas of
measurement: effectiveness, efficiency, and user satisfaction. The study pertains to the interaction between 300 selected
subjects and the biometric recognition system. Participants were 149 males and 151 females with ages ranging from 18
to 65. Each participant was given a satisfaction survey after completing the test. The questions focused on the fingerprint
process and the specific instructional mode provided. The questions included in the assessment scheme were related to
the effectiveness and clarity of the instructional materials. After completing the user satisfaction survey, participants were
asked to repeat the fingerprint collection task that was operated assisted. The operators were critical to the acquisition
process. Without the assistance of an operator, 45% of the participants who received the poster were not able to complete
the fingerprinting process correctly. While 98% of the subjects were able to successfully complete the collection process,
only 78% completed it without assistance. A 39% of the users commented that they were unsure when to remove their
hands from the scanner, 14% were unsure where to position their hands on the scanner, and 2% of the participants were
concerned about cleanliness.

In 2009, Jackobson et al developed a model for performing implicit authentication on mobile devices, eliminating the
need for users to enter passwords. This method authenticates users based on their behavior (common habits, device data,
carrier data, location, etc.) and is best suited for portable computers. They observed that implicitly authenticating a user
is more cost effective and improves the usability and security of authentication.18

In 2012, Trewin et al studied the usability of three biometric authentication modalities on a tablet device. Speaker,
face and gesture verification were compared to passwords.19 Password, face, and gesture were considered more usable
than voice. The requirements for voice sample quality did not always match speaking at a comfortable level. Participants
disliked the settings where two biometric authentication modalities were used as sequential combination of factors due
to high acquisition failure. The system usability scale (SUS) was used as scale for the overall system usability assessment.
Each question was answered on a five-point scale ranging from “strongly disagree” to “strongly agree”.19

In 2017, Lovisotto et al conducted a longitudinal study related to users’ attitude towards the adoption of biometric
authentication for online payments.20 They evaluated the usability of a system using five metrics: effectiveness, effi-
ciency, satisfaction, learnability, and memorability. Effectiveness measures the success rate of a certain task performed
by the user. Efficiency is the amount of time needed by a user to complete a certain task. Satisfaction captures percep-
tions and opinions of the user about the system. Learnability is the time taken by a user to learn how to interact with
a system. The system’s memorability is measured by how familiar a returning user has become with the system. They
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found that the users’ familiarity and their willingness to adopt biometrics in mobile financial services increased after the
survey.

Information fusion in biometrics entails the combination of different sources of evidence and, it has been extensively
shown that it is able to enhance the recognition accuracy compared to a biometric system, which exploits only a sin-
gle source.21,22,23,24 There is extensive research focused on multi-biometric systems; however, literature lacks usability
studies focused on user perspective for multi-biometric systems including those combining multiple instances of the
fingerprint modality.

3 THE SYSTEM UNDER STUDY: ENHANCED FINGERPIN

The FingerPIN system is a MFA scheme that combines Type-1 and Type-3 factors in such a way that a user must simulta-
neously prove knowledge of the PIN and validity of their biometrics features by scanning multiple fingers in a sequence
determined by the PIN through a secret mapping between digits and fingers.10

The mapping between digits and fingerprints is not predefined, that is, the user does not assign a unique number to
each fingerprint during enrollment; instead, a unique number between 0 and 9 is assigned by the system randomly during
enrollment to each of the 10 fingers. This random mapping is stored in the database after being generated. The user does
not know the mapping. During registration, the fingerprint sequence chosen by the user is transformed into a 5-digit PIN
by the system based on the random mapping previously stored in the database. During authentication, the system chal-
lenges the user by asking to provide the fingerprint at a particular position. The secrecy of the mapping avoids exposure
of this information to attacks during authentication since it could be captured by a malicious user. A system-generated
random sequence is more difficult to break. When the user fails to authenticate after three attempts, the system will auto-
matically change the random sequence. Therefore, the system is extremely robust. This characteristic reduces the burden
on the user to provide these details about the transformation fingers to digits as an additional input during enrollment.

This scheme involves the execution of enrollment, registration, and authentication tasks. The enrollment module
is responsible for storing the reference biometric data into the system database. During this phase, a sensor captures
the subject’s 10 fingerprints and creates a digital representation of them. This digital representation is then processed
by a feature extractor, yielding a more compact representation known as a template. To account for variations in the
biometric trait, multiple templates of an individual are typically stored in the database. The reported success probability of
brute-force attacks under different scenarios shows that FingerPIN is more secure than using fingerprints or PINs alone,
even when one or more fingerprints have been compromised. In scenarios where the attacker steals one fingerprint of the
genuine user, the success rate of a brute-force attack against a 5-digit FingerPIN is practically zero. This demonstrates how
the integration of the two authentication factors considered in this study overcomes the limitations of both mechanisms,
when used in isolation or sequentially. Figure 1 illustrates the information flow of the proposed enhanced FingerPIN
system on desktop application used to collect data from subjects while Figure 2 illustrates the traditional sequential MFA
on desktop application used for comparison against FingerPIN.

In order to create a more user-friendly solution, we created a prototype to reduce the user’s burden. In the enhanced
model, during enrollment, the system internally generates a random mapping between the 10 fingerprints acquired from
the user and the digits, while in the initial version of the FingerPIN scheme the mapping was entered by the user as
additional input. This choice provides improved usability since the user does not need to remember the mapping as well as
enhanced security since it avoids exposure to malicious data capture at enrollment time. The mapping can be changed at
any time or with a predefined frequency for added security. When using FingerPIN, the individual does not need to move
the hand as when entering a PIN since the acquisition of the next finger-digit is accomplished using the same sensing
surface while a traditional PIN requires the finger to be pressed on different keys of a keyboard, thus hand movement.

Figure 3 illustrates the architecture of the traditional MFA used in this article for comparison with the enhanced
FingerPIN scheme.

It consists of two modules, enrollment and authentication module. During enrollment, the system acquires the bio-
metric templates for the 10 fingerprints that are stored in the database. Furthermore, a random mapping that associate
each fingerprint to a digit is generated and such a correspondence is stored in the database as well. During authenti-
cation, the system verifies the user’s identity sequentially by using the fingerprint as the first factor and the PIN as the
second factor.

The user provides all his 10 fingerprints and the user sets a 5 digit PIN. This 5 digit PIN along with his 10 fingerprints
are stored in the system database. During the authentication phase the user needs to present his fingerprint as the first
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MARASCO et al. 5 of 14

F I G U R E 1 FingerPIN desktop application: (A) Enrollment (B) Registration (C) Authentication in challenge mode

F I G U R E 2 The traditional sequential multi-factor authentication (MFA) desktop application: (A) Enrollment (B) Fingerprint and PIN
registration (C) Fingerprint and PIN authentication

F I G U R E 3 The traditional sequential multi-factor authentication (MFA) system mechanism during enrollment and authentication
tasks
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F I G U R E 4 The FingerPIN architecture consists of three modules: (1) Enrollment module, (2) Registration module, and (3)
Authentication module

factor of authentication and if it is a match, the user’s need to enter their 5 digit PIN as the second factor of authentication
which was set during enrollment. If both the fingerprint and PIN are matched, the traditional sequential MFA system is
successful.

Figure 4 shows more details about the authentication mechanism under study. During enrollment, a sensor captures
the subject’s 10 fingerprints and creates a digital representation of them which is saved in the database as a reference.
The mapping is also randomly generated during this phase and the corresponding digits are stored as well. During reg-
istration, the user selects 5 fingers in a certain sequence, which is mapped to 5 digit PIN and stored in the database.
During authentication, the user claims his identity, which triggers the system’s challenge requiring the user to provide
a certain finger-digit of his previously chosen FingerPIN (eg, the third finger-digit). The biometric data is compared to
the corresponding template retrieved through the mapping. The match scores were generated using the Neurotechnology
VeriFinger matcher 12.2.*

While the user is the only one who can change the FingerPIN, the mapping can be updated automatically by the
system administrator periodically (eg, every 2 weeks) or after a certain number AF of consecutive authentication failures.
If the authentication fails AF times, the user receives an email with a security code; upon successful verification of the
security code, the user can re-register his/her FingerPIN. The user is unaware that the mapping has been modified. The
PIN intended as a digit sequence derived by mapping the user’s fingerprint sequence (FingerPIN) into the range 0 to 9, is
revised as a result of the updated mapping. If the mapping changes, the PIN will change because each fingerprint instance
will be assigned to a different digit based on the new mapping.

3.1 Security assessment of FingerPIN in challenge mode

We discuss the security performance of the FingerPIN system operating in challenge mode when an attacker carries out a
brute force attack without knowledge of the 10 genuine fingerprints nor their sequence. Given a FingerPIN, we compute
the probability P(Success) that the fingerprint presented by the attacker during a brute-force attack is successfully matched
against the challenge, allowing the attacker achieve authentication. Let P(FMij) be the probability of False Match (FM) of
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the ith fingerprint used by the attacker against the ith finger-digit of the FingerPIN, with P(Fij) indicating the probability

that the ith finger-digit maps to digit j, and
9∑

j=0
P
(

Fij
)
= 1. When the system operates in challenge mode, assuming the

finger-digits are independent and equally distributed, P(Success) is given by Equation (1).

P(Success) = k
10

9∑
j=0

P
(

FMij
)
⋅ P

(
Fij
)
. (1)

P(FMij) is an empirical estimate of probability with which the system incorrectly declares that a biometric sample
belongs to the genuine user when the sample belongs to a imposter. The term k

10 captures the requirement for the challenge
instance to be selected among the fingerprints in the FingerPIN sequence of length k.

4 THE DESIGNED USABILITY PERFORMANCE METRICS

Usability can be defined in terms of user performance and satisfaction.8 Usability is not a one-dimensional property of a
system; it is a combination of factors including how quickly an experienced user can complete tasks, whether a user can
remember how to effectively use the system in future visits, how frequently users make errors while using the system,
how users recover from the errors, and whether the user enjoys using the system. The taxonomy in Figure 5 illustrates the
various categories of schemes for evaluating authentication usability. In this work, we adopted authentication usability
metrics pertaining to objective usability and perceived usability. These metrics are described below.

4.1 Objective usability

The term objective usability refers to measuring a system’s performance, task completion, and duration. It is determined
by using the two-performance metrics effectiveness and efficiency, as described below.

• Efficiency indicates the time required by the user to complete an authentication task. It is defined as the elapsed time
from the moment when the authentication page is opened until the verification of the identity is completed.

• Effectiveness is determined by false positive and false negative rates. Indeed, authentication is ineffective if it denies
access to a valid user while allowing access to an unauthorized user. In the challenge mode, false acceptance occurs
when the malicious user knows the correct position of the stolen fingerprint in the FingerPIN. False rejection occurs
when the position of the fingerprint is wrong and or there the matching operation rejects the input.

Because of their quantifiability, efficiency and effectiveness represent usability aspects that are reasonably simple to
analyze.

F I G U R E 5 Taxonomy of biometric multi-factor authentication (MFA) usability metrics
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F I G U R E 6 Perceived usability: (1) Strongly disagree; (2) Disagree; (3) Neither agree nor disagree; (4) Agree (5) Strongly agree

4.2 Perceived usability

The 10-item System Usability Scale (SUS) is a tool for measuring a user’s perception of a system’s usability. It has been
recommended as a standard metric for comparing authentication system usability.25,26 More study using the SUS to assess
authentication is needed, either to build a new, more relevant questionnaire or to decide that the SUS questionnaire is
sufficient and/or acceptable. UMUX-LITE is a two-item questionnaire based on the Usability Metric for User Experience
(UMUX) questionnaire.25 It has been shown to have high reliability and validity. A regression-adjusted version called the
UMUX-LITEr has been found to correspond closely with the SUS in assessing user satisfaction in a given system. For our
study, as shown in Figure 6, we selected two questions from the UMUX-LITE questionnaire items:

• “Does this system’s capabilities meet your requirements?”, Subjects are asked to respond to a 5 item SUS based on factors
such as system uniqueness, performance, security, efficiency, and the speed with which the subject is authenticated.

• “Is this system easy to use?”, Subjects are asked to rate a system on a 5 item SUS based on how easy they felt to use a
system.

• Satisfaction is intended as the subjective responses from users about their feelings when using a system (ie, “Is the
system easy to use?”). It describes the user’s level of satisfaction with the system’s interaction experience. The System
Usability Scale (SUS) is the standard for measuring satisfaction through a survey that collects subjects’ perspectives.
This metric assesses their perceptions of the system’s overall usability. As shown in Figure 6, data is usually collected
using numeric scale ratings (eg, numeric scales from 1 to 5) through questionnaires.27

4.3 User background

• Authentication familiarity level measures, how familiar the user is with authentication systems. It is expressed in terms
of how often an individual uses a PIN and/or a fingerprint system in a certain period. The corresponding questionnaire
items are described as follows:

1. “In the past year, how frequently did you use any authentication system in a week?” This question is used to
understand how many times in a week during the last year the user has used an authentication system.

2. “How familiar are you with authentication systems?” This question is used to know the user’s familiarity with
an authentication system.
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3. “How many times do you use Personal Identification Number (PIN) for authentication in a week?” This question
determines the subject’s familiarity with the Personal Identification Number authentication system.

4. “How many times do you use Fingerprint for authentication in a week?”. This question is used to determine
the subject’s familiarity with the fingerprint authentication system. The familiarity levels used in the proposed study
are: Always: the subject uses an authentication system more than 2 or 3 times per day; Often: the subject uses an
authentication system at least once per day; Sometimes: the subject uses an authentication system 3 or 4 times per
week; Rarely: the subject uses an authentication system once or twice per week; Never: a subject who never used an
authentication system over the past year.

We also included two additional questionnaire items reported as follows: (1) “Which features of the FingerPIN
assigned authentication system do you enjoy, and would you like to suggest any change?”. This question evaluates
which aspect of the proposed FingerPIN system was favored by the subjects over the traditional sequential multi-factor
authentication system. (2) “Would you prefer to use the assigned FingerPIN authentication system over traditional
sequential multi-factor authentication?”. This question assesses which system the subjects prefer between FingerPIN and
the traditional sequential MFA.

5 EXPERIMENTAL RESULTS

5.1 The dataset

The experiments were carried out using data collected at George Mason University from 100 subjects 18 or older from
the Northen Virginia region, including campus students, their families and friends. Demographic information about the
subjects was also collected through a separate questionnaire. The age group ranged between 18 and 35 years old for the
majority of the subjects, that is, 94%. In terms of ethnicity, 75% of the subjects were Asians, 18% were Asian Americans,
and the remaining 7% were South Asians and African American. Regarding gender, 68% of the participants were male,
see Figure 7.

The participants were required to submit a survey document as an evaluation of their experience with the two MFA
systems under study. The subjects also provided information about their familiarity level with PIN and fingerprint systems
alone. Two desktop applications, FingerPIN, and sequential MFA were developed and used by the participants during
data collection to provide feedback on the usability of both systems, see Figures 2 and 4. Both systems were explained to
the subjects before collecting the information. The order of the first system submitted to the individual was randomized to
minimize bias since the interaction with the second system may be easier. A 50 subjects used the FingerPIN system first,
while the remaining 50 subjects used the traditional MFA first. The estimated total participation time for each subject is
approximately 10 minute.

F I G U R E 7 Gender distribution of the 100 subjects enrolled in the data collection
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(A) (B)

F I G U R E 8 Detection error trade-off (DET) curves for the fingerprints of the (A) left and (B) right hand

The proposed system was evaluated using the Futronic FS88H device as the sensing module for enrollment and
authentication modules. VeriFinger version 12.2 was used as the matching algorithm in this device. This proposed
framework is general; it allows changes in the sensor and/or the matcher modules.

5.2 Baseline biometric performance

Before discussing usability, we illustrate the baseline performance of the fingerprint system alone by using detection
error trade-off (DET) curves. Figure 8A,B show the DET curves for every fingerprint instance of the right and left hand,
respectively. In the traditional MFA sequential scheme, if the fingerprint used for authentication is compromised and the
PIN is known to the attacker, the security mechanism can be broken. In FingerPIN, if the fingerprint and the PIN have
been compromised, the mapping guarantees that the protection mechanism is not be broken.

The data collection aimed to assess user usability, we did not store any fingerprint images as agreed with IRB. The
images used for this baseline are taken from the ManTech Innovations Fingerprint Study Phase I collection released to
George Mason University by West Virginia University. It contains fingerprints pertaining to 500 subjects acquired using
7 optical sensors. We used images of the 10 fingers acquired using the I3 digID Mini sensor. Among the participants, the
20-33 age groups was the largest, accounting for 61% of the subjects. With respect to ethnicity, Caucasians accounted for
57% of the subjects. There was a nearly equal number of male and female participants with a 51% to 49% ratio. Every
subject provided two sets of rolled fingerprints for both hands.

5.3 Usability results

To carry out the proposed usability assessment, users’ backgrounds may play an important role. The pie charts in Figure 9A
illustrates the participants’ familiarity level with authentication systems, Figure 9B describes how many times in a week
an user has interacted with an authentication system during the past year, Figure 9C,D report the PIN and fingerprint
use frequency, respectively.

Our analysis shows that in Figure 9A, 69% of the subjects claim that they are highly familiar with authentication
systems. A 30% of them are moderately familiar and only 1% of the participants have low familiarity. From Figure 9B, in
the past year, 56% of the subjects always used MFA systems in a week, and 35% used it at least once a day. A 6% used MFA
on weekly basis and 3% of the participants used it rarely. From this figure, we can also illustrate that every participant
used some kind of MFA in a week. In Figure 9C,D, we can see that 58% always use PIN authentication and 43% always
use fingerprint authentication in a week. A 23% often use PIN and 23% also use Fingerprint systems during the day. Often
usage of both the systems is exclusive to each other. Although there are 10% of the subjects never used the Fingerprint
authentication system and every participant used PIN authentication. From the results, we observed that the majority of
the subjects are highly familiar with the authentication systems under study and have frequently used MFA last year. In
particular, 82% of the subjects uses PIN authentication, and 66% using fingerprint on daily basis.
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(A) (B)

(C) (D)

F I G U R E 9 The pie charts illustrates the authentication familiarity

(A) (B)

F I G U R E 10 Histograms pertaining to the users’ responses to perceived usability for both FingerPIN and the multi-factor
authentication (MFA) traditional system

Once we gained the knowledge that the familiarity levels of each participant were satisfactory, we proceeded with the
perceived usability analysis. The histograms in Figure 10 illustrates the participants’ perceived usability. This is expressed
in terms of users’ responses to the questions “Does the systems meet your requirements?”, see Figure 10A and “Are the
systems easy to use?”, see Figure 10B. From Figure 10A, we can see that 93% of the subjects agreed (with scores 4 and 5)
that the FingerPIN system meets the capability requirements, while only 48% of the subjects agreed to sequential MFA.
About 3% of the subjects disagreed (with a score of 1 or 2) that the FingerPIN system met their capability requirements.
In comparison, 14% strongly disagreed that the traditional system met their capability requirements. Overall, 42% of the
subjects were neutral (with a score of 3) with respect to both systems.

The 100 subjects interacted with both systems. When using FingerPIN, 87 out of 100 subjects agreed that the system is
easy to use. When using the sequential MFA, only 52 out of 100 subjects considered the system easy to use, see Figure 10B.
A 3% of the participants strongly disagreed that using the FingerPIN system was challenging. By contrast, 14% strongly
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(A) (B)

F I G U R E 11 Gender impact on the perceived usability of both FingerPIN and the multi-factor authentication (MFA) traditional system

(A) (B)

F I G U R E 12 Ethnicity impact on the perceived usability of both FingerPIN and multi-factor authentication (MFA) traditional system

disagreed that the traditional system was easy to use. A 44% of the subjects stayed neutral and felt that both systems were
neither easy nor difficult to use.

To have a deeper understanding about the factors influencing perceived usability, we conducted a demographic anal-
ysis. The results show that system capability requirements are not specific to a gender group and FingerPIN system had
a positive response from both the genders. Figure 11B shows that additional 48% of the male participants as well as
additional 45% of females strongly agreed that the FingerPIN system is easier to use compared to the traditional MFA
system. Furthermore, we analyzed the ethnicity impact on the responses to the questions “Does the systems meet your
requirements? and “Are the systems easy to use?” in Figure 12A,B, respectively. We can see that the system capability
requirements as well as the ease of use of FingerPIN are not subjected to population differentials.

Since the FingerPIN system is based on parallel MFA, more than 90% of the subjects felt it was faster than comparable
sequential MFA. In this regard, 70% of the subjects completed the authentication in less than 5 seconds while using the
FingerPIN system and 14 seconds when using sequential MFA. They also enjoyed keeping the hand in the same position
during authentication, in contrast with the PIN-based authentication scheme in which they need to move the hand to use
the keyboard. Most of the participants preferred the challenge mode; in particular, some of the subjects faced difficulties
and were perplexed in remembering the 5-fingerprint sequence. Out of 100 subjects, 93% of the subjects preferred to use
the FingerPIN system over the traditional sequential MFA system. An aspect that we did not considered in this work
pertains to an evaluation of the verbal guidance provided to the participants of the data.

6 CONCLUSIONS
This article focuses on the usability assessment of the FingerPIN MFA scheme that combines in parallel the two factors
PIN and fingerprint for increased security. This work enables a better understanding of the user experience regarding
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biometric authentication factors integrated with PINs, their eventual increased usability and their accessibility, leading
to higher adoption and broader access to these services. The pilot study was conducted by collecting data from 100 people
and using two metrics: perceived usability and familiarity level. Using these metrics, we analyzed whether the users prefer
FingerPIN compared to the traditional sequential MFA system. The outcome was positive for the majority of the subjects.
In terms of perceived usability, we found that 95% of the participants felt that the FingerPIN system met their capabilities
requirements, and approximately 90% of the participants felt that it is easy to use when compared to the sequential MFA.
Finally, the subjective responses provided by the subjects about their perceptions of both systems revealed that the Fin-
gerPIN system is more efficient, faster, easy to use and secure when compared to the traditional sequential MFA system.
The majority of the subjects were able to authenticate quickly using our parallel MFA scheme; while, using the sequential
MFA approach, the authentication was completed approximately 10 seconds later.

These findings were not linked to any specific demographic trend, for example, gender, or ethnicity. In future work, we
will: (i) develop a similar prototype of a mobile app and extend the usability study to it, (ii) evaluate the interoperability of
the proposed system by changing the acquisition device as well as the matching algorithm in both intra- and inter-device
acquisition settings (in the latest, the device used for enrollment will differ from the one used for authentication), (iii)
build a MFA scheme based on the parallel integration of facial and fingerprint recognition, (iv) extend the usability metrics
by incorporating personality styles, and (v) analyze users’ needs and usability in people with disabilities.
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