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Abstract—Physically unclonable functions (PUFs) are increas-
ingly adopted for low-cost and secure secret key and chip ID
generations for embedded and IoT devices. Achieving 100%
reproducible keys across wide temperature and voltage variations
over the lifetime of a device is critical and conventionally requires
large masking or Error Correction Code (ECC) overhead to
guarantee. This paper presents an Automatic Self Checking and
Healing (ASCH) stabilization technique for a state-of-the-art PUF
cell design based on sub-threshold inverter chains. The ASCH
system successfully removes all unstable PUF cells without the
need for expensive temperature sweeps during unstable bit de-
tection. By accurately finding all unstable bits without expensive
temperature sweeps to find all unstable bits, ASCH achieves
ultra-low bit error rate (BER), thus significantly reducing the
costs of using ECC and enrollment. Our ASCH can operate in
two modes, a static mode (S-ASCH) with a conventional pre-
enrolled unstable bit mask and a dynamic mode (D-ASCH) that
further eliminates the need for non-volatile memories (NVMs)
for storing masks. The proposed ASCH-PUF is fabricated and
evaluated in 65nm CMOS. The ASCH system achieves “0” Bit
Error Rate (BER, <1.77E-9) across temperature variations of -
20°C to 125°C, and voltage variations of 0.7V to 1.4V, by masking
31% and 35% of all fabricated PUF bits in S-ASCH and D-
ASCH mode respectively. The prototype achieves a measured
throughput of 11.4 Gbps with 0.057 fJ/b core energy efficiency
at 1.2V, 25°C.

Index Terms—hardware security; Physically Unclonable Func-
tion; PUF; chip ID; stabilization

I. INTRODUCTION

Security is a major concern in the Internet of Things
(IoT) devices due to cost, energy, and computational resource
constraints, as well as vulnerabilities to various physical
attacks [1]. The secret keys used for authentication and encryp-
tion are the root of trust, demanding superb security without
compromising other hardware metrics. Traditionally, None-
Volatile Memory (NVM) or One-Time Programmable (OTP)
memories are used to store the permanent keys. This method
is susceptible to probing and optical attacks and is costly both
due to its large chip area and the additional fabrication steps.
Physically Unclonable Function (PUF) is the most promising
alternative for secure key storage. A PUF generates random
and unique keys for each device by extracting the unique
intrinsic process variations. The secret key is generated only
when the PUF is powered on, eliminating its vulnerability
to physical attacks. Any attempt to steal the key will likely
disturb the subtle variations in PUF circuits, making PUF
tamper-evident. Lastly, PUFs require significantly less power
and area overheads than NVM-based solutions.

Fabricated PUF chips initially go through an enrollment
process at nominal conditions, where every bit is collected
as the golden values. Then the chips will be deployed and
interrogated in the field for key generations. The stability, or
reproducibility, of PUF values under environmental variations
(e.g., noise, voltage, temperature, or aging) is the critical
challenge for silicon PUFs that rely on small process variations
of CMOS transistors. The metric used to evaluate the stability
of a PUF is Bit Error Rate (BER). For evaluating the BER,
each PUF bit is read out and compared against its golden
value, leading to a metric defined as,

BER =
# Bit Error

# Bit ⇥# Evaluation
(1)

A PUF must meet the Key Error Rate (KER) of its crypto-
graphic application. The KER is the possibility of having at
least one-bit error in an N-bit key, i.e., KER= 1� (1�BER)N .
For a 128-bit key with a typical KER requirement of 1E-6 [2],
the required PUF BER is around 1E-8, which is much lower
than that of a state-of-art PUF’s native BER [3]–[13].

Error Correction Code (ECC), such as BCH code [8], [14],
is studied to help any PUF design achieve the desired BER (see
Fig. 1a). But the area, power, and latency overheads of ECC
scale super-linearly with BER [4], [15]. Thus, low-overhead
stabilization of PUFs before ECC is crucial.

Run-time stabilization, like Temporal/Spatial Majority Vot-
ing (TMV/SMV) [14], can effectively remove the bit errors
induced by random noise (see Fig. 1b). But they can hardly
mitigate the voltage/temperature (V/T) effects that are the
dominant source of PUF’s instability. Intentional burn-in of
PUF cells is another effective BER reduction method by
hardening the native PUF circuit variations through accelerated
aging. [10] improves BER by 50% with virtually no design
overhead while [3] achieves “0” BER after burn-in using
hot carrier injection (HCI). The downside of this method is
that every chip is subject to an accelerated aging process,
during which a higher-than-nominal supply voltage and/or
temperature is applied to stress the PUF transistor, incurring
additional testing costs.

On the other hand, the masking technique reduces BER by
finding and replacing the potentially unstable “dark” bits that
may flip under V/T variations (see Fig. 1c). Conventionally, as
shown in Fig. 2a, all PUF bits will be evaluated many times
under different V/T corners. The mapping of dark bits is stored
in NVM for masking in normal operations. Because PUFs are
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Fig. 1. Existing PUF stabilization methods: (a) ECC, (b) TMV/SMV with
ECC, and (c) stabilization during enrollment.
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Fig. 2. (a) Conventional dark bit detection scheme, and (b) dark bit detection
through V/T variation emulation.

tested under every possible condition, this dark bit detection
method is highly accurate but requires high testing efforts.

In order to leverage the effectiveness of hard masking
without the testing costs, several designs have been proposed
to emulate the V/T variation by adding a positive and negative
mismatch to the PUF circuit [4], [5], [12], [16] (see Fig. 2b).
This approach drastically reduces testing costs, but the emu-
lation inaccuracy leads to falsely flagged stable bits and an
unnecessarily high masking ratio (defined as the percentage
of masked PUF cells). Using this method, some designs even
achieve “0” BER [5], [16]. Since it is unreasonable to claim
a PUF will never have an error, the BER calculation is
commonly modified to pessimistically assume that the next
evaluation of PUF will be an error bit. Thus the BER of PUFs
with no observed error in testing is defined as,

BERpes =
1

#Bit⇥ (1�Masking Ratio)⇥#Evaluation
(2)

where (1-Masking Ratio) means only the unmasked bits are
included in the BER calculation.

In [16], modulating the capacitive load of individual invert-
ers inside SRAM PUF adds a mismatch in either direction. By
masking 59% of the total PUF bits, it achieved “0” BER of
<1E-9 under a restricted temperature range (-10°C to 85°C).
In [5], the SRAM mismatch is shifted in two directions by
adding ground resistance in either inverter, and “0” BER of
<5.99E-7 is achieved with a 61% Masking Ratio across a
wide temperature range. But an additional dark bit detection
process with voltage overdrive to 1.6V is needed to correct
the voltage variation at the worst corner, which may not be
feasible in newer process nodes with low voltage compliance.
Even though these designs reduce or eliminate the ECC
requirements, they failed to address the overheads associated
with aggressive hard masking with a high masking ratio. In
prior arts, due to the low detection accuracy, more than half
of the PUF array is masked to achieve “0” BER. Such high
masking ratios result in a large NVM overhead and require
high redundancy for error recovery. These overheads diminish
the claim of PUF being lower costs than NVM solutions and
make PUF less attractive in resource-constraint applications.

[17] proposed a soft masking approach to alleviating the
conventional masking overheads. A flip detection circuit is
added to the PUF readout to determine if a cell is “valid”
in run-time. Instead of discarding and replacing the unstable
bits, they are directly set to one or zero. This run-time soft
masking circumvents NVM storage and pre-testing, but it has
its own limitations, including 1) forcing unstable bits to a set
value compromises the randomness of PUF, 2) unpredictability
of keys because the generated run-time mask may vary over
time and environments, and 3) inability to capture all V/T
variations because the masking is only based on run-time
information without comparison to the golden enrollment
values. Despite these restrictions, the run-time valid detection
approach proposed in the paper is very interesting and is
adopted in different forms ( [2], [7], [18]) because it enables
the output of real-time stability information without reading
out the PUF value, which is attractive both from a security
perspective and for the purpose of automation.

This paper proposes a “0” BER PUF array exploring an
Automatic Self Checking and Healing (ASCH) stabilization
scheme with dual operation modes. The choice of operation
modes is application specific, depending on the desired trade-
offs between device area and server capacity. This work makes
the following contributions.

• A novel high-precision dark bit detection and healing
approach (ASCH) greatly minimizes the masking ratio
to achieve “0” BER after fast, automated, and low-cost
testing.

• Static mode of ASCH (S-ASCH) (Fig. 3a) enables sta-
bilization during enrollment, which achieves “0” BER
of <1.77E-09 with merely 31% masking ratio, requiring
only <4 ms testing time for a 4096-bit array (NVM write-
in time not included).

• Dynamic ASCH (D-ASCH) (Fig. 3b) achieves com-
parable stabilization effects while replacing the NVM
storage with in-field dark bit detection. The soft masking
principle is exploited in D-ASCH with modified stabi-
lization and communication protocols to circumvent its
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Fig. 3. Proposed PUF stabilization methods (a) S-ASCH and (b) D-ASCH.

limitations [17].
• A 65nm CMOS ASCH-PUF prototype demonstrates high

resistance to voltage variations, ultra-compact footprint,
ultra-low-power consumption, and high throughput. The
entire ASCH mechanism is highly digital and process
node scalable.

The remainder of this article is organized as follows. Section
II describes the proposed ASCH-PUF with high-precision self-
checking and healing. Section III explains the implementation
and trade-off of the two stabilization modes. In Section IV,
measurement results are presented and discussed. A conclusion
is drawn in Section V.

II. IN-SITU DARK BIT CHECKING AND HEALING

The proposed dual-mode stabilization system relies on a
fast, accurate, low-cost self-checking and healing scheme
integrated within the PUF array. Self-checking finds the dark
bits with a configurable threshold, and the healing step reduces
the number of dark bits through in-cell reconfiguration.

A. Dark Bit Detection

The high-precision dark bit self-checking function is en-
abled by the PUF system shown in Fig. 4. The PUF cell is
an inverter-based PUF [12] that demonstrated ultra-low power
consumption, state-of-the-art native stability, and a compact
footprint. It utilizes a native transistor header as a low-cost
regulation solution, which enables the sub-threshold operation
of a PUF cell and improves its resistance to voltage variations.

In order to emulate the change of Vth due to different V/T
variations without changing the actual condition, a source of
mismatch that tilts the PUF in both directions is required. In
the case of inverter-based PUF, the change of Vth manifests as
the change in the difference of switching voltage between the
first-stage and second-stage inverter. In the proposed design,
this change of switching voltage is emulated by controlling the
first stage inverter supply voltage, V1, using an 8-bit resistive
DAC. Change in both directions is achieved by first decreasing
and then increasing the DAC value, which leads to a negative
and positive voltage skew, as shown in Fig. 5. The absolute
value of the skewing voltage is kept the same in both directions
to represent the same amount of mismatch. If the PUF output
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Fig. 4. Schematic of self-checking and healing on a single PUF cell, with the
implementation of auto-zero comparator, readout circuit, and validity detector.
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Fig. 5. (a) Principle of voltage skew and dark bit detection, and (b) simulation
result of dark bit detection showing the relationship between Detection
Accuracy and Detection Rate.

from two opposite skews is flipped, this PUF cell is deemed
as a dark bit. Spice simulation shows that the design has 179
unstable bits out of 100000, representing 1.79% instability
across -40 to 125 degrees. At 6 mV Vskew, all unstable bits are
detected, achieving a 66.45% detection accuracy. The detection
accuracy is defined as

Detection Accuracy =
# of Unstable Bits

# of Dark Bits
(3)

Higher detection accuracy means a reduced number of falsely
rejected bits, which leads to a lower masking ratio. The sim-
ulation result shows a good correlation between the mismatch
and actual V/T variation.

An SRAM-like peripheral is integrated for high-speed par-
allel readout. The circuit samples and output PUF value at
every rising clock edge. The Validity Detector is used for the
automatic detection of unstable cells by checking if a PUF
is stable during its evaluation window. It functions by de-
asserting the Reset during evaluation and outputs a ”1” from
either D-FF if there is a PUF transition. The NORed output
is “0” if the evaluated bit is unstable, and vice versa.

The self-checking process is challenging because of the
load imbalance issue. As shown in Fig. 4, during normal
operation, both native regulators are biased by an external
source Vbias, and V1 is shorted with V2. At the start of the
checking operation, the native regulator for V1 is biased by
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DAC, and V1 is isolated from V2. As shown in Fig. 6 (a), This
results in an imbalance between V1 and V2 due to the different
loading conditions. To detect the unstable bits caused by the
same amount of intentional mismatch in both directions, V1
value needs to be tuned close to V2 before adding voltage
skew.

As shown in Fig. 6 (b), a coarse-fine locking process is
added before skew and detection to enable self-checking. Dur-
ing coarse locking, the 8-bit DAC searches for the closest V1
value to V2. The DAC value is dithered using 4-bit pulse width
modulation. Capacitor C1 and C2 are added to stabilize the
dithered voltage. This fine step locking increases the resolution
to 12 bits. During locking, a sufficient delay is provided
to stabilize voltage after each step change. An auto-zeroing
comparator is activated 5 times at the end of each step, and a
majority of the result is used for accurate comparison between
V1 and V2. The digitized V1 value is saved in the controller after
locking, and the skew operation is performed with the same
12-bit precision. The amount of skew is provided externally.
two consecutive PUF evaluation sessions under programmable
skews are performed. All cells that ever flip once during the
two sessions are marked as unstable by the validity detector.
The number of PUF evaluations during checking affects the
detection of unstable bits caused by noise, which is a smaller
but not negligible source of mismatch compared with added
skew. 64 evaluations for each session are decided to balance
the detection accuracy and checking speed. The illustrated
waveform of the self-checking process is shown in Fig. 7.
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Fig. 8. (a) Process of healing in transistor level schematic. (b) Healing
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B. Dark Bit Healing

After the self-checking operation, instead of directly mask-
ing all the potentially unstable bits, The proposed system
further leverages the cell reconfiguration design in [4] to heal
a large portion of unstable bits locally.

As shown in Fig. 8, shorting stages 1 and 2 converts
the original 4-stage cell into an almost independent 3-stage
one. Because of the naturally small BER of the PUF cell,
the probability that the 4-stage cell is unstable is already
small, and the probability that both cells are unstable is even
smaller. Since we only mask the cell that is unstable in
both configurations, the healing operation greatly improves the
masking ratio.

The reconfigured PUF cell [4] exhibits a bias, which is
caused by the asymmetry of the drain/source area between
the third-stage inverter and the combined first and second
stage. With a carefully designed layout considering the area
symmetries, close-to-ideal uniqueness and identifiability are
achieved for both original and heal cells, as evidenced by their
respective inter- and intra- Hamming distance measurements
shown in Section IV.

III. DUAL STABILIZATION MODES IN ASCH-PUF
The proposed self-checking and healing scheme can be

operated in two modes: Static Automatic Self Checking
and Healing (S-ASCH) enables stabilization during enroll-
ment [19], and its NVM-less, dynamic alternative (D-ASCH)
checks and heals the cell in-field. Both modes are capable
of reducing the BER to 0 in order to eliminate the need for
ECC, and the mode selection depends on the preference of the
trade-off between on-chip and server storage. The dual-mode
stabilization system diagram is shown in Fig. 9. A 128x32
PUF Array is implemented. S-ASCH takes full advantage of
the proposed self-checking and healing system shown in Fig 4.
NVM for mask storage is not displayed in this figure. D-ASCH
replaces the NVM with SRAM, and an additional output
stabilization block is added with a small design overhead. The
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Fig. 10. Operation flows for (a) S-ASCH and (b) D-ASCH.

detailed implementations and trade-offs of these two modes of
operation are explained in this section.

A. Static Automatic Self Checking and Healing (S-ASCH)

S-ASCH automatically detects all dark bits within a V/T
range and reduces BER to 0 by generating the healing and
masking information. It is an extremely fast process that is
run only once during enrollment, so almost no overhead is
added aside from NVM implementation.

Its operation flow is shown in Fig. 10(a). At the start of
enrollment, all PUF outputs, original and healed, are collected.
During S-ASCH, all PUF cells first go through one round of

self-checking. The voltage skew is externally programmed to
target a specific BER. After self-checking, the cells that are
detected as dark go through a healing process, and the healing
information is recorded. All the healed cells go through
another round of self-checking, and if it is still detected as
dark, it is unable to be healed and therefore masked. The
masking information is also stored. Finally, based on the Mask
and Heal information gathered from S-ASCH, the previously
gathered PUF outputs are processed into a stable PUF key and
enrolled into the server as the golden key.

To qualitatively analyze the benefits provided by the S-
ASCH system, we categorized the PUF cells into 3 types: the
originally stable PUF cells C1, the healed stable PUF cells C2,
and the unstable cells C3. In order to output a stable golden
key during in-field conditions, C1 can be directly used, and C2
requires its location written into NVM during enrollment so
that system can locate C2 and heal it to get the correct and
stable key, and C3 not only needs an NVM storage for itself,
it also needs a redundant stable PUF bit C

0
1, and extra logic to

make sure that when the PUF key is generated, C3 output will
be replaced with C

0
1. So the additional testing cost T required

for the PUF bits can be compared as:

T (C3)> T (C2)

T (C1) = 0
(4)

As shown in Fig. 9, S-ASCH functions by utilizing the com-
ponents from self-checking and healing and therefore doesn’t
incur additional design overhead. It removes the cost of error
correction blocks by achieving an ultra-low BER that meets the
typical 1E-6 KER requirements of cryptographic applications,
as is shown in section IV. The proposed dark bit detection
method inherently has a better detection accuracy than pre-
vious designs, i.e, the number of C3 is smaller. Additionally,
the healing operation converts a portion of C3 to C2, further
reducing the number of masked cells. In conclusion, S-ASCH
effectively reduces the design overhead for implementing a 0
BER PUF array both in terms of error correction and NVM
storage.

B. Dynamic ASCH (D-ASCH)

Despite reduced design cost, S-ASCH still requires NVM
for healing and masking information storage, which is not
ideal in certain IoT applications where the area constraint
is extremely tight. Therefore, D-ASCH is conceived, which
utilizes the idea of soft-masking to achieve “0” BER without
NVM storage.

Its operation flow is shown in Fig. 10(b). During enrollment,
the PUF values of both original and reconfigured cells are
collected in the server. D-ASCH operates at every chip power-
up in the field. The self-checking and healing operation is the
same as S-ASCH, and the generated key is used as the correct
and stable key for cryptographic purposes. Instead of writing
the healing and masking information to NVM, D-ASCH writes
the information to a low-cost SRAM look-up table (LUT). As
shown in Fig. 9, SRAM-based LUT and a digital stabilization
module are added on top of S-ASCH to perform D-ASCH
operations. SRAM storage is readily available and cheap to
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Fig. 11. D-ASCH output stabilization example.

integrate into any chip, so its overhead is negligible compared
with NVM implementation. The stabilization module accesses
the SRAM for healing and masking information and generates
a stable fixed-length key by sequentially reading out the stable
PUF cells based on the healing and masking information.
When a PUF bit is flagged as stable-after-heal, D-ASCH will
heal the PUF cell and read out its value.

An example of a 5-bit input, 3-bit output stabilization is
shown in Fig. 11. For a row of five PUF cells, PUF2 is
masked, and PUF3 is healed. The stabilization receives the
original PUF values and, based on the masking and healing
information, omits the PUF2 and requests the PUF3,Heal . So
the final 3-bit key output is: {PUF1,PUF3,Heal ,PUF4}. Here,
redundant PUF cells are still required, but the overhead of
implementing more PUF bits using the proposed compact and
ultra-low-power PUF cell is insignificant compared with the
savings from removing NVM-based masking storage.

The healing and masking information is sent to the server
prior to using the PUF keys because a fresh healing and
masking map is generated for every chip start-up and is
necessary for servers to properly verify the PUF device. This
information can be communicated in plaintext with no concern
of eavesdropping because it is random and independent of the
actual PUF values.

Similar to S-ASCH, D-ASCH removes the error correction
cost for stable key generation. It further eliminates the require-
ment of NVM for masking storage, which significantly reduces
the area overhead for a complete PUF design. The downside
of this operation is that D-ASCH needs to run the ASCH
process for the entire PUF array during every chip power-up.
The overhead for the device carrying D-ASCH would be the
time, power consumption, and communication effort, all of
which are negligible and discussed as follows:

The amount of time and power to run D-ASCH is insignif-
icant for a chip cold start-up process. It has been stated pre-
viously that the entire self-checking operation can be finished
within 4ms. We simulated the ASCH operation under nominal
conditions (1.2V VDD, 25ºC) in Hspice, and the total energy
(including clock generation) for 4ms of ASCH is 1.7µJ.

As for the additional communication effort, D-ASCH needs
to send the masking and healing information in plaintext to
the server during communication (Fig. 10b). Assuming an
implausible worst case where all the key bits are either masked
or healed, this means additional plaintext of a maximum
of the key length would need to be communicated along
with the encrypted data. In cryptography, the key length
is usually trivial compared with the length of information
being encrypted. Therefore, additional communication effort
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Fig. 12. (a) Chip Micrograph. (b) PUF Cell layout. (c) Area cost of other
components for stabilization system.

is negligible.

IV. MEASUREMENT RESULTS

The chip is fabricated using a 65-nm CMOS process. The
128 ⇥ 32 cell array occupies 0.018mm

2. The die micrograph,
the layout of the PUF cell, and the area overhead of the
components needed for S-ASCH are shown in Fig. 12. Each
PUF cell measures 0.96µm⇥2.615µm, or 594 F

2. Aside from
Validity Detector, which is implemented once per column,
the size of all other additional components does not increase
with larger PUF array implementation. A voltage-controlled
oscillator (VCO) is integrated to provide high-speed clocking
for stabilization control and key access. The NVM storage for
S-ASCH, SRAM LUT, and stabilization block for D-ASCH
shown in Fig. 9 is not implemented in this prototype.

The nominal condition for the PUF chip is 25 °C and
1.2V supply voltage. Golden keys are collected under nominal
conditions by averaging our random noise with many samples.
The BER and unstable bit percentage results are measured
by comparing separately collected samples under nominal and
V/T variations with the golden key.

A. Self Checking and Healing

The fast and reliable self-checking operation is the foun-
dation of the proposed stabilization system. Supply voltage
V1 and V2 shared by the entire PUF array are output via
analog buffer, and the waveform for a self-checking operation
is shown in Fig. 13. The fine step enabled by 4-bit PWM
achieves 130 µV resolution, which is sufficient to reduce the
initial mismatch between two supply voltages to a negligible
amount. After applying �8mV and 8mV voltage skews, the
dark bit information is output by the validity detector, and the
self-checking process is complete.

The two voltages remain locked after the skewing opera-
tions. (see V1 and V2 settling to 615mV in Fig. 13). Thus,
the coarse-fine locking process only needs to be performed
once during a self-checking operation for the entire PUF array.
The skew and detection are performed once for every row.
The 8-bit binary-searching coarse locking takes eight cycles
to complete, and the 4-bit linear-searching fine locking can
take from 1 to 24 = 16 cycles. So in the worst timing case,
the coarse-fine locking operation takes 24 cycles to complete.
The skewing operation takes two cycles, and for a 32-row PUF
array, it takes 64 cycles to complete all the dark bit detection.
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Fig. 13. Measured operating waveforms of the self-checking process with a
zoomed-in view of fine locking.
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Fig. 14. Masking ratio and resulting BER at different voltage skew, in ASC
only and S-ASCH modes.

According to Fig. 13, the self-checking cycle period is around
20 µs. Therefore, the maximum timing cost for a self-checking
operation is (24+64)⇥20 = 1760µs.

According to Fig. 10, During either S-ASCH or D-ASCH,
the PUF array is checked twice: once for original PUF cells
and another for healed ones. Since self-checking is the most
time-consuming operation step in the stabilization process, the
entire stabilization can be done within 4ms. This means almost
no timing cost is added to the proposed stabilization system.

To demonstrate the effectiveness of the self-checking and
healing process built into the proposed stabilization system,
we compare the BER and masking ratio versus the voltage
skew at the worst V/T corner of 0.7 V and 125 °C and show
the result of Automatic Self Checking only (ASC), where all
the detected dark bits after the first round of self-checking are
masked, versus the result of S-ASCH. As shown in Fig. 14,
the increasing voltage skew represents more aggressive self-
checking, leading to an increase in the masking ratio and a
decrease in BER. Both ASC and S-ASCH achieve “0” BER
at the same voltage skew, which means the last dark bit found
in S-ASCH is not able to be healed. The final masking ratio for
the ASC approach is 56%, which is marginally better than the
state-of-the-art design with a similar V/T range [5], without
the burden of an additional voltage variation correction step.
S-ASCH further reduces the masking ratio to 31% by healing
a portion of the PUF cell, which reduces the PUF redundancy
overhead, explained in section III.

B. PUF Stability

The BER and the proportion of unstable bits of ten chips,
measured at the nominal condition before and after stabiliza-
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Fig. 15. (a) BER and (b) percentage of unstable bits under nominal conditions.
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tion, are depicted in Fig. 15. The two stabilization methods,
S-ASCH and D-ASCH, are not distinguished here because
the effects are the same under nominal conditions. The BER
denotes the rate of bit flips over evaluations compared with
the golden value, and its definition is given in Section I.
The unstable bit denotes the percentage of ever-flipped bits.
The proportion of unstable bits increases as the number of
evaluations increases. The raw native BER is at a steady
2.9E-3 without any stabilization methods. Using the proposed
stabilization method with a 10% masking ratio, No error is
detected in the testing. At 20000 evaluations, the pessimistic
BER according to (2), is

1/(10⇥4096⇥ (1�10%)⇥20000) = 1.36E �9

The percentage of unstable bits at nominal condition is 3.2%
with 20000 evaluations before stabilization. It is reduced to 0
after 10% masking.

The stability of the PUF over environmental variations is
evaluated across the automotive temperature range (-45 °C to
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125 °C) and a voltage range from 0.7V to 1.4V. The golden
key is enrolled at a nominal condition. The BER over the
temperature sweep is 4.2E-2 before stabilization. S-ASCH and
D-ASCH are separately evaluated.

Fig. 16(a) presents the BER across temperature variation
where S-ASCH is performed at 25 °C. By changing the
masking ratio by providing different amounts of voltage skew,
“0” BER can be achieved in the different temperature ranges.
At 10% masking, “0” BER of <1.36E-9 can be achieved in
0 °C to 25 °C. At a more aggressive 31% masking ratio,
“0” BER of <1.77E-9 is achieved across the entire testing
temperature range.

D-ASCH is performed every time during chip start-up,
which means it works under various in-field conditions. BER
result using D-ASCH is shown in Fig. 16(b). At 25% masking,
D-ASCH can reduce the BER to 0 under all temperature con-
ditions higher than enrollment. But 35% masking is required
to deal with the dark bits that become unstable at -40 °C,
achieving “0” BER of 1.88E-9.

The masking ratio required to achieve “0” BER for the two
stabilization methods is compared under the testing tempera-
ture range in Fig. 17. It shows that S-ASCH can reduce the
masking ratio more effectively at low temperatures, while D-
ASCH performs better at high temperatures. But compared
with the huge difference in the storage trade-off of the two
stabilization methods, the 10% masking ratio difference is
usually not the deciding factor for which one is more suitable
for a certain application. Fig. 17 can be used as a look-up
table when deciding the skew value or masking ratio while
targeting a “0” BER for a specific temperature range.

In addition to temperature variation, we also evaluate the
PUF’s resistance to supply voltage variation from 0.7 to 1.4 V,
as shown in Fig. 18(a). Thanks to the supply regulation based
on native transistors, only 0.4% BER is observed across the
voltage range and is reduced to 0 with 10% masking using
S-ASCH. As depicted in Fig. 19(b), the effect of voltage
variation is so small compared with that of the temperature
variation that at the two extreme temperature corners, voltage
variation doesn’t change the masking ratio needed to achieve
“0” BER.

C. Uniqueness and Randomness

The inter-die and intra-die hamming distances (HDs) are
depicted in Fig. 20. The inter-die HD of the original and healed
PUF cells measured over ten chips have almost ideal mean
values of 0.5 and 0.4995, respectively. The mean intra-die HD
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Fig. 19. BER versus masking ratio for S-ASCH at worst temperature and six
voltage corners.

before stabilization is 0.0044 and 0.0051, achieving 131 and 94
times the separation between inter- and intra-die HDs. After
stabilization with a 10% masking ratio (nominal condition,
so no distinction between S-ASCH and D-ASCH), the intra-
die HD is 0, showing perfect stability and identifiability. The
autocorrelation function of 40,960 PUF bits stays within the
95% white noise confidence level at 0.0081 (see Fig. 21).
The most ideal HD and autocorrelation results validate the
uniqueness of the ASCH-PUF.

To further validate the randomness of the PUF, NIST 800-
90B [20] and 800-22 [21] randomness tests are performed on
40,960 bits collected from 10 chips. With the limited number
of bits, 10 out of 15 subtests in 800-22 are available. NIST-
recommended settings were used to run the tests. The PUF
bits passed all available subtests in the two suites, showing
high-quality randomness as shown in Tables I and II .

D. Aging

It is well known that aging degrades PUF stability or
completely flip bits. The main sources of aging effects in
PUF are NBTI and HCI [7], [11], [22]–[24]. In order to
evaluate the aging impacts, accelerated aging is applied to
2 chips, 4096 PUF bits per chip, by stressing the PUF at
150 °C and 1.4V supply voltage. The golden key and S-
ASCH configuration were obtained at nominal conditions. To
evaluate the performance at an extreme scenario using either
ASCH system, D-ASCH configurations and the PUF values
are collected at 0.7V, 125 °C. Measurements were obtained
every 6 hours during the first day and every 24 hours after
that. A stressing of 96 hours in total was applied, resulting
in equivalent effects of several years’ aging under nominal
conditions. For S-ASCH, the measured aging-induced BER
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Fig. 20. Normalized Hamming Distances (HD) for original, healed, and using
proposed stabilization with 10% mask, at nominal condition.
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Fig. 21. Autocorrelation tests of 40,960 PUF bits from 10 chips.

change with different masking ratios and the masking ratio
required to achieve “0” BER for enrollment at different time
points is shown in Fig. 22. The required masking ratio to
maintain the same BER increases with aging time, but if the
enrollment is run after some time of accelerated aging, the
masking ratio will not have such an aggressive increase, as is
depicted by the slope decrease for enrollment at 0 hours. This
shows that S-ASCH benefits from having a burn-in process
prior to enrollment.

We also show the aging result for D-ASCH with enrollment
performed at the start of the experiment (blue line in Fig. 22
top). The masking ratio to achieve “0” BER for D-ASCH
at the start of aging is 24% and maintained below 26%
throughout the aging experiment. Compared to the S-ASCH
result enrolled at hour 0, the performance of D-ASCH is better
than S-ASCH when aging is considered.

This is because S-ASCH needs to increase its detection
range (Vskew) to ”predict” the PUF bits that become unstable
after aging, which reduces its detection accuracy (shown in
Fig. 5b). On the other hand, the detection range of D-ASCH
doesn’t need to change because this scheme re-evaluates the
PUF cells at every chip start-up, and any currently unstable
cells will be identified by the default voltage skew. The slight
increase in the masking ratio is only caused by the increase
of unstable bits from aging.

E. Throughput and Energy Efficiency

The design reaches 22.75Gb/s readout throughput with
615mV PUF cell VDD, thanks to the SRAM-style PUF array

TABLE I
NIST PUB 800-90B RESULTS

NIST PUB 800-90B (Draft 2) Results of 10 chips ⇥ 4096 bits
IID Permutation PASS
c2 Independence PASS (Score=2027.26, dof=2047)

c2 Goodness-of-fit PASS (Score=6.63718, dof=9)
LRS Test PASS (Pr=0.970268)

Min Entropy 0.977

TABLE II
NIST PUB 800-22 RESULTS

NIST Pub 800-22(rev. 1a, 2010) c2 of p-value Success Proportion
Frequency 0.876 116/120

Block Frequency 0.048 118/120
Cumulative Sum-1 0.941 116/120
Cumulativ Sum-2 0.723 117/120

Runs 0.534 119/120
Longest Runs 0.223 120/120

FFT 0.804 58/60
Serial-1 0.299 118/120
Serial-2 0.007 118/120

Approximate Entropy 0.264 118/120
Non Overlapping Template PASS PASS

and 128-bit parallel readout. The subthreshold PUF con-
sumes merely 0.056 f J per bit of core energy. The measured
throughput and energy efficiency at various regulated PUF
VDD are shown in Fig. 23. The native transistor-based voltage
regulation suppresses the supply voltage-induced influence
on current. A comprehensive comparison with state-of-the-art
PUF designs is provided in Table III.

V. CONCLUSION

In conclusion, this article presents two stabilization meth-
ods, S-ASCH and D-ASCH, integrated with a subthreshold
inverter-based PUF array. Utilizing a novel, fast, and high-
precision searching method of emulating temperature variation
by skewing the first-stage inverter voltage and the reconfigu-
ration capability of the PUF cell, S-ASCH effectively reduces
the BER to the order of 1E-9 at the enrollment stage across a
wide range of voltage and temperature corners, which reduces
the cost of error correction, and in particular removes the need
of error correction for a 128-bit key with KER requirement
above 3E-7. The required 31% masking ratio is less than
half of the state-of-the-art design, representing a significant
reduction of design overhead of NVM storage implementation
and the PUF cell redundancy. D-ASCH achieves “0” BER
with a slightly larger masking ratio at the worst scenario,
but the major cost of masking on the edge device, the large
NVM storage, is eliminated by using larger storage on the
server. The two modes of operation can be chosen based on
target applications considering operating conditions, costs, and
stability targets. Our 65nm PUF occupies 594 F2 area for each
bit. The measured responses from 10 chips pass all applicable
NIST 800-22 and 800-90B randomness tests. S-ASCH and
D-ASCH both achieve “0” BER with the least amount of
design overhead compared with other state-of-the-art designs,
making them suitable to provide low-cost key generation and
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TABLE III
COMPARISON TABLE WITH STATE-OF-THE-ART PUF DESIGNS

This Work JSSC 21
[3]

JSSC 20
[5]

TCAS 20
[16]

JSSC 22
[13]

ISSCC 20
[6]

JSSC 18
[7]

JSSC 22
[10]

Technology (nm) 65 130 130 65 40 28 40 14
PUF Cell Area/Bit (F2) 594 491 373 3001 21675 5057 3643 9388

Native Unstable Bits 3.2% 2.71% 2.14% 19.6%c 0.39% - 2.55% 26.37%c

Native BER 2.90E-03 2.90E-03 2.10E-03 2.24E-02 2.7E-04 - 8.10E-03 -
Test

Condition
Temp.(°C) -40-125 -40-120 -40-120 -10-85 -40-125 -40-150 -40-125 25-110
Supply (V) 0.7-1.4 0.5-0.7 0.8-1.4 0.8-1.2 0.7-1.4 0.81-0.99 0.8-1.0 0.7-1.0.75

Stabilizing Techniquea S-ASCH D-ASCH HCI Burn-In

VSS Bias,
Voltage

Overdrive,
Masking

Capacitive
Tilt,

Masking

Masking,
TMV

Masking,
SMV

Hysteresis,
T Comp.

Masking,
Burn-in,

TMV

NVM requirementb Yes No No Yes Yes Yes Yes No Yes

Worst
Condition

BER before
stabilization 4.20E-02 6.74E-02 5.80E-02 4.00E-02d - 1.05E-01 3.20E-02 5.76E-02

BER after
stabilization

0
(<1.77E-09)

0
(<1.88E-09)

0
(<4.0E-07e)

0
(<5.99E-07)

0
(<1.0E-09) 1.9E-05 9.70E-03 - 1.42E-02

Masking
Ratio 31% 35% - 67% 59% 3.64% 25% - 20%

Bit Rate (Mb/s) 22750 56 - - - 128 24000 -
Core Energy (fJ/bit) 0.057 128 16 15.39 39 - 1.02 4

a: Not including ECC b: Including NVM storage for masking, ECC, and other stabilization methods c: Under V/T Variation
d: Averaged across multiple V/T conditions e: Calculated from 5-chip data
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Fig. 22. (bottom) Aging effects on BER with different masking ratios using
S-ASCH, and (top) the masking ratio required for “0” BER using S-ASCH
enrollment at different time points (red lines) and using D-ASCH (blue line).

storage for a wide range of applications. Finally, the ASCH-
PUF prototype achieves state-of-the-art throughput of 11.4
Gbps with 0.057 fJ/b core energy efficiency at 1.2V, 25°C
conditions.
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