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Abstract— This article presents emulation and adverse attack
scenarios for Doppler radar-based motion sensors and frequency-
modulated continuous-wave (FMCW) radars employed for non-
invasive vital signs measurement and human presence sensing.
In contrast to existing radar threat models, the proposed model is
tuned to mimic two characteristics of a human target measured
by radars, i.e., the motion artifacts generated by a walking human
and the inherent chest motion. Electronically synthesizing the
abovementioned characteristics can interfere with the normal
operation of radar systems used for automation, bioauthenti-
cation, and surveillance applications. The attacking/emulation
systems were realized using commercially available radio fre-
quency (RF) components. The 5.8-GHz benchtop prototypes of
the Doppler- and FMCW-mode systems were designed, and
experiments were conducted to validate the threat of these
systems. First, a single-sideband (SSB) mixer is utilized to elec-
tronically modulate the continuous-wave (CW) signal transmitted
by a Doppler radar to resemble a walking human subject.
Next, fake human targets are injected into an FMCW radar
by using an analog phase shifter that mimics the vital sign
motion of a real human subject. In addition to impersonating
the human vital sign motion, the FMCW mode spoofing system
has the capability to alter the range of the human target without
requiring any synchronization with the victim radar. The FMCW
mode spoofing system successfully deceived two state-of-the-
art human detection algorithms. Finally, a brief discussion is
presented on the feasibility of using the proposed Doppler and
FMCW mode spoofing device architecture as respective radar
target emulators.

Index Terms— Doppler radar, frequency-modulated
continuous-wave (FMCW) radar, human presence sensing,
radar security, spoofing, vital sign detection.

I. INTRODUCTION

RADAR technology had gained prominence among the

military community during World War II (WWII), where

they were primarily used to detect enemy aircraft. Over the

last two decades, radars have made their way into civilian and

commercial applications. With the rapid advancement in radio

frequency integrated circuit (RFIC) technology, portable, low-

cost, and energy-efficient radar sensors have found increasing
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applications in health care, automotive, and smart living

sectors. Within the healthcare industry, radars have been

employed for noncontact vital signs measurement, fall detec-

tion, sleep monitoring, and gait recognition, to name a few.

With the emerging interest in autonomous driving, radars play

a crucial role in realizing advanced driver assistance system

(ADAS) functionalities, such as cross-traffic assist, blind-

spot detection, and adaptive cruise control. In the growing

Internet-of-Things (IoT) era, human–machine interaction is

among the core aspects of smart home technology that can

be accomplished using radars.

Accurate measurement of target parameters using simple

circuitry, low transmit power, and relatively smaller form

factor makes Doppler and FMCW radars the front runners for

low-cost human sensing applications. Doppler radars measure

the motion parameters (velocity and displacement) of a target

by detecting the frequency or phase shift of the reflected signal.

Due to their high sensitivity to measure motion, Doppler

radars have been widely researched for vibration measure-

ment [1], [2], [3], [4], vital signs monitoring [5], [6], [7], [8],

[9], [10], [11], sleep apnea monitoring [12], [13], [14], disaster

search and rescue operations [15], [16], gesture recogni-

tion [17], [18], gait analysis [19], [20], occupancy sensing [21],

[22], [23], and motion sensing [24], [25], [26]. Commercially,

motion sensors realized using Doppler radars have been exten-

sively used in automatic door activation systems [27]. How-

ever, Doppler radars cannot directly measure the range of a

target. Frequency-modulated continuous-wave (FMCW) radars

provide the ability to measure a target’s range while offering

lower sensitivity in measuring the target’s motion. FMCW

radars have found applications in through-the-wall detec-

tion [28], [29], [30], [31], [32], [33], [34], [35], [36], human

target identification [37], [38], [39], [40], [41], [42], [43],

activity recognition [44], [45], [46], [47], and surveillance

applications [48], [49], [50], [51]. Moreover, the identical

design of both these radars allows for hybrid FMCW-Doppler

mode of operation, thereby leveraging the unique advantages

of each of the radar operating modes [37], [47].

Radar electronic countermeasures (ECMs) and electronic

countercountermeasures (ECCM) have been prevalent military

practices since WWII [52]. With millimeter-wave (mmWave)

radars becoming ubiquitous in day-to-day applications, it is

essential to study the possible ECM techniques against these

radars. Since the working principle and the licensed frequency

bands for the commercial use of Doppler and FMCW radars

are available in the public domain, electronic systems devised
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to intentionally disrupt the proper functioning of these radars

are a significant threat that requires considerable research

attention. Although the manufacturers do not reveal the chirp

parameters (e.g., bandwidth and chirp duration) of commercial

FMCW radars, previous works have shown the possibility of

remotely identifying these parameters [53], [54]. Intentional

attacks against radar sensors can be broadly classified into

jamming and spoofing. Jamming is a technique, in which high-

power noise within the operating frequency band is transmitted

toward the radar to obstruct its normal operation. Jamming

attacks are easy to identify as the radar system will not produce

a meaningful output. However, spoofing attacks, wherein the

radars’ target detection model is deliberately mimicked, are

more difficult to recognize due to the high similarity between

the spoofed target and a real target. Existing literature on

spoofing attacks against radars was mostly confined to auto-

motive FMCW radars [55], [56], [57], [58], [59], [60], [61].

Previous works on FMCW radar spoofing are based on syn-

chronized time-domain attack models, i.e., the attack system

has to precisely estimate the time instance at which the victim

radar transmits a chirp signal. Moreover, the attack systems

require an active chirp waveform generating circuit, which is

usually a replica of the victim radar. A passive spoofing attack

model based on a backscattering tag was proposed in [62].

However, since the tag generates a double-sideband modulated

signal, the spoofed targets appear as mirrored pairs around the

range bin corresponding to the physical separation between the

radar and the tag, which can be easily detected.

An asynchronous frequency-domain range spoofing model

based on a single-sideband (SSB) mixer was presented in [63].

Due to the sideband and local oscillator (LO) suppression

offered by the mixer, a single spoofed target can be generated

at an arbitrary range bin when compared to the tag-based

spoofing system in [62]. However, the frequency-domain

spoofing system was limited to generate stationary targets.

Although fake stationary targets are a significant threat to

several radar-based ADAS functionalities, in the areas of

human presence sensing and activity recognition, a stationary

target is a less viable threat. Radar-based human presence

sensing solutions filter out unwanted stationary targets (clutter)

while retaining only the human signatures. Isolating human

targets from surrounding clutter is generally based on detecting

the inherent chest motion of humans. Therefore, a spoofing

system able to create a fake human signature by electronically

mimicking the human chest motion would be a more viable

threat for these applications. To spoof a target moving with

a specific velocity, the phase of the consecutive attack chirps

must be varied accordingly. In the case of a stationary human,

the peak-to-peak displacement of the inherent chest motion

due to respiration is a couple of millimeters. Therefore, the

phase change across consecutive chirps is very small (can

be estimated based on the operating frequency of the radar

and its chirp-to-chirp repetition time). Velocity (or Doppler)

spoofing attacks against FMCW radars were demonstrated

in [60] and [61]. Both these works used software-defined radio

(SDR) as the attack system. The ability of those systems to

mimic human chest motion depends on the minimum phase

shift generated by the respective SDRs, which is determined by

Fig. 1. Top-level representation of the proposed Doppler radar motion
spoofing system.

the resolution of the digital-to-analog (DAC) converters used

in the transmit chain of the respective SDRs. However, the

abovementioned SDR-based spoofing attack models require

precise time synchronization with the victim radar and using

an active chirp generating circuit as part of the attack sys-

tem requires additional compensation for the frequency drift

caused due to the different reference oscillators used on the

attacker and the victim radar [60]. With regard to spoofing

attacks against Doppler radars, vital signs spoofing using a

binary phase shift keying (BPSK) tag and a phase shifter was

demonstrated in [64]. However, using a phase shifter limits

the proposed approach to small-amplitude motion spoofing.

Besides security considerations, radar target emulators

(RTEs) have drawn significant interest in recent years. For the

large-scale deployment of radars for various sensing appli-

cations in the IoT era, it is essential to thoroughly test the

performance of the radar under a variety of background condi-

tions. Furthermore, for radar-based human activity recognition

integrated with machine learning, an extensive set of training

data is required. However, this requires many human subjects,

which can be difficult to accomplish. This fosters the need

for a low-cost RTE that is tuned to emulate the response of

different human activities against Doppler or FMCW radars.

Existing radar target simulators in the market are expensive,

bulky, and customized for automotive applications [65], [66].

A radar target simulator has been proposed by Nallabolu and

Li [67] that can emulate micro-Doppler responses. However,

it is restricted to Doppler radar and lacks a comprehensive

description of the working of the target simulator.

This work demonstrates a common system architecture for

testing (RTE) and analyzing vulnerabilities (spoofing attacks)

of Doppler and FMCW radars employed for nonautomotive

applications, focusing primarily on human activity sensing and

localization. To emphasize the dual application nature of the

proposed systems, they will be referred as emulation/spoofing

systems hereon. The presented FMCW mode spoofing attacks

are asynchronous, i.e., no time synchronization is required

with the victim radar. The main contributions of this work

include the following.

1) An upconversion SSB mixer-based Doppler radar emu-

lation/spoofing system is proposed that can electron-

ically mimic the motion pattern of a real human

Authorized licensed use limited to: Texas Tech University. Downloaded on June 02,2023 at 03:38:03 UTC from IEEE Xplore.  Restrictions apply. 



NALLABOLU et al.: EMULATION AND MALICIOUS ATTACKS TO DOPPLER AND FMCW RADARS 807

target. The SSB mixer would frequency-modulate the

continuous-wave (CW) radio frequency (RF) signal with

the motion artifacts of a human subject. The resulting

down-converted baseband signal on the receiver chain

of the Doppler radar would resemble the motion of a

real human subject.

2) An FMCW vital-Doppler emulation/spoofing system

that can generate stationary synthetic human signatures

at a fixed range is presented. To emulate or spoof

the human vital signs signature into an FMCW radar,

an analog phase shifter that can generate continuous

phase shifts was used to vary the phase of consecutive

chirp signals transmitted by the radar. The phase history

along the slow-time data mirrored the human cardiopul-

monary motion.

3) An FMCW range cum vital-Doppler emulation/spoofing

system that can electronically alter the range of a sta-

tionary synthetic human is presented.

All the emulation/spoofing systems were realized at 5.8 GHz,

and experiments were conducted to validate the proposed

threat model. In addition, to the best of our knowledge,

the work presented in this article is the first of its kind

to conduct a risk assessment against FMCW radars used

for human presence sensing while also demonstrating attack

scenarios on Doppler radars employed for motion sensing.

It also theoretically discusses the similarity between a spoofing

system and an RTE’s architecture.

The theory of the attack model against Doppler and

FMCW radars is presented in Section II. The implemented

5.8-GHz prototypes of the Doppler and FMCW mode emu-

lation/spoofing systems are discussed in Section III. Various

experimental results obtained are included in Section IV.

Finally, the conclusion is drawn in Section V.

II. THEORY

A. Doppler Radar: Motion Emulation and Spoofing

A conventional Doppler radar transmits a CW electromag-

netic signal at a fixed frequency ft . Similar to the Doppler

effect in sound waves, the return signal is modulated with the

target’s motion. The transmitted and received signal can be

mathematically represented as

T (t) = cos(2π ft t) (1)

R(t) = cos(2π( ft + fD)t + ϕ) (2)

respectively, where fD = 2vm ft /c is the Doppler frequency

generated due to the instantaneous target velocity vm , c is

the speed of light, and ϕ is the total accumulated residual

phase. In a quadrature direct-conversion receiver, the generated

in-phase [I (t)] and quadrature [Q(t)] baseband signals can be

represented as

I (t) = cos(2π fD t + ϕ) (3a)

Q(t) = sin(2π fD t + ϕ). (3b)

A short-time Fourier transform (STFT) is applied to the

complex baseband data I (t) + jQ(t) to observe the vari-

ation in motion frequency with time. The direction of the

target movement, i.e., movement away or toward the radar,

is preserved by the phase relationship between the I /Q chan-

nels. Given the motion information of a target, a spoofed

response can be injected into the Doppler radar system by

electronically modulating the transmitted waveform, as illus-

trated in Fig. 1. In the proposed Doppler mode spoofing

system, an SSB upconversion mixer is used to mix the RF

transmitted signal with a recorded or synthetic copy of the

intermediate frequency (IF) spoofing signal that resembles

the target motion. This modulation signal is recovered in the

down-converted baseband data on the radar’s receiver chain,

creating the illusion of a real moving target. The SSB mixer

can be configured to output either the lower sideband (LSB)

or the upper sideband (USB) tone. Assuming that the mixer

is configured to output the LSB tone, the output of the mixer

can be represented as

mixerLSB = cos(ωt t) × cos
(

ωspooft
)

+ sin(ωt t) × sin
(

ωspooft
)

= cos
((

ωt − ωspoof

)

t
)

(4)

where ωt = 2π ft , ωspoof = 2π fspoof, and fspoof represents

the instantaneous frequency of the IF spoofing signal. On the

radar end, the emulated/spoofed baseband I/Q data can be

calculated as

Ispoof(t) = cos
((

ωt − ωspoof

)

t
)

× cos(ωt t)

= 0.5 × cos
(

ωspooft
)

(5a)

Qspoof(t) = cos
((

ωt − ωspoof

)

t
)

× sin(ωt t)

= 0.5 × sin
(

ωspooft
)

. (5b)

From (5a) and (5b), it is evident that the phase relationship

between the I/Q channels of the IF spoofing signal fed to

the mixer is translated to the I/Q baseband data generated by

the radar. It is essential to maintain this phase relationship to

accurately spoof the intended direction of the target motion.

Similarly, when the mixer is configured to output the

USB tone, the output of the mixer and the generated emu-

lated/spoofed I /Q data from the radar can be given as

mixerUSB = cos(ωt t) × sin
(

ωspoof t
)

+ sin(ωt t) × cos
(

ωspoof t
)

= sin
((

ωt + ωspoof

)

t
)

(6)

Ispoof(t) = sin
((

ωt − ωspoof

)

t
)

× cos(ωt t)

= 0.5× sin
(

ωspoof t
)

(7a)

Qspoof(t) = sin
((

ωt − ωspoof

)

t
)

× sin(ωt t)

= 0.5 × cos
(

ωspoof t
)

. (7b)

When the mixer outputs the USB tone, the phase relationship

is not retained between the I/Q channels of the IF spoofing

signal and the radar generated I/Q baseband data. This causes

the direction of the spoofed target motion to be reversed.

However, if the phase relation between the emulation/spoofing

signals fed to the IF ports of the mixer is interchanged, i.e., IIF

and QIF are represented as sine and cosine, respectively, the

USB tone will preserve the phase relationship on the radar’s

end. While the above analysis is limited to a single tone

emulation/spoofing signal, complex motions such as a walking

human can also be mimicked, where the emulation/spoofing

Authorized licensed use limited to: Texas Tech University. Downloaded on June 02,2023 at 03:38:03 UTC from IEEE Xplore.  Restrictions apply. 



808 IEEE TRANSACTIONS ON MICROWAVE THEORY AND TECHNIQUES, VOL. 71, NO. 2, FEBRUARY 2023

Fig. 2. Complex FFT of (a) I /Q spoofing signals applied to the IF ports
of the mixer and (b) emulated/spoofed I/Q baseband data generated by the
radar.

signal is a nonstationary signal with a time-varying phase

relationship between the I/Q channels. It should be noted

that the above analysis is based on the standard notation that

the LO I -channel is represented as cosine and Q-channel as

sine. The I/Q spoofing signals can be synthetically created,

or a recorded target response from an identical radar system

can be used. For the accurate generation of synthetic Doppler

artifacts using the Doppler radar emulation/spoofing system,

prior knowledge is required for the operating frequency of

the radar. The operating frequency determines the Doppler

frequency generated by a moving target that is required to

generate the synthetic motion data fed to the IF ports of the

mixer.

A MATLAB simulation was performed to visualize the

effect of the LO I/Q channel configuration on the direc-

tion of the emulated/spoofed Doppler response for a two-

tone spoofing signal. The characteristic of the target motion

was assumed to be a summation of two sinusoids: a 2-kHz

motion frequency with a positive Doppler response and an

8-kHz motion frequency with a negative Doppler response.

The complex fast Fourier transform (FFT) response of the

actual target motion is shown in Fig. 2(a). For the standard

LO I/Q channel notation, i.e., ILO is represented as cosine

and QLO as sine, the solid blue curve in Fig. 2(b) shows

the complex FFT of the obtained radar baseband data after

emulation/spoofing. It can be verified that the direction of the

electronically induced target motion is preserved in this case.

However, when the LO I/Q channel notation is reversed,

it is evident from the dotted red curve in Fig. 2(b) that the

direction of the target motion is reversed, i.e., an emulated/fake

target moving toward the radar appears as moving away and

vice-versa.

B. FMCW Radar: Vital-Doppler Emulation/Spoofing

FMCW radars transmit a linearly increasing frequency-

modulated waveform commonly referred to as a chirp sig-

nal. The received chirp signal reflected off a target is a

time-delayed version of the transmitted chirp. The range of the

target is precisely estimated by measuring the instantaneous

frequency difference between the transmitted and received

chirp signals, known as the beat frequency. The amplified

received chirp and a copy of the transmitted chirp are fed

to a mixer that generates the baseband signal, which is

used for further processing. A 1-D FFT on the time-domain

baseband signal provides the instantaneous range of the tar-

get. To measure the velocity of the target, an FMCW radar

transmits a sequence of chirp signals known as a frame. The

phase difference between consecutive received chirp signals is

used to calculate the target’s velocity. For targets exhibiting

small-amplitude motion, the measured range of the target

remains constant across successive chirp signals while the

phase changes.

While measuring a phase-varying small-amplitude motion,

the generated baseband signal B(t) can be represented as

B(t)n = sin

(

4πγ d0t

c
+

4π fcd[nTc]

c

)

(8)

where n = 1, 2, . . . , N represents the chirp index, t is the fast

time index, d0 is the nominal distance between the radar and

the human subject, fc is the center frequency of the chirp,

Tc is the chirp duration, and γ is the slope of the chirp.

d[nT c] represents the instantaneous distance of the target for

the nth chirp’s response. The phase history of the range bin

d0 is extracted after performing the 1-D FFT on each chirp’s

baseband response to recover the target motion. For small-

amplitude motion, the baseband signal frequency remains the

same across all the chirps, as evident from (8).

Vital sign measurement using FMCW radars falls under

the category of small-amplitude motion detection. The human

respiration and heartbeat frequency range is around 12–30 and

60–100 beats/min (bpm), respectively. The motion amplitude

of respiration is much higher compared to the heartbeat. With

the knowledge of these parameters, an analog phase shifter-

based emulation/spoofing system is proposed to electronically

alter the phase of the chirp signals transmitted by an FMCW

radar, as depicted in Fig. 3. By characterizing the phase

shifter’s output response, a control waveform can be designed,

such that the phase shifter’s output mimics the human vital

sign motion. The phase of the baseband signal for the nth

emulated/spoofed chirp can be given as

� Bspoof(t)n
=

4π fc

(

d∗
0 + aR sin [ωRnTc]

+aH sin [ωH nTc]

)

c
(9)

where aR, aH , ωR , and ωH represent the amplitude and

frequency of the emulated/spoofed respiration and heartbeat

motion, respectively, d∗
0 = d0 + d∗, with d∗ being the

additional range offset generated due to the signal propagation

delay through the emulation/spoofing device. A fake human

target appears at the range bin d∗
0 , and the extracted slow-time

phase history reflects the emulated/spoofed cardiorespiratory

frequencies. The proposed vital-Doppler emulation/spoofing

model is asynchronous, i.e., there is no synchronization

between the victim radars’ chirp start time and the time

instance, at which the vital sign emulation/spoofing control

waveform is fed to the phase shifter. Moreover, this emula-

tion/spoofing model does not require extensive information

about the FMCW radar’s chirp parameters. Limited infor-

mation about the operating frequency is needed that can be

obtained by using a wideband frequency scanning device.

However, in this work, such a system is not devised, and the
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Fig. 3. Illustration of the data postprocessing to measure phase-induced
motion using an FMCW radar.

attacker/user is assumed to have prior information about the

radar’s operating frequency.

C. FMCW Radar: Range Cum Vital-Doppler

Emulation/Spoofing

With the phase shifter only FMCW spoofing system dis-

cussed above, a fake human target is synthesized at the

range corresponding to the physical distance between the

radar and the emulation/spoofing system. To alter the range

of the synthesized human target, the physical distance needs

to be changed. Nallabolu and Li [63] have presented a range

spoofing system against FMCW radars that can create a false

stationary target at any arbitrary range. Adding the phase

shifter to the range spoofing system, the resultant range cum

vital-Doppler emulation/spoofing system has the additional

capability to electronically vary the range of the synthesized

human target. In the proposed FMCW range cum vital-Doppler

emulation/spoofing system, a human target can be synthesized

at any arbitrary range, i.e., unlike relay attacks, synthetic

human signatures closer than the physical separation between

the radar and the attacker/emulator can also be generated.

This can be achieved because the introduced range spoofing

system adds a frequency shift to the incoming chirp signal.

The frequency shift and the mixer’s output configuration can

be controlled to create a fake target at a closer range as well.

Fig. 4 illustrates the effect of the mixer’s output configuration

on the resultant beat frequency measured by the radar.

In an FMCW radar, the time delay between the transmitted

and the received waveform translates to the beat frequency

after the dechirping process. When the emulation/spoofing

device is placed at a distance d from the victim radar, the

total time delay td is a summation of the round-trip traveling

time of the chirp signal and the additional time required

to travel through the device itself. Without considering the

frequency shift introduced by the emulation/spoofing system,

this time delay td is responsible for a beat frequency fb

on the radar’s end, as shown in Fig. 4. Considering the

frequency shift introduced by the emulation/spoofing device,

the effective beat frequency as seen by the radar is fb + fs and

| fb − fs | when the mixer is configured to output LSB and USB

tones, respectively, as shown in Fig. 4. In the LSB mode, the

effective beat frequency is greater than fb, thereby creating a

Fig. 4. Frequency versus time illustration of the modulated LSB and
USB chirps retransmitted by the FMCW range cum vital-Doppler emula-
tion/spoofing system.

synthetic target at a distance greater than d . In the USB mode,

depending on the frequency shift fs , synthetic targets can be

created at distances less than or greater than the distance d .

The synthesized range Rspoof and phase ϕspoof can be given as

Rspoof =
c( fb + fs)

2γ
, LSB mode

=
c| fb − fs |

2γ
, USB mode (10)

ϕspoof = ϕs + ϕvs . (11)

The resultant phase is composed of two components: ϕs caused

due to the incoherence between the victim radar’s chirp signal

and the spoofing signal fs and the contribution of the phase

shifter ϕvs .

For the FMCW range cum vital-Doppler attack system,

prior knowledge of the chirp parameters is required. Over-

the-air estimation of the chirp parameters was demonstrated

in [53] and [54]. In addition to the chirp parameters, this

attack system requires information on the instantaneous range

of the victim radar. To estimate the range information, a radar

operating in a different frequency band or other forms of

distance measurement sensors can be used. This work assumes

that the chirp parameters and the distance to the radar are

known to the attacker.

III. EMULATION/SPOOFING SYSTEM PROTOTYPE

A. Doppler Emulation/Spoofing System

A 5.8-GHz prototype of the proposed Doppler mode emu-

lation/spoofing system was designed. The schematic is shown

in Fig. 5(a). The HMC525ALC4 SSB upconversion mixer

from Analog Devices is the key component in the design.

The recommended LO drive for the mixer is 15 dBm. Due

to the physical separation between the radar and the emu-

lation/spoofing system, the transmitted RF signal undergoes

significant attenuation derived from the free space path loss

equation. Since this incoming RF signal is connected to the LO

port of the mixer, multiple gain stages are required to amplify

the weak RF signal to 15 dBm. In the prototype, a two-stage

amplification is realized using a 40-dB low noise amplifier

(LNA) module (Pasternack PE15A1010) followed by a 15-dB

LNA (Analog Devices HMC392ALC4). Since the total gain

provided by these amplifiers is constant, the physical distance

between the victim radar and the emulation/spoofing system
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Fig. 5. Schematic of the proposed (a) Doppler radar emulation/spoofing
system, (b) FMCW radar vital-Doppler emulation/spoofing system, and
(c) FMCW radar range cum vital-Doppler emulation/spoofing system.

is fixed. The ideal separation between the victim radar and

the emulation/spoofing system is dictated by the transmitting

power of the radar and the minimum acceptable power level at

the input of the two-stage amplifiers that generates a 15-dBm

output power.

The I/Q spoofing signal is applied to the IF ports of

the mixer. A two-channel arbitrary function generator (AFG)

TELEDYNE T3AFG120 was used to generate the I/Q spoof-

ing signals. The modulated RF waveform appears at the

mixer’s RF port, which is connected to the input of a power

amplifier (Analog Devices HMC407), which acts as a postam-

plifier to amplify the modulated signal further. This amplifier

is optional and is only required to increase the power level

of the modulated waveform if necessary. The transmitter and

receiver antennas of the spoofing system were realized using

4 × 4 patch antennas.

B. FMCW Vital-Doppler Emulation/Spoofing System

The proposed FMCW vital-Doppler emulation/spoofing

system was realized at 5.8-GHz center frequency.

CMD297P34-EVB from Qorvo was used as the analog

phase shifter. A patch antenna receives the chirp signal,

which is then fed to the phase shifter’s input port. The

control voltage to the phase shifter was provided from the

Model DS360 Ultra Low Distortion function generator.

The phase-shifted chirp signal is then retransmitted using

a transmit antenna. An amplifier each (HMC392ALC4,

HMC407) was added at the input and output ports of the

phase shifter to increase the signal strength of the spoofed

chirp. The schematic of the emulation/spoofing system is

shown in Fig. 5(b).

C. FMCW Range Cum Vital-Doppler Emulation/Spoofing

System

To validate the range cum vital-Doppler spoofing, the spoof-

ing system prototype described in [63] was modified. The

resultant spoofing system shown in Fig. 5(c) is similar to the

abovementioned Doppler spoofing system, with the following

changes: the IF ports of the SSB mixer are connected to a low-

frequency I/Q generation circuit [63], and the phase shifter

is inserted between the mixer and the postamplifier. The SSB

mixer can be tuned to vary the range of the spoofed target,

while the phase shifter performs the vital signs spoofing.

IV. EXPERIMENTS

An in-house-designed multimode radar module operating

from 5.6 to 6.2 GHz was used as the radar under attack.

The control signal to the onboard voltage-controlled oscillator

(VCO) can be varied to choose either Doppler or FMCW

mode of operation. The control signal to the VCO was

provided using the in-built function generator on the RIGOL

DS1104Z-S oscilloscope. The I/Q baseband data generated

by the radar were amplified using an onboard ac-coupled

baseband amplifier and later digitized using an NI USB-6210

DAQ module. Data processing was performed using MATLAB

software.

A. Doppler Radar—Walking Human Motion Spoofing

To validate the proposed Doppler radar attack model, exper-

iments were conducted to mimic the motion of a human

walking away from the radar. The Doppler radar transmitted a

5.8-GHz signal with a power of 15 dBm. Accordingly, with the

two-stage amplifiers in the spoofing system providing a total

gain of 55 dB, the maximum physical distance between the

radar and the spoofing system was calculated as 15 m. How-

ever, in the experimental setup shown in Fig. 6(a), the physical

distance was set to 2.5 m, and a 15-dB attenuator was inserted

before the first amplifier in the spoofing system, so that the LO

drive was set to 15 dBm. Baseband data were initially recorded

with a real human subject walking away from the radar. STFT

was performed on this data using the spectrogram function in

MATLAB, which is shown in Fig. 6(b). The dc level of the

recorded I/Q data was removed individually, and the resultant

data were fed to the IF ports of the mixer to electronically

mimic the fake human motion signature. If needed, amplitude

scaling (attenuation) on the dc-removed I/Q data must be

performed to meet the P1dB requirement of the SSB mixer.

In the first scenario, the postprocessed I/Q baseband response

of the real human motion was fed to IIF and QIF ports of the

mixer, respectively. Fig. 6(c) shows the electronically gener-

ated signature of a human walking motion. Fig. 6(b) and (c)

exhibits a remarkable level of similarity, thereby exposing the

vulnerability of conventional Doppler radars to such electronic

counterattacks. Fig. 6(d) shows the spoofed Doppler response

when the I/Q baseband data of the real human motion were

fed to the QIF and IIF ports of the mixer, respectively. The

above scenario depicts the case when the standard LO I/Q

notation is reversed, thereby validating the theory presented in

Section II-A that the Doppler response gets mirrored.

B. FMCW Radar—Stationary Human Target Spoofing

Experiments were performed in an indoor setup to assess

the threat offered by the proposed FMCW mode spoofing
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Fig. 6. (a) Experimental setup for the human walking motion emulation/spoofing. The spectrogram of (b) real human walking away from the radar in
comparison with spoofed human walking motion with (c) standard LO I/Q channel notation and (d) reversed LO I/Q channel notation.

system. The FMCW radar was configured to transmit a chirp

signal with a center frequency of 5.9 GHz, a bandwidth

of 400 MHz, and a chirp duration of 4 ms. The spoofing

system was mounted on a cart and placed 1.5 m away from the

radar. To minimize reflections from the cart itself, microwave

absorbers were attached to it. To mimic the cardiopulmonary

motion, a multitone 0.6 Vpp/0.25 Hz–0.05 Vpp/1.2-Hz signal

was fed as the control voltage to the phase shifter. The

0.6-Vpp control voltage translates to a peak-to-peak phase

shift of 50◦. The spoofing setup is shown in the inset in

Fig. 7(a). Fig. 7(b) shows the obtained range profiles measured

for 20 s, i.e., 5000 chirps. A fake human signature can be

noticed at 2.4 m. The inset of Fig. 7(b) shows the extracted

phase history and its FFT response for the 2.4-m range bin.

The FFT of the phase history has two distinct peaks at

0.25 and 1.2 Hz, which corresponds to the spoofed respiration

and heartbeat frequencies, respectively. Although the spoofing

setup was 1.5 m away from the radar, the spoofed target was

generated at 2.4 m. This additional range shift occurs due

to the time delay caused due to the chirp signal propagating

through the spoofing device. To calibrate this range shift, the

spoofing device was placed at three different distances (1, 1.5,

and 2.5 m) from the radar, and the range bin of the fake

target was measured. From Fig. 7(c), it is evident that the

range shift caused by the spoofing device itself corresponds

to approximately 0.9 m. A one-time calibration prior to

emulation/spoofing can be performed to estimate the range

offset generated due to the signal propagation delay through

the emulation/spoofing device. After calibration, the calculated

range offset can be compensated by physically adjusting the

distance of the emulation/spoofing system from the radar to

accurately generate a synthetic target at a required range. For

example, to emulate/spoof a stationary human at 3 m, for a

measured range offset of 0.9 m, the emulation/device should

be placed at 2.1 m. For the experiments discussed above, the

radar and the spoofing system were deliberately turned on

at different time instances to verify that the proposed attack

model does not require any time synchronization with the

radar.

C. FMCW Radar—Through-the-Wall Spoofing

Through-the-wall sensing using radars operating within

1–6 GHz frequency band was demonstrated in [28], [29], [30],

[31], [32], [33], [34], [35], and [36]. The attenuation of the

Fig. 7. (a) Experimental setup to demonstrate FMCW radar vital-Doppler
spoofing. Comparison of the measured range profiles (b) without and with
the spoofing system at 1.5 m and (c) with the spoofing system at various
distances from the radar.

4–140-GHz frequency spectrum when they pass through vari-

ous solid materials was studied in [36]. Measurements showed
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Fig. 8. (a) Experimental setup for through-the-wall human subject spoofing.
(b) Obtained range profile and the spoofed vital-Doppler spectrum.

that 4–8-GHz signals undergo less than 10-dB attenuation

when passing through concrete blocks, while frequencies up

to 80-GHz undergo minimal attenuation through the drywall.

Through-the-wall detection of human subjects using radars

finds applications in the field of security, where spoofing a fake

human target is a significant concern. To verify such a scenario

using the spoofing device, an experiment was performed with

the setup shown in Fig. 8(a). The radar was placed 0.5 m

from the wall, while the spoofing system was placed 1.5 m

away on the other side of the wall. The wall was 25 cm wide.

Fig. 8(b) shows the comparison between the radar sensing

without and with the spoofing device. With the spoofing

device, a fake target is seen at 3.27 m, and the measured

vital-Doppler frequencies are shown in the inset.

D. FMCW Radar—Range Cum Vital-Doppler Spoofing

Previous work by the authors presented an FMCW mode

spoofing system that can create a fake stationary target by

up- or downshifting the transmitted chirp signal using an

SSB mixer [63]. The spoofed target can be generated at

an arbitrary range by changing the low-frequency spoofing

signal fed to the IF ports of the mixer. By adding a phase

shifter in this work, the resultant spoofing system can mimic

a human target at any arbitrary range. To validate the same,

experiments were performed with the similar setup shown

in Fig. 7(a). The spoofing system was placed 1.5 m away

from the radar. In the first scenario, a 1.5-kHz spoofing signal

Fig. 9. Measured 2-D range map and the extracted phase history using
the range cum vital-Doppler spoofing system with a low-frequency spoofing
signal of (a) 1.5 kHz with mixer set to output LSB tone and (b) 0.7 kHz with
the mixer set to output USB tone.

was fed to the mixer that was configured to output the LSB

tone, so that a spoofed target at a range farther than 1.5 m

is created. The phase shifter was setup to mimic respiration

and heartbeat frequencies of 0.25 and 1.2 Hz, respectively.

A fake human signature was generated at 4.9 m, as shown

in Fig. 9(a). The extracted phase history at 4.9 m is shown

in the inset. To spoof a target closer to the radar, the mixer

was configured to output the USB tone shifted by 0.7 kHz,

which resulted in a fake human target at 1.65 m, as shown in

Fig. 9(b). Since the propagation of the chirp signal through the

spoofing device adds an additional delay, the effective physical

distance between the spoofing device and the radar is greater

than the physical separation of 1.5 m. Thus, in the second

scenario, a false target was successfully generated at a distance

closer than the effective separation between the radar and

the spoofing device. To validate this claim, consider the first

measurement scenario presented above, where the spoofing

system was placed at a distance of 1.5 m from the radar, and

a 1.5-kHz spoofing signal was fed to the IF port of the mixer

that was configured to output the LSB tone. For the given

chirp parameters, a 1.5-kHz frequency offset in LSB mode

should result in a spoofed target at 3.75 m [1.5 m + (c ×

1500)/2/γ ]. From the experimental data, the spoofed target

was observed at 4.9 m. This indicates that the FMCW range

cum vital-Doppler spoofing system generates an additional

range offset of 1.15 m. To validate the observed range offset
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value, let us evaluate the second attack scenario considered

above. With the spoofing system placed 1.5 m away from

the radar, the mixer was set to output to a USB tone with

a 0.7-kHz spoofing signal. Theoretically, the spoofed human

should be observed at 0.45 m (1.5–1.05 m). Considering the

additional range offset calculated above, the spoofed human

signature should be practically noticed at 1.6 m (1.5 m +

1.15 m − 1.05 m). From the experimental results presented in

Fig. 9(b), the spoofed human was generated at 1.65 m, which

agrees very well with the theory. To compensate for the addi-

tional range offset, a one-time calibration can be performed

to estimate the range offset, and the emulation/spoofing signal

frequency can be adjusted accordingly to synthesize a fake

human at a specific range. From the insets in Fig. 9, it can

be observed that the extracted phase is noisy compared to the

measured phase shown in the inset in Fig. 7(b). This is because

the overall gain of the FMCW vital-Doppler spoofing system is

3 dB higher than the FMCW range cum vital-Doppler spoofing

system.

An important parameter characterizing an emulation/

spoofing system is the maximum operating range, i.e., the

maximum physical separation between the radar and the

emulation/spoofing device that allows the accurate generation

of synthetic targets. For the proposed Doppler and FMCW

range cum vital-Doppler emulation/spoofing architectures, the

maximum operating range is primarily limited by the LO drive

of the mixer, while other factors such as the gain of the Tx/Rx

antennas and total gain offered by the preamplification stages

(amplifiers before the SSB mixer) also affect it. In the current

device prototypes, the 4 × 4 patch antennas offer an 8-dB

realized gain, the total gain of the preamplification stages is

55 dB, and the LO drive of the mixer is 15 dBm. With the

radar transmitting 15 dBm of output power, the maximum

operating distance is limited to 15 m. For the FMCW vital-

Doppler emulation/spoofing device presented in Section III-B,

the maximum operating range is limited by the input power

requirement of the analog phase shifter. The phase shifter

used in the prototype can work at power levels of −10 dBm.

Considering the same 55-dB total gain of the preamplification

stages, the FMCW vital-Doppler emulation/spoofing system

can easily operate at distances up to 30 m and more, depending

on the sensitivity of the radar’s receiver chain. Alternatively,

to achieve the same maximum operating range of 15 m,

this system only requires a total preamplification gain of

30 dB. Although this architecture does not have the ability to

electronically alter the range of the spoofed/emulated target,

the improvement in the maximum operating range is a tradeoff

worth considering. In scenarios involving through-the-wall

sensing where the RF signal undergoes significant attenuation

due to the wall, the proposed FMCW range cum vital-Doppler

emulation/spoofing device architecture is unsuitable due to

the high LO drive requirement of the SSB mixer. Moreover,

in certain scenarios, the FMCW range cum vital-Doppler

system generates additional unnecessary Doppler peaks, which

will be discussed in detail in Section IV-E.

To improve the maximum operating range of the emula-

tion/spoofing systems, highly directional antennas and addi-

tional gain stages can be added to the emulation/spoofing

system. Alternatively, for the Doppler and FMCW range cum

vital-Doppler emulation/spoofing systems, the SSB mixer can

be replaced with custom-designed mixers that require low LO

power or injection-locked oscillators (ILOs). ILOs can achieve

a locking range of 80 MHz with injection signal strength as

low as −20 dBm [68].

E. Discussion

The signal processing for indoor human sensing mainly

depends on the activity performed by the human subject.

For identifying a walking/running human, the 2-D-FFT (also

referred to as range-Doppler FFT) is useful in measuring

the instantaneous position and speed of the human sub-

ject [37], [43]. A walking/running person also generates

multiple Doppler components due to the swinging motion of

the arms and legs [39] that are useful in distinguishing it

from surrounding moving targets. When a person performs an

activity (such as standing up, sitting down, or falling down)

wherein his position is relatively constant, a micro-Doppler

spectrogram is more convenient in identifying the activity

performed [46]. A micro-Doppler spectrogram is obtained

by first identifying the range bin of the human target and

then performing an STFT along the slow-time data for that

specific range bin. For a seated human subject not performing

any activity, the inherent chest motion is used to isolate it

from surrounding stationary clutter by applying low-pass filter-

ing [69] or a standard deviation approach [37]. To extract the

displacement of the chest motion, the range bin of the seated

human target is identified, and the unwrapped phase change

across consecutive chirp responses is traced [42]. It should be

noted that this article focuses only on the emulation/spoofing

of stationary human subjects.

For stationary human identification, it is essential to dis-

tinguish the human targets from other reflecting or clutter

sources in the surroundings. Due to the inherent chest motion

of the human body, techniques, such as moving target indicator

(MTI) filtering [29], exponential moving average (EMA) fil-

tering [38], [69], and coherent phase difference approach [70],

were used to isolate the human targets from nearby stationary

targets. To verify the robustness of the proposed FMCW mode

vital-Doppler spoofing system against the abovementioned

filtering techniques, a high-pass filter (HPF) was applied to

the recorded data corresponding to the experimental setup in

Fig. 7(a). A built-in MATLAB function was used to realize an

infinite impulse response (IIR) HPF with a cutoff frequency

of 0.2 Hz and stopband attenuation of 60 dB. Fig. 10(a)

shows the output of the HPF with the FMCW mode vital-

Doppler spoofing system placed at a distance of 1, 1.5, and

2 m from the radar. Compared to Fig. 7(c), the range maps

in Fig. 10(a) have a stronger peak at the location of the

spoofed human target, and the surrounding clutter, including

the Tx–Rx leakage, is attenuated. In measurement scenarios

involving through-the-wall sensing, it is common that the

signature of the human target is very weak without additional

signal processing. This occurs because the wall has a higher

radar cross section (RCS) and also attenuates some of the

RF signal passing through it. Signal processing techniques,

such as background subtraction [28], [31], [32], and low-pass
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Fig. 10. Range profiles after applying HPF on (a) FMCW vital-Doppler
spoofing data [Fig. 6(c)] and (b) through-the-wall human spoofing data
[Fig. 7(b)].

filtering [29], [33], were performed to enhance the signature of

the human target by suppressing stationary targets. Similarly,

HPF was applied to the measure through-the-wall spoofing

data in Section IV-C, and the obtained result is shown in

Fig. 10(b).

Human target detection based on the standard deviation

approach was proposed in [37]. Unlike filtering, this technique

is based on the notion that the human body is not a flat

reflecting surface, and the tiny motion of the chest causes

a significant variation in the range profiles. The reflections

from the human body are slightly spread out along the range

axis with varying signal strength. By measuring the standard

deviation of the measured range profiles along the slow time,

the human target can be distinguished from other reflecting

sources. Unlike a real human target, the designed spoofing

system employs antenna elements to retransmit the spoofed

signal. Therefore, the variation in the range profiles of a

spoofed human is not comparable to that of a real human.

The HMC407 power amplifier used in the spoofing device was

configured as a variational gain amplifier (VGA) to vary the

signal strength of the retransmitted spoofed chirps. By doing

so, variance is induced along the slow time in the range bin

corresponding to the spoofed human. The HMC407 has a

power-down pin that can be used to control the gain. A sine

wave oscillating between 5 and 3.5 V at a frequency of 20 Hz

was applied to this pin, so that the spoofed signal has varying

power levels, thereby mimicking the amplitude variation in the

reflected signals from a true human subject. Fig. 11(a) shows

the improvement in the standard deviation of the spoofed

human target using the VGA in the spoofing setup. With

the VGA on, the obtained phase spectrum had peaks corre-

sponding to the spoofed vital-Doppler frequencies at 0.25 and

1.2 Hz, as shown in Fig. 11(b). In addition, as evident from

the inset of Fig. 11(b), there was a small peak at 20 Hz, which

was the frequency of the sine wave fed to the power-down pin

of the VGA. The effect of the gain variation of the VGA on

the measured phase spectrum will be studied in-depth as part

of future work. It should be noted that the standard deviation

introduced by the VGA does not truly mimic the standard

deviation due to the reflections from a human body. However,

it is enough to deceive a radar’s signal processing backend

that relies on the standard deviation approach for identifying

human targets. While using the proposed architecture as an

RTE, additional work is required to truly mimic the variation

due to the reflections from a human body.

Fig. 11. (a) Comparison of the standard deviation approach without and with
the VGA in the spoofing setup. (b) Measured phase spectrum with the VGA
as part of the spoofing system.

The FMCW range spoofing system proposed in [63] gen-

erates an unintended Doppler frequency due to the phase

incoherence of the low-frequency spoofing signal across con-

secutive chirps. This phase incoherence occurs because a

free-running function generator was used to generate the low-

frequency spoofing signal that was fed to the IF ports of the

SSB mixer. The phase incoherence translates to a Doppler

frequency fD that depends on the chirp repetition rate (CRR)

and the spoofing frequency fs , and can be calculated using

the equation

fD = |n × CRR − fs |, n ∈ I (12)

where n is an integer, such that fD ∈ [0, CRR/2]. To analyze

this effect on the proposed range cum vital-Doppler spoofing

system, experiments were performed with different combina-

tions of CRR and the spoofing frequency. In the first case,

the CRR and the spoofing frequency were set to 250 and

700 Hz, respectively. This should yield a Doppler frequency

of 50 Hz, as evident from Fig. 12(a). In the second case,

a Doppler frequency of 4 Hz was generated, corresponding

to 249-Hz CRR and 1-kHz spoofing frequency. The measured

phase spectrum is shown in Fig. 12(b). Based on the above

results, it can be inferred that the FMCW range spoofing

system alone can generate spoofed Doppler frequencies. How-

ever, the human vital sign frequencies lie in the range of

0.2–2 Hz, which can be difficult to achieve as it requires

specific combinations of the CRR and the spoofing frequency.

By choosing a spoofing frequency corresponding to the CRR

of the victim radar to generate the vital-Doppler frequencies in

the required frequency range, it limits the ability to generate

the spoofed human targets at arbitrary range bins.

To initially design a proof-of-concept prototype of the

emulation/spoofing systems, the 5.8-GHz center frequency
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Fig. 12. Effect of the phase incoherence of the spoofing signal (range
cum vital-Doppler spoofing system) on the measured phase spectrum when
(a) CRR = 250 Hz and fs = 700 Hz and (b) CRR = 249 Hz and
fs = 1 kHz.

was chosen because the 5.725–5.875-GHz spectrum is an

unlicensed frequency band reserved for industrial, scientific,

and medical (ISM) applications. Also, several commercial

radar products are available in this frequency band. With

passive radio sensing based on Wi-Fi signals gaining inter-

est [71], it would be quite interesting to study if the pro-

posed emulation/spoofing architecture can be tuned for this

particular application. Commercially, radar sensors for indoor

sensing applications are also realized at 24 GHz. Since the

24–24.25-GHz spectrum is also an unlicensed ISM band, many

of the RF components, such as amplifiers and mixers, are

inexpensive and readily available in the market. A similar

emulation/spoofing device can also be realized at 24 GHz

using commercially available off-the-shelf components. Alter-

natively, phase shifters at 24 GHz can be realized using a

vector controller [72]. However, with increased frequency,

the free space path loss of the electromagnetic waves also

increases, thereby affecting the maximum operating range of

the emulation/spoofing device. To overcome this challenge,

highly directional antennas, additional preamplification stages,

and low LO power alternatives to the SSB mixer can be added

to the attack system. On the other hand, a major impact would

be the recent shift in the operating frequency of short-range

radar sensors for IoT applications to the 57–64-GHz band.

There is limited availability of inexpensive commercial RF

components in the market. To follow this change, new devices

and components need to be developed.

Mitigating spoofing attacks against FMCW radars based

on randomizing the chirp parameters were presented

in [58], [59], [60], [61], and [73]. Since the proposed FMCW

spoofing systems are passive attack models, phase random-

ization of the chirp has minimal effect on the spoofing ability

since the attacker is only relaying a frequency- or phase-shifted

or both versions of the chirp signal transmitted by the victim

radar. In the case of the random frequency hopping technique

proposed in [73], since the slope of the randomized chirps

remains constant while only changing the center frequency,

the proposed FMCW spoofing devices should be able to

successfully deceive the radar, provided that the employed RF

mixers and phase shifters can operate in the entire frequency

band. If the slope of the chirp signals is randomized [63],

the proposed FMCW vital-Doppler spoofing system can still

carry out attacks, provided that the chirp’s frequency is still

within the operating range of the phase shifter. However,

the FMCW range cum vital-Doppler spoofing system cannot

deceive radars with changing chirp slopes. Since the range of

the spoofed human target changes with changing chirp slope,

the attack is no longer viable in human sensing scenarios.

From the analysis and results presented in

Sections IV-A and IV-B, it can be inferred that the

architecture of a spoofing device can be used to realize

an RTE because the proposed spoofing systems are basically

emulating the response of a real target, which is the role of

an emulator.

V. CONCLUSION

With the advancement of RF sensing technology and the

several advantages offered compared to other forms of sensing,

radars have become a frontrunner in various surround sensing

applications in the emerging IoT era. This article presents a

feasibility study on electronically replicating the human target

response model of Doppler and FMCW radars employed in

various day-to-day applications, which may potentially disrupt

their normal functionality. The 5.8-GHz proof-of-concept sys-

tems were developed to demonstrate the following: 1) mimick-

ing the human walking motion interacting with Doppler radars

and 2) emulating human cardiopulmonary motion against

FMCW radars while also altering the range of the fake human

target. Future work will be focused on identifying the spectral

properties of the electronically generated targets that differ

from those of a real target and then proposing effective mit-

igation techniques in terms of waveform design and machine

learning-based false target classification. With regard to the

RTE, future work could focus on a better match of the subtle

characteristics of the emulated target response with that of a

real target. For the FMCW mode of operation, the emulation

of micro-Doppler responses that span across multiple range

bins and coherent range-Doppler responses for scenarios such

as a walking/running human could also be studied.
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