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Abstract. Post-quantum ciphers (PQC) are designed to replace the
current public-key ciphers which are vulnerable against the quantum-
equipped adversaries, e.g., RSA. We study the incorporation of the PQC
algorithms into the QUIC and TCP/TLS networking protocols and an-
alyze the performances and overheads in authentication and connection
establishment. To distinguish from previous research, we focus on the
newer QUIC networking protocol while comparing it with TCP/TLS.
The QUIC protocol builds on UDP and its superiority over TCP/TLS
is highlighted by the quicker and lower-overhead connection establish-
ments. QUIC is thus gaining wider deployment, including its planned
standardization for HTTP/3. We implement and experiment in local
networking environment which provides greater analyzability and con-
trol. We compare QUIC vs. TCP/TLS when using PQC and measure
the handshake overhead in time duration while varying both the PQC
security strength and the networking conditions. Our results show that
the PQC overhead increases with the PQC cipher security strength (the
key and signature sizes) and as the network condition worsens (greater
occurrences of packet dropping). Comparing between the PQC and the
classical cipher with comparable security strengths, the PQC ciphers
outperform RSA in the handshake time duration; both Dilithium 2 and
Falcon 512 handshakes are quicker than RSA 3072.
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1 Introduction

Since the initialization and standardization of Hypertext Transfer Protocol (HTT
P), the internet has seen a rising amount of web traffic over the years, driving the
need for scalability and optimization. Over 70% of internet traffic [3] and 60% of
internet connections [17] are secure HTTP (version 1 or 2) using Transmission
Control Protocol with Transportation Layer Security (TCP/TLS) for transport
layer communication. TCP/TLS’s head-of-the-line blocking where a packet drop
in a stream blocks all other streams limits its capabilities. Quick UDP Internet



Connections (QUIC) transport protocol designed by Google [12] and recently
standardized by Internet Engineering Task Force (IETF) [10] is gaining popu-
larity for removing head-of-the-line blocking as well as adding a plethora of new
features for scalability and optimization. Google’s implementations show that
QUIC has 8% faster website search responses and 18% reduced re-buffer rates
for YouTube over TCP/TLS [12]. QUIC carries more than 7% of internet traffic
and is replacing TCP/TLS across major applications [12]. Works are in progress
to standardize and replace TCP/TLS with QUIC as the primary transport for
upcoming HTTP Version 3 (HTTP/3) [6]. Once HTTP/3 is standardized, ma-
jority of internet traffic (≈70%) will be transported using QUIC. QUIC provides
confidentiality and integrity within the authentication scheme for connections to
ensure the security of the data packets.

Cryptographic ciphers are widely used in networking protocols. For example,
well-known protocols like TLS [15], SSH [5], IPsec [9], etc, use digital signature
cipher algorithms like Rivest-Shamir-Adleman (RSA) and Elliptic Curve Digi-
tal Signature Algorithm (ECDSA) with X.509 certificates for authentication of
end-devices. Security of the protocols using RSA relies on integer factorization
problem and ECDSA on discrete logarithm problem.

Recent advancements in quantum computing and Shor’s algorithm (capa-
ble of solving integer factorization and discrete logarithm problem in polyno-
mial time assuming quantum computer) cause a need to design and develop
new post-quantum ciphers (PQC). National Institute of Science and Technology
(NIST) launched a PQC standardization project [2], in December 2016, to iden-
tify and standardize cipher algorithms that can withstand the growing quantum
threats. In August 2022, NIST PQC standardization project finished its third
round [4] and selected algorithms for standardization. NIST selected the dig-
ital signature algorithms which are lattice-based (Dilithium and Falcon) and
hash-based (SPHINCS+). In our paper, we focus on the lattice-based schemes
of Dilithium and Falcon as opposed to the hash-based algorithm of SPHINCS+

because SPHINCS+ produces long signatures which can challenge its deploy-
ment to many applications. To defend against the future quantum adversaries
to protect the authenticity, the networking protocols (QUIC, TCP/TLS, SSH,
IPsec) should transition from the classical ciphers to the PQC ciphers.

2 Background of QUIC and NIST PQC

2.1 QUIC Protocol

In contrast to TCP/TLS which has clear distinction between the OSI layers
by design, the QUIC networking protocol has multi-layer connection that com-
bines application and transport layers. QUIC builds on the faster UDP pro-
tocol. To add reliability to UDP, QUIC utilizes data fields for the connection
state/identification in the application layer in the OSI model and a combination
of cryptographic and transport-layer handshakes in the transport layer. QUIC’s
multi-layer connection helps in combining and negotiating both cryptographic



and transport parameters during a handshake. In addition to the above differ-
ences with TCP/TLS, QUIC supports and requires clients in addition to servers
to use error codes in application protocol negotiation failures. QUIC does not
use TLS end-of-early data messages to signal key changes and it also does not
need TLS middle-box compatibility mode that adds 32 byte legacy session id
value in client and server hello messages.

2.2 NIST PQC Ciphers

We focus on the NIST standardization PQC cipher algorithms due to NIST’s
strong influence in standardizing cipher algorithms which impacts their future
use in digital security, as demonstrated by the DES standardization in the 1970s
and the AES standardization in the 1990s (popularly used globally in our cur-
rent days). NIST PQC standardization project finished its third round, and the
selected lattice-based digital signature algorithms are Dilithium and Falcon.
Dilithium Crystals Dilithium uses “Fiat-Shamir with Aborts” approach,
SHAKE or AES for its hashing algorithm. Dilithium introduces Dilithium 2,
Dilithium 3 and Dilithium 5 which correspond to NIST post-quantum security
levels 2, 3, and 5, respectively [7].
Falcon Falcon stands for the acronym, Fast Fourier lattice-based compact sig-
nature scheme over a N-th Degree Truncated Polynomial Ring (NTRU). Falcon’s
security scheme is based on Gentry, Peikert and Vaikuntanathan (GPV), NTRU
lattices, Fast Fourier sampling. Falcon introduces Falcon 512 and Falcon 1024
which correspond to NIST post-quantum security level 1 and 5 respectively [8].

3 Performance Analysis

In this section, First, we provide details of our experimentation and implemen-
tation in Section 3.1. Second, in Section 3.2, we analyze the TCP/TLS and
QUIC connection establishment overheads induced by the PQC (Dilithium and
Falcon) under no artificial network drop (D=0). Later, in Subsection 3.3, we
analyze the behavior of both TCP/TLS and QUIC connections under different
artificial packet dropping (D ̸=0) scenarios.

3.1 Implementation and Experimentation

We compare the NIST selected PQC ciphers described in Section 2.2 with the
classical cipher RSA, which cipher is selected based on its popularity and since
it supports digital signatures (it also supports key exchange and encryption for
confidentiality). We implement the ciphers using Open-Quantum-Safe OpenSSL
1.1.1 [18]. We focus on our experiments based on the server and the client im-
plementations on virtual machines (VM) on a single physical machine in this
paper due to the following two reasons. First, the VM-based implementation
enables a sharper focus on the comparative analyses of QUIC vs. TCP/TLS
and excludes the other noise/random factors, such as the networking latency
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Fig. 1: The handshake duration while varying the PQC algorithms. The plot
includes average values and the 95% confidence intervals.

variations between the local client and the remote server. Second, it enables the
networking control between two machines, including enabling the networking
condition simulation such as varying network drop rates and network delays.

Our virtual machine setup uses Ubuntu 18.04 with each VM containing 8
cores and 16 GB of RAM on an AMD Ryzen 9 3960x 24-core 48-thread processor
with a base processor frequency of 3.8 GHz, and 64 GB of RAM. For the network
control and simulation, we use the traffic control (tc) queuing discipline (qdisc)
network emulator (netem) that selectively controls packets to be en-queued and
modified when sent and received from the client machine. For networking, we im-
plement the TCP/TLS 1.3 with Open-Quantum-Safe BoringSSL [18] and QUIC
with LiteSpeed QUIC (lsquic) [1]. These protocols require multiple machines
and, more specifically, a client to initiate the handshakes and a server to re-
spond to TLS/QUIC connection requests. We run our experiments to establish
1,000 TCP/TLS and QUIC connections authenticated using PQC algorithms as
well as classical RSA 3072. We use Python 3.9.7 for experimental automation
and use tcpdump for packet capturing.

3.2 QUIC and TCP/TLS Performance

Experimental Design Transitioning to PQC authentication impact the
handshake duration between the client and the server. We test the performance
of both TCP/TLS and QUIC connections and analyze their overheads with PQC
authentication.
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Fig. 2: The handshake time duration while varying the packet drop rate D.

Experimental Results Fig. 1 plots the handshake duration for TCP/TLS
and QUIC connections authenticated by classical RSA and NIST selected digital
signatures for standardization. Our results show that, except for Falcon 1024,
transitioning to PQC speeds up the handshake duration and connection estab-
lishment of both TCP/TLS and QUIC protocols. At comparable security of level
1, QUIC authentication with Dilithium 2 and Falcon 512 is 39.48% and 6.07%
faster compared to RSA while it is 42.24% and 11.61% faster for TCP/TLS,
respectively. Using Dilithium for authentication, QUIC is at least 35.40% faster
than TCP/TLS. Using Falcon 1024 increases the handshake duration of QUIC
by 69.46% and TCP/TLS by 76.27% compared to Falcon 512. Using Falcon
512 and Falcon 1024, QUIC is 34.49% and 37.01% faster when compared to
TCP/TLS, respectively. Overall, Dilithium algorithms are most efficient and
cause low handshake duration compared to RSA and Falcon in both QUIC and
TCP/TLS protocols.

3.3 Performance with Packet Dropping (D)

Experimental Design QUIC is designed to overcome TCP/TLS head of
the line problem as discussed in Section 2. Our experiment targets to test the
performance of QUIC when the network is lossy where not all the packets sent
from the sender don’t reach the receiver. We conduct lossy network experiment
varying the droprate, D ∈ ⟨0, 5, 10, 20, 40⟩, which is the percentage of packet
dropped by the network in uniform distribution. For example, when D = 10
network drops 10% of the packets during the connection.
Experimental Results Fig. 2a and Fig. 2b plots the average TCP/TLS and
QUIC handshake times under varying network drop rates. As the drop rate in-
creases, QUIC connection overheads increases but still are lower than TCP/TLS



overheads with both the RSA and post-quantum algorithms for authentication.
Using classical algorithm RSA, QUIC consistently outperforms TCP/TLS by
69% with D = 5 (i.e. dropping 5% traffic), 71.2% with D = 10, 65.7% with
D = 20, and 31.3% with D = 40.

Using post-quantum authentication with Dilithium 2, QUIC is faster by
73.2% with D = 5, 70.8% with D = 10, 67.4% with D = 20, and 78.5%
with D = 40 than TCP/TLS connections. When using post-quantum authen-
tication with Dilithium 5, QUIC consistently outperforms TCP/TLS by 69.1%
when D = 5 (0.1% improvement from RSA), 75.2% when D = 10, 81.6% when
D = 20, and 16.3% when D = 40 (15% improvement from RSA). When us-
ing post-quantum authentication with Falcon 512, QUIC is 66.9% with D = 5,
75.8% with D = 10, 67.6% with D = 20, and 73.5% with D = 40 faster than
TCP/TLS connections. QUIC remains the top performer throughout the varying
D and is preferable over TCP/TLS.

4 Related Work

Related to our research are previous research works comparing QUIC vs. TCP/TLS
and incorporating PQC on those protocols. Previous research compared the
transport capabilities of QUIC and TCP protocols under different networking
scenarios [19,16]. Yu et al. in [19] conducted an experimental study to evaluate
the performance of QUIC and TCP protocols when competing for resources to
deliver the application data. Their study shows that QUIC performs better than
TCP in lossy networks and has no major advantage in loss-free networks. Seufert
et al. [16] conducted a study to explore the application-level Quality of Expe-
rience (QoE) benefits of QUIC over TCP. Their works conclude that there are
no QoE benefits from QUIC than TCP with respect to web browsing or video
streaming unless there are bandwidth limitations. Our work studies the PQC
integration on these networking protocols.

Other relevant research investigated the performance of the TCP/TLS us-
ing post-quantum authentication [11,17,14,13]. Kampanakis et al. in [11] inves-
tigated the viability of using post-quantum certificates in protocols including
TLS and QUIC. They emulated large certificates by generating the certificates
matching the sizes of the RSA keys (8192 and 16384 bits) and merging multiple
certificates for certificate chains, as opposed to actually implementing the clas-
sical and PQC ciphers. They tested the protocol capabilities in handling such
huge certificates chains up to 135 KB. Their emulation results show that TLS
and QUIC can handle huge post-quantum certificates with minor implementa-
tion modifications. Sikeridis et al. [17] studied the throughput performance of
TLS 1.3 when using post-quantum algorithms. Their results show that transi-
tioning to post-quantum authentication in TLS induces latency overhead com-
pared to classical algorithms. Our work implements the PQC ciphers in software
and includes the analyses for both QUIC and TCP/TLS, including the compar-
isons between the two protocols. Our work also shows that the PQC ciphers in
Dilithium and Falcon have smaller overheads in time duration than RSA when



using security strength level 1 (Dilithium 2 vs. RSA-3072 and Falcon-512 vs.
RSA 3072 in Section 3.2).

Our current work builds on our previous works of individual PQC algorithm
performances [14] and PQC performance when integrated with PKI [13]. How-
ever, this paper focuses on understanding the behavior of QUIC when integrated
with PQC authentication and compares its performance to that of TCP/TLS.

5 Conclusion

This paper analyzes the overheads of post-quantum authentication and connec-
tion establishments in the QUIC networking protocol. We compare the perfor-
mance of QUIC and TCP/TLS in handshake duration times. We implement
the protocols and the algorithms and analyze the behaviors under local envi-
ronment that enables the control in networking, including the packet loss. Our
implementation-based experimental results show that the connection overhead
in handshake and PQC-based authentication increase with the cipher’s security
strength and with the deteriorating networking conditions. Our analyses results
show that the PQC overheads in the handshake duration increases with the PQC
cipher security strength (longer key and signature sizes) and as the network con-
nection worsens (greater occurrences of packet dropping). The PQC ciphers also
outperform RSA in the handshake time duration; both Dilithium 2 and Fal-
con 512 handshake is quicker than RSA-3072 while all of these algorithms are
comparable in its security strength (security level 1).
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