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Abstract
Wireless communication among vehicular ad hoc network (VANET) entities is 
secured through cryptography, which is used for authentication as well as to ensure 
the overall security of messages in this environment. Authentication protocols play 
a significant role and are therefore required to be free of vulnerabilities that allow 
entity impersonation, unauthorized entry, and general misuse of the system. A 
resourceful adversary can inflict serious damage to VANET systems through such 
vulnerabilities. We consider several VANET authentication protocols in the litera-
ture and identify vulnerabilities. In addition to the commonly considered vulner-
abilities in VANETs, we observe that the often-overlooked relay attack is possible 
in almost all VANET authentication protocols. Relay attacks have the potential to 
cause damage in VANETs through misrepresentation of vehicle identity, telematic 
data, traffic-related warnings, and information related to overall safety in such net-
works. We discuss possible countermeasures to address identified vulnerabilities. 
We then develop an authentication protocol that uses ambient conditions to secure 
against relay attacks and other considered vulnerabilities. We include security proof 
for the proposed protocol.

Keywords  VANET · Authentication · Vulnerabilities

1  Introduction

Vehicular ad hoc networks (VANETs) help vehicles safely navigate through acci-
dent avoidance, blindspot awareness, other road hazards, and timely dissemination 
of emergency information. Typical VANETs include vehicles, roadside units (RSU), 
and trusted (TA) or certification (CA) authorities. Communication between any two 
vehicles or vehicle and RSU occurs through wireless network technology [1] such 
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as short-range radio like wireless local area network (WLAN) that includes Wi-Fi 
and ZigBee, cellular technologies such as long-term evolution (LTE) or visible light 
communication (VLC). Each vehicle is equipped with an on-board unit (OBU) for 
secure communication with other entities. In general, communication between RSU 
and TA/CA occurs through wired means as these entities are often stationary.

Given the dynamic network topology, the large number of nodes (vehicles), and 
frequent switching among RSUs, it is possible for malicious adversaries to dissemi-
nate false information, modify or drop messages, as well as impersonate vehicles 
or RSUs. Such attacks have the potential to harm or compromise the system [2–6]. 
For example, a malicious vehicle can impersonate an emergency vehicle such as an 
ambulance to gain fast access to roadways or send fake accident messages to redi-
rect traffic. Another example is that of a scenario [7] in which an adversary creates 
several counterfeit identities that are then used to disseminate false status messages 
claiming that these identities represent slow-moving or stationary vehicles. With the 
perception of an impending traffic jam, other vehicles are bound to avoid this fake 
congested route, thereby creating a congestion-free route for the attacker. Attack-
ers can also flood an RSU with a large number of messages. This renders the RSU 
temporarily unavailable for other purposes, such as attend to a request from another 
RSU to disseminate information about an accident to vehicles in its monitored con-
trol area [8]. These illustrate the deleterious effects of attacks on VANETs.

Wireless communication interfaces such as those in vehicular OBUs can be used 
as attack vectors to gain wireless access to intra-vehicular communication networks 
such as CAN (controller area network). Attacks on CAN through Bluetooth, info-
tainment, telematics, tire sensor, among others have been used to take control of 
various functions (e.g., display, brakes, acceleration, steering, climate control) of the 
attacked vehicle [9]  [10]  [11] [12] [13]. An adversary with only modest resources 
has the potential to launch a massive attack on VANETs to cause property damage 
and thousands of fatalities as well as disrupt transportation  [14]. This problem is 
bound to get worse as more and more connected vehicles are introduced in our road-
ways, disregarding associated vulnerabilities.

With the highly dynamic nature of vehicles and the sheer number of vehicles in 
VANETs, it is a challenge to ensure the truthfulness of passed messages and to main-
tain the security and privacy of each vehicle [15]. Messages in VANETs need to be 
secured and vulnerabilities must be identified and rectified before damage is done. A 
step in this direction is to ensure that all vehicles and RSUs are authenticated [16]. 
It is therefore imperative to ensure the absence of vulnerabilities in VANET authen-
tication protocols to secure VANET systems against malicious adversaries and to 
facilitate the design and implementation of secure protocols. To this end, our con-
tribution is threefold: we (a) critically evaluate several recently published VANET 
authentication protocols and identify vulnerabilities, (b) suggest possible counter-
measures when appropriate, and (c) develop a secure authentication protocol against 
relay attacks.

As background for the remainder of the paper, we list and discuss common 
attacks in VANETs along with related implications in Sect.  2. We also consider 
these from the perspective of security and privacy in VANETs, with specific focus 
on vulnerabilities and related attacks. In Sect.  3, we discuss security analysis on 
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several VANET protocols. We then present and critically evaluate our protocol in 
Sect. 4. We conclude the paper with a brief discussion on the identified vulnerabili-
ties, their characteristics, and what could be done to protect against such vulnerabili-
ties in Sects. 5 and  6.

2 � VANET attacks and related implications

Message-based attacks on VANET nodes that comprise vehicles, RSUs, and trusted 
authority can be classified based on the attacker’s model [17]. This includes attacks 
from inside (e.g., authenticated member) vs. outside (e.g., intruder) the VANET, 
malicious (e.g., with personal profit not as a motive) vs. rational (e.g., personal profit 
as motive), active (e.g., message modification) vs. passive (e.g., eavesdropping), 
and local (limited scope) vs. extended (larger scope across the network). Raya and 
Hubaux [17] also identify several potential attacks in VANETs such as the dissemi-
nation of bogus information that affect the behavior of other drivers, cheating with 
sensor (e.g., speed, location, direction) information, track and trace vehicles, denial 
of service (DoS), and impersonation (masquerading) attacks. VANETs also face the 
possibility of replay and relay attacks.

An inside attack is mounted by a trusted [18] VANET node (e.g., vehicle, RSU) 
that goes rogue or colludes with other nodes whereas an outside attack is by an 
entity that is not a trusted VANET node. Active attacks generally require resourceful 
adversaries as messages are often captured, modified, and then transmitted by the 
adversary to the intended recipient. Passive attacks do not require much effort for 
the adversary as these primarily involve eavesdropping on passed messages.

An adversary can disseminate bogus information with knowledge of information 
necessary to transmit messages to other nodes. Such knowledge can be gained, for 
example, through passive or active attacks. Similarly, transmission of incorrect or 
fake sensor values is also possible. Tracking and tracing of vehicles generally occur 
through knowledge of information that identifies a specific vehicle. Such identifica-
tion information should therefore not be transmitted in the open for fear of unin-
tended recipients. DoS attacks can occur during key updates, for example, on one 
side and not the other between two communicating parties, resulting in desynchroni-
zation when a party fails to recognize message from the other. Impersonation attacks 
are serious since they allow an adversary to successfully represent a node to others. 
Replay attacks allow an adversary to observe communication between nodes, cap-
ture messages, and replay the messages at a later point in time, to be accepted as 
valid by the recipient. Relay attacks [19] are difficult to identify or control since the 
adversary simply relays (unmodified) messages between parties. Relay attack allows 
an adversary to falsify distance information between communicating parties. For 
example, an adversary can relay messages between a vehicle and another vehicle 
or RSU that are farther apart to prove that the first vehicle is indeed near the other 
vehicle or RSU. Distance falsification has the potential to virtually insert a vehicle in 
an area where it is not actually present to generate the illusion of heavy traffic, report 
an incident from elsewhere by virtually shifting its location, mount attacks from far 
away, and avoid being observed or caught, among others. Any of these can result in 
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deleterious consequences. Clearly, any of these vulnerabilities has the potential to 
violate the security or privacy implications of the victim node. In Sect. 3, we criti-
cally evaluate VANET authentication protocols for the vulnerabilities mentioned 
above.

3 � VANET authentication protocols & vulnerabilities

The notation used in the rest of this paper follows. 

AIDi , PIDi Anonymous or pseudo identity of vehicle or RSU i
AIDi,j , PIDi,j The two parts of AIDi , PIDi ( j = 1, 2)
C, R Challenge and response pair
e Bilinear map
Ek , Dk Encrypt, decrypt with k
fi Polynomial index
f(x, y) Bivariate polynomial with x, y as input
GKp , GKs Group key of primary, secondary user
H(.),H2(.),H3(.), hi(.) Hash functions (ith hash function)
HC Hash code
IDv , IDRSU , IDTA Identity of vehicle, RSU, TA
Kv , KRSU , Kj , Kk Session keys for vehicle, RSU, RSUs j and k
KVi Key value corresponding to fi
loci Location of vehicle i
Mi , Mj , Mk , Mreq,Mres Message from i, j, and k; request and response
P, Q, g Generators of cyclic group �
PEnk Public key encryption algorithm with key k
PKv , PKRSU , PKi Public key of vehicle, RSU, and entity i
PSKi Partial secret key of vehicle i
Ppub Public key of trusted authority (TA)
PWD Tamper-proof device password
q A large prime number and order of elliptic curve
r, r1 , r2 , ri Random number
RID, RIDj Real identity of vehicle (j)
Sigk Signature with key k
SKv , SKRSU , SKTA Secret (private) key of vehicle, RSU, and TA
Ti Timestamp sequence i or from entity i
x Private master key of trusted authority
Ai Ambient condition at entity i
⊕ , || Exclusive-OR, concatenation operator

In the remainder of this section, we present a sketch of the authentication proto-
cols and then identify vulnerabilities in the considered protocols. We do not attempt 
to patch the vulnerabilities that we identify since a patch in one part might create 
other vulnerabilities. Such an endeavor generally requires redesigning the protocol 
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from the ground-up which is out of scope for this paper. We discuss possible coun-
termeasures in Sects. 5 and 6. Due to space considerations, we provide just enough 
detail on the authentication protocols for the reader to understand the same and the 
identified vulnerabilities. The interested reader is referred to the source publications 
for detailed information. The time-to-live (TTL) for each message in the protocols 
is just that authentication round. We list the protocols in increasing order of the first 
author names.

3.1 � Hybrid signcryption scheme

Ali et al.  [20] develop a conditional privacy-preserving hybrid signcryption (CPP-
HSC) scheme that involves a sender vehicle and a receiver vehicle or RSU (Fig. 1). 
Note that the terms presented here correspond to the sender vehicle ( Vi ) and receiver 
vehicle ( Vj ). For RSU as the receiver of the message, Vj ’s values can be switched 
with the ones corresponding to RSU and the vulnerabilities remain the same.

An adversary can passively observe the message from the sender vehicle to the 
receiver vehicle and copy all the messages that are passed. The adversary can then 
use this copied information to decipher the entire set of terms (i.e., full-disclosure 
attack) used by Vi (the sender vehicle) as follows. The public key of the receiver 
vehicle ( PKv2

 ) and Si are known to the adversary, and the nonce ri can therefore be 
readily determined. Since �i is gri , Mi can be determined from 𝜅i ← Mi ⊕ h3(𝜒i) . 
Now, the entire �i ( = h2(Mi||PIDi||PKvi

||�i||Ppub) ) is known to the adversary since 
Mi and �i were just determined, h2 is public information, PIDi is sent from sender 
vehicle in the open, PKvi

 and Ppub are both public keys and are therefore public infor-
mation. Next, in Ui ( =

ri

�iSKvi

P ), all but SKvi
 (the private key of the sender vehicle) 

are known and SKvi
 can therefore be determined by the adversary. Now, the adver-

sary has all the information necessary to generate a message ( M′ ), include the 
appropriate time stamp ( Ti ), and send ( �i,Ui, Si, Ti,PIDi ) to the receiving vehicle or 

Fig. 1   CPP-HSC scheme [Ali et al. 20]
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RSU for acceptance. Moreover, since the message from vehicle Vi does not include 
anything on other vehicles or RSU, an adversary can successfully relay the message 
from Vi to some other RSU and its associated vehicles for a relay attack.

3.2 � Privacy‑preserving authentication

Ali et  al.  [21] include several phases as parts of their privacy-preserving authen-
tication protocol between two vehicles ( Vi and Vj ). We consider the ones in which 
the messages are sent through wireless means. Specifically, we consider SPKGen, 
CLSGen, and CLSVerify (Fig. 2).

Fig. 2   SPKGen, CLSGen, and CLSVerify [Ali et al. 21]
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An adversary that passively observes the messages in SPKGen, CLSGen, and 
CLSVerify protocols (Fig.  2) gains knowledge of PKi (the public key of vehicle 
Vi ) and AIDi (the anonymous identity of vehicle Vi ). Now, the adversary can gen-
erate a nonce ri and then the corresponding Ai ( = riPpub ) since Ppub (a public key) 
is known to the adversary. Next, the adversary can generate a new message Mi , 
which could be anything of the adversary’s choice. The adversary can now gener-
ate � ( = H2(Mi,AIDi,PKi,Ai,Ppub) ) since H2 and the rest of the terms are known 
to the adversary. Since �iPpub == �i(Ai + PKi) (as per the last check in Fig. 2) and 
the right hand side of this expression is known to the adversary, �i can be deter-
mined as Ppub in the left hand side is known to the adversary. With the above, the 
adversary can generate the message from Vi to Vj ( {Mi,AIDi,PKi,Θi, ti} ). As AIDi is 
{AIDi,1,AIDi,2, Ti} and neither AIDi,1 nor AIDi,2 incorporate Ti , Ti can be modified to 
any value that the adversary wants. Similarly, ti can be modified to any value chosen 
by the adversary. So, the adversary can generate and broadcast any message of its 
choice to neighboring vehicles.

These protocols are also vulnerable to relay attacks since neither of the two 
messages from vehicle Vi has information on Vj or the nearby RSU. Therefore, an 
adversary can relay the messages from Vi to other vehicles that are not necessarily in 
physical proximity of Vi.

Fig. 3   Authentication and attestation protocol [Alladi et al. 22]
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3.3 � Authentication and attestation scheme

Alladi et  al.  [22] propose an authentication and attestation scheme (Fig.  3) with 
vehicle Vi , RSU Rj , and an edge server. The authentication part is followed by the 
attestation part. This protocol is vulnerable to relay attack as the messages gener-
ated by the vehicle Vi can be easily relayed by an adversary to any other RSU since 
these messages are not specifically targeted to a given RSU. The adversary can use 
this method on any vehicle that is broadcasting a message to any other RSU to get 
authenticated and attested by any RSU.

3.4 � Secure and efficient authentication

Asaar et  al.  [23] identify vulnerabilities in the proxy-based authentication scheme 
(PBAS) proposed in Liu et  al.  [24] and then propose an identity-based message 
authentication scheme using proxy vehicles (ID-MAP) that is claimed to be secure 
and efficient. However, we identify vulnerabilities in ID-MAP that an adversary can 
take advantage of to compromise the system.

The proposed ID-MAP authentication scheme comprises five phases that include 
setup, anonymous identity generation, message generation, verification of messages 
by proxy vehicles, and verification of proxy vehicles’ output by RSUs. We iden-
tify vulnerabilities in the anonymous identity generation, message generation, and 

Fig. 4   Authentication protocol [Assar et al. 2018]



2161

1 3

VANET authentication protocols: security analysis and a…

verification of messages by proxy vehicles phases. Fig. 4 includes a sketch of these 
with the tamper-proof device (TPD) of vehicle Vi , Vi , and proxy vehicles.

The vehicle’s secret key xi generated during the anonymous iden-
tity generation phase can be determined by the adversary as follows. xi 
is given by �i + xg(PIDi) mod q . The adversary multiplies both sides by 
P, which is a public parameter and the generator of the group � . Now, 
the adversary has xiP = P�i + Pxg(PIDi) mod q , which is the same as 
xiP = PIDi,1 + Ppubg(PIDi) mod q . The right hand side and P are known to the 
adversary. The adversary can therefore determine xi.

In the message generation phase, si,2 = xr(k(mi, Ti,PIDi,Wi) + si,1) + wi mod q is 
generated and (PIDi, Ti,mi,Ri,Wi, si,1, si,2) is sent to the proxy vehicle. In si,2 , the 
only unknowns are xr and wi . Multiplying both sides by P, wi becomes wiP , which 
is the same as the known Wi . Now, the only unknown ( xr ) can be determined by 
the adversary. Once xr is known, the entire message that is sent to the proxy vehi-
cles can be generated by the adversary with randomly generated ri and wi for the 
next authentication round. Note that ri and wi are randomly chosen and an adversary 
can generate these as well. Then, Ri ( = riP ) is known, Wi ( = wiP ) is known, and 
hi = h(mi,PIDi, Ti,Ri) is also known since mi and Ti can be generated by the adver-
sary. With hi , xi , ri , and q, si,1 can be determined.

The message sent from the proxy vehicle to RSU is: 
(b,PIDp,PIDi,Wi, Ti, 1 ≤ i ≤ d, �1, �2,Rp, sp) . Here, �1 ( =

∑d

i=1
si,1 ) and �2 

( =
∑d

i=1
si,2 ) can be determined by the adversary as the d values can be gathered 

through passive listening of the messages that reach the proxy vehicle. As Rp is 
fixed, the adversary can copy this through passive observation of message from 
proxy vehicle to RSU. In the future, the adversary can easily generate the entire 
message from proxy vehicle to RSU except sp.

The adversary can do the following to determine sp . It is known that Rp = rpP , 
hp = h(mp,PIDp, Tp,Rp) , and sp = rphp + xp mod q . All the elements that make up 
hp are known to the adversary. To determine sp , the adversary needs to know xp . To 
accomplish this, the adversary can multiply both sides of the sp expression by P to 
get Psp = Prphp + Pxp mod q . Now, the left hand side is known. The right hand side 
is Rphp + xpP mod q . The only term that is unknown to the adversary in the expres-
sion is xp , which can now be determined. With this knowledge, in the future, the 
adversary can readily create the message to be sent from the proxy vehicle to RSU.

As none of the messages are specific to any other vehicle or any RSU, these 
can be successfully relayed by an adversary to other vehicles in any RSU’s field to 
mount a relay attack.

3.5 � Privacy‑preserving scheme

Azees et al.  [25] propose an efficient anonymous authentication scheme with con-
ditional privacy preserving (EAAP) for VANETs. EAAP comprises three compo-
nents that include system initialization, anonymous authentication of a vehicle, and 
anonymous authentication of an RSU. We consider the anonymous authentication of 
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a vehicle since it involves communication between a vehicle and TA through wire-
less means. This component consists of five stages that include registration and key 
generation, anonymous certificate generation, signature generation, verification, and 
conditional tracking. We consider the second, third, and fourth stages and identify 
vulnerabilities.

The trusted authority (TA) generates a, b, ni, vi ∈ ℤ
∗
q
,and publishes the system 

parameters (q, e, g1, g2, G1,G2,GT ,A1,B1,H) . It then generates Ei ← g
−ni
1

mod 1 , 
Ti ← g

1

vi+a+b

1
 , and DIDui

← g
ni+a

1
mod q and places these in the smartcard of the 

vehicle’s secure device.
An adversary can determine the entire set of values in Fig. 5 through passive 

observation of the message from the vehicle to the trusted authority (TA) as fol-
lows. First, the adversary can use �U from Certk to determine r since B1 is known 
to the adversary. Next, the adversary can determine Ti from �V as A1 and r are 
known. Since this involves a dot product, the adversary may have to observe 
repeated such messages from the vehicle to TA to accomplish this. However, it is 
easier for the adversary to disregard Ti and directly generate �V from �2 as the rest 
of the terms in �2 ←

�
r+r1
U

�
r+r2
V

 are known to the adversary as is shown below. Even oth-

erwise, the adversary can keep the same �V (and, therefore, the same r) in all 
future messages to TAs. This is not an issue as the rest of the random numbers 
( rk , r1 , r2 ) are readily generated by the adversary to provide enough variations in 

Fig. 5   Anonymous authentication stages [Azees et al. 2017]
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msg. From � = (r + rk) mod q , the adversary can determine rk , which is the only 
unknown. With knowledge of �1 and �2 , r1 and r2 can be determined. With this 
knowledge, the adversary can generate �1 and �2 . The adversary can copy Certk to 
generate c for the next authentication round. The adversary can also generate sig 
by now. With the above knowledge, the adversary can easily generate a new msg 
that is acceptable at any new TA region it visits next.

An adversary can easily mount a relay attack in this system since none of the 
messages encode information on a specific RSU or specific other vehicles.

3.6 � Blockchain‑assisted authentication

Feng et al. [26] propose blockchain-assisted [27] privacy-preserving authentication 
system (BPAS), which comprises five modules that include system initialization, 
smart contract deployment, vehicle registration, login and message authentication, 
and vehicle revocation. Among these modules, the first three (system initialization, 
smart contract deployment, and vehicle registration) and last (vehicle revocation) are 
accomplished either within the trusted authority or through secure channels between 
entities. The fourth module (login and message authentication) is the only one that 
involves message broadcasting among a vehicle, its on-board unit (OBU), nearby 
RSUs, and nearby vehicles. We therefore consider only login and message authen-
tication (Fig. 6) and identify a vulnerability. BiO is a biometric sample and � is a 
deterministic retrieve function with inputs of a biometric sample and a public string 
( �).

An adversary can passively observe the message from the OBU to nearby RSUs 
and vehicles and record ( Υ,M,R, T1,� ). Here, Υ and SKV are constant. Among the 
inputs to � , the adversary can generate new Ti and M and then pick an r such that � 
is the same as what was observed earlier. Now, the adversary can update � with the 
new r value and send {Υ,M,R, T1,�} to nearby RSUs and vehicles for successful 
reception of the adversary-generated message M.

Fig. 6   BPAS authentication protocol [Feng et al. 2020]
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As Υ is fixed for each vehicle, an adversary can use this information to track and 
trace a vehicle. Moreover, as none of the messages from the vehicle or OBU encodes 
information on any specific RSU or other vehicles, an adversary can successfully 
relay these messages to any other RSU or vehicles.

3.7 � Identity‑based authentication

He et  al.  [28] develop an identity-based authentication protocol that involves the 
tamper-proof device (TPD) of a vehicle ( Vi ), the vehicle itself (i.e., Vi ), and RSU as 
well as other vehicles (Fig. 7). Note that AIDi = {AIDi,1,AIDi,2}.

An adversary can passively observe a broadcast (i.e., Mi,AIDi, Ti,Ri, �i ) from 
a vehicle to nearby vehicles and RSUs to determine the vehicle’s RID as follows. 
AIDi,2 = RID⊕ h1(wi.Ppub) . Multiplying wi.Ppub by P, we get P(wi.Ppub) , which is 
the same as (Pwi).Ppub (i.e., AIDi,1.Ppub ) since dot product is homogeneous under 
scaling in each variable. Dividing this by P, we get (wi.Ppub) = (AIDi,1.Ppub)∕P . 
Now, AIDi,2 = RID⊕ h1((AIDi,1.Ppub)∕P) . RID can be determined from this 
expression as it is the only unknown to the adversary. Moreover, wi = AIDi,1∕P . 
As ski = wi + �i.x mod q , we know ski − wi = �i.x mod q . The left hand side of 
this expression is known to the adversary. For the right hand side, �i is known and 
x mod q is the only unknown. So, x can be determined by the adversary in the num-
ber of authentication rounds equal to at most the length of the vector x (in binary 
form). Since the secrets (RID, x) are now known, the adversary can pick random 

Fig. 7   Identity-based authentication protocol [He et al.28]
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wi, ri ∈ ℤ
∗
q
 and compute AIDi,1 , AIDi,2 , �i , ski , Ri , �i , and �i . The adversary is now 

able to send any message Mi to nearby RSUs and vehicles.
The message from vehicle Vi to other vehicles and RSU does not encode nor tar-

get a specific RSU or a specific set of vehicles. Therefore, this protocol is vulnerable 
to relay attack by an adversary whereby the message can be relayed to any other 
RSU or any other set of vehicles.

3.8 � Key management with blockchain

The modeled system (Fig. 8) consists of a vehicle and the BN (blockchain network) 
node. We consider the authentication and key agreement protocols and identify vul-
nerabilities in both.

SKv is sent in the open from the vehicle. And, SKRSU is also broadcast as per the 
following statement. “Step 1: First, the vehicle V can get the RSUs key value KVRSU 
[here, SKRSU ] and the public key PubKRSU through the broadcast message from the 
RSU” (Authentication Phase p.5840 [29])

The identifiers ( IDv , IDRSU ) of both vehicle and BN Node are broadcast in the 
open. While the consequences of this public information may not be bad for the BN 
Node, the vehicle could potentially be exposed to privacy and security violations.

The signed parts of messages from vehicle to BN Node and vice versa are 
decrypted through the public keys of the other entity. As the public keys are, by their 
nature, public, an adversary can decrypt these ( S1 , S2 ) messages and retrieve their 
content. Based on this, KRSU and Kv are known to the adversary. An adversary can 
use the predictable/constant information across authentication rounds to track and 
trace the vehicle.

In Fig. 9, the random number r is stated in [29] to be generated by the vehicle 
and is first used by the BN Node. However, it is not clear how the BN Node knows 
the value of r. Here, ( fi,KVi ) is a polynomial that is randomly selected from the 

Fig. 8   Authentication protocol [Ma et al. 2017]
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polynomial sets assigned to the vehicle V by the vehicle service provider and is 
fixed for a given vehicle. Therefore, in the Key Agreement protocol, an adversary 
can passively observe the two messages that are passed between a vehicle and BN 
node and copy C1 . Now, the adversary can impersonate the vehicle to the BC Node 
and vice versa. This is accomplished as follows. For the first message from vehicle 
to BN Node, IDv,HC2,C1, Tv are required. Time stamp ( Tv ) can be generated by the 
adversary and the rest ( IDv,H,HC2,C1,Kv ) are known to the adversary. Similarly, 
an adversary can impersonate the BN Node to the vehicle as follows. The only mes-
sage that is sent from the BN Node includes IDRSU , IDv,HC3, TRSU . Here, IDRSU and 
IDv are known to the adversary and the time stamp TRSU can be easily generated by 
the adversary. The adversary can also generate HC3 since H, IDRSU , IDv, SKRSU , TRSU 
are all known.

Fig. 9   Key Agreement protocol [Ma et al. 2017]

Fig. 10   MPFSLP protocol [Singh et al.30]
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3.9 � Source‑location privacy

Singh et al.  [30] develop Masqueraded Probabilistic Flooding for Source-Location 
Privacy (MPFSLP) to protect the identity and location of the source node for a mes-
sage in VANET with the claim that the message (here, location information and 
velocity) is important and not the node (here, vehicle) that broadcast that message. 
A message from a node is resent as a masqueraded packet to the next node, which 
resends the message as a masqueraded packet to another node, and so on until the 
last node. In this process (Fig. 10), any intermediate node only knows its previous 
node (i.e., the node which sent that message) and nothing about earlier nodes in this 
“chain.” The setup also ensures that the originator cannot deny having sent that mes-
sage (i.e., nonrepudiation).

The message ( Mi ) includes the identity ( IDi ) of the vehicle ( Vi ) that generates the 
message, its location, and its velocity. The packet that is sent from the origin node 
(i.e., the vehicle Vi that generates the message Mi ) to the next node (i.e., the next 
vehicle Vj in the chain of this message) includes the message ( Mi ), the origin vehi-
cle’s pseudonym ( AIDi ), a dummy hash ( H0 ), and digital signature of these three 
( SIGi ← SigAIDi

(Mi , AIDi , H0)). Upon reception of this packet, the next vehicle ( Vj ) 
generates the hash of the entire packet that was received Hj ← Hj(Mi‖AIDi‖H0‖SIGi) . 
It then generates a digital signature SIGj ← SigAIDj

(Mi‖AIDj‖Hj) . Next, Vj sends Mi , 
AIDj , Hj, and SIGj to the next vehicle in the chain. This continues until the endpoint 
is reached.

Since the hash of the packet received from the previous vehicle is the only link 
between the two vehicles for a given message, a serious vulnerability in this protocol 
is that an adversary can easily insert itself in the chain or start a new chain by gen-
erating a new message MA , AIDA , a dummy hash H0 , and a signature of these three 
( SIGA ← SigAIDA

(MA,AIDA,H0) ). The adversary can then send the packet with ( MA , 
AIDA , H0 , SIGA ), which will be accepted by the next vehicle as there is no check on 
the authenticity of the message. The nonrepudiation claim for the origin node is that 
it contains the dummy hash and its signature (SIGi ) contains the dummy hash as 
well as its pseudonym. However, these are not constraints for an adversary to gener-
ate a dummy hash along with a new message and then generate the corresponding 
packet for the next vehicle in the chain.

An adversary can also modify the message and assign H0 to a random node 
(say, Vk ) in the chain since it can block and capture the packet from that node (i.e., 
Mi||AIDk||Hk||SIGk ), modify Mi to M′

i
 , generate a new SIG′

k
 that is signed with AIDk 

just captured, and send M′
k
||AIDk||H0||SIG′

k
 to the next node, which will accept this 

packet as valid.
Since the destination vehicle Vj is not specified in the protocol, an adversary can 

relay the message from any vehicle in the message chain to any other vehicle for 
successful relay attack.
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3.10 � Identity‑based batch verification scheme

The modeled system (Fig. 11) includes vehicles, tamper-proof device (TPD) in vehi-
cles, and roadside units (RSU)  [31]. The vehicle, represented by a user, initiates 
the process with RID, PWD entered in its TPD. The TPD verifies the input in its 
Authentication Module and then generates AIDi,1 , AIDi,2 in its Anonymous ID Gen-
eration Module. Later, when the vehicle inputs the message it wants sent to adjacent 
RSU and other vehicles in its vicinity, the TPD generates a signature ( Si ) that incor-
porates the message and current timestamp ( Ti ) and sends { AIDi,Mi, Si, Ti } to the 
vehicle, which then forwards the same to adjacent RSU and nearby vehicles. The 
public parameters include {P,Q,Ppub, h(.)}

The goal of the protocol is to securely send the message Mi from vehicle Vi to 
adjacent RSU and vehicles. However, as we show below, an adversary can easily 
compromise the system and send a different message that will be accepted as valid. 
To accomplish this, the adversary first multiplies Si by P to get

PSi =
(
Pri + Pxh(Mi||AIDi,1||AIDI,2||Ti)

)
Q

The adversary knows that Ppub = xP and AIDi,1 = riP . So,
PSi =

(
AIDi,1 + Ppubh(Mi||AIDi,1||AIDI,2||Ti)

)
Q

From the above expression, Si can be generated as all the other terms are known 
to the adversary who listens in on the message from this vehicle. This signifies that 
the adversary can impersonate this vehicle ( Vi ) to easily send any message it wants 
to the RSU and other vehicles from now on.

The adjacent RSU is not defined in the message from TPD of Vi or Vi . Therefore, 
a relay attack can be mounted by an adversary by relaying the broadcast message 
from Vi to any other RSU and set of vehicles in the system.

Fig. 11   Batch verification scheme [Tzeng et al. 2017]
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3.11 � Dual authentication

Vijayakumar et al. [32] develop a dual authentication protocol (Fig. 12) that involves 
vehicle, RSU, and a trusted authority (TA). Tan et al. [33] had critically considered 
this protocol and identified a vulnerability.

As noted by Tan et  al.  [33], and incorrectly refuted by Azees  [34], T1 is not 
encrypted when sent from the vehicle to the RSU. Therefore, this message 
( ⟨ESKv

(ri��HC��IDv)��IDv��IDTA��T1⟩ ) can be copied once and replayed several times 
to any RSU by an adversary with the modification of T1 to an appropriate value. This 
is possible since Ti is not a part of any other term ( SKv , ri , HC, IDv , or IDTA ) in the 
entire message ( ⟨ESKv

(ri��HC��IDv)��IDv��IDTA��T1⟩ ). Since the adversary chooses a 
T1 that is current, the RSU will accept this entire message as valid and proceed to the 
next step. Another vulnerability here is the vehicle identifier, which is a constant, is 
sent in the open. An adversary can readily use ( IDv ) to track and trace this vehicle.

Yet another vulnerability is in the use of a group key. A vehicle gener-
ates and sends safety message (M) encrypted with a group key ( GKp ). A rogue 
vehicle with knowledge of this group key can capture this entire message 
( ⟨GKp(M)��(ESKTA

(AC��IDv��T3��Lifetime))⟩ ), modify just the GKp(M) part with a dif-
ferent message ( M′ ) and send ( ⟨GKp(M

�)��(ESKTA
(AC��IDv��T3��Lifetime))⟩ ) to other 

vehicles. The other vehicles will evaluate this message to be from an honest vehicle 
and accept M′ as true. The vulnerability is similar to the one mentioned above. Here, 
the safety message (M) is present only in GKp(M) and the rogue vehicle knows GK.

The message between vehicle and RSU does not include any information on the 
RSU. Therefore, an adversary can mount a relay attack by relaying the message from 
the vehicle to any RSU for successful validation by the TA.

3.12 � Messaging service in VANET clouds

This system  [35] comprises vehicles ( Vi , i ∈ [1, n] ), roadside units ( Rj , j ∈ [1, n] ), 
and content provider (CP). The paper presents a set of protocols for efficient key 
distribution in VANET clouds. The scheme consists of eight phases that include 
setup, registration, multicast authentication, session-key generation, RSU-based key 

Fig. 12   Dual authentication [Vijayakumar et al. 32]
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exchange, key request from other RSUs, anonymous request, and secret push mes-
saging transmission.

In the first (setup) phase, the three types of entities (CP, RSU, and V) select their 
random secret keys that are, respectively, s ( ∈ Z∗

q
 ), xj ( [1, q − 1] ), and yi ( [1, q − 1] ). 

The respective public keys of CP, RSU, and V are Ppub ( = sP ), Pxj ( = xjP ), and Pyi 
( = yiP).

The vehicles and roadside units register with the content provider during the sec-
ond (registration) phase and this process is conducted in a secure channel.

Multicast authentication is performed in the third phase between the jth RSU (i.e., 
Rj ) and all vehicles in its “area.”

A vulnerability in the multicast authentication protocol (Fig.  13) is the vehicle 
i sending its fixed identifier IDvi in the open as this can be used by an adversary 

Fig. 13   Multicast authentication [Wu 2017]

Fig. 14   Session-key generation [Wu 2017]
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to track the presence of this vehicle in that area. This also signifies that an adver-
sary can easily impersonate any vehicle to any roadside unit with knowledge of its 
identifier. This is a vulnerability since the authentication is only one-way and not 
mutual - the vehicle authenticates the roadside unit whereas the roadside unit does 
not authenticate the vehicle. In Fig. 13, ri includes IDvi

 and both ej and mj use ri . 
Since the message from RSU to the vehicles is multicast to all vehicles in the area, it 
is not clear which i is selected in the generation of ej and mj.

The fourth phase involves session-key generation (Fig.  14). Since q and � (a 
primitive element mod q) are public and r′ is in the message from Vi (Fig. 14), an 
adversary can easily generate Zj . With knowledge of Zj and the public knowledge of 
q and Q, the adversary can readily generate the session key.

The fifth phase is RSU-based key exchange through secure channels.
The sixth phase involves key request from nearby RSU. A vehicle Vi which 

moves from the area covered by roadside unit Rj to that covered by Rk (repre-
sented by Vi,Rj

 ) needs to establish its new session key ( Kk ). This process is illus-
trated in Fig. 15.

Since Pxj (Fig. 15) is RSUj ’s public key, an adversary who was in Rj ’s area can 
easily use that public key to send the first message to RSUk . When Rk checks to 
see if the adversary was at Rj ’s area before, it’ll check out to be true and so Rk 
sends Kj ⊕ Kk to the adversary impersonating Vi,Rj

 . With the knowledge of Kj , it 

Fig. 15   Key request from nearby RSU [Wu 2017]

Fig. 16   Secret push messaging transmission [Wu 2017]
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is easy for the adversary to retrieve Kk . Clearly, from now on, the adversary can 
generate the session key corresponding to the areas that it visits next.

The seventh phase is anonymous request through a secure channel where RSU 
Rk sends an anonymous request to CP to provide Rj ’s identifier ( IDRSUj

).
The eighth and last phase is secret push messaging transmission in which Rj 

transmits a safety-related message Mj to Rk , which forwards this message to Vi s 
in its signal range. This message could include information on traffic conditions 
such as congestions and accidents.

In Fig.  16, the safety-related message from Rj to Rk is sent unencrypted. 
Unless this part of the protocol is through a secure channel which is not men-
tioned in the paper, an adversary can easily capture or block and modify this 
safety-related message ( Mj ), and then retransmit it to Rk . The same can be done 
with the message from Rk to all Vis.

4 � The proposed protocol

We develop an authentication protocol (Fig. 17) that is secure against attacks that are 
discussed in this paper, with specific focus on relay attacks. This mutual authentica-
tion protocol authenticates a vehicle to an RSU and vice versa. The trusted authority 
(TA) is used to verify the anonymous identifier of the vehicle to the RSU. To ensure 
resistance against relay attacks, we make use of ambient condition information ( Ai ) 

Fig. 17   Protocol for message from vehicle to RSU
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since cryptography alone cannot address relay attacks as these attacks do not modify 
any of the passed messages between entities. Our rationale for ambient condition use 
is that since both the sender and receiver (here, vehicle and RSU) are at a certain 
level of physical proximity to each other (i.e., an RSU communicates with vehicles 
that are in its signal field), the ambient conditions at reader and vehicles are bound 
to be similar. For example, temperature and atmospheric pressure at vehicle and 
RSU locations are most likely not that different. Similarly, an RSU’s GPS (Global 
Positioning System) coordinates can be used to delineate valid vehicle GPS loca-
tions as these vehicles have to be within communication range from the RSU. The 
developed protocol is indifferent to the number and types of Ai used.

Communication between vehicles and RSUs occur through wireless channel, 
which may not be secure whereas those between RSUs and TA occur through secure 
channels. Since message-passing is an important facet of VANETs, our protocol is 
designed to ensure secure transmission of messages between vehicles and RSU. To 
ensure randomness in the messages that are passed between vehicle and RSU, each 
message includes nonce ( ri , rj ) or current timestamp ( Ti1 , Ti2 , Tj ). Such randomness 
in messages secures the protocol against replay attacks. We also do not update any 
of the values after each authentication round to prevent desynchronization attacks. 
We do not send any identification information in the open to prevent tracking and 
tracing. To prevent replay attacks, we include dependencies among the messages: ri 
in b and c; rj in d; ri and rj in the last message from RSU to vehicle. A message that 
is meant for an RSU includes “RSU” in the header so it is easy to distinguish those 
from messages that are meant for vehicles. We intentionally define Ai to include the 
concatenation of as many ambient conditions as are available or are necessary for a 
given context. We use b to reference c to vehicle i. Message d includes rj and AIDi 
so the RSU knows that this message is from vehicle i, in the presence of race condi-
tions. Given the possibly large number of vehicles, the TA validates AIDi . Here, ETA 
is the shared (symmetric) key between RSU and TA.

To verify the security correctness of the proposed protocol and its assumptions 
with respect to message source and beliefs of the message recipients and senders, 
we use the GNY logic [36]. GNY logic helps prove that the authentication protocol 
meets its specifications by showing that all entities learn what they should learn, and 
what the entities learn are indeed true. We begin with the individual messages that 
are passed between any two entities, the explicit assumptions that are inherent in 
the messages, the goals, followed by the proofs of these goals. The objectives are to 
ensure that each of the messages is from a trusted source and that each message is 
fresh.

Protocol messages:

M1:	 RSUj⊲ ⋆(RSU),⋆(EPj
(AIDi||ri||Ai||Ti1))

M2:	 TA⊲ ETA(AIDi)

M3:	 RSUj⊲ valid
M4:	 Vi⊲ ⋆(AIDi ⊕ ri) , ⋆(EPi

(AIDj||Tj||ri ⊕ rj))

M5:	 RSUj⊲ ⋆(RSU) , ⋆(Erj
(Mi||AIDi||Ti2))

M6:	 Vi⊲ ri⊕ rj
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Assumptions:

A1:	Vi ∋ ri
A2:	Vi| ≡ #ri
A3:	RSUj ∋ rj
A4:	RSUj| ≡ #rj
A5:	
A6:	
A7:	
A8:	
A9:	Vi ∋ Ti1
A10:	 Vi| ≡ #Ti1
A11:	 Vi ∋ Ti2
A12:	 Vi| ≡ #Ti2
A13:	 RSUj ∋ Tj
A14:	 RSUj| ≡ #Tj
A15:	
A16:	
A17:	 Vi ∋ Ai

A18:	 Vi| ≡ #Ai

A19:	 Vi ∋ Mi

A20:	 Vi| ≡ #Mi

Goals of the correctness proof: With belief ( | ≡ ) and freshness ( # ) of each of 
the messages that are passed between pairs of entities ( Vi , RSUj , TA) as the pri-
mary goals, belief ensures that the message is from a trusted source and freshness 
ensures that the message is fresh in that authentication session. 

G1:	RSUj | ≡ Vi | ∼ #(RSU)

G2:	RSUj | ≡ Vi | ∼ #(EPj
(AIDi||ri||Ai||Ti1))

G3:	TA | ≡ RSUj | ∼ #(ETA(AIDi))

G4:	RSUj | ≡ TA | ∼ #(valid)
G5:	Vi | ≡ RSUj | ∼ #(AIDi ⊕ ri)

G6:	Vi | ≡ RSUj | ∼ #(EPi
(AIDj||Tj||ri ⊕ rj))

G7:	RSUj | ≡ Vi | ∼ #(RSU)

G8:	RSUj | ≡ Vi | ∼ #(Erj
(Mi||AIDi||Ti2))

G9:	Vi | ≡ RSUj | ∼ #(ri ⊕ rj)

Proof  The logical postulate numbers (e.g., M1, T1,..) referred to in the following are 
from [36] 

[D1:	 ] RSUj⊲ RSU,EPj
(AIDi||ri||Ai||Ti1)       /* M1,T1 */

[D2:	 ] RSUj ∋ RSU,EPj
(AIDi||ri||Ai||Ti1)       /* D1,P1 */

[D3:	 ] RSUj| ≡ #RSU, #EPj
(AIDi||ri||Ai||Ti1)       /* D2,F1 */
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[D4:	 ] RSUj| ≡ Vi | ∼ #RSU       /* D3,I1,P2 */
[D5:	 ] RSUj| ≡ Vi| ∼ #EPj

(AIDi||ri||Ai||Ti1)/*A2,A6,A8,A10, D3,I1,P2*/
[D6:	 ] TA⊲ ETA(AIDi)       /* M2,T1 */
[D7:	 ] TA ∋ ETA(AIDi)       /* D6,P1 */
[D8:	 ] TA| ≡ #ETA(AIDi)       /* D6,F1 */
[D9:	 ] TA| ≡ RSUj| ∼ #ETA(AIDi)       /* D8,I1,P2 */
[D10:	 ] RSUj⊲ valid       /* M3,T1 */
[D11:	 ] RSUj ∋ valid       /* D10,P1 */
[D12:	 ] RSUj| ≡ #valid       /* D11,F1 */
[D13:	 ] RSUj| ≡ TA| ∼ #valid       /* D12,I1,P2 */
[D14:	 ] Vi⊲ AIDi ⊕ ri,EPi

(AIDj||Tj||ri ⊕ rj)       /* M4,T1 */
[D15:	 ] Vi ∋ AIDi ⊕ ri,EPi

(AIDj||Tj||ri ⊕ rj)       /* D14,P1 */
[D16:	 ] Vi| ≡ #AIDi ⊕ ri, #EPi

(AIDj||Tj||ri ⊕ rj) /*D14,F1*/
[D17:	 ] Vi| ≡ RSUj | ∼ #AIDi ⊕ ri       /* A2,D16,I1,P2 */
[D18:	 ] Vi| ≡ RSUj| ∼ #EPi

(AIDj||Tj||ri ⊕ rj)/*A2,A4, A14,D16,I1,P2*/
[D19:	 ] RSUj⊲ RSU,Erj

(Mi||AIDi||Ti2)       /* M5,T1 */
[D20:	 ] RSUj ∋ RSU,Erj

(Mi||AIDi||Ti2)       /* D19,P1 */
[D21:	 ] RSUj| ≡ #RSU, #Erj

(Mi||AIDi||Ti2)       /* D20,F1 */
[D22:	 ] RSUj| ≡ Vi | ∼ #RSU       /* D21,I1,P2 */
[D23:	 ] RSUj| ≡ Vi| ∼ #Erj

(Mi||AIDi||Ti2)/*A4,A12,A20, D21,I1,P2*/
[D24:	 ] Vi⊲ ri ⊕ rj       /* M6,T1 */
[D25:	 ] Vi ∋ ri ⊕ rj       /* D24,P1 */
[D26:	 ] Vi| ≡ #ri ⊕ rj       /* D25,F1 */
[D27:	 ] Vi| ≡ RSUj | ∼ #ri ⊕ rj       /* A2,A4,D26,I1,P2 */

The proof of goals G1–G9 is shown, respectively, by the verification steps D4, D5, 
D9, D13, D17, D18, D22, D23, D27. 	�  ◻

5 � Discussion

VANETs involve the spontaneous creation, self-organization, and evolution of a 
wireless network of mobile nodes comprising vehicles and roadside infrastructure. 
Vehicles form the core of VANETs and these vehicles communicate with other vehi-
cles (V2V), roadside infrastructure (V2I), and other entities (V2X). VANETs are 
essential for a future with connected and automated driving vehicles. VANETs facil-
itate safety-related applications such as the provision of safety messages on traffic 
information, cooperative driving, and accidents, collision avoidance and lane merg-
ing, traffic optimization, (toll) payment services, location-based services (e.g., deter-
mine nearest exit), and overall trust that is required among participating entities [17].

As vehicular communication occurs through wireless medium in VANETs, it is 
necessary to secure these to avoid unintended consequences. Authentication of all 
participants is also necessary to identify the source of every message to ensure non-
repudiation. Given the significance of authentication, it is critical to ensure that there 
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are no loopholes or vulnerabilities in the authentication protocols that could expose 
the system to serious attacks by resourceful adversaries. Security and privacy of 
VANETs rely on the strength of authentication protocols. Authentication protocol 
design should therefore ensure that there are enough dependencies among the mes-
sages to thwart replay attacks; none of the identifiers are sent in the open as these 
can be readily used for tracking and tracing purposes; the messages in each round 
have enough variations to avoid predictability; secrets are not disclosed, especially 
against a full-disclosure attack; relay attacks are prevented through appropriate 
means. With this perspective, we set out to evaluate VANET authentication proto-
cols. Security analysis of authentication protocols that have been carefully designed 
and proved to be secure is not a trivial task. In the process, we identified several 
non-intuitive vulnerabilities that expose these VANET authentication protocols to 
attacks. Table 1 provides a summary of the identified attacks.

Table 1 shows that these authentication protocols are not secure for implemen-
tation with such identified vulnerabilities. These protocols need to be redesigned 
with, at a minimum, the countermeasures discussed above. It is worth noting that 
the number of wireless messages in a protocol should be kept to a minimum as more 
messages only help increase the attack surface and therefore associated vulnerabili-
ties and related attacks. Inference control must be carefully operationalized with the 
identification of all possible inferences that could be generated from the wireless 
messages in the system to ensure that subsets or the set of all wireless messages 
together do not reveal any compromising information. We developed our authentica-
tion protocol to follow these guidelines as discussed in the first paragraph of Sect. 4.

Table 1   VANET authentication protocols and possible attacks

Full-disclosure Impersonation Relay Replay Track 
&

Attack Attack Attack Attack Trace

Ali et al. [20] ✗ ✗ ✗ ✗ ✗
Ali et al. [20] ✗ ✗ ✗ ✗ ✗
Alladi et al. [22] ✗
Asaar et al. [23] ✗ ✗ ✗ ✗ ✗
Azees et al.[25] ✗ ✗ ✗ ✗ ✗
Feng et al. [26] ✗ ✗ ✗
He et al. [28] ✗ ✗ ✗ ✗ ✗
Ma et al. 2020 ✗ ✗ ✗ ✗ ✗
Singh et al. [30] ✗ ✗ ✗ ✗ ✗
Tzeng et al. 2017 ✗ ✗ ✗ ✗ ✗
Vijayakumar et al. [32] ✗ ✗ ✗
Wu 2017 ✗ ✗
Our method
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6 � Conclusion

We critically evaluated several VANET authentication protocols that were proposed 
over the last several years and identified vulnerabilities in each of these protocols. 
The identified vulnerabilities in these protocols include vehicle or RSU impersona-
tion, transmission of identities in the open that can result in tracking and tracing 
attacks, full-disclosure attack, and relay attack. Impersonation attacks can gener-
ally be prevented by ensuring the presence of variations in messages across differ-
ent authentication rounds and that these variations are not predictable. Variations 
(i.e., unpredictability) in messages across authentication rounds and avoidance of 
identification information in the open together prevent tracking and tracing attacks. 
The messages passed in the open need to be carefully designed to prevent revelation 
of secret key and other information. Full-disclosure attacks are the worst as noth-
ing remains secret. Relay attacks are difficult to prevent even with protocols that are 
designed specifically against such attacks. As the protocols evaluated in this paper 
did not specifically consider the possibility of relay attacks, their design does not 
preclude such attacks. In addition to being secure against other types of attacks, the 
proposed authentication protocol is secure against relay attacks. Future development 
of novel VANET authentication protocols must ensure that they are not vulnerable 
to attacks from adversaries. A first step is to consider the recommendations men-
tioned in the previous and this section of this paper.
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