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Abstract—Consumer electronics require secure operation in
the face of the many emerging threat vectors. One hardware
security primitive is the Physically Unclonable Function (PUF).
PUFs utilize process variations to give a device a digital finger-
print and are an important resource in secure hardware. One
drawback of the addition of secure hardware is the increased
energy consumption. In this paper, we look to design a secure,
low-energy PUF using both adiabatic logic and Magnetic Tunnel
Junctions (MTJ). Adiabatic logic reduces the dynamic energy
consumption of the PUF while the MTJs offer a near zero-
leakage power, non-volatile memory option. MTJs have two stable
states depending on the magnetization direction of the free layer
with respect to that of the fixed layer. Hence, the proposed
adiabatic/MTJ PUF offers two modes of operation depending on
the orientation of the MTJ. Our proposed adiabatic/MTJ PUF
has average reliability of 97.07% and 96.97% between the two
modes of operation while taking into account temperature, supply
voltage, and TMR variations. The two modes of our proposed
PUF consume 5.2 fJ and 5.1 fJ per bit.

Index Terms—Hardware security, Low-energy, Magnetic tun-
nel junction (MTJ), Adiabatic logic, CMOS/MTJ, Physically
Unclonable Functions (PUF)

I. INTRODUCTION

Consumer electronic devices such as those found in the
Internet of Things (IoT) ecosystem are a part of a rapidly
growing environment that is expected to reach 125 billion
devices by 2030 [1]. Many of these devices are expected to
occupy homes in the form of smart electronics as well as
in the industrial sector [2]. Many consumer electronics are
portable and thus energy consumption is an important design
consideration.

Furthermore, security is a major issue with consumer elec-
tronic devices. There is close to $600 billion lost to cybercrime
each year [3]. This alarming amount has raised the need for
secure hardware implementations as an added layer of defense.
Numerous companies and researchers have proposed dedicated
secure hardware implementations to defend against cyber-
physical attacks [4]. One security primitive that can be used
for secure hardware is the Physically Unclonable Function
(PUF). A PUF is a device that uses inherent variations in the
manufacturing procedure to create a unique and unclonable
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identification. PUFs have been shown to be useful secure
devices in numerous applications such as smart grids, medical
devices, and wireless transceivers [5]–[7].

Security primitives such as PUFs can consume substan-
tial energy. The Bulk-MOSFET-based CMOS circuits that
typically makeup PUF circuits consume substantial dynamic
energy. Furthermore, as transistor technology size scales down
the leakage power increases at a substantial rate. To this end,
we explore the use of adiabatic logic to reduce dynamic energy
and Magnetic Tunnel Junctions (MTJ) to reduce leakage
power. Thus, we propose a PUF based on both adiabatic logic
and MTJs. Adiabatic logic is a low-energy design technique
that saves energy by recycling unused energy from the load
capacitor back into the power clock to be reused again in
the next cycle. Adiabatic logic can be combined with MTJs
to form hybrid adiabatic/MTJ circuits [8]. MTJs are non-
volatile storage elements that have near-zero leakage power,
high integration density, and easy compatibility with CMOS
[9]–[11].

In this paper, we propose a combination of adiabatic logic
and MTJs to design a low energy and secure PUF. The source
of process variation will be dominated by the variation of
the MTJs. MTJs have two stable states depending on the
magnetization direction of the free layer with respect to the
fixed layer, i.e, either parallel or anti-parallel. Accordingly,
the proposed PUF have two operation modes that result in
different responses. PUF metrics such as uniformity, unique-
ness, and reliability are simulated and presented in this paper.
When in the parallel orientation, our PUF has a uniformity
of 50.18%, a uniqueness of 49.98% and average reliability of
97.07%. When in an anti-parallel orientation, our proposed
PUF has a uniformity of 50.17%, a uniqueness of 49.99%
and average reliability of 96.97%. Furthermore, our proposed
adiabatic/MTJ PUF has an energy consumption of 5.2fJ and
5.1fJ per bit for the parallel and anti-parallel orientations,
respectively.

The rest of the paper is organized as follows. Section II
contains background information on Magnetic Tunnel Junc-
tions, Adiabatic Logic, and Physically Unclonable Functions.
Section III presents our proposed adiabatic/MTJ PUF and
explains its operation. Section IV goes into detail on our
simulation results of our proposed PUF. Section V compares
the results of our proposed PUF with other PUFs in the
literature. Section VI concludes the paper.
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Fig. 1: Structure of Magnetic Tunnel Junction with Spin
Transfer Torque (STT) switching.

II. BACKGROUND

This section presents the background information required
to understand the structure and operation of the proposed
adiabatic/MTJ PUF.

A. Magnetic Tunnel Junction

MTJs are non-volatile spintronic-based memories. The
structure of MTJs consists of two ferromagnetic (FM) layers
and a thin oxide layer that separates the two FM layers [12].
For MTJs to act as storage elements, one of the FM layers
is fixed to a certain magnetization (referred to as the fixed
layer) while the remaining layer (referred to as the free layer)
is free to take either a parallel or anti-parallel magnetization
with respect to the fixed layer [13].

This can be seen in Figure 1 as the bottom layer of the
MTJ is fixed and the top layer is free to take a direction
either parallel or anti-parallel to the fixed layer. Information
is stored in the form of resistance differences between the
two orientations of the MTJ. If the MTJ shows a parallel
magnetization (RP ) then it will have lower resistance than
when it has an anti-parallel magnetization (RAP ) [14]. The
MTJ structure and two configurations are shown in Figure 1.
Figure 1 also shows the current required to switch the MTJ
using the STT effect [15], [16]. The STT effect involves a spin-
polarized current inducing a torque that switches the direction
of the MTJ free layer.

An important property of MTJs is the tunnel magnetore-
sistance ratio (TMR) which is given as TMR = (RAP −
RP )/RP . MTJs with higher TMR have been shown to have
greater reliability and implementation capability in high-speed
MRAM [17], [18]. Table I contains the MTJ device parameters
used in the simulations of the proposed adiabatic/MTJ PUF.
In Table I, σ represents a variable that follows a Gaussian
distribution with σ = 3%.

The MTJ is the dominating source of process variation
within our proposed adiabatic/MTJ PUF. Thus, it is important
to verify the variations are substantial enough to produce
strong randomness. Within an MTJ there are many sources of
uncontrolled process variation such as the oxide thickness, free
layer thickness, and the TMR ratio [19]. The variations of the

TABLE I: Magnetic Tunnel Junction parameters used in
simulations. σ represents a parameter that follows a Gaussian
distribution with σ = 3%.

Parameter Description Value

tsl Thickness of free layer σ1.3nm
a Length of surface long axis 40nm
b Width of surface short axis 40nm
r Radius of MTJ 20nm
tox Thickness of the Oxide barrier σ0.85nm

TMR Tunnel Magnetoresistance ratio σ200%
RA Resistance Area Product 5 Ωµ2

F Fitting parameter that is a function of RA 3322.53
RA

ψ Potential barrier height of MgO 0.4eV
Area MTJ layout surface 40nm x 40nm x π

4
Rp Parallel resistance 6.21 kΩ
Rap Anti-parallel resistance 18.64 kΩ

Fig. 2: Process variation results in different MTJ resistances
based on 200 Monte Carlo simulations.

aforementioned sources can lead to a variation in the resistance
of the MTJ device. This can be seen in the resistance equation
(Equation 1) specified by the model used in the simulations
of our proposed design where tox is the oxide thickness, F is
a fitting parameter, ψ is the average potential barrier height
of MgO, coef is a fitting parameter, and Area is the area of
the MTJ [20]. Figure 2 shows the variation of resistance that
occurs within MTJs based on 200 Monte Carlo simulations.

Rp =
tox

F · ψ
1
2 ·Area

· exp(coef · tox · ψ
1
2 ) (1)

B. Adiabatic Logic

Adiabatic logic is a circuit design technique for designing
ultra-low-energy circuits [22]. Through the use of time ramp
voltage power clocks, adiabatic logic recovers energy stored
in load capacitors to be reused again in the next cycle thus
reducing energy consumption. Adiabatic power clocks utilize
capacitors and inductors to generate the clock signal while
also using these devices to store the recovered energy [23].
Energy is stored in these devices through an electric charge in
the capacitors and magnetic energy in the inductor. The energy
dissipated in an adiabatic circuit is given by:

Ediss =
RC

T
CV 2

dd (2)

Where T is the charging period of the capacitor, C is the
output load capacitor, and Vdd is the full swing of the power
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Fig. 3: Positive Feedback Adiabtic Logic (PFAL) buffer as an
example of an adiabatic circuit [21].

clock. For an adiabatic circuit to be energy efficient when
compared with CMOS the charging time must satisfy the
following condition T > 2RC. Figure 3 shows an example
of an adiabatic circuit known as Positive Feedback Adiabatic
Logic (PFAL) [21].

C. Physically Unclonable Function
A PUF is a security primitive that uses random process

variation to give a device a unique digital fingerprint. PUFs
can be used in a range of applications from generating
encryption keys [24] to secure authentication [25]. PUFs are
ideal implementations in consumer electronics because they
are an inexpensive form of security [26]. There have been
various proposed PUFs that include the arbiter PUF [27], ring
oscillator PUF [28], and memory-based PUFs such as the
SRAM PUF [29]. The contents of this article focuses on the
CMOS/MTJ Memory-based PUF within the silicon PUF class.

It is important to validate the security of our proposed PUF
using metrics common between other proposed PUFs. To that
end, we introduce three common metrics that are reported from
our experiments: uniqueness, uniformity, and reliability.

1) Uniqueness: The uniqueness of a PUF is used to de-
termine how different one PUF instance is from another. The
ideal uniqueness value is 50%. Uniqueness is defined as

Uniqueness =
2

k(k − 1)

k−1∑
i=1

K∑
j=i+1

HD(Ri, Rj)

n
· 100 (3)

Where Ri and Rj are two different PUF instances, HD is the
hamming distance between the two instances, k is the number
of PUF instances, and n is the bit length of the PUF response.
In our testing, we use k = 200 and n = 128.

2) Uniformity: Uniformity tells us the number of 0’s and
1’s in a PUF response. An ideal uniformity is 50% which
reflects an equal number of 0’s and 1’s in the response.
Uniformity is defined as

Uniformity =
1

n · k

k−1∑
i=1

ri,l · 100 (4)

Where n is the bit length of the response, k is the number of
PUF instances, and ri,l is the lth bit from the instance i.

Fig. 4: Proposed adiabatic/MTJ PUF. Proper connection to
MTJ terminals avoids read disturbs.

3) Reliability: Reliability tells us how the PUF response
changes as environmental parameters change such as temper-
ature and supply voltage. Reliability is defined as

Reliability = 100− 1

k

k∑
i=1

HD(Ri, R
′

i,t)

n
(5)

Ri is the response of a golden PUF that is used as a
comparison to determine how much the response has changed.
R

′

i,t is the response of the PUF that is affected by the
environment change. The ideal value of reliability is 100%
which represents no changes between the golden PUF and the
PUF in non-ideal conditions.

In this paper, we vary three parameters to test the reliability
of our proposed PUF. Temperature is varied from -40°C to
100°C with 27°C (room temperature) used as our reference
temperature. The supply voltage is varied from 0.8V to 1.2V
with 1.0V used as our reference voltage. The Tunnel Magne-
toresistance ratio (TMR) is varied from 100% to 300% with
200% used as our reference ratio.

III. PROPOSED ADIABATIC/MTJ PHYSICALLY
UNCLONABLE FUNCTION

Our proposed PUF utilizes both adiabatic logic and MTJs to
generate energy-efficient and secure responses. The ramping
effect of an adiabatic clock allows for energy recovery while
the variation of the MTJs allows for randomness. In section
II-A, we showed there are many sources of uncontrolled
randomness within an MTJ such as the oxide thickness, free
layer thickness, and the TMR ratio [19]. In our proposed PUF
we intend to use these variations to generate strong responses.

Figure 4 shows the schematic representation of the proposed
adiabatic/MTJ PUF. The proposed PUF contains the following
components, an enable transistor, a sense amplifier, and two
MTJs. The enable transistor is used to generate a response
while the sense amplifier is used to sense differences in the
resistances of the MTJs. This is the first work that has utilized
the principles of energy recovery to develop a novel adiabatic
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sense amplifier which is combined with MTJ elements to form
a low energy PUF. The sense amplifier utilizes a 2-Phase
adiabatic clock generator in place of a constant voltage supply
source. The two MTJs are set in the same state, i.e, either
parallel or anti-parallel orientation of the free layer compared
to the reference layer. As a result of process variation, one of
these MTJs will have a higher resistance causing more current
to flow through the other MTJ. It should be noted, the sizing of
the transistors should be increased to reduce process variation
that occurs with transistors so that the response of the PUF is
dominated by the variation of the MTJ [30].

It should be noted, the proposed design will act as a
dedicated security circuit rather than a memory circuit. In a
typical memory operation, the two MTJs would need to be
differential i.e two opposite orientations (P or AP). Further,
the variation of the circuit needs to be as low as possible to
reduce the Bit Error Rate (BER). To reduce the BER, the size
of the MTJs and transistors are increased in memory design.
However, in our proposed design we do not need to increase
the MTJ sizing as the variation of the MTJs is used to our
advantage.

A. Operation of Proposed Adiabatic/MTJ PUF

In this section, we will go into greater detail on the operation
of the proposed PUF. The proposed PUF operates using a two-
phase adiabatic clock. The operation can be divided into two
phases corresponding with the two phases of the clock, the
evaluation phase and, the recovery phase.

1) Evaluate Phase: The first phase or the evaluate phase
is where the PUF response is generated. In this phase, RDEN
is set to 0 and VPC begins rising from GND to VDD. Both
MTJ’s are set to the same orientation, either parallel or anti-
parallel. As a result of process variations, one MTJ will have
a higher resistance than the other MTJ. MP2, MP3, MN1, and
MN2 make up a sense amplifier that senses the difference in
resistance and drives the outputs to either logic 0 or 1.

The operation of the proposed PUF is illustrated in Figure
5. In this example it is assumed that RMTJ1 > RMTJ2

as a result of process variations. The operation begins with
MP1, MP2, and MP3 conducting current and charging both
outputs to the threshold voltage, Vth (Figure 5a). At this
point, MN1 and MN2 are both conducting current through
each respective MTJ (Figure 5b). As a result of MTJ1 having
a higher resistance, more current is flowing through MTJ2
thus pulling R to ground and turning MP2 on. Output R is
charged full VDD and output R is pulled to GND (Figure
5c). The output waveform for the response (R and R) are
shown in Figure 6. Both outputs charge until the variation of
the MTJs dominate and force one output to logic 1 and the
other output to logic 0. The operation is further exemplified
in Figure 7. Figure 7a shows the current through each MTJ
when a response is generated. As explained previously, one
MTJ has higher resistance than the other which will force one
output to charge to VDD and the other to be pulled to GND.
Figure 7b shows a closer look at the current when the MTJ
forces one of the outputs to charge to logic 1.

(a) Initial state of PUF on
startup.

(b) State of PUF after VPC
reaches threshold voltage of
NMOS.

(c) One MTJ dominates the
variation and thus causes out-
put to go high.

(d) Recovery phase of pro-
posed PUF.

Fig. 5: Operation of proposed adiabatic/MTJ PUF including
the evaluate and recovery phase.

2) Recover Phase: In the second phase or the recover
phase, the clock begins to ramp down from VDD to GND.
At this point, the output is at a higher potential than the
clock thus current travels from high potential to low potential
back into the adiabatic clock to be reused in the next cycle.
The operation of the recovery phase is shown in Figure 5d
as current is recovered through MP2 and MP1 back into the
clock.

IV. SIMULATION RESULTS

It is important to validate our proposed circuit to ensure
energy efficiency and functionality. In this section, we present
the simulation results of our proposed circuit. Simulations
are performed using a Spice simulator with 45nm CMOS
technology with perpendicular anisotropy CoFeB/MgO MTJ
model [20]. Both MTJ orientations, parallel (P) and anti-
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Fig. 6: Output waveform of the proposed MTJ PUF and
waveform of the 2-Phase adiabatic power clock.
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Fig. 7: Current waveform for the proposed adiabatic/MTJ PUF.
7a shows the current across the entire response generation. 7b
shows the current at the moment of switching.

(a) Parallel

(b) Anti-parallel

Fig. 8: Histogram of hamming distances between different
PUF instances for both parallel and anti-parallel MTJ orienta-
tions.

parallel (AP) are taken into consideration when simulating and
are both presented in the results.

Each bit of the response is from an individual PUF cell.
One application of the proposed PUF is the generation of
an encryption key thus in our simulations we have designed
a 128-bit PUF array. In our simulations, we have chosen
to run 200 Monte Carlo Simulations to mimic 200 unique
integrated circuits. The Monte Carlo simulations take into
account process variation of both the transistors and the MTJs.

A. Uniqueness Evaluation

Through simulations, we have determined that our proposed
PUF has a uniqueness of 49.98% when the MTJ’s are in
a parallel orientation. While in the anti-parallel orientation
our proposed PUF has a uniqueness of 49.99%. Regardless
of orientation, the proposed PUF has very strong uniqueness
values. A histogram of hamming distances between the 200
instances of the proposed 128-bit PUFs can be seen in Figure
8.

Furthermore, it is interesting to investigate whether the
two orientations of the MTJ can result in two different PUF
responses. We can utilize reliability to determine how many
bits flip between the two orientations. Reliability tells us the
percent bit flip between two PUF instances when environ-
mental conditions change. We can utilize the same idea by
changing the orientations of the PUF and determining the
reliability between the two instances. The bit flip percentage
can then be determined by
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0 1

(a) Parallel

10

(b) Anti-parallel

Fig. 9: Greyscale bitmap of the 200x128 proposed PUF for
both parallel and anti-parallel orientations.

BitF lip% = 100−Reliability (6)

We have determined that the bit flip percentage is 0.5%.

B. Uniformity Evaluation

The uniformity of our proposed adiabatic/MTJ PUF is
50.18% and 50.17% for the parallel and anti-parallel orien-
tations, respectively. Both implementations are close to the
ideal value of 50% implying that the proposed PUF response is
difficult to predict. A greyscale bitmap of the two orientations
is shown in Figure 9. Black boxes represent a ”0” and white
boxes represent a ”1”.

C. Reliability Evaluation

The average reliability of our proposed PUF across various
temperatures, voltages, and TMR ratios is 97.07% and 96.97%
for the parallel and anti-parallel orientations respectively. The
worst-case reliability is 85.92% at a temperature of 100°C.
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Fig. 10: Reliability of proposed PUF across various tempera-
tures. VPC = 1V (peak of waveform) and TMR = 200%.
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Fig. 11: Reliability of proposed PUF across various supply
voltage levels. Temperature = 27°C and TMR = 200%.

When varying one of the three parameters we keep the other
two parameters at the following nominal values: Temperature
= 27°C, supply voltage, VPC = 1V, and TMR = 200%.

The reliability across various temperatures can be seen in
Figure 10. Reliability values remain above 95% at tempera-
tures between -40°C and 40°C. Between temperatures of 40°C
and 100°C, the reliability of our proposed PUF drops to 85%.
Whether our proposed PUF is in the P or AP mode has no
strong correlation with the reliability. It should be noted that
temperature has a strong effect on the reliability of MTJ based
PUFs. To minimize the effects of temperature on reliability,
Zhang et al. has proposed an automatic write-back feature to
improve the reliability of MTJ based PUFs [31]. Dodo et al.
has also performed a test on how their reliability is effected by
temperature [32]. As the TMR value was not known in [32]
we did not compare our work with the values reported in [32].

The reliability of our proposed PUF across various voltages
can be seen in Figure 11. The reliability of the proposed PUF
remains above 99% for supply voltage values between 0.8V
and 1.2V. At 0.8V, the reliability of the proposed PUF in
parallel mode is 99.75% while in the anti-parallel mode has a
reliability of 99.61%. At 1.2V, the reliability of the proposed
PUF in parallel mode is 99.68% while in the anti-parallel mode
has a reliability of 99.58%.

The reliability of our proposed PUF across various TMRs
can be seen in Figure 12. The reliability of the proposed PUF
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Fig. 12: Reliability of proposed PUF across various TMR val-
ues. Temperature = 27°C and VPC = 1V (peak of waveform).

remains above 99% for TMR values between 100% and 300%.
At a TMR of 100%, the reliability of the proposed PUF in
parallel mode is 99.72% while in the anti-parallel mode has
a reliability of 99.27%. At a TMR of 300%, the reliability of
the proposed PUF in parallel mode is 99.30% while in the
anti-parallel mode has a reliability of 99.72%.

V. COMPARISON WITH STATE-OF-THE-ART PUFS

In this section, we compare the energy consumption and
security metrics of the proposed adiabatic/MTJ PUF with other
state-of-the-art PUFs reported in the literature.

A. Energy Consumption Comparison

The energy consumption of consumer electronic devices
is an important metric, especially when considering battery-
operated devices. Table II shows the energy per bit of the
proposed adiabatic/MTJ PUF and other state-of-the-art PUFs.
Our proposed adiabatic/MTJ PUF consumes 5.2fJ and 5.1fJ
per bit in the parallel and anti-parallel orientations, respec-
tively. From table II, it can be seen that the proposed PUF
has lower energy consumption compared with the other PUFs.
Further, we compared with another CMOS/MTJ based PUF
[33] that reports an energy consumption of 1.00fJ per bit, the
MTJ model used in this PUF has substantially lower resistance
values and thus lower energy consumption.

B. Security Metric Comparison with State of the Art PUFs

Table II summarizes the comparison of results that are
obtained verbatim from the respective papers. When compared
with other CMOS/MTJ designs our proposed adiabatic/MTJ
design has slightly better reliability values. The uniqueness
value of the proposed adiabatic/PUF is closer to the ideal value
of 50% when compared with the purely CMOS-based PUFs.
The CMOS/MTJ PUF in [33] has a comparable uniqueness
value to the proposed PUF. The uniformity of the proposed
adiabatic/MTJ PUF is comparable with the CMOS-based
designs as the best case uniformity is 0.04% away from the
ideal value while our proposed PUF uniformity is 0.17%
and 0.18% away from the ideal value. When compared with
another 45nm/CMOS-based PUF our proposed PUF has lower
energy consumption making it an ideal candidate for battery-
constrained designs.

VI. CONCLUSION

In this paper, we have presented a low energy and secure
adiabatic/MTJ based PUF. A two-phase adiabatic clock is used
to reduce the dynamic energy consumption while the MTJ is
used to generate the response bits. MTJs can either be in a
parallel or anti-parallel orientation when referenced with the
fixed layer. We investigate both orientations to determine the
uniformity, uniqueness, reliability, and energy efficiency of
the proposed adiabatic/MTJ PUF. We have determined that
our proposed PUF is energy-efficient when compared to many
CMOS and CMOS/MTJ based PUFs. Low energy consump-
tion and ideal uniqueness and uniformity values make our
proposed adiabatic/MTJ PUF an ideal candidate for energy-
constrained devices. The proposed PUF can be implemented
in encryption key generation algorithms, device fingerprinting
for intellectual property protection and device authentication,
etc.
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