
Interoperability in a Post-Roe Era
Sustaining ProgressWhile Protecting
Reproductive Health Information

The Supreme Court recently eliminated the constitu-
tional protection that Roe v Wade provided for abor-
tion access in 1973.Many states already have restricted
orarepoisedtorestrictaccess toabortionsandare ready
toprosecute individualswhoprovideor attempt topro-
vide theseprocedures. It ispossible that somestateswill
expand these restrictions to in vitro fertilization andac-
cess to contraceptives.1

These changes are emerging while health policy
continues to progress toward timely and secure access,
integration, and use of electronic health information to
optimize health outcomes for individuals and popula-
tions, often referred to as interoperability. With interop-
erability, health systems are able to share patient health
information and use that information once it is received.
Current guidanceunder theHealth InformationTechnol-
ogy for Economic and Clinical Health Act (HITECH) and
then through the 21st Century Cures Act nowmust con-
siderhowtoadapttothenewlimitsonreproductiverights;
specifically, how to ensure privacy protections for pa-
tientswhile still ensuringdata sharing to support care co-
ordination,patientengagement, andpopulationhealth.2

This Viewpoint focuses on health information ex-
change (HIE) networks. These networks are critical to
sustaining progress toward robust interoperability but
simultaneously are targets in the post-Roe era because
theycan furnishmorecompletepatient records.A tech-
nology solution is proposed that could bedeveloped to
better safeguard reproductivehealth informationasHIE
networks continue to expand interoperability support.

Current Interoperability Policies
and the Role of HIE Networks
The Cures Act mandates that health care organizations
and payers make certain patient record data elements
available for sharing, defines exceptions for data access
(informationblocking),andpromotesapplicationprogram-
ming interfacestotechnicallyeaseHIE.Collectively, these
policy efforts increase thenumber of health care organi-
zations andpayers engaging inHIEandspecifically facili-

tateconnectingto1ormoreHIEnetworks.3HIEnetworks
areheterogeneous;someareoperatedbyelectronichealth
record vendors (eg, Epic’s Care Everywhere, eClinical-
Works’ Electronic Health eXchange, Cerner’s Clinical Ex-
changePlatform),othersareoperatedbythird-partynon-
profitorganizations,andyetothersareoperatedbystates.
Theycanfacilitateexchangebetweendifferentsubsetsof
health care stakeholders, such as ambulatory practices,
pharmacies, laboratories,andpublichealthdepartments.
Two recent national surveys, oneof 10 302office-based
physicians (with 1524 respondents) and another of all
acute-carehospitals (with2614of4352 responding), re-
ported that 65%4 of office-based physicians and 69%5

of acute care hospitals participate in at least 1 of the ap-
proximately90HIEnetworks across theUS.6Within the
Cures Act, a key policy vehicle to expand the breadth of
dataavailableforexchangeviaHIEnetworksandotherex-
changeapproaches is theUnitedStatesCoreData for In-
teroperability standards.TheOfficeof theNationalCoor-
dinatorforHealthInformationTechnology(ONC)recently
includedpregnancy status as adata element in version3
of thesestandards,whichwill result inHIEnetworks’hav-

ing substantially more complete data on
pregnancy status.

Post-Roe Interoperability
Challenges for HIE Networks
BecauseHIEsareentitiesthat facilitate in-
formation sharing and thereforehaveac-
cess to more complete patient records
(includingthenamesofclinicianswhode-
liveredcare), lawenforcementcouldpur-
sueHIEnetworkrecordsforinformationon
reproductivehealthservices.HIEnetworks

arecoveredentitiesundertheHIPAA(HealthInsurancePor-
tabilityandAccountabilityAct)PrivacyRule.However, the
HIPAA Privacy Rule does not protect health information
fromdisclosureto lawenforcementauthoritieswhohave
courtorders,court-orderedwarrants,orsubpoenas.With
enhancedinteroperability,lawenforcementauthoritiesmay
notneedtoidentifyandqueryaparticularfacilityorclinician
andinsteadcouldsubmitbroadrequeststoHIEnetworks.
TheDepartment of Health andHuman Services recently
released guidance on theHIPAA Privacy Rule and disclo-
sureofreproductivehealthinformation.7Theguidancead-
dresseddisclosuresthatarerequiredbylawormadebylaw
enforcementauthoritiesandemphasizedthatdisclosures
thatexceedorareinconsistentwithlegalrequirementsare
notpermissible.However, theguidancedoesnot change
the fact that HIEs would have to disclose reproductive
healthinformationtolawenforcementauthoritiesthathave
usedproper legal processes suchas subpoenas.

[S]trengthening privacy protections
in HIPAA, such as limiting
law enforcement’s access to sensitive
data inhealthrecords, shouldbeakeygoal
tominimize the trade-offs between
protectionandsharingofcompleterecords.
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Newstateabortionbanshavethusfar focusedoncliniciansrather
than individualswho seek or obtain abortions. If this approachwere
to change, the more comprehensive records included in HIE net-
workscouldfacilitate investigationandprosecutionof individualswho
obtained abortion services. Furthermore, HIE networks enable data
access across state borders and could be used by law enforcement
authorities to identify individuals who cross state lines to obtain le-
gal abortion care if stateswere to prohibit interstate travel.

A Potential Solution
In the post-Roe era it is vital to better safeguard reproductive health
data in the context of HIE networks. To that end, a promising policy
option topromote greater confidentiality protection of reproductive
information is to prohibit its disclosure to HIE networks without ex-
plicitpatientconsent.This restrictioncouldbeaccomplishedthrough
amodificationtotheHIPAAPrivacyRuleor theCuresAct.Amodel for
this approach is Pennsylvania’s Confidentiality of HIV-Related Infor-
mationAct,whichprohibits disclosure ofHIV statuswithout consent
except in limited, specified circumstances. Likewise, the Substance
Abuse Confidentiality Regulations prohibit disclosure of information
about an individual’s drug or alcohol treatmentwithout consent (un-
less an exception applies). Implementing distinct consent for repro-
ductivehealth information is likelymoredifficult than for information
regardingHIVandsubstanceabuse,giventhatreproductivehealth in-
formation is found inmanyplaceswithin thepatient’smedical record
(eg, laboratoryresults,clinicalnotes,procedurereports)andacrossdif-
ferent settings (eg, primary care, specialists, hospitals).

As part of such a change to HIPAA or pursued separately (under
other policy vehicles or byHIE networks), technology can help facili-
tate protection of sensitive portions of themedical record. The Data
Segmentation for Privacy (DS4P) standards enable health care orga-
nizations to parse parts of a patient’s medical record for which addi-
tional consent is required before data sharing. These standardswere
releasedbyONCin2017. Intheory,DS4Pallowspatients toselectdata
frompredefinedcategories(eg,sexuality,reproductivehealth)thatwill
remaininaccessible ifrecordsaresharedthroughHIEnetworks.8Other
clinicians would be aware that the patient’s record is incomplete but
would not know the excluded category of data. Today, adoption of
DS4P standards is voluntary and remains low, and their testing sug-
gests low accuracy and the need for additional validation.

Implementing the data exclusion solution requires addressing
at least 4 complex issues. First, data exclusion will clearly hinder
the creation of comprehensive patient records, which could result
in patient safety risks. Second, unlike substance abuse services,
reproductive health services are often provided in the same set-
tings as other primary and acute care and thus could be inferred or
directly reflected in many parts of the record. For instance, preg-
nancy testing is recommended for teratogenicmedications (eg, an-
tibiotics, statins, anxiolytics, anticonvulsants, isotretinoin) com-
monly prescribed by primary and specialty care clinicians.9,10 The
scopeof data tobepartitioned is not obvious andwouldneed tobe
clearly defined. For example, should data regarding care for an in-
dividual who experienced a miscarriage (eg, dilation and curet-
tage) be segmented?

Third, important questions remain about segmenteddata, such
aswhatrequirementsshouldexist tobypasstechnical safeguardsand
accesssegmenteddataandwhetherthesedatacanorshouldbeavail-
able forclinicaldecisionsupportalgorithms.Fourth,nonational stan-
dards for consent for data sharing in HIE networks exist, resulting in
apatchworkofcomplicatedstate-andnetwork-specificpolicies.Par-
ticularlyproblematicarethequestionsofhowpatientscanrevokecon-
sent for data sharing once their records are shared with an HIE net-
work and how to technically “pull back” data that have already been
shared (potentially acrossmultiple networks).

Conclusions
Given the urgency of protecting reproductive health information,
close coordination with policy makers around further develop-
ment of data segmentation standards is warranted as a near-term
solution. However, the DS4P-associated challenges create uncer-
tainty about howhealth care organizationsmay respond (eg,with-
drawing fromHIEnetworkparticipation)andcoulddetract fromHIE
progress. Thus, in the longer term, strengthening privacy protec-
tions in HIPAA, such as limiting law enforcement’s access to sensi-
tivedata inhealthrecords, shouldbeakeygoal tominimizethetrade-
offsbetweenprotectionandsharingof complete records.Achieving
this balance would have benefits beyond reproductive health and
could solve current challenges related to substanceabusedata seg-
mentationandfuturesensitivedata relatedtopotentialbansongen-
der-affirming care and other matters of bodily autonomy.
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