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Abstract—Due to the open communications environment in
wireless channels, wireless networks are vulnerable to jamming
attacks. However, existing approaches for jamming rely on knowl-
edge of the legitimate users’ (LUs’) channels, extra jamming
power, or both. To raise concerns about the potential threats
posed by illegitimate intelligent reflecting surfaces (IRSs), we
propose an alternative method to launch jamming attacks on LUs
without either LU channel state information (CSI) or jamming
power. The proposed approach employs an adversarial IRS with
random phase shifts, referred to as a “disco” IRS (DIRS), that
acts like a “disco ball” to actively age the LUs’ channels. Such
active channel aging (ACA) interference can be used to launch
jamming attacks on multi-user multiple-input single-output (MU-
MISO) systems. The proposed DIRS-based fully-passive jammer
(FPJ) can jam LUs with no additional jamming power or
knowledge of the LU CSI, and it can not be mitigated by classical
anti-jamming approaches. A theoretical analysis of the proposed
DIRS-based FPJ that provides an evaluation of the DIRS-based
jamming attacks is derived. Based on this detailed theoretical
analysis, some unique properties of the proposed DIRS-based FPJ
can be obtained. Furthermore, a design example of the proposed
DIRS-based FPJ based on one-bit quantization of the IRS phases
is demonstrated to be sufficient for implementing the jamming
attack. In addition, numerical results are provided to show the
effectiveness of the derived theoretical analysis and the jamming
impact of the proposed DIRS-based FPJ.

Index Terms—Jamming attacks, intelligent reflecting surface,
multi-user MISO (MU-MISO), channel aging, low-power wireless
networks.

I. INTRODUCTION

Due to the intrinsically open communications environment
in wireless channels, wireless networks are vulnerable to
malicious attacks, and it is difficult to protect transmit signals
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from eavesdroppers [1]-[3]. To protect the confidentiality of
transmit wireless signals, cryptographic techniques are used
to prevent eavesdroppers from intercepting transmit informa-
tion [4]. Secure communications using cryptographic tech-
niques rely on the computational difficulty of the underlying
mathematical process required to unravel the codes, and thus
secure communications can be achieved unless the eavesdrop-
pers have extensive computing capabilities.

However, malicious attacks such as jamming (also known
as DoS-type attacks in the related literature [5], [6]), are more
easily implemented than eavesdropping. Generally, jamming
attacks can be launched by an active attacker, i.e., an active
jammer (AJ), which inflicts intentional interference in order to
block the communication between the base station (BS) and
the legitimate users (LUs). As discussed below, physical-layer
Als can be divided into the following categories [2]: constant
Als, intermittent AJs, reactive AJs, and adaptive AlJs.

1) Constant AJs: A constant AJ continuously broadcasts
jamming signals, such as pseudorandom noise or mod-
ulated Gaussian waveforms [2]. However, the energy
efficiency of a constant AJ is very low. In practice, energy
constraints are an inherent drawback of AJs [5], [6]. As
a result, the other jamming methods listed below have
been investigated [7]-[9].

Intermittent AJs: As its name implies, an intermittent AJ
only transmits jamming signals from time to time [7].
The jamming effectiveness of the intermittent AJ is
limited since it may or may not be active at the time
of communication between the BS and LUs.

Reactive AJs: To improve the jamming effectiveness,
the reactive AJ approach has been proposed, in which
jamming attacks are launched only when communication
between the BS and LUs is detected [8]. As a result, the
jamming effectiveness of a reactive AJ is higher than both
constant and intermittent AJs.

Adaptive AJs: An adaptive AJ achieves the highest jam-
ming effectiveness by adjusting its jamming power ac-
cording to the time-varying wireless channels between the
BS and the LUs [9]. For example, an adaptive AJ achieves
better efficiency by reducing jamming power during deep
fades or outages in the BS-LU channel, but this requires
updated information about the BS-LU channel which is
often difficult to obtain. Typically, an adaptive AJ is used
as an idealized approach for benchmarking purposes [2].
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Considering the inherent energy constraint of AlJs, can
Jjamming attacks be launched without jamming power? Thanks
to emerging intelligent reflecting surfaces (IRSs) [10]-[16], an
adversarial IRS-based passive jammer (PJ) without active pow-
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er transmission has been proposed for single-user systems [17],
which minimizes the received power at the LU by destructively
adding the signal reflected from the IRS. However, the channel
state information (CSI) of all channels involved must be known
at the illegitimate IRS. CSI for the LU is difficult to obtain in
practice, especially for an entirely passive IRS [18]-[20].

To acquire the CSI of IRS-aided channels [21], [22], the
receivers (users) instead of the IRS send pilot signals to the
transmitter, and the transmitter then estimates the IRS-aided
channels using methods such as the least squares (LS) algorith-
m [18]. In other words, if the illegitimate IRS wants to obtain
LU CSI, it needs to perform channel estimation jointly with
the legitimate BS and LUs. Although an adversarial IRS can
ideally impose a harmful impact on wireless networks [23],
the assumption that the IRS knows the CSI of all channels
involved is unrealistic for practical wireless networks.

Consequently, we ask the following research question: Can
Jjamming attacks be launched without either jamming power or
LU CSI? The authors of [24] have investigated the downlink
of a multi-user MISO (MU-MISO) system jammed by an IRS-
based fully-passive jammer (FPJ). The illegitimate IRS-based
FPJ can jam LUs without jammer power and CSI by aging
all involved channels during both the pilot transmission (PT)
phase and the data transmission (DT) phase.

To raise concerns about the significant potential threats
posed by illegitimate IRSs, we propose a disco-IRS-based
(DIRS-based) FPJ that can launch jamming attacks on the LUs
without relying on either jamming power or LU CSI. The main
contributions' are summarized as follows:

o We investigate the uplink of an MU-MISO system
jammed by the proposed DIRS-based FPJ, which is
the first jamming attack proposed that can be launched
without jamming power or LU CSI. Before the DT phase,
channel estimation is performed by the legitimate system
during the PT phase to provide the CSI for designing
the decoder, during which time the illegitimate DIRS
remains silent?>. The DRIS is then activated during the DT
phase, and the DIRS phase shifts are randomly generated.
The DIRS with random phase shifts acts like a “disco
ball” distributing the BS energy in random directions.
Consequently, the BS-LU channels change rapidly, and
serious interference, referred to as active channel aging
(ACA) interference, is introduced. Since random IRS
reflection coefficients are employed, there is no need for
the DIRS to know the LU CSI.

o We perform a theoretical analysis of our proposed DIRS-
based FPJ for cases where the BS uses the zero-forcing
(ZF) or maximum-ratio combining (MRC) detector. More
specifically, lower bounds on the ergodic achievable up-
link rates achieved in the presence of the proposed DIRS-
based FPJ are determined, which provides an evaluation
of the jamming effectiveness of the proposed approach.

A portion of this work was published in [24], where we have illustrated
the impact of the FPJ on the downlink of an MU-MISO system using only
simulations and not a theoretical analysis.

>The term “silent” means that the wireless signals are perfectly absorbed
by the illegitimate IRS [25].

The simulation results show that the derived lower bounds
are close to the obtained ergodic achievable uplink rates.

o Based on the detailed theoretical analysis, we present
some unique properties of the proposed DIRS-based FPJ
as follows: 1) In contrast to Als, the jamming impact
of the proposed DIRS-based FPJ cannot be mitigated by
increasing the transmit power; 2) The jamming impact
of the proposed DIRS-based FPJ is not dependent on the
quantization nor the distribution of the discrete random
DIRS phase shifts.

o We show that the proposed DIRS-based FPJ can be imple-
mented with reflecting elements whose individual phase
shifts are determined by a single bit. Since the jamming
impact is based on ACA interference introduced by the
proposed DIRS, the characteristics of ACA interference,
for instance, the carrier frequency and the bandwidth, are
the same as the LUs’ transmit signals. As a result, classic
anti-jamming technologies such as frequency hopping are
not valid for the proposed DIRS-based FPJ.

The rest of this paper is organized as follows. In Section II,
the uplink of an MU-MISO system jammed by the proposed
DIRS-based FPJ is modeled, and the performance metric
used to quantify the jamming impact is given. Moreover,
some useful results on random variables are presented. In
Section III, the theoretical analysis of the proposed DIRS-
based FPJ is performed. Then, some properties of the proposed
DIRS-based FPJ are obtained based on the derived theoretical
analysis. Simulation results are provided in Section IV to show
the effectiveness of the derived theoretical analysis and the
performance of the proposed DIRS-based FPJ. Finally, the
main conclusions are given in Section V.

Notation: In this work, we employ bold capital letters for a
matrix, e.g., W, lowercase bold letters for a vector, e.g., wg,
and italic letters for a scalar, e.g., N;. The superscripts ()
and (-)7 denote the Hermitian transpose and the transpose,
respectively. Moreover, the symbols |- | and || - || denote the
absolute value and the Frobenius norm, respectively.

II. SYSTEM MODEL AND PRELIMINARIES

In Section II-A, we illustrate the uplink of an MU-MISO
system jammed by the proposed DIRS-based FPJ and give
the general model of the DIRS-based jamming attacks. In
Section II-B, we state the performance metric used to quantify
the jamming impact of the proposed DIRS-based FPJ. The
channel model is presented in Section II-C. In Section II-D,
some important results on random variables are presented,
which are used for the theoretical analysis in Section III.

A. Disco-IRS-Based Fully-Passive Jammer

Fig. 1 schematically illustrates the uplink of an MU-MISO
system jammed by the proposed DIRS-based FPJ, where the
DIRS-based jamming attacks on the LUs are launched without
relying on either jamming power or LU CSI. The BS is
equipped with an V;-element uniform linear array (ULA) and
communicates with K legitimate single-antenna users denoted
by LUy, LUy, -+ ,LUgk. A DIRS comprised of Np reflecting
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Fig. 1. The uplink of an MU-MISO system jammed by the disco-IRS-based
fully-passive jammer (DIRS-based FPJ). During the pilot transmission (PT)
phase, the DIRS is silent; During the data transmission (DT) phase, the
phase shifts of the DIRS reflecting elements are randomly generated by the
independent DIRS controller.

elements is deployed near the BS? to launch jamming attacks
on the LUs.

Pilot Transmission: The LUs’ CSI is obtained in the PT
phase [26], [27] in order for the BS to design a decoder used
during the DT phase, such as the ZF linear detector [28].
In particular, during the PT phase, the independent DIRS
controller acts to make the DIRS absorb the wireless signals
it receives. The pilot signal used by LUy, is denoted by s, j.
Consequently, the received pilot vector y,, , € CNex1 at the
BS is given by

Yp.k = VPp.kPRa kSp ke + Np, (1)

where p, ;. is the power of the pilot signal sent by LUy,
and hgy € CN+>x1 represents the direct channel between
LU, and the BS during the PT phase. In addition, n, =
(M1, Mp2, - s7p.n,) . denotes the received noise vector at
the BS which is assumed to be composed of independent and
identically distributed (i.i.d.) elements with zero mean and
variance o3, i.e., np; ~ CN (0,02) ,i=1,2,--- , Ny.

Based on the received pilot signal y,, ;, the direct chan-
nel hqj can be estimated by the BS. Similarly, the multi-
user direct channel Hy between BS and all LUs can be
obtained, where Hyq = [hq 1, ha2, - ,ha x| € CN K. We
assume that perfect CSI is obtained by the BS during the PT
phase [27], as imperfect CSI is not a core concern in the
jamming attack scenario, and the impact of imperfect CSI has
also been well studied [28], [29].

Linear Detector Design: Two common approaches for de-
coding at the BS are the MRC and ZF detectors. The conven-
tional MRC detector is given by

wWH = HgI = [wy,wa, - ,wK]H.

2

3Many existing performance-enhancing IRS-aided systems assume that
legitimate IRSs are deployed close to users in order to maximize system
performance [15]. However, in the jamming scenario presented here, we make
the more robust assumption that the independent DIRS controller does not
have any information about the LUs, such as the LUs’ locations and CSI. The
location of the BS is fixed, and thus we assume that the DIRS is deployed
near the BS. Our deployment strategy is informed by the conclusion given
in [15], which makes the impact of the DIRS as large as possible. In addition,
the distance from the DIRS to the legitimate BS should be greater than the
minimum channel correlation distance to ensure that the DIRS-based channel
and the direct channel of each LU are independent.

On the other hand, the conventional ZF detector is

-1
W = (HIH,) HY = [w,w,, -, wk]".

3)

Data Transmission: During the DT phase*, the LUs transmit
their data using the same time-frequency resource as the pilot
data. Meanwhile, the DIRS controller tunes the illegitimate
IRS to randomly generate phase shifts. Namely, the reflecting
vector @(t) = [e?#1(t) eiv2(®) ... ei¥np ()] has random
phase shifts, i.e., ¢.(t) ~ F([0,27]),r = 1,2,---, Np.
Since [p1, @2, - ,@nNy] are randomly generated, the DIRS
controller does not use CSI to optimize ().

In the proposed DIRS-based FPJ, the DIRS reflecting vector
@(t) is time-varying for the PT phase and the DT phase.
Therefore, the illegitimate IRS with random phase shifts acts
like a “disco ball”, as shown in Fig. 1. Consequently, the multi-
user DIRS-jammed channel between the BS and the LUs is
expressed as

Hp = G"diag (¢(t)) Hy = [hp,1, hp2, - ,ho k], (4)

where G represents the channel between the BS and the DIRS,
H; = [h11,h12, -, hi k] represents the multi-user channel
between the DIRS and the LUs, and hp j, represents the DIRS-
jammed channel between the BS and LU, and can be written
as hp i, = Gfdiag (p(t)) hy .

The vector y, received at the BS is then expressed by

Yq = vPaW (Hp + Hy) sq + WHng, ®)

where pq is the average transmit power of each LU during
the DT phase, and the vector of transmit symbols sq dur-
. L T
ing the DT phase is given by sq = [Sa,1,8d,2," " , Sd, K]
where s4 ) denotes the symbol transmitted by LUj. The
receiver noise vector ngq during the DT phase has zero mean
independent elements with variance 03, and is written as
T . 2

ng = [na,1,Md2, s NAN,] s e, nan ~ CN (0,03) ,n =
1,2, N;.

B. Ergodic Achievable Uplink Rate

The achievable uplink rate of the symbol transmitted by
LUy, is written as Rq = log, (1 4 1), where ~y;, represents
the received signal-to-interference-plus-noise ratio (SINR) of
the k-th transmit symbol sq ;. Based on (5), the k-th element
of the received vector y, is expressed by

K
24 H
Ya,kx = /Pawy, ha kSa.k ++/Da E wy; hq ;54
<t 0 e
i#k,i=1

signal

inter—user interference
K
N Thp.isq,i+wl 6
+vPd ) wy hpisq; +wy Ny, (6)
. ~—

i=1 §
noise

ACA interference
where the ACA interference is caused by the DIRS. Note that
even if the DIRS-jammed channel Hp is fixed, it can not be
useful because the legitimate BS only knows the aged Hp.

4Similar to the assumption of reactive AJs in [30], a minimum reaction
period is required to perform channel sensing and jamming initialization.
Moreover, during the PT phase, we assume that the pilot signal could be
transmitted without being jammed.
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When the MRC detector is used, the ergodic rate ﬁd, b ‘MRC
is expressed as

Rak|yre = Ellogy (14 Yklyre)]

= El|log,| 1+

ot
)

sz hd i

i#k, =1

-HUdZ

For the ZF detector, the ergodic rate Edvk‘ZF reduces to

Ed,k|zp = E [logy (1 + Vklyp)]

Pa

= El|log,| 1+
2
pa Y |wihp | + o3 |lwy|?
i=1
3

The introduced ACA interference is somewhat similar to the
channel aging (CA) interference caused by imperfect CSI [31].
However, they are essentially different. For example, we can
prove that R4 under the proposed DIRS-based jamming
attack tends to zero as the number of DIRS reflecting elements
increases. In other words, as the DIRS grows in size, the
FPJ is able to ultimately prevent the BS from receiving any
information transmitted by the LUs even though no jamming
power nor LU CSI is exploited. For more unique properties
of the proposed DIRS-based FPJ, please see Section III.

C. Channel Model

The DIRS is deployed close to the BS, and therefore we
assume the BS-DIRS channel G follows Rician fading [11],
[32]. On the other hand, we assume both the multi-user direct
channel Hy and the multi-user DIRS-LU channel H; follow
Rayleigh fading. Specifically, the Rician fading channel G is
modeled as [32]

G= [917927"'79Nt

=% GSLOSW£<5+IN, '+ GNLOS\ [ +1y,)” )

where % denotes the geometric attenuation and log-normal
shadow fading (the large-scale channel fading) between the
BS and DIRS. Moreover, the N; x N; diagonal matrix & =
diag (e1,e3, - ,en,) is comprised of the Rician factors, and
each Rician factor represents the ratio of signal power in the
line-of-sight (LOS) component to the scattered power in the
non-line-of-sight (NLOS) component.

In (9), GFOS = [g108 g5OS ... ghOS] represents the
LOS component, and GNLOS [gNLOS?gNLOS . 7gNLOS]
denotes the NLOS component of G. The NLOS component
GNLOS follows Rayleigh fading, while element [GLOS in
the LOS component GY©S is modeled as [11], [21], [32]

2n _
[GLOS] ej Ed(n 1)sm(9r,,r:1’.“ Np,n=1,--- Ny,

(10)

™

where 6, € [—0a,04] (0 < 05 < 7) is the angle of arrival
(AoA) from the r-th reflecting element, A is the wavelength
of the transmit symbols, and d represents the antenna-spacing
of the ULA at the BS. Meanwhile, the NLOS component
GNEOS has ii.d. elements given by [GNLOS}m ~CN(0,1).
The multi-user DIRS-LU channel Hy and the multi-user direct
channel Hy are represented as

=D} = [\/Ziihis, Zishs, -/ Zarchix]

1D
Hy :ﬁdDé/Q = [\/gd,lhd,la VZLa2haa, ’v\/gd,Khd,K} )

(12)
where elements of the K X K diagonal matrices
Dy = diag(#A1, A9, LA k) and Dg =
diag (ZLa1, Za2, - »ZaK) model the geometric
attenuation and log-normal shadow fading, which are

assumed to be independent over mn [28]. The elements
of HI and Hd are ii.d. Gaussian variables defined as
[Hl]rk’{ﬁd}nk ~ CN(0,1),r = 1,2,---,Np,
1,2 Ny, k=1,2,---,

n =

D. Review of Some Results on Random Variables

1) Jensen’s Inequality: Consider a convex function f :
7 — R, where 7 is an interval in R. If a random variable
x€Z, and f (E[z]) and E[f (z)] are finite, then

Elf (@)] = f(Blz]).

2) Weak Law of Large Numbers: Consider the following
random vector of i.i.d. Lebesgue integrable random variables:

(13)

x 2 (21,22, ,an]", where E[z;] = Efzy] = -+ =
E [z,] = p. The weak law of large numbers states that

n
> Ti

X-=
n

2, asn — oo. (14)
In other words, the sample average X converges in probability
towards the expected value p as n — oo.

3) Lindeberg-Lévy Central Limit Theorem: Suppose the

A T . .
random vector ®* = [z1,Z2, -+ ,Z,] is a vector of i.i.d.
random variables with mean E [z1] = E[z3] = --- = E[z,] =
p < oo and variance Var [x1] = Var[zg] = -+ = Var [x,] =

02 < oo. Then, the Lindeberg-Lévy central limit theorem

states that the random variable \/n (X — ) converges in
distribution to CA (0,0?) as n — oo, i.e.,

n
>

%ﬂf—u%=i%

(0,02) , asn — 00.
(15)

III. ERGODIC ACHIEVABLE UPLINK RATE UNDER
DIRS-BASED JAMMING ATTACKS

In Section III-A, we determine lower bounds on the ergodic
rates jammed by the proposed DIRS-based FPJ for the cases
where the BS uses MRC and ZF detectors, respectively. Then,
in Section III-B, we present various properties of the proposed
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DIRS-based FPJ: 1) We compare the proposed DIRS-based
FPJ to an IRS-based PJ to show that our approach is able
to launch jamming attacks without any jamming power and
any LU CSI; 2) In contrast to the AJs, the jamming impact
of the proposed DIRS-based FPJ cannot be mitigated by
increasing the LU transmit power; 3) The jamming impact
of the proposed DIRS-based FPJ does not depend on the
quantization nor the distribution of the random DIRS. In
Section ITI-C, based on these properties, we describe a simple
implementation of the proposed DIRS-based FPJ using a one-
bit IRS with phase shifts following a uniform distribution.

A. Lower Bound of Ergodic Achievable Uplink Rate

A lower bound is derived in order to approximate the
ergodic rate the BS can achieve under the proposed DIRS-
based jamming attacks. The following lower bound can be
obtained by using Jensen’s inequality in a straightforward way:

— 1
Rap=E [Rd,k] =E |:10g2 <1 + _1>:|
T

> log, <1+ ),k:1,2,~-~,K. (16)

E[v ']

Unfortunately, the lower bound in (16) is implicit. To this
end, we present more-explicit lower bounds on the ergodic
rate E(Lk for the cases where the BS uses the MRC and
ZF detectors, given below respectively as Proposition 1 and
Proposition 2.

When the MRC detector is used at the BS to receive the
transmit symbol vector sq, we can derive the following explicit
lower bound on the ergodic rate Edvk‘MRC k=12,---,K)
under the jamming launched by the proposed DIRS-based FPJ.

Proposition 1: The lower bound on the ergodic rate
Edvk‘MRC converges in probability towards a fixed value as
Np, Ny — o0, i.e.,

_ 1
Ra >logy |14+ =———+——
|MRC 2 ( E[7k1|MRC]>

pa (Ny — 1) Za i

£>log2 1+ 7 e ,
pa >, ZLai+palNp Y ZLoA,+ ol
i=1,i#k i=1
as Np, Ny — oo. (17
Proof: See Appendix A. ]

When the BS uses the ZF detector to receive Sd, the
following explicit lower bound on the ergodic rate Rd’k’ZF
(k=1,2,---, K) is presented in Proposition 2.

Proposition 2: The lower bound of the ergodic rate Ed, k’ZF
converges in probability towards a fixed value as Np, Ny —

00, 1.e.,

Rd,k|ZF > log, <1 +

pa (Ne — K) Za i
K
palNp > Lc L + o3
=1

2>10g2 1+

, as Np, Ny — oo.

(18)

Proof: See Appendix B. [ ]

The lower bounds in (17) and (18) provide accurate esti-
mates of ergodic rates. In Section IV, the simulation results
show that the derived lower bounds are close to the actual
ergodic rates.

B. Properties of Disco-IRS-Based Fully-Passive Jammer

In this subsection, we illustrate some unique properties of
the proposed DIRS-based FPJ to show the difference between
it and existing jammers.

1) Jamming Users Without Jamming Power and LU CSI:
In Section II-B, we have illustrated that the proposed DIRS-
based FPJ jams LUs via the DIRS-based ACA. To the best
of our knowledge, this is the first instance of an illegitimate
jammer that is able to launch jamming attacks without either
jamming power or LU CSIL

Although the IRS-based PJ approach proposed in [17]
can launch jamming attacks without jamming power, a very
demanding requirement must be met to implement this PJ: the
CSI of all channels involved, such as the direct channel and
the IRS-aided channels, must be known. The IRS-based PJ
proposed in [17] can be extended to MU-MISO systems by
implementing the following optimization:

K

pa|wf (hax + hD,k)|2

= rr&nZlogQ I+—

2
k=1 pad. |wl (hai+hp,)| +03||lwil®
i=1,i%k
(19)
St @ = [¢71,ei®2 . eienn] (20)
¢T€[0727T]7T:1727"'1ND~ (21)

The objective function in (19) is a continuous and differen-
tiable function of ¢, and the constraints in (20) and (21) create
a complex circle manifold. Therefore, the above optimiza-
tion problem can be computed by the Riemannian conjugate
gradient (RCG) algorithm [22], [33] as follows: generate
the Riemannian gradient; determine the search direction; and
retract the tangent vector.
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(1) Riemannian Gradient: For ease of presentation, we
denote the objective function in (19) as

pa|wf (ha + hD,k)|2

K
Gp) :Z logy |14+ — 5
p pa Y |wl (hai+ho)| +o3]wl?

i=1,i#k
(22)
Consequently, the Riemannian gradient at ¢ is a tangent vector
that denotes the greatest decreasing direction of G(¢), which
is given by

gradg(p) = VG(¢) —Re {VG(p) 0 ¢} 0, (23)

where VG () represents the Euclidean gradient.

(2) Search Direction: The tangent vector conjugate to
gradG(¢) can be used as the search direction D, which is
expressed as

D = —gradG(p) + p1(D —Re{D o o} 0 ), (24

where p; and D denote the conjugate gradient update param-
eter and the previous search direction, respectively.

(3) Retraction: Retract the tangent vector back to the com-
plex circle manifold described by (20). Mathematically,

(¢ +p2D),, o
(¢ + p2D),,| "

where p, represents the Armijo step size.

To solve the optimization problem via the RCG algorith-
m, the IRS controller requires significant computing power.
Moreover, the requirement that the controller has access to
the CSI of Hy, G, and Hj is difficult to realize due to the
passive nature of the IRS [18]. In particular, to acquire the CSI
of the IRS-aided channels G and Hj, the LUs instead of the
IRS send pilot signals to the BS, and the BS then estimates
the IRS-aided channels by traditional solutions, for instance,
the least squares (LS) algorithm [18]. When a legitimate IRS
is used to enhance system performance, the CSI of the IRS-
aided channels can be jointly estimated by the BS, the LUs,
and the IRS. However, acquiring the IRS-aided channels at the
illegitimate IRS is not realistic in the jamming attack scenario.

The DIRS-based ACA interference is introduced by ran-
domly generating phase shifts for the DIRS. Compared to the
IRS-aided PJ, the proposed DIRS-based FPJ does not need
significant computing power. On the other hand, the DIRS
approach launches jamming attacks without requiring the LU
CSL

2) Larger Transmit Power Increases Jamming: Taking (18)
as an example, if the LUs increase the average transmit power
pd, the term pgqNp Zf;fG-fLi in the denominator also
increases. In other words, the jamming attacks launched by the
proposed DIRS-based FPJ cannot be mitigated by increasing
the average transmit power, since increasing the power leads
to even more serious jamming.

Note that an AJ is also able to jam the vector y, received by
the BS without LU CSI. More specifically, consider a single-
antenna AJ that broadcasts the jamming signal symbol s with

(25)

power pj. The k-th element of the received vector y, under
active jamming is given by

K
H H
Y.k = /Pawy; ha kSa.k ++/Dd E A hq,i84,:
—_——— =

signal

H H
+ vpiwy, hysy+wy ng,

noise

inter—user interference
(26)
AlJ interference

where hj denotes the channel between the BS and the AJ
whose elements have zero mean and variance .%j, which

represents the geometric attenuation and log-normal shadow
fadinf between the BS and the AJ. Specifically, hy = /. Zjh;

~

hJ:| ~ CN(0,1),n = 1,2,---, N;. Consequently,
AJ interference proportional to the jamming power pj is
introduced into the achievable rate Rq ;. Mathematically, the
achievable rate R(?Jk under active jamming is formulated as

and

AJ
Ry,

2
= log, |1+ pd’wthd’k’

2 2
pad. |wihai|” + ps|wi hy| +a(2,Hwk|\2
i=1,1

27

If we take the case where the BS adopts the ZF detector (3)
to receive the symbols sent by the LUs, the achievable rate

R(‘HC‘ expressed in (27) reduces to
Flzp

RN —log, (14 Pd .28
G sl g |+ 3w

Although the AJ can jam the LUs without their CSI, the
jamming attacks launched by the AJ can be mitigated by
increasing the average transmit power pq. In order to achieve
the desired jamming impact, the AJ has to increase its jamming
power pj. However, high-power jamming signals are more
easily detected by the legitimate BS, which increases the risk
of AJ exposure.

3) Ergodic Achievable Uplink Rate Independent of Preci-
sion and Stochastic Distribution of Reflecting Phase Shifts:
Based on (17) and (18), an interesting property can be ob-
served: the jamming impact of the proposed DIRS-based FPJ
does not depend on the quantization of the IRS phase shifts.
In other words, jamming launched by a one-bit DIRS-based
FPJ is equivalent to that launched by the proposed FPJ using
an infinite-precision DIRS.

In addition, the jamming impact of the proposed DIRS-
based FPJ does not depend on the distribution of the random
phase shifts. As long as the number of DIRS reflecting
elements is large, the ergodic rate will tend to zero even if
the proposed DIRS-based FPJ is implemented using a one-
bit IRS with uniformly distributed (i.e., equally likely) one-bit
phase shifts. In practice, it is easy to implement such a simple
IRS with a large number of reflecting elements [34], [35].

An IRS is an ultra-thin surface inlaid with massive sub-
wavelength reflecting elements whose electromagnetic re-
sponses (such as phase shifts) can be controlled, for example,
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by simple programmable PIN diodes [35]. Based on the
ON/OFF behavior of the PIN diodes, however, only a limited
set of discrete phase shifts can be achieved by an IRS.
Some existing work has investigated the trade-off between
performance and the number of bits used to determine the
phase shifts [36]-[38]. Empirically, the higher the resolution
of the discrete IRS phase shifts, the higher the cost but the
better the performance.

Taking the IRS-based PJ in (19) as an example, the opti-
mization of the phase shifts via the RCG algorithm implicitly
assumes continuously tunable phase shifts. Assuming that the
illegal IRS has b-bit quantized phase shifts, the discrete reflect-
ing phase shifts © = [p1, P2, -, PN,] must be calculated
by finding the quantized values closest to the result of the
optimization:

min | — &’ (29)
N o 2(26-1)w
st. @ € {0,21)7... T ,r=1,2,--+-  Np.
(30)

Obviously, in this approach based on the LU CSI, the higher
the quantization resolution, the more serious the jamming
impact of the IRS-based PJ. Such a high resolution discrete
phase-shift design is unnecessary in our proposed approach.

C. One-Bit DIRS-Based FPJ Nullifying Anti-Jamming Tech-
nologies

Based on the properties stated in Section III-B, the pro-
posed DIRS-based FPJ can be implemented by using a one-
bit IRS, where the reflecting phase shifts follow a simple
discrete uniform distribution, i.e., ¢, ~ U ({0,7}). Fig. 2
illustrates the proposed DIRS-based FPJ. By actively aging
the wireless channels between the BS and the LUs, serious
ACA interference is introduced.

The detector used at the BS is designed based only on the
multi-user direct channel Hy. For example, the ZF decoder
wy, is only orthogonal to the subspace of the direct co-user
channels hg 1, -+ ,hd.k—1,Rd k+1, -, ha,K, as depicted in
Fig. 2, which is different from the DIRS-jammed co-user
channel.

From (6), the jamming attacks launched by the proposed
DIRS-based FPJ are implemented by introducing ACA inter-
ference. Since the characteristics of ACA interference, such
as the carrier frequency, are the same as the LUs’ transmit
signals, classic anti-jamming technologies such as frequency
hopping [39], [40] are not helpful for the proposed DIRS-
based FPJ.

IV. SIMULATION RESULTS AND DISCUSSION

In this section, we provide numerical results to evaluate the
effectiveness of the proposed DIRS-based FPJ in Section II
and that of the derived theoretical analysis in Section III
Consider an MU-MISO system with 24 single-antenna LUs
jammed by the proposed DIRS-based FPJ in Section II. More
specifically, the BS is located at (Om, Om, 2m) and the 24
LUs are randomly distributed in the circular region .S centered

One-bit DIRS

Subspace of co-user channels
in the PT phase

hd,l"“i’hd,k—]’hd,k-v-l’“' h

>0, K

Subspace of DIRS-jammed co-user
channels in the DT phase

hd,l + hT),l >t .’hd,k—l + h’[),k—l >
hd,k+l + hD,k+1s’ ' "hd,K + hD,K

Fig. 2. One-bit disco-IRS-based fully-passive jammer (DIRS-based FPJ) by
actively aging channels to launch jamming attacks on legitimate users (LUs),
where the reflecting phase shifts follow a simple one-bit discrete distribution.

DIRS
BS
/ LU, ~U(S)
dBD S
==
160m 10m

Fig. 3. A visualization of an MU-MISO system jammed by the proposed
DIRS-based FPJ, where the BS is located at (Om, Om, 2m), the DIRS with
Np reflecting elements is deployed at the location (—dgpm, Om, 2m), and
24 LUs are randomly distributed in the circular region S centered at (Om,
160m, Om) with a 10m radius.

at (Om, 160m, Om) with a radius of 10m. Furthermore, the
DIRS with Np reflecting elements is deployed at (—dgpm,
Om, 2m) to launch the proposed DIRS-based fully-passive
jamming on the LUs. The distance between the BS and
the DIRS, the number of DIRS reflecting elements, and the
number of antennas at the BS are dgp = 2, Np = 4096,
and N; = 256. If not otherwise specified, the numbers of
DIRS reflecting elements, antennas, and LUs, as well as the
BS-DIRS distance default to these values. The influence of
the numbers of reflecting elements, antennas, and LUs as
well as that of the BS-DIRS distance are discussed next. The
propagation parameters of wireless channels Hp, Hy, and G
described in Section II-C are defined in Table I based on
3GPP propagation models [41], and the variance of the noise
is 03=—-170+10log,, (BW) dBm.

In this section, we illustrate the performance of the follow-
ing benchmarks: the ergodic rates resulting from an MU-MISO
system without jamming attacks [28], where the BS adopts the
ZF detector (ZF w/o Jamming) or the MRC detector (MRC
w/o Jamming); the ergodic rates described in (28) resulting
from an MU-MISO system jammed by an AJ with -4dBm
jamming power (AJ w/ -4dBm) and 4dBm jamming power
(AJ w/ 4dBm), where the AJ is deployed at (20m,160m,0m);
and the ergodic rates given in (7) and (8) resulting from an
MU-MISO system jammed by the proposed DIRS-based FPJ,
where the BS also adopts the ZF detector (DIRS-FPJ & ZF)
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TABLE I
WIRELESS CHANNEL SIMULATION PARAMETERS
Parameter Notation Value
Large-scale LOS fading Za 35.6 + 22log;(d) (dB)
Large-scale NLOS fading | %41, %k 32.6 4 36.7log4(d)
Transmission bandwidth BW 180 kHz
Rician factors & 101y,

14 T T
E‘ * ZFwlo Jamming
‘g ————— ZF LB in [28]
5 12 X AJ w/ -4 dBm
& AJ w/4 dBm
= -’
o O DIRS-FPJ & ZF 7
= 10| Derived LB in (18) g2
> % MRCwio Jamming _/" x
E 8 | [rrreemnee MRC LB in [28] '/*
= O DIRS-FPJ & MRC *,—’ X A
‘E = = —Derived LB in (17) |
2
s X A
~ 0
o =
g
=
)
.2
9
o
80
Yt
83|

-14 -10 -6 -2
Average Transmitted Power [dBm]

Fig. 4. Ergodic achievable uplink rate vs average transmit power of each LU
for different benchmarks.

or the MRC detector (DIRS-FPJ & MRC).

1) Ergodic Achievable Uplink Rate Versus Average Trans-
mit Power: Fig. 4 illustrates the relationship between the
ergodic rates and the average transmit power of each LU. The
ergodic rates of ZF w/o Jamming, AJ w/ -4dBm, AJ w/ 4dBm,
DIRS-FPJ & ZF, MRC w/o Jamming, as well as DIRS-FPJ &
MRC benchmarks are depicted, respectively. Meanwhile, the
lower bounds of ZF w/o Jamming and MRC w/o Jamming
given in [28] are shown in Fig. 4. To show the effectiveness
of the theoretical analysis derived in Section III, the lower
bounds of the proposed DIRS-based FPJ are also included in
Fig. 4.

From Fig. 4, one can see that the proposed DIRS-based FPJ
can effectively jam the LUs without either jamming power or
LU CSI. The AJ approach requires a significant amount of
extra jamming energy, but increased transmit power at the LUs
not only fails to mitigate the jamming impact of the proposed
DIRS-based FPJ but even aggravates it. As shown in Fig. 4, as
the average transmit power of each LU increases, the jamming
impact of the proposed DIRS-based FPJ gradually becomes
stronger and eventually exceeds that of the AJ. Although
an MU-MISO system using low-order modulations, such as
quadrature phase shift keying (QPSK), can work in the low
power domain to reduce DIRS-based ACA interference, we
will see below that increasing the number of DIRS reflecting
elements can ensure reasonable jamming attacks. Furthermore,
if the transmit signal is in the low power domain, a relatively
small amount of jamming can provide an effective jamming

impact.

Compared to the case where the BS uses the MRC detector,
the jamming impact of the proposed DIRS-based FPJ for
ZF decoding is stronger, as can be seen from Fig. 4. In
Section III-C, we have illustrated that the proposed DIRS-
based FPJ jams the LUs by introducing ACA interference.
However, serious inter-user interference (IUI), which is a
type of multi-user interference (MUI), has been introduced
when the BS uses the MRC detector to receive the signals
transmitted by the LUs. As a result, the jamming impact
caused by the ACA interference is suppressed. However, the
IUI is well suppressed when the BS employs the ZF detector,
and thus the jamming impact of the proposed DIRS-based FPJ
is more evident.

&~
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Fig. 5. Influence of the number of DIRS reflecting elements on the ergodic
rates for (a) -14 dBm average transmit power and (b) 6 dBm average transmit
power.

2) Ergodic Achievable Uplink Rate Versus Number of DIRS
Reflecting Elements: Based on the theoretical analysis in
Section III, the ergodic rates resulting from the MU-MISO
system jammed by the proposed DIRS-based FPJ will tend to
zero, as long as the number of DIRS reflecting elements is
large. We show the effects of the number of DIRS reflecting
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Fig. 6. Influence of the number of DIRS phase quantification bits on the
ergodic rates for (a) -14 dBm average transmit power and (b) 6 dBm average
transmit power.

elements in Fig. 5 at both low transmit power (pq = —14 dBm)
and high transmit power (pq = 6 dBm), which are plotted in
Fig. 5 (a) and Fig. 5 (b), respectively.

One can see that the MU-MISO system is sensitive to
active jamming attacks when the average transmit power of
each LU is low. However, the active jamming attacks can
be suppressed by classic anti-jamming techniques such as
frequency hopping [39], [40], and an AJ requires a significant
amount of extra jamming power. The jamming impact is more
effective for high rather than low transmit power.

3) Ergodic Achievable Uplink Rate Versus DIRS Phase
Resolution: Based on the theoretical analysis in Section III,
one can see that the proposed DIRS-based FPJ has many
unique properties. For example, the jamming impact of the
proposed DIRS-based FPJ does not depend on the resolution
of the DIRS phase shifts. It is clear from Fig. 6 that the
jamming impact of the proposed DIRS-based FPJ does not
increase with the number of bits used to quantize the DIRS
phase shifts for either low or high average transmit power.
Based on the results in Fig. 5 and 6, the proposed DIRS-
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Fig. 7. Influence of the distance between the BS and the DIRS on the ergodic
rates for (a) -14 dBm average transmit power and (b) 6 dBm average transmit
power.

based FPJ can be effectively implemented by using only a
one-bit IRS with a large number reflecting elements whose
phase randomly toggles between two values 7 radians apart.

4) Ergodic Achievable Uplink Rate Versus DIRS Location:
In Fig. 7, the impact of the DIRS location on the ergodic rates
is illustrated. The greater the distance, the greater the large-
scale channel fading .4 in the BS-DIRS channel. According
to (17) and (18), the jamming effect of the proposed DIRS-
based FPJ is weakened due to increased BS-DIRS distance
dpp. To maximize the jamming effect of the proposed DIRS-
based FPJ, the DIRS needs to be deployed as close to the BS
as possible. If a near-BS deployment is not possible, based on
Fig. 5 and Fig. 6, one solution to mitigating the weakening
impact on jamming attacks is to increase the number of
reflecting elements.

5) Ergodic Achievable Uplink Rate Versus Number of BS
Antennas: In the next two figures, we demonstrate the jam-
ming impact of the proposed DIRS-based FPJ on different
MU-MISO systems. In Fig. 8, we show the influence of the
number of BS antennas on the ergodic rates. At both low
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Fig. 8. Influence of the number of antennas deployed at the BS on the ergodic
rates for (a) -14 dBm average transmit power and (b) 6 dBm average transmit
power.

and high transmit powers, the ergodic rates achieved by all
benchmarks increase with the number of antennas at the BS.

A possible way to mitigate the jamming attacks launched by
the proposed DIRS-based FPJ is to increase the number of BS
antennas. However, we see in Figs. 8 and 9 that the slopes of
all ergodic rate curves decrease as the number of BS antennas
continues to increase. In other words, continuing to increase
the number of antennas at the BS cannot significantly mitigate
the proposed DIRS-based jamming attacks when the number
of antennas is large. Moreover, we can increase the number of
reflecting elements deployed on the DIRS to counteract this
mitigation, as shown in Fig. 9. It is clear that the ergodic rate
resulting from the MU-MISO system jammed by the proposed
DIRS-based FPJ does not increase with the number of BS
antennas as long as the number of reflecting elements also
increases. Compared to the cost of increasing the number of
active antennas at the BS, the cost of increasing the number
of passive reflecting elements on the DIRS is much lower,
especially for those employing one-bit phase shifters [34],
[35].
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Fig. 9. Ergodic rates versus numbers of antennas and reflecting elements
for (a) -14 dBm average transmit power and (b) 6 dBm average transmit
power, where the number of reflecting elements is sixteen times the number
of antennas (Np = 16/Ny).

6) Ergodic Achievable Uplink Rate Versus Number of Le-
gitimate Users: Fig. 10 shows the jamming impact of the pro-
posed DIRS-based FPJ on MU-MISO systems communicating
with different numbers of LUs. Even if an MU-MISO system
is not subject to jamming attacks, the ergodic rate per LU
decreases with the number of LUs. The drop in the ergodic rate
is especially noticeable when the BS uses the MRC detector
since it cannot suppress the UL

At both low and high transmit power, the jamming impact of
the proposed DIRS-based FPJ becomes more significant as the
number of LUs increases. Note that the ACA interference term
in (6) also increases with the number of LUs. Moreover, as the
number of LUs increases, one can see that the gap between
ZF w/o Jamming and DIRS-FPJ & ZF is more significant than
that between MRC w/o Jamming and DIRS-FPJ & MRC at
both low and high transmit power. As before, the increased
IUI diminishes the impact of the ACA interference.
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Fig. 10. Influence of the number of LUs on the ergodic rates for (a) -14 dBm
average transmit power and (b) 6 dBm average transmit power.

V. CONCLUSIONS

In this paper, a novel DIRS-based FPJ has been proposed
that can be implemented by a one-bit IRS. By introducing
significant ACA interference, the proposed DIRS-based FPJ
can launch jamming attacks on LUs with neither extra jam-
ming power nor LU CSI. The following conclusions can be
drawn from the theoretical analysis and numerical results,
raising concerns about the significant potential threats posed
by illegitimate IRSs.

1) In contrast to existing AJs and IRS-based PJ, the proposed
DIRS-based FPJ launches jamming attacks by using ACA
interference caused by the DIRS, and thus it requires no
jamming power and no LU CSIL.

2) The jamming impact of the proposed DIRS-based FPJ
does not depend on how the DIRS phase shifts are quan-
tized, nor on their distribution. As long as the number
of DIRS reflecting elements is large, the ergodic rate
will tend to zero even if the proposed DIRS-based FPJ
is implemented with one-bit uniformly distributed phase
shifts.

3) Increasing the transmit power at each LU will not miti-
gate the jamming attacks launched by the proposed DIRS-
based FPJ and will even make them more deleterious.
Furthermore, the DIRS-based FPJ can overcome classic
anti-jamming technologies such as frequency hopping.

4) Although the BS can counter the proposed DIRS-based
jamming attacks by increasing the number of its antennas,
this suppression of the proposed DIRS-based jamming
attacks can be weakened by increasing the number of
reflecting elements on the DIRS.

We have illustrated the potential threats posed by illegal IRSs
and demonstrated that even a one-bit DIRS can effectively jam
LUs. Classic anti-jamming technologies are not effective for
the proposed DIRS-based FPJ.

APPENDIX A
PROOF OF PROPOSITION 1

Recall the ergodic Rq |MRC expressed as (7). We have the
following lower bound by using Jensen’s inequality:

Rax|yme = E [loga (1 + vk lyre)]
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~ 55 ~ rH o ..
where hq,; = ﬁ and hp,; = ﬁ Conditioned on

the fact that the random variables ||hq4 |, ha i, and 7LD71- are
independent, we can reduce the expectation in (31) to
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Based on the weak law of large numbers, the random vector

H'}:ik\l with i.i.d. elements converges in probability towards
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Accordil}ig the central limit theorem, the random vari-
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Based on (33) and (34), the random variable Ed,i converges
in distribution to CN (0, %y ;) as Ny — oo,

s S CN (0, 244), as Ny — oo, (35)

~ 2
Consequently, the term pqg ZiK—Li;skEUhd,i ] in (32) is
reduced to pq Zfil}#k Lai-
On the other hand, from (9) to (11), the i.i.d. elements in
the multi-user DIRS-based channel Hp can be written as
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Assume that the elements in Hp and Hy are independent;
therefore, we have that
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According to (36), the expectation of |[HD]n,€|2 in (37) is

given by,

]E[HHDMJZ} = E[[HDMHk [HD]»,Lk} = 2% Np. (38)

2
in (32) is reduced

to palNp ZZ_ Zc44,;. Furthermore, we can reduce the ex-
pectation in (31) to

As a result, the expectation pq ZZ 1 ’hD i
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Next we exploit the following property of a central complex
Wishart matrix [42], i.e.,
E[tr (W)] = ——,

n—m

(41)

where W ~ W (n,1,,) is an m x m central complex Wishart
matrix with n (n > m) degrees of freedom. Incorporating (41)
into (40), the following equation is obtained:

1 1
= , for Ny > 2.
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(42)

Combining (42) and (40), the lower bound in Proposition 1,
i.e., (17) is then derived.

APPENDIX B
PROOF OF PROPOSITION 2

Based on Jensen’s inequality, the ergodic rate Rq j |ZF in (8)
reduces to

Pa
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=1 (43)
We can assume that the random vector wj, does not depend
on hp;, because the linear detector ZF is designed based
on the multi-user direct channel Hy without relying on Hp.
Therefore, based on the definition in (36), we have the

following result:
2
| =20 Y Y B fwn B[,

pdz ‘wk hD 7
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where wy,, denotes the n-th element of the ZF detector vector
Wwi.
According to (38) and (44), (43) is then converted to
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Based on (3), the following form of ||wy|| can be obtained:

H 1 H -1
lwi* = [WHW],, = fdk{(Hde) Lk (46)
Consequently,
2] 1 S H -1
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where (a) also comes from the identity (41).
Substituting (48) into (45), the lower bound (18) based on
the use of ZF is derived.
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